Pyarmor Documentation
BATHRZA 8.4.7

Jondy Zhao

2024 £ 02 A 27 H






Contents

v Be 2 A

RIE)

H 5%

30 FREEE ...
300 ATIERE ..
312 SEEREEEAR ...
303 EREEFE ...
304 BHEEE ...
3.5 EHIFWE . ..o

32 WHHZEER . .
3201 BERAVRENER ..
322 [RyEfTEIZIEERG A o
323 fTEMASNEEHmMERA .o
324 FTEMBHAR A Wheel . . ...
325 ITHHIARKBRHESEIF RS E .
3.2.6  fRUCIMEAREPgREAR . .
3.2.7  HBEEIASH Docstring ... Lo
3.2.8 QiR Es =07 FEE A I A AR A L
329  fEHVETAE . . ...

33 FARTFW . .o
3.3.1 AESL e
332 AT .
333 ARUMBBMAEREE ...
334 B TIEBHASEFREE ..
335 FHREE ..

............... 55




34 WRATHRE o 103

340 MEBIFEER . . e 103

342 WATHEIMBERA . . . e 107

343 PERTTACTETROIMBA 112

344 WATHERETHEE ... 115

345 WATIBCCHEI . ... . e 121

346 PEREFIZEAS . . o o 126

347  AHALFIEPFMLI TAERBL . . . 131

3.5 WATREECHIATTE . . o 132
350 RN o 132

352 VFEIEEE L. 133

353 WA L L 136

354 FHEERAVFTTE . . . e 137

3.6 UL . . e 138
3.6.1 WMl Github FEER] . ... 138

3.62  BUSEIE ... 139

3.63  Apple [ffjSegmentfault . . . . . . . . ... 140

3.64  TEMFEIE . ..o 142

3.6.5  ERFRIAHZEMIE . . .. 143

4 FHuyl&k 145
Python B # 5] 147
#3] 149




Pyarmor Documentation, % {ThR%4 8.4.7

Ji A
8.4.7
https://pyarmor.dashingsoft.com/index-zh.html

B

pyarmor@ 163.com

Contents 1


https://pyarmor.dashingsoft.com/index-zh.html
mailto:pyarmor@163.com

Pyarmor Documentation, & {Tha4 8.4.7

2 Contents



CHAPTER 1

SAqeT A R

Pyarmor F 5E & ISR RGE, 3k HUIEHE Bl P A0 oy R4 31175 B AR ¢ AL 2

o G—dfors AE P BAEH I Pyarmor B 7, X BLASE BRI IE X — B HE — R ULH] T
AR R 5. WA AEER 12042

o e R S ARG, BUVIE Pyarmor XA AL, MR ARG AR
WU SCH RIBERCHS 27 BEXE Pyarmor il Python #4511 Tt

o B =2 BAT I WERZE MRS T IrA RS E X, T, ReE R IURAT R AR
. B3E T Pyarmor PR Y, TR B A AT XM SECFIIC 7 A SE g B0 ) ] F(E AN [R]
TEAIFE RIS 3L

o FHvaERsg RN T AR IXFERAMERRT Pyarmor $RALITIEE, AN IR T T RGO ARRE . B R
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o hofT i AT A I

Pyarmor Z{t4

Pyarmor J&—> 1T MR Python AR TE . EREBABITIN LRI Python AU AWt sE , BE
TN JE BIAS R G IR, 0 s A 2R . R EAFREAF 5L

IfERs sl
o JCEPR: IS AR IR Z— AR oy SUPF, AERZ GO0 T AT A LR e sk 1Y py BIAS
NS BAS ] -

o Byt FEOt T W AR IO A AR RE , REAZ I L R 2 B0 T2 PRI BE R 2K
o Al B EEE a4 I PR R, 36, Tk, ARSI

o Beikh C AR RERSIERLER Ay s BN C AURS, AR5 Bl e DA e 0 L B i i C ACRE ML
w2 A PRI Python pREL

o BRI BAAC iR {5 FHYG L mT DAZE s Jon s B A 28104 1740 18 % 3 180 8 o o B AR 1 o 33
o Themida f#47: {#i F§ Themida {#3P 125 A~ ({X Windows & 0] B )
K

Pyarmor J&—~%&A7E PyPL ¥ Python f, 5y (Y7 202 ELE M fin % pip #EAT 2%
£ Linux 5% Apple V-5, BRI &, SRR PAT R ar <

$ pip install -U pyarmor

& Windows NI, ] win—r ¥l ey O RAME, A emd Z FEIESTIERI G, EIEH G AL a2

C:\> pip install -U pyarmor

LASENZ G, M A4 pyarmor ——version JflZEPhifT. WRZH NI, & E/RHE Pyarmor B MUAE
/%\G

AR -G Pyarmor SCRF, FrA SCRFIF-6 AIAATE £ R £ i 25 i R 09 752
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Iz 2

NIRRT RN A, HORIE A foo . py:

$ pyarmor gen foo.py

T s gen RSB BN g B(# generate:

$ pyarmor g foo.py

$ pyarmor generate foo.py

XA AN A dist/foo.py , XLE—NIEH Y Python BIZ, W DAL FEM# ] Python fifH¢
AT

$ python dist/foo.py

BH A LR St

$ 1s dist/
foo.py

pyarmor_runtime_000000

BT e lA Ah, ATPAE EIIEA I3 Ah—A~H 5k pyarmor_runtime_000000 , iX/@izfT s A< i
H—~Python ¢,

EfmmERA

RV MA dist/foo.py AR % F ik & RIVEBATHY, WAL I H R FHZAT408) & —kE
gL AT LA,

FAAWe? H—FMEMA dist/foo.py N T:

from pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name_, _ file , ...)

I AT ZM pyarmor_runtime 000000 FAME __pyarmor_, XMLt it BIAS (O£,
T B AR AT AR AR — A IR HE A RO 2 pyarmor_runtime 000000 SRS

T PUONHOBIfL pyarmor_runtime 000000 & Atk | BroAma A Heeferi R4t , B
AR A) Python A fEiadT. AR ZE 7 % & Wt TIREEA—FE, 752l HAS - 5 0 e 101 .

ks RHH G Pyarmor 1% 7 3% &, ETINEEHARF% Pyarmor

3.1. [EHHIE 9
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nEa

BRI — A, BT -0 B 7 Ah— A th H ok dist2:

$ pyarmor gen -0 dist2 src/mypkg

R ML

$ 1s dist2/

mypkg
pyarmor_runtime_000000

$ 1ls dist2/mypkg/
__init__.py

MR — N SAMEENE dist2/mypkg:

$ cd dist2/
$ python -C '"import mypkg'

TR HL T A AT H SRR, AR M eI - R B 3 R AR

$ pyarmor gen -0 dist2 -r src/mypkg

AfmES

IR DMEEAE S dist2 HEE R E P it s HE0A —FEGm s, M- sfrsh ik
FFEI L H SR A

$ pyarmor gen -0 dist3 -r -i src/mypkg

A H %

$ 1s dist3/
mypkg

$ 1s dist3/mypkg/
__init__ .py

pyarmor_runtime_000000

BUFE A 5 295 DU SCHERRAE N B dist3/mypkg Wi, HZREAEH SR DIEE Pk & Eiistn] bA
IE

i A PAHE —F dist3/mypkg/__init_ .py FI_b—72E B A 0% S dist2/mypkg/

10 Chapter 3. HZ
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__init__ .py WA ZHY T MRS/ .

HEMED

K, I RIS st 2 15 # 1F) Python JHIZS | JiF DA sk 51244 Python IR T 5., #i40 distutils, setuptools,
PAJ wheel # R DA FH e d5f 25 Jin 2 i A

Rt mypkg B H AT

projects/
— src/
— mypkg/
F— _ init_ .py
F— utils.py

L— config.json

BN H % projects/dist 6 JRMRAFINE

$ cd projects
$ mkdir disté6

IR TR B SRS D 2

$ cp -a src/mypkg dist6/

BERAREMME R, EHAIER oy SRR H SR L py:

$ pyarmor gen -O dist6 -i src/mypkg

AT

projects/
— README.md
L— src/
— mypkg/
F— _ init_ .py

F— utils.py

L— config.json

L— disté/
L— mypkg/
F— __init_ .py
F—— utils.py
F— config.json
L— pyarmor_runtime_000000/__init__ .py

3.1. [EHHIE 11
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F—F src/mypkg Hil dist6/mypkg , ME—HIXGI@/EEZ T— 1 HE pyarmor_runtime_000000 ,
S B = i AR AR 1 R dist 6/mypkg

AT RG] B Python 1.7 15253 1X B 2% 3] Python Packaging User Guide

REME AR N

(A 3EI —e T RAT SRR BN AR A 200 . Bian, BB A 200 30 K

$ pyarmor gen -0 dist4d -e 30 foo.py

B — TN A dist4/foo.py FRIIF—F:

$ python dist4/foo.py

W PASE I o3 Ah—Fiag X Yy yy-MyM-DD SRIEEA RGN, Flun:

$ pyarmor gen -0 dist4 -e 2020-12-31 foo.py

iz47—F dist4/foo.py HATHRIIE:

$ python dist4/foo.py

AT PR T R A ) o B AR AN TR D7 2 — R, ELREHE DUt F SR distd/ 35 P it &
M v8.5.0 T, BRINEKA AN ARG EAG A RGN R], FE R E A5 4% . Bl

$ pyarmor cfg nts=pool.ntp.org

b b, XA PARTHBCAS BRI L, AN X A C A I 6 2 414 RuntimeError: Resource temporarily unavail-
able , fRRITZMZ M HTTP JR 55 F RSk el i 4n:

$ pyarmor cfg nts=http://worldtimeapi.org/api

HEMEMABEE RS

{ifi Ff} Pyarmor 8.4.6+ ] PAIE I 672 python -m pyarmor.cli.hdinfo B 3455 :term: & 7 1% & MR35 B0 R

Default Harddisk Serial Number: 'HXS2000CN2A'
Default Mac address: '00:16:3e:35:19:3d"
Default IPv4 address: '128.16.4.10'

Pyarmor 8.4.6 Z HiI A T LAIE i iy &> pyarmor-7 hdinfo ZEHIRE{4(5 . .
i1 F BRI b RGP R BRI A, BN, 48 dist5/foo.py B~ PAK M Hbk:

12 Chapter 3. HZ
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$ pyarmor gen -0 dist5 -b 00:16:3e:35:19:3d foo.py

AR R AR TR 45 TPv4 HitiE RN £ 7515

$ pyarmor gen -0 dist5 -b 128.16.4.10 foo.py
$ pyarmor gen -0 dist5 -b HXS2000CN2A foo.py

A AL PRI S T T A

$ pyarmor gen -0 dist5 -b "00:16:3e:35:19:3d HXS2000CN2A" foo.py

FA BB SET Qe ER, Il fhafr, SRR .
RATYRE BB BN A LT 05352 — Ry, B DA H S distd/ B PR G
RF I A R AERY

BTN AR B A 423 pyarmor_runtime , BAEIEITHE I pyarmor_runtime_000000 H#
T

$ 1ls dist6/mypkg/pyarmor_runtime_000000
__init__.py

pyarmor_runtime.so

{2 FH) R P 7 PR A R T A T B AR 7 B 51 B I TG R 0 9 R BLR pyarmor_runtime , DA
iz A

o HBEIBTTTEIR S 2 A T iy RSIIRIF-6 , BT SR G 1 575 £ s 5 i A 09 135

» HAEfi HAH R AT CPython interpreter fERE#S>£iz1T, Billnfi i Python 3.8 %514, Jo#k Python
9 B85

o —FRANREWEE = iRERS, 4N PyPy, IronPython B Jython Z5i5 1T

A, AE Android REERIA, . py MIAATDMEALE H R NIs T, 2 RESUREIASE, SunATE K5t
SERYH SR HA fEiz T

W\

T—SHHiE

HURARIY R E AT T2 1
X A SRR A2 AT A

« M Github i 15 5% Pyarmor

o ] A Python Ji4< H1iE Al Pyarmor

o SEREHIE

3.1. [EHHIE 13
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BT A A WA
o {20 RN A 4
o FEI ARG SRR SN Azt T
o ARHIALEE AR R
o AT 2 Python FRETHE AT AL IZ AT A 4
WA & A, A RE e R b ek
o DT A P RO AT AR RET AR BCC K Pre
o EHIE R T
o [E B AL SE DH S
o DNERS T BN A
R AT REXT X HLI N A BB & % Ao bk Ao s Db R

0 {e R A AR

Pyarmor A5 545 W SCRY RS0, X BLZ Y B H P andar st 4% 1) 75 2L AH X N2
o H—3fy AR WA WRE A Pyarmor [ P, X BPASEGIR 255 B AUl T om s
ARER A5, WA ER AT 22
o HSRg A Sk AR MRRE I FR K, ULHHAE Pyarmor FNAZ AN A, AT 2 RE iy Ak
TASEI . FREX T NS 75200 Pyarmor Al Python #5A — & /) T i

F =3 AR T MNERZW A BRGNS T Er A S L, ar ST, BlEREIAIA R AR

. E1h H T H Pyarmor [ P, T3 B3R AH XA SEORIECE. , 7 ffak e e &0 i) v (AR TR
TERFE RIS S
o FvgSRa RN T AR IR AT Pyarmor $EALTIER, M AN SCELRY TP T T IR AR X
ST NAR TR 2EIE T Pyarmor ] I E2ARE, PAKKT Python BIA AT FEA MY TH#F. Bid
T FHEX] Pyarmor T4 RAE S|, DAL ES—ZFHKIH .
o 5 B3R AR X Ao IR £ A FR T Pyarmor WEZH PRI HIMY, Pyarmor (VAR ARG
VFRTRAL, DA SE Pyarmor VFR[IE o

MR e KT, BT SR, fENELAE 8 &

B AH LR BN 4T £ Github L42 7).

14 Chapter 3. HZ



Pyarmor Documentation, % {ThR%4 8.4.7

o AAREMH
o I\ PyPl B354
- ZRAEE
— 1% A Python f## %5 AL 35 4T Pyarmor
* M Github &y #4749 %
s EEBKREE LR
o Termux & 89894 T

* J& Python Fép A p iR | Pyarmor

o A

AIfRSR

Pyarmor 5% Python iafTEh A K C P, SRAMEAT] Pyarmor JEiAIE# R 20517«

& Linux *F-5 , WA LB 225 Python sz ATl . BN, () R 1A A y42:% Python 3.10 iz A T8l

$ apt install libpython3.10

Tr Darwin ‘-4, #fECfF @rpath/1ib/libpythonX.Y.dylib f74F, XH X.Y /R Python [lRA .
n:

@rpath/lib/libpython3.10.dylib

Grpath & FA#fEZ —
¢ @executable_path/..
e @loader_path/..
* /System/Library/Frameworks/Python.framework/Versions/3.10

¢ /Library/Frameworks/Python.framework/Versions/3.10

TSR XA S, T LR B A K AT P 3 T B Z i3 Python |, B E T install_name_tool & T
24 HI 1) Python 3%, 2 ../question H Qn{affigteie Apple "IN THI Y F 5t 1] 51

3.1. [EHHIE 15
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M PyPl HiER%

Pyarmor EZAF7E PyPl b, s Ry g2 a2 pip ELIEEL.
TE Linux 1 MacOS, HIZFT IS Lim Izt 1 dy o

$ pip install pyarmor

1t Windows JRI5E R, {FEAE ] win-r 7T AME, RIGHIA emd TIFar &8 1, FFiatT R a4

C:\> pip install pyarmor

LRSS, FiA G4 pyarmor —-version Jf[ 75, QIR N, SR R Pyarmor [ RHUCAME

ﬂﬁ

USRS RS - 5 AT AN, RIS Z AR Y- 5 B Bis T

pip install pyarmor.cli.core.windows
pip install pyarmor.cli.core.themida
pip install pyarmor.cli.core.linux
pip install pyarmor.cli.core.darwin

pip install pyarmor.cli.core.freebsd

«w »vn v v »n »n

pip install pyarmor.cli.core.android

HARITARF-EH ST Pyarmor,  FrAy SR HIBAT-F- B I AR £ s w5 i A 09 15T

ik WRILTF M ZIA Pyarmor 7 [IIEE, HiEE R pyarmor. cli MIAR LS pyarmor O] DA E /D
AR fan:

$ pip install pyarmor.cli

RERNGL

e pyarmor ZiE B, FrE W TAEEAE R RN, i H1EES % &4 F M
* pyarmor-7 ;&N T AIEMAIKAE NS, BT Pyarmor 7.x (& IE A
 pyarmor—auth ZEM U IE 2 F 1z i T A Z MR | Docker Z5#8 AT 4>

16 Chapter 3. HZ
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{# F Python #2288 H1Ei51T Pyarmor

pyarmor ST R4

$ python -m pyarmor.cli

M Github FHE#{T&R%E

H 8.2.9 fRASFEH.
0] PAE 2 M Pyarmor Github 223 Pyarmor., F#FER|ANH, RG] pip dFF72Z08:

$ git clone https://github.com/dashingsoft/pyarmor
$ cd pyarmor

$ pip install .

VRAT AR R 38— R R SO tar.gz B0 zip , MRIEZ JRAEMN pip JEAT20%¢

o

ik A 8.2.9 JFUAHEREGE X Ay AUEAT 22, XAl 7 A nT RE P A TCIRIE 51817 -

EEZRELRER

JIA 1) Pyarmor FFEL LA AGAE PyPL, FREM R FELEME, AT NI EL R,
Hiedpyarmor.cli.core

Hk % pyarmor B #F pyarmor.cli

B4, AF 64 i Linxu - T Ifi 2y Python 3.10 %% Pyarmor:

$ pip install pyarmor.cli.core-3.2.9-cp310-none-manylinuxl_x86_64.whl
$ pip install pyarmor-8.2.9.zip

FE Android 83 FreeBSD £%:, K NfEfpyarmor.cli.core ¥AWYIFR wheel , FFDLFEB R ER&iSMA
fpyarmor.cli.core.android B{pyarmor.cli.core.freebsd , U, EAndrOId #5, 15T

THI ) fir & B 4k 444 Pyarmor:

$ pip install pyarmor.cli.core-3.2.9.zip
$ pip install pyarmor.cli.core.android-3.2.9-cp310-none-any.whl
$ pip install pyarmor-8.2.9.zip

WRFHEET-EME, BFEZEEMMN A pyarmor.cli.core. NAME

* pyarmor.cli.core.freebsd

3.1. FERHEE 17
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* pyarmor.cli.core.android
* pyarmor.cli.core.windows
* pyarmor.cli.core.themida
* pyarmor.cli.core.linux

* pyarmor.cli.core.alpine

* pyarmor.cli.core.darwin

B, FFEAMA Themida SRIVIIZITH, WIF 2%

$ pip install pyarmor.cli.themida-3.2.9-cp310-none-any.whl

FE Linux P 5152 474E Windows P54, /7 2240%:

$ pip install pyarmor.cli.windows-3.2.9-cp310-none—-any.whl

U TR A A 2 pyarmor-7 |, LS pyarmor. c11i fiiAN@pyarmor , HiFE w7 BT 8 SO
BE/NTIEE. Han:

$ pip install pyarmor.cli-8.2.9.zip

Termux SEGRIFAIMDMT

£ Termux V-5, ZHESE M JGb T RIS JREHATAN T . Bilan:

$ patchelf --add-needed /data/data/com.termux/files/usr/lib/python3.11/site-packages/
—pyarmor/cli/core/android/aarch64/pytransform3.so
$ patchelf --add-needed /data/data/com.termux/files/usr/lib/python3.11/site-packages/

—pyarmor/cli/core/android/aarch64/pyarmor_runtime.so

AR A AN BCE . B An:

$ patchelf --set-rpath /data/data/com.termux/files/usr/lib /path/to/{pytransform3,

—pyarmor_runtime}.so

BN, BT pyarmor 24 dlopen failed: cannot locate symbol "PyFloat_Type”

18 Chapter 3. HZ




Pyarmor Documentation, % {ThR%4 8.4.7

7£ Python jiZA<chi@ B Pyarmor

B MEER A, Bl tool. py

from pyarmor.cli.__main__ import main_entry

args = ['gen', 'foo.py']

main (args)

KT T A AR

$ python tool.py

PAE R AR BIRE B iy s IR S 40T DA i 2% b b A T 1 ik

SEEEH

i T ) i 4 1T PASE A2 1 Pyarmor:

$ pip uninstall pyarmor

$ pip uninstall pyarmor.cli.core

# TAWAL MLk, REZEFARAEALN A

pip uninstall pyarmor.cli.runtime

pip uninstall pyarmor.cli.core.windows
pip uninstall pyarmor.cli.core.themida
pip uninstall pyarmor.cli.core.linux
pip uninstall pyarmor.cli.core.darwin

pip uninstall pyarmor.cli.core.freebsd

v v v v v N »n

pip uninstall pyarmor.cli.core.android

w

rm -rf ~/.pyarmor

$ rm -rf ./.pyarmor

ik ~ RUEERM BN AESE, WAL AR
e~ ATREA—HE.

gt PR RAAALE . AN PR,

K
&
S
5

3.1. [EHHIE 19
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3.1.3 Eftigi=E

o RIXBEXAoik iz B &

o LA £ % ayik FAe FER A
o MEF F % ek A E 6

o T A M

o BliAtie FiEATEN

o YT o ERRE S ARG
o A& IR M HAEATE
o ol RH AL IR &

o AN TR LI AT 40 0 B A
— FATHAT AR
~ $4 R A

AYRESGEN T Pyarmor 8.0+, (] T I i & R A A A B

$ pyarmor —--version

A2k Pyarmor FRRAS/INT: 8, AR 2T He AR B A SR (75 TU TR 2 1 T ARESEIR A ), B T+4% Pyarmor
FIIERARAS o

TERAEAE T, HHBBTEm T

project/

F— foo.py

F— queens.py

L— joker/

F— __init_ .py
F— queens.py

L— config.json

Pyarmor {8 flparmor gen IR IOHA, EHRUET FRIGHI, AW B 5 TEREAI 47 %
GEES

XA R R —LEIRE, TSe AR ai & e i 25 ) o 45

20 Chapter 3. HZ
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R FIIRER B &

2N AR B A g, AR S A RS RT DAY B A B ORI, I T - o A A
SFTEE Z (5 S B A B o

$ pyarmor -d gen foo.py

BRI H G AT SRARLE R K Pyarmor Bl AT A 75 b AT AR Y, Balad R i oy 205

$ pyarmor cfg enable trace=1

JBHZ G, B—IRWIT 4 pyarmor gen Fye A — R L H &30 .pyarmor/pyarmor.trace. log itk
AHRBPRTE R . il

$ pyarmor gen foo.py

$ cat .pyarmor/pyarmor.trace.log

trace.co foo:1:<module>
trace.co foo:5:hello
trace.co foo:9:sum2
trace.co foo:12:main

B—ATIFKM trace. co Fn@BRIARIINEAT, 5181 B R B4 PR 2% B RO BRI R T B A T
{0 v )y O TR 2 H

$ pyarmor cfg enable_ trace=0
£ FI 58 Z B3 TN 4

XA, T DA X S eI A i 22 4

$ pyarmor gen —--enable-jit —--mix-str --assert-call —--private foo.py

WeI ——enable-jit it BHAHE A MR AR AL AL LE GBI 3 n 22 4
W ——mix-str' REEIMEB AT A KERT 8 T,

Wil - —assert-call BEMSHIERINER I H ) sRECR 2 .

W ——private BRI RN A HY JB A RE BLH 0L Python RS BIZ S AA R .
fin,

U mix—str ¥R AR T A

3.1. ERHE 21
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data = "abcdefgxyz"

def fib(n):
a, b =20, 1
while a < n:
print (a, end="' ")

a, b = b, atb

if name == main :

fib (n)

TP B abcdefgxyz FIRREL £ib KPAINT 5 U AR

data = __mix_str__ (b"**xxxx")

def fib(n):
a, b=20, 1
while a < n:
print (a, end=" ")
a, b =Db, atb
if name_ == '_ _main__ ':

__assert_call__ (fib) (n)

TR fib SN REL, P4 __assert_call__ (fib) iR[EIJFERAREL, 7 NP R,

N T ERALER BN FAF R RO, AT AR IR R B H A

$ pyarmor cfg enable trace=1
$ pyarmor gen —--mix-str —--assert-call fib.py

$ cat .pyarmor/pyarmor.trace.log

trace.assert.call fib:10:"'fib"

trace.mix.str fib:1:"abcxyz'

trace.mix.str fib:9:'_ main_ '

trace.co fib:1:<module>

trace.co fib:3:fib
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ERESHEHMES

WERR NG Python @, ANEH I -~ private Mg HAL PR

$ pyarmor gen —--enable-jit —--mix-str --assert-call —--assert-import —--restrict Jjoker/

Wl - ~assert—import MDA ARIBLEL, B PRI oA PO LR
Wil -~ restrict W DABRERINGEREUL REAE I A NSO, A REBONTMATA .

BOAROLT __init_ . py O SCHRR ORI 2 B i AR MR B AS B T, OS5 S e BRI e A
REBONIRIAAS G o LEFRATRIE — A A dist/a. py REUE—T

import joker
print ('import joker OK'")
from joker import queens

print ('import joker.queens OK')

IBATIX I AR

$ cd dist
$ python a.py
. import joker OK

. RuntimeError: unauthorized use of script

WERFFE S A AR, AR - restrict | WARMPLERI joker . queens Kl
A

$ pyarmor cfg -p joker.queens restrict_module=0

PRI, KR AT AIE a7

$ pyarmor gen —--restrict joker/

$ cd dist/
$ python a.py
. ilmport Jjoker OK

. import joker.queens
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EIIBE

REWHA R, H Hast iR 25X L SO, (HRRBRATE UL T A &4 Pyarmor 5 DLE i h B 42 .
{H2 Pyarmor $2fft " = b7 yA ] A B A )

L TENNE Z A Fe iR 4wl bs DU B et F 5%, SRIE I AR, XN AR (U B 55 J5OR 1 . py SCE,
T e ST P A

$ mkdir dist/joker
$ cp —a joker/* dist/joker
$ pyarmor gen -O dist -r joker/

2. W ECE AT, 1k Pyarmor F Bl#E DU LI

$ pyarmor cfg data files=*

$ pyarmor gen -O dist -r joker/

3. HOYE e 461 ks DT R R Scrf

ARHEEETER

(R R iy A BRI AR, BT IR AR RR — A N E A T BT T R A

$ pyarmor gen —-period 1 foo.py

HEMEMERSMRE

BT b 22 U] DAGRE I AR B 2B

BN, WEHSS AR B, DAIKMHIHES e 66:77:88:9a:cc:fafl £8:££:c2:27:00:7F , [ T
2G5 TN A 23X 7 5 1 £

$ pyarmor gen -b "66:77:88:9a:cc:fa" -b "f8:ff:c2:27:00:7f" foo.py

fERSMER L HFERIETER

TE TN AR PR RS 2 (0 S -

$ pyarmor gen —--outer foo.py

FEXAEOLT I 5 i A Tk BT

$ python dist/foo.py
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2L ] pyarmor gen key B i— NN R4

$ pyarmor gen key -e 3

ERIR o S EBONREPISC T dist /pyarmor . rkey , #5 VXA SCAFEIEITHIBI©

$ cp dist/pyarmor.rkey dist/pyarmor_runtime_000000/

XFERT DAIE B TN A dist /foo. py:

$ python dist/foo.py

EBATEA — B T, APE S Ah—AH %

$ pyarmor gen key -0 dist/key2 -e 10

$ 1ls dist/key2/pyarmor.rkey

5 DU AT SO 227 B A 2B R A

$ cp dist/key2/pyarmor.rkey dist/pyarmor_runtime_000000/

INRIBAT I B DS — A AR, B2 RAER, BARBRSFER.
ANEI TR AR A FRERIN & pyarmor . rkey
HNERIBAT R ] DATERE HAB ER AR, 5S4 9120 % 40 Ui

I A L EIRIES

P fe EAT DAGE A i = 2EA TR e i, (A B AR 0 2 J5 mT RABRRS T B B0 BB AR L
HIAE A HTH XA # T H% .pyarmor , AFTEHHEIH M messages. cfq:

$ mkdir .pyarmor

$ vi .pyarmor/message.cfg

AR SCPF. X2 L ind MEHYSOPE, R A CIFREBU error N SR R AT B 1E S

[runtime.message]

error_1 = M A#F TiE & & T H

error 2 = I ARFTIELTH T Y & & %
error_3 = # /D EATH T LB

error_4 = 3 HEAF A MK

error_5 = AN L #F Y § Python MK

[y
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(% L0

error_ 6 = WAL XFH LYW R 4

error_7 = B R E KEB XL LA
Ao B RER XA ER

error_8

VSRR T

$ pyarmor gen foo.py

WERARAE A s TR ST RRA B AR S IR (G B, I HAR SR B DL 2 B BOAEL, B4, B2l
T

[runtime.message]

RBEREH M A
KRB A

error_1

error_2

IR BB A B A

4 R RIS TR IR

X AT A R4 T DAE A Python BRIz AT AT AT SCF
Pyarmor 752 Ji] PyInstaller $TRLEFA T PRATICNE, SRR H: o i DA SR s 14 B AS

BEATTHRAT RN

T e Pylnstaller YEIT —F Az sli— > B A T HRAT SO

$ pyinstaller -F foo.py

IRIGHE b2 AR U AT AT SO SO dist / foo &4 Pyarmor HEATALRE:

$ pyarmor gen -0 obfdist —--pack dist/foo foo.py

AN foo.py , AN MA RS dist/foo FORMIMA, ALPRSE M FORE) dist/

foo,

24 KR dist/foo:

$ dist/foo

26 Chapter 3. HZ



https://www.pyinstaller.org/
https://www.pyinstaller.org/

Pyarmor Documentation, % {ThR%4 8.4.7

BEAEFRERK

T SEMH Pylnstaller A& i 5 H AR £

$ pyinstaller foo.py

PR =5 S SO IAE— N H SR dist/foo , HfRgP— A PAT3LMF dist/foo/foo o

HERXA A AT I %145 Pyarmor 474 FiL:

$ pyarmor gen -0 obfdist --pack dist/foo/foo foo.py

AT, 0 AR FOR A, I S I AT AT X dist/ oo/ foo
BAT— N R A AT AT S

$ dist/foo/foo

WAAT A B R, SCE TR LR T, S50 Tk 23 4709 he 55 i A

3.1.4 S4HIE

o1& RFT #5 X ho B Ry K 1o
o 1# ] BCC #2 X Ao 5 fip A Pro

o RHEIRAITH X,

o IR FEFA B

o SR E BRI Y DA AR
o AR R ERATIRAFAS IR Ao 2 A
s BIRIEEXIFSEZ

o ARSI G I ER A

o X3 %A Python JE A8y ho F i A

o fERNRBEATHB A

3.1. ERHE
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£/ RFT R\ R Pro

RET 42X MRy g, e eI ERS 7, PR, 26, ki gEn 4
PRUEAT T HE a4 o

i ——enable-rft J5 ] RTF #is:

$ pyarmor gen —-enable-rft foo.py

JEMERAZ G, XA

import sys

def sum2(a, b):

return a + b

def main (msg) :

a =2
b =6
c = sum2(a, b)
print (' + = "% (a, b, <))
if name_ == "'__main__ ':
main ('pass: ' % data)
pyarmor__17 = __assert_armored__ (b'\x83\xda\x03sys"')

def pyarmor_ 22(a, b):

return a + b

def pyarmor__ 16 (msg) :
pyarmor__ 23 = 2
pyarmor__ 24 = 6
pyarmor__ 25 = pyarmor__ 22 (pyarmor__23, pyarmor__24)

pyarmor__ 14 (' + = ' % (pyarmor__23, pyarmor__ 24, pyarmor__25))
if name_ == "'__main__ ':
pyarmor__16('pass: ' % pyarmor__20)

RFT AR BB Em M a1l o HAAHR, BASBRRBITGRSETR. Bl

" XATIREALAE Pyarmor % 5 T
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import re
all___ = ['make_scanner']

def py_make_scanner (context) :

parse_obj = context.parse_object
parse_arr = context.parse_array
make_scanner = py_make_scanner
T A S A
pyarmor__3 = __assert_armored__ (b'\x83e\x9d")
all_ = ['make_scanner']

def pyarmor__1 (context) :
pyarmor__4 = context.parse_object

pyarmor__5 = context.parse_array

make_scanner = pyarmor__1

IR FEAE ARSI, AT LAR R i &5 B ER RFT R

$ pyarmor cfg trace rft=1
$ pyarmor gen —-—-enable-rft foo.py

BRI GG A S RAFEI H % . pyarmor/rft:

$ cat .pyarmor/rft/foo.py

BUEIBAT N e O A

$ python dist/foo.py

IR A RIS E RS, AT AR UOW A TN, I m] e ke — LU B o )

$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

MR BN Z S50 2 TVEIZATINE AR, S5 RN T i RET 43X R4 TR AR [

2 EANHIHEAUH T Python 3.9+

3.1. ERHE
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fiEf BCC =X InERA Pr°

BCC M 2 AR s A E S —WERIACRS , FEMRA_EIREG08 J5U8h Python pR%L

BCC #iH UM EC Hiifas, X T Linux Fl Darwin Keiit, —fINTFEHTHE, HEBIAK gee #l clang
RETAERAT Ao 7E Windows 355 i, "I LAGEA FIHAER —MI7rAlCE clang. exe , HREIHEHIFGRILEAS
S

s WREAH clang.exe , HEHEHERAHEIEIT clang. exe NSV DA WERSCHAFHE, (H2
TEAAL B H ST, 1T PARC B %48 5 PYARMOR_CC K48 XA Sci:, fFln:

set PYARMOR_CC=C:\path\to\clang.exe

* M LLVM B ¥ R 3HZ 2 i 1 A

* M Pyarmor ‘B M F %% clang-9.0.zip , EEHLR/NZ R 26M 47, B A — T AT e, MG
FEAR B & T, BHARE $SHOMES/ .pyarmor

WL E TR 2 R, PRI enable-bee A BCC fiat:

$ pyarmor gen —--enable-bcc foo.py

BRGNS SN C R RR%, AR AL AR e BRG] T AR RRE, A SR
HC BB, X ABA B BCC AN ) bR K S ARG e 10 (8 1 A7 s A o

N T BRI RSN C %, BT Y7 208 TR B

$ pyarmor cfg enable trace=1

$ pyarmor gen —-—-enable-bcc foo.py

WIEARIE G, b & e e s A A R A I

$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main
BTN 5 R A

$ python dist/foo.py

USRI A S, T AR A R A R LT A T R B B, IR AL B LR BCC U BRI B KL
BIan, WERBATH R R AR AL sum2 A7 5%, AP AANFARIX AR AL

3 AT REALAE Pyarmor % 5 AT J]
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$ pyarmor cfg -p foo bcc:excludes "sum2"

Wil bec:excludes fFE BRBAHR, I —p FERRAMFR. WERBA HEEBIRGARITE, HAb PR
1) 2% BR RS x BCC S 2200 o 334 1 B 2 F) bR 50 e 8 T T i A% X

$ pyarmor cfg -p foo bcc:excludes + "hello"

WFEX I AL IR AN GEIZAT, S H RN T i BCC 12X KA

EHEIRGERX

LIBATHEHE G, BB AR ARICHD, DA AR 5, BRIA R AL EE )y =02 I s A T iR
S, R ERRE R

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

Traceback (most recent call last):
File "dist/foo.py", line 2, in <module>
from pyarmor_runtime_000000 import __pyarmor___
File "dist/pyarmor_runtime_000000/__init__ .py", line 2, in <module>
from .pyarmor_runtime import __pyarmor_

RuntimeError: this license key is expired (1:10937)

R E A R R G E, IR LA N w0y (AT il

$ pyarmor cfg on_error=1

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

this license key is expired (1:10937)

WARFEEIGR L, ARATAEE, wlDASEFT T i iy e

$ pyarmor cfg on_error=2

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

AT AR R T AL A SR BRI AL 5 5K
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$ pyarmor cfg on_error=0

$ pyarmor cfg —--reset on_error

RXAMBEE AL IR Pyarmor HifH IR 515 EL, A2 SEME BIAS QRS A= By 4 s 14 S5

ik RN A AEPE Python FLEIAT, IXMEIT AT GETCIAA /R iR ELEGR

HiEMEF

BROAEOL N IEI ——mix—str SMERAPIA KRIERT 8 TR,
XA IR AT BE S M PERE, WEPRTEZATS, WA hl, s U178 .
AR A TFEE R BERT 10 7 4FH, T DABE R A9 A

$ pyarmor cfg mix.str:threshold 10

UERATENNE A TR __main_ Fl xyz , S NP A2 T 58

A

$ pyarmor cfg mix.str:excludes " main__ xyz"

TR TFE ISR BT 1000 B 747, AT A A& /pattern/ WYIE N ZRIRASRSCH . Flun:

$ pyarmor cfg mix.str:excludes ~ "/.{1000,}/"

FOH RSN R, R iy -

$ pyarmor cfg mix.str:excludes = ""

Un2R R BN A 8 1 32 Z[RI A AT AR, AT RAGE TR D0 ek O T iy -

$ pyarmor cfg mix.str:includes = "/.{8,32}/"

WL B2 5] DA 1A AR i H G AR ACR

T RERPM R FEDR
el ——assert-call fll--assert—import REWEXT BRERBEHLEA TR, BARTEA TSR, Mkt f
— BTN A A S TG

TR IR T E A — LERRER A FIIT, 20 PRaP— LU TN 1Y eR R B, X I et 75 2 ol — A~ ad
D)3 38 A 3 1) B ORI e HR R 25

B, Eiff--assert—import ZMEHH json Fll inspect LTI HLN:
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$ pyarmor cfg assert.import:excludes = "json inspect"

Hf-—assert-call ZMHTA A wintype_ TFk ok 56 R w4 AL

$ pyarmor cfg assert.call:excludes "/wintype_.*/"

B TR T AR BR R Z A, 53 AR A S R R A AT B SRR R I A TR S, TR
FEN AR TR IE

fiE A A BXARIR FHIE IE N B A

FEMERIAZ 1, Pyarmor 41T, ARABIZITAH WEARRTT # pyarmor: | WAKX AT THSN
ARPE: R IBRARIRAF AN S ) — 3%, DRE S T AR

B, EASHAZL B 5

print ('start ...")

# pyarmor: print ('this script is obfuscated')

# pyarmor: check_something ()

WAL IR IR T

print ('start ...")

print ('this script is obfuscated')

check_something ()

o NIRAR IR AF IS IE N B R AR () — A LB R __assert_armored  SRARIPEIAMIURI a3 s %L

BTG DL T ——assert—import REME AN import WA FARIBLBIF TR, (HRMEHHATT
ERARIBS, AR B, BRI AR B ST A B

m = __import__ ('abc')

MARIFLATT L RBI abe 2B, B AWELA, WA H % M AR A W0 E R
¥ assert_armored__ () FHE m

m = _ _import__ ('abc'")

__assert_armored__ (m)

(H 2 XA S ) B AR A AE — A 100 2 B A I s i, XA A o IE #1217, WA . B
massertfarmoredi () Rﬁﬁﬂﬂ%ﬁﬂﬂg*ﬂ‘ﬁﬁo

PIBAR ARG Ak 1 i AT, AT TS 4 AR A48 T AR A v DA 58 S ke i A 1) 7
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m = __import__ ('abc')

# pyarmor: __assert_armored__ (m)

[ FE, B BHE-——assert—call W &istim— 28535 ZAP MR AL, X B 4 w7 DA A P BR AR 3R AF
M_assert_armored__ () #47 NTARY . Bilan, FHMIHFXFREL self. foo.meth #Ef7 N TAG#:

# pyarmor: __assert_armored__ (self.foo.meth)

self.foo.meth(x, vy, z)

HIREEX/SES

Pyarmor 2 (IL55HRF BRI ZIHF RE, AIDMRIE & 7 12 & WIS R B A FTE 5 10RHR G R .
NT X LiES, HRE#E ~/ .pyarmor/messages.cfg
$ mkdir .pyarmor $ vi .pyarmor/message.cfg

EE—A L ind B0, ¥II—A runtime .message Fli%Yi languages:

[runtime.message]

languages = zh_CN zh_ TW

error_1 = invalid license

error_2 = invalid license

XA SRR AE S, HHE SR AS E LANG R BEE . R e B FRAT S d TR A
TR

e error_l: YAIEE &3

o error_2: VFR[TEA ] T 24 /i 5%

BOAHE R (G R CE N invalid license , Wil W HEEMITET 240, FE A FEREHR X R
UNE SIS

EHARE S R B A 5IFE -5 runtime .message.zh_CN #ll runtime.message.zh_TW

[runtime.message]

languages = zh_CN zh_TW

error_1 = invalid license

error_2 = invalid license

[runtime .message.zh_CN]

[y
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(% L0

error_1 = B A& & #
error_2 = ﬁiﬁ e %

[runtime .message.zh_TW]

error_1 = P S
error_2 = KA THEATHAE W& HE

IR BTN A

$ pyarmor gen foo.py

LN BHABA T B, B SRR Y TR A 1Y LANG i B BRI S R Y H R 5 S X B A2 zh_CN
80 zh TwW , AP A BN A RS E .

HIEAS B PYARMOR _LANG W] DA R G & N AR B 6 FH 05 15 BIE S .« WERX NI RRE, 24K
RGEIGEASHE LANG o Blin, {8 H T 1 A =2Gs 170 AR B2 s B rp SO AR R S

export PYARMOR_LANG=zh_TW
python dist/foo.py

4 R ES T & I A

1E 8.1 JRATIA.

A ST BB AT R N AR T R T -~ —plat form $8%E HARB A M- G 4K, IXHII 1A TRy
T8 & ZFR.

B, fe—& Darwin I A i BT T AIZATHE Windows "RTHIF I MIAS , 75 SR AT R I iy &

$ pyarmor gen --platform windows.x86_64 foo.py

Python tlpyarmor. cli. runtime fR{it T HAM- G AL 1D A, B5-1- 5 N 75 200 e 23X 0,
REA LR, SRR

WERTEME AT LASAEZ A6 b, AIAER ——plat form ZIK, fRER—MiTHFG. fla, T
THTF) iy 42 L TN B AS AT AIB A TAE 21> x86_64 HYHRAE R 4L

$ pyarmor gen —--platform windows.x86_64
——platform linux.x86_64 \
——platform darwin.x86_64 \
foo.py
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Z# %4 Python RRAByInE %

1E 8.3 FRAIA.
N — AR foo.py [FIH S FF Python 3.8 F1 3.9 [y A B
B e N5 —> Python 4~ 23 Pyarmor:

$ python3.8 -m pip install pyarmor
$ python3.9 -m pip install pyarmor

WRE LWL T Pyarmor FJVFRIIE, AR — Python A UEA LM}

$ python3.8 -m pyarmor.cli reg pyarmor-regfile-xxxx.zip

[ B3 E N B MultiPythonPlugin:

$ python3.8 -m pyarmor.cli cfg plugins + "MultiPythonPlugin"

{1141~ Python AN SN IAS , PRAFAEA R H 5%

$ python3.8 -m pyarmor.cli gen -0 distl foo.py
$ python3.9 -m pyarmor.cli gen -0 dist2 foo.py

e fE A B AR merge . py ARG FFPIAHIH H %

$ python3.8 -m pyarmor.cli.merge -O dist distl dist2

2 AT dist:

$ python3.8 dist/foo.py
$ python3.9 dist/foo.py

ERAH#METHEE
EATAR Sy L AT DAR AR I, I BRI BIAR A I BT T, SRR AN 75 SR U4 B A 14 P A il

B SR fy S pyarmor gen runtime A= B3 24 T4 Bh A

$ pyarmor gen runtime -0 build/my_runtimel

$ 1ls build/my_runtimel

REAEIME ARG - —use-runt ime 5IX Mzt THiBI L

36 Chapter 3. HZ




Pyarmor Documentation, % {ThR%4 8.4.7

$ pyarmor gen —-use-runtime build/my_runtimel foo.py

KA IR B AS ) I SR B2 A7 44 8 60 % DL 305 B AS 1y 1 B AR dlise:

# F # pyarmor_runtime_000000 £ # & A L x4
$ 1s build/my_runtimel/
$ cp —a build/my_runimel/pyarmor_runtime_000000 dist/

LUE SR SaS RS i A e = N DP Y i) F O O T Dp i

$ pyarmor gen —--platform windows.x86_64,1linux.x86_64 build/my_runtime3

WERAE o120 91, A8 N A AISA 7 B AL B I R 5 B 1650 - —outer o BAN:

$ pyarmor gen runtime —--outer -0 build/my_outer_runtime

$ pyarmor gen —--outer —--use—-runtime build/my_outer_runtime foo.py

# ENETHGLE TR AR B R

$ cp —a build/my_outer_runtime/pyarmor_runtime_000000 dist/

# R E
$ pyarmor gen key -e .10
$ mv dist/pyarmor.rkey dist/pyarmor_runtime_000000

3.1.5 EflF0H R

o R EHBATHIB) 0y B AR

B & SUH BRI 09 R A A

152 A Jio 35 B P15 AT H B €L 9 IR B

1 ) Bl R AT 4R % e A 3| Docker
A ) AR IR &85 19) R 45 46 & B AR 2

PRAPIZAT 4l By AR

FEINIRE P 3G o2 AF

Pyarmor i ] "~ i 77 X HEAT S8 H A e
o ffi [ty pyarmor cfe 1R ERARL B
o AT o 5 A E RIS SRR AN SO T RN

3.1. ERHE

37




Pyarmor Documentation, & {Thi4 8.4.7

o fHRI R AL T XS ATIN 2 0 AR AT R E il

REETHE BB

1E 8.2 FRAI A
BN L R Is TR G R 2 pyarmor_runtime_ xxxxxx

XAZFR A ARRC B O AT A AR A FR . BIANSEE 44 7 my_runt ime:

pyarmor cfg package_name_format "my_runtime"

BE L RERPHRHFORER

TE 8.2 FATNA.

Pyarmor 8.2 i fil—AMHLE I auto_mode FIRSEIL H & AR AR BB, ERBOAEN and |
X g BT MDA TR ASZ —HE . and B SCR A I EAE R ER 172 B3R BIZ A, w7t 2

includes fll excludes {4,

WERBHCHAED or |, WIZIRER T A SRR R BNBEERZ S, 87 ZA-Y includes BIMAYR L. BN,
NS, BT R A SRR R AN, BESMRI R £oo Al koo:

$ pyarmor cfg ast.call:auto_mode "or"

$ pyarmor cfg ast.call:includes "foo koo"

$ pyarmor gen —--assert-call foo.py

N A T AR R A import AT ELIE AWM joker . card:

$ pyarmor cfg ast.import:auto_mode "or"

$ pyarmor cfg ast.import:includes "joker.card"

$ pyarmor gen —--assert-import Jjoker/

{5 FA D024 4 12 1E 32 17 4 Bh B B9 4 i T3

£ 8.2 UAA.

TEf# 1 Dawin F) B, QISR Python JA ZEAAERMERAT, AR AIBAT N M7 I 16 RT BE 2 PR R 4R 2] RO
¥ Python 785 LM H B 2 % -

R T EBATINGE A T PR E X RIS #, S AAE N B A 14 PR A8 T A 4l Bl B ) A5 20 (02 8.«

HEER -Wis T 3h 3% pyarmor_runtime. so MK
VU A A T DM BB T B B A FR, BBUR NS A e iE 1T
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$ otool -L dist/pyarmor_runtime_000000/pyarmor_runtime.so

dist/pyarmor_runtime_000000/pyarmor_runtime.so:

pyarmor_runtime.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

R E P54 FHE%A erpath/lib/libpython3.9.dylib , T @rpath/lib/libpython3.9.s0
s A2 A TCYE e 3

R A] DA R R AS I XA T, e M A pyarmor/conda. py:

_all__ = ['CondaPlugin']
class CondaPlugin:
def _fixup(self, target):

from subprocess import check_call

check_call('install_name_tool -change @rpath/lib/libpython3.9.dylib @rpath/

—1lib/libpython3.9.s0 ¢s' % target)
check_call('codesign —-f -s - 2s' % target)
@staticmethod

def post_runtime (ctx, source, target, platform):
if platform.startswith('darwin."):
print ('using install_name_tool to fix %s' % target)

self._fixup(target)

JE XA RIS, 985 R s A

$ pyarmor cfg plugins + "conda"

$ pyarmor gen foo.py

T ARG LA R IR A% A T P A7 B A DA 75 2
UL

e 3 1
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fE A+ T8 E M AF] Docker

TE 8.2 JiASTA.
R AT EI A app . py 48E B4 TEEW T Docker T, ‘BT id 43542 docker—al , docker-b2

W2, EHhAE— A4 T .pyarmor/hooks/app.py

def _pyarmor_check_docker () :
cid = None
with open ("/proc/self/cgroup") as f:

for line in f:

if line.split(':', 2)[1] == 'name=systemd':
cid = line.strip() .split ('/")[-1]
break
docker_ids = __pyarmor__ (0, None, b'keyinfo', 1).decode('utf-8")

if cid is None or cid not in docker_ids.split(',"'):

raise RuntimeError('license is not for this machine')

_pyarmor_check_docker ()

SRIG IS A, [A] B Docker 117 BAFAER)Z 4T % 41 H:

$ pyarmor gen —--bind-data "docker-al,docker-b2" app.py

AT A DABSIE LSRRI ARG IN—2% print (5/A)7E I AN T 3EF T
JJUR

W om

MpARANT __pyarmor__ ()

{5 FA Hfth P 45 51 181 AR 55 SRAS 2 AT S

1E 8.2 AA.

BROATELL T Pyarmor 215K NTP iR 55 g Sk i M A B A 508, sk NTP S I 3A I, AR PAGE e

AT s S Ath R 485 Bt TR IR 4528 Sk FEAT I
HeRIEMA%NT .pyarmor/hooks/foo.py

def _pyarmor_check_worldtime (host, path):
from http.client import HTTPSConnection
expired = __pyarmor__ (1, None, b'keyinfo', 1)
conn = HTTPSConnection (host)
conn.request ("GET", path)

res = conn.getresponse ()

(A
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(€AY

if res.code == 200:

data = res.read()

s = data.find(b'"unixtime":")
n = data.find(b',', s)
current = int (datal[s+11:n])

if current > expire:
raise RuntimeError ('license is expired')
else:
raise RuntimeError ('got network time failed'")

_pyarmor_check_worldtime ('worldtimeapi.org', '/api/timezone/Europe/Paris')

SR A, A R0 B BB B T AR R )

$ pyarmor gen -e .30 foo.py

TR AF AR AT DASE ) 2 ol Fr A R e 2 P 5 e 1]
UL

Fp A#MT __pyarmor_ ()
RIS ITHBNEIR
TE 8.2 AT

T T AR A A S A TR BB pyarmor_runtime. so WU AR PRHIE A BB
Bt E— N T A . pyarmor/hooks/foo.py:

def check_pyarmor_runtime (value) :

from pyarmor_runtime_000000 import pyarmor_runtime

with open (pyarmor_runtime. file , 'rb') as f:
if sum(bytearray (f.read())) != value:
raise RuntimeError ('unexpected ' % filename)

check_pyarmor_runtime (EXCEPTED_VALUE)

% 7171) EXCEPTED_VALUE TR EL@eB il SL bl (H@ X BARE— . KN 2 JG s i Bt
Ht pyarmor_runtime.so @AY, FTPALFEA G245l BIAH i ] A2 HOSC 745 R o 53X AN FRAT
AT PAE A SR S B, FEAE B U2 JE, HahTP R R, RSB ECN T AR

# Plugin script: .pyarmor/myplugin.py

_all = ['RuntimePlugin', 'CondaPlugin']

EET D)
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(% L0

class RuntimePlugin:

@staticmethod
def post_runtime (ctx, source, target, platform):

with open (target, 'rb') as f:

value = sum(bytearray (f.read()))
with open('.pyarmor/hooks/foo.py', 'r') as f:

source = f.read()
source = source.replace ('EXPECTED_VALUE', str(value))
with open('.pyarmor/hooks/foo.py', 'r') as f:

f.write (source)

class CondaPlugin:

IR JE R XA

$ pyarmor cfg plugins + "myplugin"

B A O A, TR

$ pyarmor gen foo.py
$ python dist/foo.py

XAGI T R R AT EML, FEARELESL PRI H T O o AR A TFIRI 4G 75— R T AR EI A R 1 5
R, FAE RS H O R A A, SR BEEIE AR

S
Jir AR AT

MR AP I IERR

TE 8.2 FATNA.
s B AAG A o 20 5 41 SCUFEIY I 25 Z s SR AT AR AT 4T B4, B DA T DARE AN 67 SO i B 16
HRE, XX A AH A TR

Pyarmor @t T 8 (0T DA RS SR SRS, XA AL R 90E 5 BT I B, IF
HALA B 5 AR SRS -

# Plugin script: .pyarmor/myplugin.py

from datetime import datetime

G
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_all_ = ['CommentPlugin']

class CommentPlugin:

@staticmethod
def post_key(ctx, keyfile, **keyinfo):
expired = None
for name, value in keyinfo.items():
print (name, value)
if name == 'expired':

expired = datetime.fromtimestamp (value) .isoformat ()

if expired:
print ('patching runtime key')
comment = '# expired date: \n' % expired
with open(keyfile, 'rb') as f:
keydata = f.read()
with open (keyfile, 'wb') as f:
f.write (comment.encode())

f.write (keydata)

JERRXANEIE, RG4S — MR B

$ pyarmor cfg plugins + "myplugin"
$ pyarmor gen key -e 2023-05-06

EAEIMNTE PR

$ head -n 1 dist/pyarmor.rkey

S

fre 2 31

3.2 M FSERR

3.21 REREMMRRERE

o o T A R 3 A MY i K
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o o foT A AR g M 6% e 5B iR

. RE KR 5 R 9 H ik R

o TR ARG ozt

TR RER LA

I TV AT AT DA A o 22 4
* ——enable-rft JLFAFEMIERE, RHAEH LI
* ——enable-bcc BEMMNREHATIEEE, (FR ] fEHRENNFR L L
* ——enable-jit A PAB ILERES 4%
* ——enable-themida W PAR] ILSIASTAIAEE, (HEXMEREEN LR, H HALE Windwos 1] Ji]
o —-mix-str AP AT FAFE R R
* ——obf-code 2 Ref% [N SN [ 4% Bytecode FIMEE
e pyarmor cfg mix_argnames=1 £ R SE, B2 0] HE-FEL annotations A 1] [
" T (S TR DA BGOSR, AN A TG B T AR % A
o MEMAMN ——private , MMM -—restrict
I TR A T AT AR 1 A2 AR 00 85 B AS Hh R Ol At B A B O Y R

s ——assert-call
e ——assert-import
B0 e 4 RX B R B9 DN 2 I AR

(o1 TR AT DA R RE S B IR A, HZe R 24 T pye
+ ——obf-code 0
« ——obf-module 0
* pyarmor cfg restrict_module=0
AR B R A, (FURXERE SR BEE IRAR, SR B VR [ R I RET 42X
« ——enable-rft

WRABUETFR R, A —-mix-str FARBREIERE, UUNEXEHRFAFR. MREA L IER
P, FraR TR RN, R ERE S s —

e pyarmor cfg mix.str:includes "/regular expression/"

e ——mix—-str
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RRXER AN RFER

XTS5 8 i R A 3

WERRFT 42X O & 2B 2a (MR ER G AR €20 RS2 4ar) , AR AR Tk
WA T 0

s ——enable-rft
+ ——obf-code 0
* ——obf-module 0
o —-mix-str FAEEPESME, WORR BRI IEA AR R IEREEOR, WA DARIE:
WREAPREI RET 5% X, AN REWE R LA TR, ARG R T A
» ——enable-rft
* ——no-wrap
o —-mix-str I EFIT
X1 HAlOR 2 B i
WRRFT 4% X, FIBCC AKX AT [, B2 08 17 T4 e 75
» ——enable-rft
» ——enable-bcc
» —-mix-str MBI
+ ——assert-import
WSRRFT 4% X, FIBCC A X AT, R iy e
s ——enable-jit
* ——private (MEMEA), HFH--restrict (MEHHW)
o ——mix-str ARSI
» ——assert-import
+ ——obf-code 2
AR BRI X G o 0 G DA AR SR A s A R R, o TR A 1B 93

* ——assert-call , [RMGAIRELHE, BORICHERBARTY", DB MR s T A 4]
T ORI R HHEA T AR AP
R TERE FLFHOTE, JEHEI - —enable-themida , XL RERAAEIE RIS 1H1LAR )
Teiti, AHRLR X RE R KLk

3.2. MAsEER
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EfpAEmE 2

HH 1A
Pyarmor 1R3¢ SERIR 2 J5, SAUBIRGOH B AT BE, L 5 B 1 AT s ek e AR RS

HRM T R, PUNEREASHIATTE, PreABRICGI A 2 P0G . @ FRR R B A
BB AR, RIETEFAIXLEARS, IXAERERS S M Atk

3.2.2 RIPEBEITHRAMBIERSM

Pyarmor {120 DI HE & PR3P Python A FEVAAl S 4ok , dtod 22 oA al bt i i s L, © 2 REAZ S Python
WA TCIE A AT 7 S 4 S it i o . (HRRN T N7, B iFisf it 2 Bl fjer, Pyarmor 35047 HEAT
KRZ PRI WER BRI B RIS TIN 2R B, IR 20T 2o T R AR TR

Pyarmor ] VAR FR45 Fi il /] Python F B LML TCIAAREIRBUSAT I 2 M8t , (R AR s f s A
) Python [ REAS A4 LR pyarmor_runtime A BERCE Bl 120, JUHRRAEIZATIZI BRI s L 12
RNAFRISEL, X el T E MY T IR THORER MR W WL PReP 7 0

o (AR R SR HEAY 25 A Bk Ty U DRAT DA ST RISl A R AT DR e A 1B 4
o 8 25 =07 B9 T BT SCR I AR 9P L ELFl il VMProtect 54537 Python DA 5 pyarmor_runtime.pyd/.so
* Pyarmor $2ft T LU RPN, RRISIEE MARIMRER, A (55) SR %T6E
o Pyarmor &4t T JIAKN T, FTRAMIRESIN B E S s gl, SEATA IR e 25 25 Fh B 8 LR PR Y, X PR
BRNRRE Sy, (2 RBEAR AL R mn e, G NHER P B & SCRY ORI ACRS ,  WIR 2 a7 F ) o)
1, AR — A BE R UL TG EAE TR W [B) . R TARLE A L ORI BOR , A i TH AT
PAEFES T
HEA I B IR
TEEHIHM— 52, WIRE1T Python B ARRER AT AR E i, AR 2354 7HS %11 Python %l sl i A Fb %% w]
F o T LA ATELRAEB TN A ) R A N RE R 4G
RESE P — s &5 =X 5§ Pyarmor HARMLAE AT - —pack BYLHBI, AR50 SMER T ARk A
IS PER RO MBI, XA A BEAS I PR TC Ik HHE . Python [ BRI R SIS AT I 20 1 8 -

542 (fi ] PyInstaller 3761

$ pyinstaller foo.py

A O R T i 2 I 2 A

! Pylnstaller 41 SR I ZEIT ——onefile $TALBCNBIAATHATSCIR, XA SUPFFEATHO IR 2 AR HE 2 — DI H S R T, R
UESE =07 TREGE S TAXRREGH SR RES S B, SN2 BA BRI RICR T, PR BRI A S5 A X SR R R 1Y
HSR T .

* REAE Intel i686 FAHF& LAAALEN check_interp , XAMRIULEIER LT G TIE.
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$ pyarmor cfg check_debugger=1 check_interp=1
$ pyarmor gen —--mix-str —-assert-call --assert-import —--private --pack dist/foo/foo._

—foo.py

SRS AT SRR dist/foo/ H S NHIFTA M AT HAT MBS, AN T H 2L PR BN PEA BERL
B A A A T e WA RIS AN REB B P

B HNEB T H A codesign, VMProtect %5,

&ix
JAAHN T
N T PR A, BT DARE AN TR G Pylnstaller R ERACAD, 8 BROLIA Pk e

BT RSN IS, AN E AR P, HF BAEARN [ Pylnstaller fiOAS Rl BE 2 A, AR
FHOCHEENEI, 25X RBI5S HORRARN .

# Hook script ".pyarmor/hooks/foo.py"

def protect_self():

from sys import modules

def check_module (name, checklist):
m = modules [name]

for attr, value in checklist.items () :

if value !'= sum(getattr(m, attr). code .co_code):
raise RuntimeError ('unexpected "% m)
checklist__ frozen_importlib = {}
checklist__ frozen_importlib_external = {}
checklist_pyimodO3_importers = {}
check_module (' _frozen_ importlib', checklist__ frozen_importlib)
check_module (' _frozen_ importlib_external', checklist__frozen_importlib_external)

check_module ('pyimod03_importers', checklist_pyimodO3_importers)

protect_self ()

H il A B A soh s (Remfr),, A TSI EIEMRE S, FF2 e R — MR B E
I check_module

def check_module (name, checklist):
m = modules [name]

refs = {}

(AN
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(% L0

for attr in dir(m):

value = getattr(m, attr)
if hasattr(value, ' code_ '"):
refs[attr] = sum(value. code_  .co_code)
print (' checklist_ = ' % (name, refs))

BT MR A DM B IR R A, AU AT AT R 5

$ pyinstaller foo.py
$ pyarmor gen --pack dist/foo/foo foo.py

checklist___frozen_importlib = {'__import__': 9800, ...}
checklist___frozen_importlib_external = {'_calc_mode': 2511, ...}

checklist_pyimod03_importers = {'imp_lock': 183, 'imp_unlock': 183,

GRERIAEN T, ISR RN check_module H-A AR M AU RS B e 25 I AR 22
B (8 IR A T A R 2 b 2 v

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

BT
1E 8.3 HRAHIA.

MR ARS H B B AU A8 2 Ul s AT T SR AU, ACRS AT AGE ] Python SCBE, TR AT

pyarmor_runtime %5 2k 11 I i [ R

HARRE TR 2R E A .pyarmor/hooks/pyarmor_runtime.py , EX— KL bootstrap ()

HKHEATHOMORE A . Bl

def bootstrap(user_data):
from ctypes import windll
if windll.kernel32.IsDebuggerPresent () :
print ('found debugger')

return False

48
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3.2.3 {TEERIMBEARINEEA

T HE BB AN T — N AR sre/myapp . py HHTH 140 E 40
B4 f# ] Pylnstaller (1

$ pyinstaller myapp.py

HEE N AR TR L A AT AT S [ I 1 MR

$ pyarmor gen —--outer --pack dist/myapp/myapp myapp.py

IR A MR B

$ pyarmor gen key -0 keylist -e 30

XHFAT AL AN H SRR OR YL, — B ua T S 2iatr i By H >, pilan:

$ cp keylist/pyarmor.rkey dist/myapp/pyarmor_runtime_000000/

KR ] ATEAL AT LB AT T AT X dist /myapp/myapp o Bil40:

$ dist/myapp/myapp

WASRFTE RN AR HAT SN, — BB AN SR T AT SO [ F SRR T, FF B an s o 7T 3T

X aRR. AR Bl

pyinstaller —--onefile myapp.py
pyarmor gen —-outer —--pack dist/myapp myapp.py
pyarmor gen key -0 keylist -e 30

«w v v »

cp keylist/pyarmor.rkey dist/myapp.pyarmor.rkey

IRJE X R AT DAEAT R H Sas A7 nT AT S, piln:

$ dist/myapp

S

A — P LR AEIBA TR P — D EE H SR R, AR5 0B AL R AR E XA H . Bl

export PYARMOR_RKEY=/opt/pyarmor/runtime_data
mkdir -p /opt/pyarmor/runtime_data

cp keylist/pyarmor.rkey /opt/pyarmor/runtime_data/
dist/foo

«w v v »n
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3.2.4 iTaMBHAR S Wheel

PRI A H k&5 a0

$ tree test-project

test-project
— MANIFEST.in
F—— pyproject.toml

F—— setup.cfg

L src

L parent

F— child
\ — __init___.py
L— _ init_ .py

SCPF MANIFEST. in B ZEHIT:

recursive—-include dist/parent/pyarmor_runtime_00xxxx *.so

4 pyproject . toml

[build-system]

requires = [
"setuptools>=66.1.1",
"wheel”

]
build-backend = "setuptools.build_meta"

Y setup.cfg

[metadatal]
name = parent.child

version = attr: parent.child.VERSION

[options]
package_dir =
=dist/

packages =
parent
parent.child

parent.pyarmor_runtime_00xxxx

include_package_data = True
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src/parent/__init__ .py Ml src/parent/child/_ _init_ .py &fH[FEM:

VERSION = '0.0.1"

e

$ cd test-project

$ pyarmor gen —-recursive -1 src/parent

TN 2 e ) H SRE5 N

$ tree dist

dist
L— parent
— child
| F— __init_ .py
| L— _ pycache_
| L— _ init__ .cpython-311.pyc

F— _ init__ .py

L— pyarmor_runtime_00xxxx
%—f __init__ .py
L

pyarmor_runtime.so

BEE A wheel:

$ python -m build —--skip-dependency-check —--no-isolation

HRR AR A T

* Building sdist...
Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 81, in ___
—getattr___
return next (

AAAANA

StopIlteration

The above exception was the direct cause of the following exception:

Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 191, in.
—read_attr

return getattr (StaticModule (module_name, spec), attr_name)

KAl R AR & B0 A U BUTE StaticModule |, Wl S8 S FRFITTS, AALER setuptools Pt
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XA R E L, BT ast.parse HEMFTHER PSR &, 33 4 SRAE & A B 7R
WH . AT RO, FDAEEAEME G MA dist /parent /child/__init_ .py HEII—4T

from pyarmor_runtime_O0Oxxxx import _ pyarmor_

VERSION = '0.0.1"

ERECATE OL T I AR A RVFBYR), T BRSSO AN, 75 B R w9 iy & b A 7 T

$ pyarmor cfg -p parent.child.__init__ restrict_module = 0

$ pyarmor gen —--recursive -1 src/parent

H ok Wipyarmor cfg -p parent.child.__init_ 2 HEEXENEIIRE parent/child/
_init__.py BYRRE, T HARBIHAK A 2 A .

IAEME L dist/parent/child/__init_ .py ZJEFKEIT NH G347

$ python -m build --skip-dependency-check —--no-isolation

FiE SLis ATl A #5k
WERARAE A SGE TRBI 4 5508 Libruntime , H HAFHE] 7 HR parent . child N, {RFFZEL

MANIFEST.in:

recursive—-include dist/parent/child/libruntime *.so

F setup.cfq:

[options]

packages =
parent
parent.child

parent.child.libruntime

SR B THD A e B o

$ pyarmor cfg package_name_format "libruntime"

$ pyarmor gen —-recursive —--prefix parent.child src/parent

TGNz wheel 2 FIATELCNT dist /parent /child/_ _init_ .py #HTEH:

$ python -m build --skip-dependency-check —--no-isolation

Wik
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BT REBAE N W2 5 HE11Bk dist /parent/child/__init__.py , #RAJDABIEE—ANe 5 454 .
pyarmor/myplugin.py:

all_ = ['VersionPlugin']

class VersionPlugin:

@staticmethod
def post_build(ctx, inputs, outputs, pack):

script = os.path.join(outputs[0], 'parent', 'child', '__init___.py")
with open(script, 'a') as f:
f.write ("\nVERSION = '0.0.1'")
IR I XA

$ pyarmor cfg plugins + "myplugin"

XA ERRAT WA TR 2as A7 N A a2l A 1

$ pyarmor gen —-recursive —--prefix parent.child src/parent

$ python -m build --skip-dependency-check —--no-isolation

3.2.5 {TBHIARIFHERIP RS E

e 8.2 HRATNA.
e 8.2.2 AN KA T : AAEAF I ——restrict A --pack RIRIPRGE.

Pyarmor X {# /] PyInstaller 3T (/b4 2115 (177 sCER ML TR PRAFT, S A T T A 2R 8 1 LA T i A
PRI S HR B R AL P A RO B a1 T BT

ARG, BTN — A foo . py FF R PRIF ARG .
FATFLEAE Pylnstaller FZALHITIRER S foo. py P HIHKIE .
B foo . spec:

$ pyi-makespec foo.py

RIGBEUEXS foo . spec:

a = Analysis(

# Patched by Pyarmor to generate file.list

EETI
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(% L0

_filelist = []

_package = None

for _src in sort([_src for _name, _src, _type in a.pure]):
if _src.endswith('__init__ .py'):
_package = _src.replace('__init__.py', '")

_filelist.append(_package)

elif _package is None:
_filelist.append(_src)

elif not _src.startswith (_package):
_package = None
_filelist.append(_src)

with open('file.list', 'w') as _file:
_file.write('\n'.join(_filelist))

# End of patch

PRSI SIAT R foo.py , [AIRMA AL & BA OB RSO £ile . 1ist:

$ pyinstaller foo.py

i TP S TR e A 3 A BT

$ pyarmor gen —--assert-call —--assert-import --pack dist/foo/foo foo.py @file.list

XA IR T EEAR SEBI AR IR, AR E O SEERE OL S H TR T RIAS I e 2
PEI. QA SRR AN TAEBUE MU ST £11e . 1ist

3.2.6 FRRMELEPmIDHIR

FONBI A G ut £-8 , 2 hEE AR B I L1 BRgm T A a8, T DASE P T B T4 5 LE A ) S i 51
TN THT R i T DA BN A G R S gbk:

$ pyarmor cfg encoding=gbk

[ A AT DA R i B B R S SO messages . cfg FRE GG . BN, SR a2 T DA B i i A i
TH B SO 2R ts A gbk:

54 Chapter 3. HZ




Pyarmor Documentation, % {ThR%4 8.4.7

$ pyarmor cfg messages=messages.cfqg:gbk

3.2.7 fiRgEIA$ Docstring

{52 FH T T P C B T LA SR o B4 DocString:

$ pyarmor cfg optimize 2

Bl &I optimize ] F{EAIVEHiES % compile

3.2.8 WN{ARER B =75 FEiE AN E I A F R (0]

M%F

« FRAE =T

— pandas

— nuitka

Pyarmor $2{{t T £ & W Il R 1 AR DA O T I8 B A R, 24 6 — N2 2 35 =5 G i A
IR, W SEAE S — RN RIE R A T, R TP R IAIER], A e LT
AR R OL BT o Pyarmor JFR LA 2 2315 Y% B8 AR A 2wt vl DASg e Ui 20 i, 1 2 ks
BLRAF AT i Pyarmor, JHREE G H LR 2AYEEI .

Python #E45 ST 51 ZRIBIN , AR5 ERE BAHNA B, M THRB, FEFaEI A,
SRR (R RSN Pyarmor JEAF. B ASROALTIN SR A PR HIOCH) SR8, TSROSO 540t R TR AL
W, R DATEI) T2 P RE Pyarmor 2/ 4 M ORIy 5.
XTI T Pyarmor FFEL, Pyarmor T A4 £ R, {ELRAT— S AR Pyarmor [ S TETAREDAT .
RS, B8 =7 1% B0 PR
« il sys._get frame KUiFIRHIGRIER, SEHMBTERNEE, (LRMERARETIESR
AE AR R
« iR inspect s HAMy AL L VI EEIGIILR (Byte code) SHIKIRYE, BB
KA Pyarmor FH Y
i pickle s SR B MR, WIFTIEREE A IR R A LRATT, (L0
R A T ) Y AU
PSS REARIET 45 = (NS T I A OL RBEAS, T MR Z AL IS 00 5 b A fo R
RATOA o S B MR, B2 A 0 PO R R B FIBCC 1, AT, 0%
A .
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KX Se e g, A e %, I RAE e N =K
o fERIRFT 42 X, Fi%Ti ——obf-code 0

RET X JLPABUE FORAR Y A FREEH , T PA— R & SECARA . i - -obf-code SEMTY
XN R T PR R N R SRS AN RS o e —FIERE R R 7 56

$ pyarmor gen —--enable-rft —--obf-code 0 /path/to/myapp

B R DI BT R LR T AR, SRR e 2 e i R e etk i

$ pyarmor gen --enable-rft --obf-code 0 —--mix-str /path/to/myapp
$ pyarmor gen —-enable-rft —--obf-code 0 —--mix-str —--assert-call /path/to/myapp

o WA TR AR

HE— SR A, AR R A B ERAFAE DR, AT AN I X e . B, iR AR config.
py AREIEH TAE, B ATRIHRALA T B 7 U R 22 i

$ pyarmor cfg -p myapp.config obf code=0
$ pyarmor gen [other options] /path/to/myapp

AT DA SR ER B T 0 s , S I 2 (o DA 4 B A e o A £

$ pyarmor gen [other options] /path/to/myapp

$ cp /path/to/myapp/config.py dist/myapp/config.py

o B =05
RS, MR 5144 myapi” K, il 404 SR, EURANGEN 514 TAEIER .

@cherrypy.expose (alias="myapi')
@cherrypy.tools. json_out ()
# pylint: disable=no-member
@cherrypy.tools.authenticate ()
@cherrypy.tools.validateOptOut ()
@cherrypy.tools.validateHttpVerbs (allowedVerbs=['POST'])
# pylint: enable=no-member
def abc_xyz(self, argl, arg2):

mrn

This is the doc string

men

SEVEIH B AET cherrypy . expose NI4T

parents = sys._getframe (1) .f_locals
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P2 sys._getframe (1) FENNEMIAR IR B A R PATHELL, JEEBBUSN T AT A
AENN G A IE 5 -

parents = sys._getframe (2).f_locals

il AR =T cheerypy WHUHAMRR M, W AN AR 2 — ARG

FRME=FE

X B T2 B 5 =07 PR LA KT RER AR R DT 58, WGHER 0 S H SR 2855, $2752 Pull request 3
TR 56 =5 o«

1R RIS R

= "E &
cherrypy | T4 i) £ [ PR 25 P T sys._getframe
pandas AT W 5 R 2 6 T sys._getframe
playwright | $7%MNT [ iZ% Al DA TAE? M A IIE

nuitka i ] restrict_module = 0 2 J5 W iZ A A TAE | MARIGIE

L)
pandas

T AN~ /2 pandas

import pandas as pd

class Sample:
def _ init_ (self):
self.df = pd.DataFrame (

data={'name': ['Alice', 'Bob', 'Dave'],
'age': [11, 15, 81,
'point': [0.9, 0.1, 0.4]}

def func(self, val: float = 0.5) -> None:

print (self.df.query('point > @val'))

ZET )

USE TR TR AT AR s A
2 A DA RET 45 X, i A
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sampler = Sample ()

sampler.func (0.3)

TN 2 I is AT g

pandas.core.computation.ops.UndefinedVariableError: local variable 'val' is not.

—defined

] FE 75 ZEXF AT 40T, 8 pandas scope.py HLJHI ) sys._getframe (self.level) &M AN
sys._getframe (self.level+l) ,sys._getframe (self.level+2) B{# sys._getframe (self.
level+3)

nuitka

I AR VA 3 AR — R0 A Nuitka E7A0BE, (HR T 2085 H 2 it

$ pyarmor cfg restrict_module=0

MEANEH AR, SFERKE R RuntimeError: unauthorized use of script

B A BT T

$ pyarmor gen foo.py

AR I N, (LSELIHRI KM, B private , ——restrict, —-assert-call
, ——assert-import BJEETIEMH .

3.2.9 fERiFaNiE

FF
1% B L ahhe Fo AR T iR

© AR

— 5
- YRE A TIER B TR S
- EIEE A @i

— & Docker 3.4 CI pipeline ¥ ;%

1% ) & B ReF 5T HiE
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- WHEET
- A RRIR & L
— AR B RIE SR M

- BRI EEMN

1% 7 £ A 5T e f2 CL AR %55
- IS BREMNBEEMS

» FHRE R T IR

AR SR

FEEMHVFAUEZ B, 75 250 2 T 21 5%F

1. — N RJUER) s S, G FF—fRH pyarmor-regcode—xxxx.txt , S5 12X FoiF 7T ik ML
AiE A RIE

2. %% Pyarmor 8.2 DA L IRA YR,
3. YR T B RENS U IR FLHC
4. HE VRN B E AR, SRR e AR AL R, PR A FR ] non-profits

5. WK B ok hE, B84 AE Windows R HI, Bk h B AL SN A E pytransform3.pyd 1
pyarmor.dashingsoft.com 1] ¥ 11 80 , fEH AW RS, B kKH % A pytransform3.so Pl
pyarmor.dashingsoft.com Wi 11 80, FARB JC i LI 5 175 2 5] 7 14 SRS

58 F e Sitih F0 & SR i BT 9IE
B A RR:

L IS ST EATRIR BT, BOE T UESRE 17 i 4 PR
2. WU EICTE I G a3 A I )2 M SCE SR S MR A B FH XA SC:
3. FEHAR A T 2 S BT

3.2. R 59



Pyarmor Documentation, & {Thi4 8.4.7

s EiC

TES— U R, 75 B —p $E VT UEZEE i)™ i Bk, ERAE R AL i FH 9 6 1) Pyarmor, R
LT RREGE N non-profits , AVFRTUEARERN TR M fh e

TR T UESE 5 1) A Rl XXX, IR AT T i) ey A TR AR B e

$ pyarmor reg -p "XXX" pyarmor-regcode-xxxX.txt

Pyarmor 2 155 BN BIFHERIAIA, WERFIATCER, MiA ves I Enter QRS NHIRHNIPIR, HARLE
(EE NI ES2 S RE S/ BUR R

AN Z 5 & RN AE S — MR 2 0 U pyarmor-regfile—xxxx.zip , XNSCPEM RAE A
# LA TN

T AN BRI 505 S BT IR SN, IR L IR SRR, SRS AR s B T =
M A o

THZRRE IR EN S, —BZEK, Pyarmor HASRBEH ] R 55 .
— HRCHE, VERTURSEE 7 I &4 AR RN BETEHEA T2 24

SRV EE R EEFF A B0 &

IR BT b, BOA IERXTHAE R, AVFRIIRILEIC I MBS E ™ M 4 K TBD o BilYn:

$ pyarmor reg -p "TBD" pyarmor-regcode-xxxX.txt

BRER A PR TBD MVFRTIE, AR NS H Z P9, (8 T T O i -S04

$ pyarmor reg —-p "XXX" pyarmor-regcode-xxxX.txt

WERANANHZ NBEAETB S, IRA/ AR H B3I EN non—profits , JHABIERIBL -

RS EEEHR

P U124 S 4 pyarmor-regfile-xxxx. zip SILUHEMMILA , RIFEIT T &I

$ pyarmor reg pyarmor-regfile—-xxxX.zip

HAREMEE:

$ pyarmor -v

HEWHSE 2 J5 B RN RA T B SR 2 B VF AT, A — U AR S5 I 0 B AR VR AT I
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7£ Docker & CI pipeline g/}

1t Docker 5.4 CI pipeline /it Pyarmor Bl it/ % ZMUVF FIIER A 5k [m) b, HRAE—RZ WIBTTHY
Pyarmor () Docker £t BRI, NEEMET 100 4> WERTFEALE—RZ NS T 100 1) Docker 258%, Tl
MBI AIE. F IR 247 Docker 25 #3803 Runner [ E A REMIL 3 4>, WX ME, &I
BRI 2380 2 J5 JE B> Docker 53883 Runner, [R]BHZ1TKZ W pyarmor reg fiy %23 S 20/ AIIEAR 55 #14
[l HTTP 500 ()45 R H- B R M.

WV R et 1N Pyarmor. MR Docker B4R SR EA % ), IB2A FRVAAE L i e fil:
I} Pyarmor

{5 FA SR EA R ¥F =T E

1E 8.2 JRATIA.

B ANRAOAF TR — 4L, — P EURZ T 100 Egiis, - PMREE 9, KA 1E
100,

KU B L & A T S, BIAEE Gt M o N 1, B Guan 2 F5%.
AR AP RR
L 08 SO BETRIAREE, BOEVFRNIERE MK, WIIREIC S8 I e 2 A R I A 2 S 4
2. TERZ g BRI R A 2H 8 g SO
3. FEWRM e s LR 2 A ST A B A SO A R R S
4. TERAR A BT BTN S FEA T, B EEM S R REAE SR st s ]

MAREIL
WSRO PTIEZ JG , — pyarmor-regcode—xxxx . txt W& L SRR FEMHIRAE T, X430k

T H— R

EPIRVF AU B AR5 L 7 B P B A EEAT, WIARE AL R VF AU E Y7 A4 AR, X HLAS
SV TBD o RSB IR XXX, 1817 IR Ay TR T

$ pyarmor reg -p XXX pyarmor-regcode—-xxxX.txt

BILNNZ R A NI 72 S 4 pyarmor-regfile-sox. zip , EAEMNSCHERT I T REAGHEN A

4.
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4 RARiIRE

N TAER S LR Pyarmor, 1 5E7 2 A LA X I A A A S pyarmor—group-device. X , Hi

X B i
TER— G BBy %% Pyarmor |, (I HEI —o F8 8 B n S, A2 BUHH I A28 S
B, FEE—EELES L, B M arS4 A4 S pyarmor-group-device. 1:

$ pyarmor reg —-g 1

INFO Python 3.12.0

INFO Pyarmor 8.4.7 (trial), 000000, non-profits

INFO Platform darwin.x86_64

INFO generating device file ".pyarmor/group/pyarmor—group-device.1"
INFO current machine id is "mc92c9f22c732b482fb485aad31d789£f1"

INFO device file has been generated successfully

H G X — A7 s A X & B AR R AT

INFO current machine id is "mc92c9f22c732b482fb485aad31d789f1"

R AR R T AR LRV TE, PTOAEAT RIS RSE, RGBT %& S, W FRA R
PR R

$ pyarmor reg -g 1

INFO current machine id is "mc92c9f22c732b482fb485aad31d789f1"

PR o SR LG T UE 40 BB Y, A AU MR R AT S, IR A 5 B Ak A5 A 0T DAGE AR AT
VFRTUE, 75 0 TC ik i A RV RTIE o

XFF B, WSL (Windows Subsystem Linux) PAKHAEATRSE, URHBA MR EHZ 5 R B,
SN SR E B AR S8 M 2511 Mac Hihk DA SBE L 383 e 91 5 RN, ARG HERS BRI A iR AT 2 15 i
P PRFFAAS . AR ARRFFIR L R A, IR 2SRV PTIETTIRAE R R S -
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4 PR EIEM

R R R A TSP
« 2% Pyarmor 8.2+ I FLTT DAYs I FLIK W e
o SEMAIIGET, HHE LA REM L4 pyarmor-regfile—xxxx.zip
- B AL A SO

8B R U A B A SCPR B LB BEAT TR B m L gy b (BUEAR T BB M B )
FEAFTRAE S |l H 3 R T H Sk .pyarmor/group/ , SRR BT TG Y i 4 A i 2 M SO

pyarmor-device-regfile-xxxx.1.zip:

$ mkdir -p .pyarmor/group
$ cp pyarmor—-group-file.l .pyarmor/group/

$ pyarmor reg —-g 1 /path/to/pyarmor-regfile—-xxxx.zip

XAy A A R R M S AR LAE SR — B B B, O R R B A O SO

VN

pyarmor-device-regfile—-xxxx.1l.zip WEREWNEMAHER.

B IR EEMR

— BRI BN SO 2 5, nT DAYE DL B skt b T, BN, e -G Esis b, 18T
NI

$ pyarmor reg /path/to/pyarmor-device-regfile-xxxx.l.zip

INFO Python 3.12.0

INFO Pyarmor 8.4.7 (trial), 000000, non-profits

INEFO Platform darwin.x86_64

INFO register "/path/to/pyarmor-device-regfile-xxxx.1l.zip"
INFO machine id in group license: mc92c9f22c732b482fb485aad31d789f1
INFO got machine id: mc92c9f£22c732b482fb485aad31d789f1
INFO this machine id matchs group license

INFO This license registration information:

License Type . pyarmor—group

License No. : pyarmor-vax—-006000

License To : Tester

License Product : btarmor

BCC Mode : Yes

RFT Mode : Yes

[y
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Notes

* Offline obfuscation

HEEAERXMTHE:

INFO machine id in group license: mc92c9f22c732b482fb485aad31d789f1
INFO got machine id: mc92c9f£22c732b482fb485aad31d789f1

HoA s A7 RoR B @M SCPE AP B PR IRAT, TR IR R B2 BB AR RAT, Wi R LA BRI
URANVERC , AR A T EHT A 24 B A A S A A IR AT SO AN B R ST«

HAREMEE:

$ pyarmor -v

TEW D2 S B A B B s B SR IRROVF AT IE RN AR AN T R A B«

TS URTE RO A B A A M S, A R R g, ORI G S TS
IREEH . B, FREEH pyarmor reg -g 2, M ARERMKIF LR pyarmor reg -g 1

BITAZPREIEY Docker F28

1E 8.3 JATNA.

GEPRF T SBT3 IR 17 Docker 7, 41> Docker 7 gl 24 B B AR BLA AN S0P x4
ZRR0 T5 B I BRIA K Bridge W22 11, I LIS HEAT w90 B 5 175 34 Pyarmor JE 3R 31

KA Ji ik
1. #—> Docker MNP rEgLiicss, I HLAREWTENE F G ATHIE
2. SRJ57E Docker ML FJHBI—AMAIEMRSS, K5z Docker £ g3 HIAIET K
3. £ Docker 51z AT Pyarmor [, £ KA IAIER K F] Docker AL, HHilkik bl 2524
4. Docker F:#LHI Docker Z8a AL — AR B, 75 Docker F:HLIoiA #2525 Docker 288 HIIAUETE K -
Linux Docker Host
TR (5 FH A R/ R Y S
* Docker F A, Ubuntu x86_64, Python 3.8
 Docker 2%, Ubuntu x86_64, Python 3.11
N T IBAT A IR 24, Docker FHLFRE
o B&RATEM XM pyarmor—device-regfile-xxxx.1.zip , &% LK EA K
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o 4% Pyarmor 8.4.1+
T 56¥% DUN T Y SC1F 3] Docker F:#L:
e pyarmor-8.4.1.tar.gz
* pyarmor.cli.core-5.4.1-cp38-none-manylinux1_x86_64.whl
* pyarmor.cli.core-5.4.1-cp311-none-manylinux1_x86_64.whl
¢ pyarmor-device-regfile-6000.1.zip
IRJEAE Docker L Fiz AT I fir 4

$ python3 —--version

Python 3.8.10

$ pip install pyarmor.cli.core-5.4.1-cp38-none-manylinuxl_x86_64.whl
$ pip install pyarmor-8.4.1.tar.bgz

¥:E 53 pyarmor-auth RT3k H Docker 2825 A IETG >K:

$ pyarmor—-auth pyarmor-device-regfile-6000.1.zip

2023-06-24 09:43:14,939: work path: /root/.pyarmor/docker
2023-06-24 09:43:14,940: register "pyarmor-device-regfile-6000.1.zip"
2023-06-24 09:43:15,016: listen container auth request on 0.0.0.0:29092

REXPA AU, BIMTIF— 48 LS55
izf7 Linux RGH s BHETS B & /NS48 -—add-host=host .docker.internal :host-gateway
(i@ﬁ? Windows 5‘5[] Darwin %?.%gzi%;ﬂ ) :

$ docker run —-it —--add-host=host.docker.internal:host-gateway python bash

root@86b180b28a50:/# python —--version
Python 3.11.4
root@86b180b28a50: /#

1E Docker FHL_EFT 28 = A4l G55 D O3 2545

$ docker cp pyarmor—-8.4.1.tar.gz 86b180b28a50:/
$ docker cp pyarmor.cli.core-5.4.1-cp3ll-none-manylinuxl_x86_64.whl 86b180b28a50:/
$ docker cp pyarmor-device-regfile-6000.1.zip 86b180b28a50:/

)5 7E Docker g5, ¥ Pyarmor F 347185 i 4% :

root@86b180b28a50:/# pip install pyarmor.cli.core-5.4.1-cp3ll-none-manylinuxl_x86_64.

[y

3.2. R 65




Pyarmor Documentation, & {Thi4 8.4.7

(% L0

root@86b180b28a50:/# pip install pyarmor-8.4.1.tar.gz
root@86b180b28a50: /# pyarmor reg pyarmor—-device-regfile-6000.1.zip
root@86b180b28a50:/# pyarmor -v

ANRFLIEH, B SRR %
T TR 6 Bt

root@86b180b28a50:/# echo "print ('hello world')" > foo.py
root@86bl180b28a50: /# pyarmor gen —-enable-rft foo.py

M TFEREVF PRI, Docker 2885 42 K &K E 0. Q2R Docker FALHY pyarmor-auth it N7 45 i & 1%
AUWENEATIER, 1§62 Docker MZGHCE., B PR T HLFIZARHY IPv4 HIIETE R — N Bt

MacOS Docker Host

4R Docker EAL/Z MacOS [y, 1 Linux EHUREHA LA . A% Docker /2124 74E Linux HEHUIAL
H, TN & BAEIZATAE MacOS LT .

— AT R H AR Linux VM BT pyarmor-auth | FEXFEH T, A Linux VM VER— LRk &
AN, AR AL MacOS 1B Lk & BTN, SR MM R BN Z 4053l Docker 7845

$ docker run --add-host=host.docker.internal:172.17.0.1 ...

TEXFPEOL T, WIFT52%) Linux VM S80S MGHC B DA PR 5 S AR IRAF B8 2 SR PR R AR
%% issue 1542 TRHEZ(EH..
Windows Docker Host

*T- Windows Docker F=AJL, T LA M 45 L

C:> ipconfig

Ethernet adapter vEthernet (WSL):

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : feB80::8984:457:2335:588e%28
IPv4 Address. . . « .« .« « < o o . 172.22.32.1
Subnet Mask . . . . . . . . . . . : 255.255.240.0

Default Gateway .

R EH A IPv4 Hiht, N 172.22.32.1 }2F1 Docker ZZ#$7ER— M EL, ARAFERR T, HE%E
& Windows 1E R B & B IEATEM, SRIEFE LIz AT pyarmor-auth | 5 B F R TH A9 4% #2505 51 Docker 2§
s
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$ docker run —--add-host=host.docker.internal:172.22.32.1 ...

EZ, pyarmor-auth 5] IPv4 #ihik D25 A Docker 754514 IPv4 HBhEAER] — MR B, HEREAFIXANH I, B
L HATHCEAR T A

402 Windows 547 (T4 IPv4 #ihik Al Docker ZRaS7E[R]— AN BE, A 53 Sh—Fhfigpk ) Z524E WSL (Windows
Subsystem Linux) {8 BBt AT, ARISIEAT pyarmor-auth 1t WSL BT, (EXFHOLT, oo 20
WSL #EAT AN B AR PRSP AT IR A, TICE Ty A 225 WSL SOy

fE FASRHAIRR T ETEFE Cl AR 55288

SE A RO TR AN SR B Y A TE CT RS54 19K IA Runner, {HZ2Z5{bl Github | TH [ self-host runner 1% 7]
PATAE, FARMEHIES A CLARSS #5% 3CR .

T MASE T R BB AR EE T s e (PIANRT L 2 ECS) b SGiaf Al docker Zesb47 0
WA, SRS N S ARG AT SRR 1) 5 b — A0 3

CI AR5 s T A A7 SRR BOME AR, SRS MR I AR — R 0BT R T A AR

X SRR mE E M4

TE 8.x HUA A I RE M AR LB

AR T LR A A A L — AU B T SO, o el e A & SO 95 DU B e E sk, SR Rk
HE 0 AT A ] B L EMN U pyarmor-device-regfile—xxxx.zip:

$ cp pyarmor—-group-file.l pyarmor-group—-file.2 pyarmor—-group—-file.3 .pyarmor/group/

$ pyarmor reg —-g 0 /path/to/pyarmor-regfile-xxxx.zip

RIGTE N ET— G ELiedd, (U -g SR I

$ pyarmor reg —g 1 pyarmor-device-regfile-xxxx.zip

FRERRA VAT E

THRARAH TR B2 T R T i
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3.3 BAFAHM

3.3.1 HIEENL

BCC Bk
— R T, ATV A P BB AR SR C B, SRS B AL e 2 i 2 R L a4 o BT
P AN Y RO A TG, TeyR I A JEOR Y Python BR%K.

A M i ¥
—MRAE LT H N A A H X cpyarmor |, HSRAFIEAMIEE, BOAAHMEC B SO

pyarmor/config
RIS ) A b i B > B 55 & oy e 3

S pyarmor cfg

— MR REETA T, BIAERAR A T B

EETS
FRAFHL Pyarmor YEHME ., &JRECHE SO0 #64, BOATE DL T & 24 w8 bl P AR B s R w1
Hsk ~/.pyarmor

fili | sudo iy 41l i< 2 Pyarmor fAR H 5%
s Sk
— SRS, WSKATAT] Pyarmor 17T i Z 5, #REA — AR BRSO SCIF A& 2 FEWHIRAE .
W SO 2 T RN Pyarmor 155758 | W& SCF— BSE NIRRT, SRR .
R RR B T 23 RN A U R 2 S SR TEEAT TR s - Ty R Te BB 2 4 Sk

I e
—APython A, AEME ARG, FTLARH g A SCPFEEA T — SR B

B2 o A 1

JHIAKR T
—~ Python A, FIDARE IR A BN A, 04T — L850 N AG 2
R ARANT

JIT
TUST-IN-TIME (945, RGBT 21 ML IS SR, AT RAR AT LIS AR THUH T
HEATSHT
TFL AL
SEARTERGET Pyarmor (93504, {EIF LA LA ASIE T e
ARPAT - TLGERT Pyarmor, FFAT S RHIIETIRBEITS% 2 A 50 K40 370
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B
SEFRIB TN AR 15 2%
% Fsess BT EA S Pyarmor

b
—AMEC B3 C++ 1B S BRI Python #23:

BT AL

AT H RIS, B A ei § A H TG, AIBHR 41 module .

ruler {4}
HAF R ALAT L B2 B A Be B

Pyarmor
Pyarmor &— 4~ 1% Python ANy T E. .

Pyarmor [ 2H 535545
e Pyarmor 3 B
* pyarmor ¢,

Pyarmor 1
—APython &, BEALE T,

* pyarmor
* pyarmor.cli
* pyarmor.cli.core
* pyarmor.cli.runtime
Pyarmor 8.3 2 )5, pvarmor.cli.runtime B KK N FHE:
* pyarmor.cli.core.freebsd
* pyarmor.cli.core.android
* pyarmor.cli.core.windows
* pyarmor.cli.core.themida
* pyarmor.cli.core.linux
* pyarmor.cli.core.alpine

* pyarmor.cli.core.darwin

Pyarmor AR
—FhPyarmor 4T i 255

Pyarmor 4 il
—FhPyarmor T 4 2554

3.3. BARFH
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Pyarmor Jj
s I Pyarmor W S BE T A N 5L
Pyarmor Wi H

i H SR https://github.com/dashingsof t/pyarmor/
X B Pyarmor FFET IS, $EACHY 17 AR SCRY o

Pyarmor {-7]{F
iy Pyarmor & A BAA %, T4 Pyarmor 3 i WA 2y i B il

552 Pyarmor ¥ 2 X Fo1f 7T 4

Pyarmor 5tk
—FhPyarmor 7] it 258

Python
—FPgARIE T, B Mk Python

Python JHiA<
—AM 75 Python JE RS S

AN https://docs.python.org/3.11/glossary. html#term-module

Python {5

Bp B—APython Bk |, BoR—ANY REAgk
Python {3

ANERAE S https://docs.python.org/3.11/glossary.html#term-package
AR E

FEIIC Pyarmor 14T HCE 1 4R SCIF, AR TC & SO AUFEISCEE Pyarmor 1A B, BRINRY SCHF# P2
~/.pyarmor/config/global

Z:2 pyarmor cfg

RFT ki
— RN, T PAE A4 Python AR R, 2K, Trik, ARSI
b9l

—MNHATFEMETE 9 X, BERAFN pyarmor . rkey
AN AT DAFRCEE R T AT A — > B A2
o SEATHIE 6 AR BRAR

o AR R PYARMOR _RKEY $RERMAL, MAETPARRMA .., B ASREKES WA, —BHk
FEE— XA, Bl /var/data

* YIS
sER SR METT TSR kR4 AR + - pyarmor . rkey
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isiThhibh

—ANPython @, , Z4—% A pyarmor_runtime_xxxxxx

R UM A RIS, W2 B A B TR B, BT AT B AN R TR B ..
AT hhh Sk

S RIS TN BAIAS 75 220 B Ay oAt S

WHO T ESEN T2 e , QERER T35, It sMmEsH

BATHH

PRAE VA AR 2 T BB AR R R BR ), A A A RO, AR e s B0, e dssssn

AT R ARG TN

W B TE AR AR 400 & I, HR WA DUR— NS S B RY o 26 2% 4

BIrFR

Pyarmor Jg SUARHEA TR, HORAR/niztT Pyarmor MU A #41E 2RS0T CPU 224y
NS TR E s AT
* Windows
— windows.x86_64

— windows.x86

Many Linuxs

linux.x86_64

linux.x86

linux.aarch64

linux.armv7

Apple Intel and Silicon
— darwin.x86_64
— darwin.aarch64 or darwin.arm64
¢ FreeBSD
— freebsd.x86_64
 Alpine Linux (musl-c)
— alpine.x86_64
— alpine.aarch64
e Android

— android.x86_64
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— android.x86
— android.aarch64

— android.armv7

TEME S
—A L zip MR ESE S, EEMA TR TSI SR A

SRR S0 S, S I G A R S, 2 AT e g R R St
Friest.

3.3.2 HiSFM

M%F

* pyarmor

* pyarmor gen

* pyarmor gen key

* pyarmor gen runtime
* pyarmor cfg

* pyarmor reg

« TREE

Pyarmor ${it 1" = 7 1R eI A T AL AN [R] 2 AR P i B AR 1 75

pyarmor
i
pyarmor [options] <command> ...
Ei |
-h, --help BRI AT a2 IR
-v, --version RORRAME BB
-q, --silent EEREARRHE. ..
-d, --debug ITHEZREE T KM ar S AT e . . .
--home PATH BEARE FE ...

S T 0] DATE Ay 4 pyarmor 2 5l 51742 wi i
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gen A SN AR DA Bz A T B S
gen key | Az BUAMEREE B S

ofg R AN B0 B P

reg s AN} Pyarmor

fliJl] pyarmor <command> —h R&EF Ty HTIRER A 1
ik
—q, ——silent
AESE R G FT LA H &5 S
Biltn:

pyarmor —-g gen foo.py

-d, --debug
TEFE S ST E 2 1915 B T A& Bl ar 2 T 2 Hh 7]
T A B, sCE AR 2 TR AR, AT DA % e I TR AR i

pyarmor —-d gen foo.py

——home PATH[,GLOBAL[, LOCAL[,REG]]]

WEARA G, 2niE Hak, Axkied JRUASENHME BT H R A T— 5 s bF
LR Z AR Pyarmor 75T £, AT DA — PN ANIEBROE — MR A T

ENTHBGAME S 2
« X HF & ~/.pyarmor/
o BB E HRsE ~/.pyarmor/config/
o At H Higl ./.pyarmor/
BAAFIOE M SR H o2 AR B
X8 H SR E AR AT DU AR I TR BB AR H S ~/ . pyarmor2/:

$ pyarmor —-home ~/.pyarmor2 ...

XA A2 Al HE PR

o okt E HiE ~/.pyarmor2/config/

o VM SCHERTAEH %52 ~/ .pyarmor2/
THEMT Rk e FieE HRA ~/ . pyarmor/config2/:
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$ pyarmor —-home

,config2 ...

THER S HAER AR E HE N /var/myproject

$ pyarmor --home ,,/var/myproject/ ...

WAL 6 B LA Pyarmor T35 MRHE, TAR&—MAAHERE MR A 2 . i

$ pyarmor —-home

$ pyarmor —-home

$ pyarmor —-home

$ pyarmor —-home

~/.pyarmorl

~/.pyarmor?2

~/.pyarmorl

~/.pyarmor?2

reg pyarmor-regfile-2051.zip
reg pyarmor-regfile-2052.zip

gen projectl/foo.py
gen project2/foo.py

FESEPR R, FATTRE S T RZECE, AR BB S, 75200k I (R e 2 e 10
IEE, (@A ECYAIRYECE . X T DA B B4 R B H SR e B H SR 2 — AR

PR SCHL. fn:

$ pyarmor —-home

,X,%X, gen foo.py

S

PYARMOR_HOME

pyarmor gen

PRI B AR R A 5 R A T B Ao

%

pyarmor gen <options> <SCRIPT or PATH>

B T

-h, --help

-r, --recursive

--period N

--outer

BRI LR

-O PATH, --output PATH {5 &4 H 3% . . .
BB R H PR A . .
--exclude PATTERN HEg A % THE. . .

- DATE, --expired DATE % &I A4 500 . . .

-b DEV, --bind-device DEV 4 5E A S| % . . .
--bind-data DATA {4 F & XEUREEI %4 . .
JMIHEA BB TR - -

JE AN S
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--platform NAME 55 WA THI H IR P65 4% - -

-i PRAFSA TR BN SR B Y PO . .
--prefix PREFIX &85 AGS AN RIS . . -
--obf-module <0,1> FFERHNER, AR ...

--obf-code <0,1,2> FEEAMER, BRIAZ L ...

--no-wrap SHmEmER. ..

--enable <jit,rft,bcc,themida> & AN [E AR ARAE . . .
--mix-str RIETIAFEREE . ..

--private B AL B A .
--restrict JE AR . .
--assert-import iR R AR A ZZ S SR . . .
--assert-call B PRTE T R B 2 I Y - -

--pack BUNDLE (i JiJ i 4 A AR 403 T A 1 T HRAT SCIF BT A SR LA . .
--use-runtime PATH %5 iS4 Iz Tl Bh i A . .
g

%A RN AL, i dn:

pyarmor gen foo.py

pyarmor gen foo.py goo.py koo.py

pyarmor gen src/mypkg

pyarmor gen src/pkgl src/pkg2 libs/dbpkg
pyarmor gen -r src/mypkg

pyarmor gen -r main.py src/*.py libs/utils.py libs/dbpkg

PP e @ ATH ) SRR DA ER Python JIAEFT NG, BIEERT A AR oy .

BrA e QAT H S WA ORI TINGE , FE % H X NIHWETE oy SUHESBPOME, MRS THX
RN, ST - RIS B A T H SR

AEE pyarmor gen src/* KM AL, XS H SRR WAL SO
M 822 FFH AR, SCRFHU SCHES A &5 S A BIAS AN A, SRS I ATSR @ Sk e misef, fpin:

pyarmor gen -r @filelist

3CPF £ilelist BT FEE N BIPIA BIASHI A
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src/foo.py
src/utils.py
libs/dbpkg
libs/config

-0 PATH, —-—-output PATH

BCEL N AR R B A, BUAfEDR dist
-r, --recursive
BB H SRR ) Python AT, 53 U HR 21 1y H ST T B9 il A
—-exclude PATTERN

HEREA B 7 H 53¢, AR AR 2K
VERCA AN Python FRif [ famatch Y 7 =02 —FERY .
HER— A0 B A

$ pyarmor gen —-exclude "src/test.py" src

HEBR— MM H %

$ pyarmor gen -r —-exclude "./test" .

HERRAEATAn] H S PP BIA test . py:

$ pyarmor gen -r —-exclude "*/test.py" src

HEERFTAY test Hat:

$ pyarmor gen -r —-exclude "*/test" src

-i

PAFIZATRIBI SRR B NS B0, R ar 4B 4740 90 & A7E] dist/mypkg HE R

$ pyarmor gen -r —i mypkg

$ 1s dist/
mypkg/

$ 1ls dist/mypkg/
pyarmor_runtime_000000/

BOA XA, i Y F SREE 2
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$ 1s dist/

mypkg/
pyarmor_runtime_000000/

XAV [s] 2 B AR AR T P ST B, PrCAR BRI e i, AR oo A<, A
TR XA

—--prefix PREFIX
BES AT AR AT

EEN AT RINIE S, B 7402 & PP RE— B, (E Az mhs IR A A e A 3 A
BATHIEN AL Bn:

$ pyarmor gen —--prefix mypkg src/mypkg mypkgl mypkg2

XA T B =4, HREITHB ST dist/mypkg B, IFAFE dist/mypkg/
__init.py B, SRR FE R ABTH

from .pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name__, _ file , b'...")

MAE dist/mypkgl/__init.py B, A2 TR S ABTTHHE

from mypkg.pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__ _name__, file_ , b'...")

-e DATE, —-expired DATE
TCE N A 1A 0
SCRFIRR
© BT, FRMIAEFF IR KA
* YYYY-MM-DD, B 454 R0

54n:

pyarmor gen —-e 30 foo.py
pyarmor gen -—-e 2022-12-31 foo.py

BRI DS AGALAS T 1], o8 THT 4 iy -5 75 BRI FO P [ R 558

$ pyarmor cfg nts

Current settings

nts = local
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WERTFEAR A R LI ], IRATREHEE NTP [l s54%. Blan:

$ pyarmor cfg nts=pool.ntp.org

E v8.8.4 A Z 1, HUSCRF NTP $hil iR 5 AT A, HF H R AR — DRSS 4, (H2 T MRYES

RASERIAR) NTP iz 55 Bl

$ pyarmor cfg nts=108.59.2.24

M V8.8.4 AT IR, SFfilid HTTP Pl i, H H A SCR B2 RS ok AT A . AR — iR
S5 A B SONTE , A ARG d, ELEVREI ARG Ar . (A HTTP SR, H 2w AGiAm

URL Huhkgml PA. il 4n:

$ pyarmor cfg nts=http://worldtimeapi.org/api

TR TN Z AR5, I HIR A NTP [R5545F1 HTTP [k 5545%:

$ pyarmor cfg nts=pool.ntp.org,http://worldtimeapi.org/api

AT A FHRFIRI 28K local FIRAGE|ASHUISE], Bil4n:

$ pyarmor cfg nts="pool.ntp.org,http://worldtimeapi.org/api,local"

-b DEV, —-bind-device DEV

S5 N AR B 45 RE AL o

fifi i} Pyarmor 8.4.6+ ] DA A5 iy 2 python -m pyarmor.cli.hdinfo 453 :term: & P 1% & 150 A4E BT

Default Harddisk Serial Number: 'HXS2000CN2A'
Default Mac address: '00:16:3e:35:19:3d"
Default IPv4 address: '128.16.4.10"

Pyarmor 8.4.6 2 Fi I I AS AT LA fig & pyarmor-7 hdinfo FifjRE(F(E B .
H B SCRRE0 R T (-5 B FERE &7 515, W-R Mac HihbAl IPv4 Hichk . 540

pyarmor gen -b 128.16.4.10 foo.py
pyarmor gen -b 52:38:6a:f2:c2:ff foo.py
pyarmor gen -b HXS2000CN2A foo.py

A AR RO AL A il

pyarmor gen —-e 30 -b 128.16.4.10 foo.py

R TR I R E — MR 2 MECEER, IBAMN ST, Blan:
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pyarmor gen -b "128.16.4.10 52:38:6a:f2:c2:ff HXS2000CN2A" foo.py

AT AT A2, ASRE I AR B R it s, B

pyarmor gen —-b 52:38:6a:f2:c2:ff -b 66:77:88:9%a:cc:fa -b "f8:ff:c2:27:00:7f" foo.py

R EIE HAUM R, IBAGE A LRt Stk fildn:

pyarmor gen -b "<2a:33:50:46:8f>" foo.py

Wl AR R R G0 — S LS B anul @ i MR, Bl

pyarmor gen -b "<2a:33:50:46:8f£,£0:28:69:c0:24:3a>" foo.py

£ Linux RET, Bl DARE M A a0, Bl

pyarmor gen -b "ethl/fa:33:50:46:8f:3d" foo.py

WEPRFE R E HA A 8, IS ATR R A F, i

# R T wWindows, R A HAEE -~ MEEME Z P E
pyarmor gen -b "/0:FV994730S6LLFO7AY" foo.py
pyarmor gen -b "/1:KDX3298FS6P5AX380" foo.py

# R T Linux, H B FEHL R & 4K "/dev/vda2"
pyarmor gen -b "/dev/vda2:KDX3298FS6P5AX380" foo.py

——bind-data DATA
DATA #] DA 8 QFILENAME

XA AT AFF AL BR 22 A7 25 91 o, (A RIERR A, — B 4096 4~F5 . FEM TR
BALE T EA T, AR A S BOs T Y R B, B A 2 RIA I TR R ARG A

WAL AN SEL @ F3k, MBARBUSHR SCENE, BN EEEESHNEEE s %9t
NEMR—FPEIL, FAEIEF T8 02 Bytes 287,
——period N
SRR A IE A T RCE SO, BN BRAAE O N 2 R A B iR S A A TR B AR R, W —
BB S5 AR T, XA AT DA T B A A R
SCRAME SO BT + BAAL, BRI SCRRI 3R, I B U BRIA A /)N -

.1

. Is

e Im
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e 1h
TR, BREE A DR

$ pyarmor gen —--period 1 foo.py

$ pyarmor gen —--period 3600s foo.py
$ pyarmor gen --period 60m foo.py

$ pyarmor gen —--period 1lh foo.py

il HEEEAR AR BE TXAME, W IURAEIS TN R A B TR A . AR, IR —
ANTCERUERRBEA VA AT AT ek B, A8 A S S EAG A «

--outer
JE AR

TN AR QP R T S AN, AR N B B I e o X e, 5 U PR BN I

il — B E S ANIRE S, b AL pyarmor gen key "EISANEEGISCHE, HH5 DIEIHRE Hoxk, 00005 M

ARIIRIBAT

HNEREE ISR A FRIA N pyarmor. rkey , AT DA OB SCOH B ORI, B0, BT w4 580

pyarmor.key:

$ pyarmor cfg outer_keyname=".pyarmor.key"

ARG S 1s WTCIREE

T EE R R — BRI 2 )G, AT st i e, ORISR TERAE N, RohissT
i B R A U B E A B SO 2 A

—-platform NAME
MTE-amE AL E st WA Hisr-&
AT DA 2, WA A E SE 2P 5 4R T
-5 ARSI Pyarmor & XHJEAT-F & 44K
A -G H ] A B E— R A
BB SRR pyarmor. cl1i. runtime , SR SCRT-6 4 R

——private

JE AL LR PR i A=
FERRABKZ G, R FEIATHER b S, I EomE 5 i A th AN GEPOH A T AL
Wil ——restrict & BMALARK.
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--restrict
EEN TR, R R e, RN, A RERI NI
XA R ——private
BAHBUEMZ G, BT _init_ .py WAL, HARBHRECA GER I A S AR .
B, G fr g 2R A dist /joker:

$ pyarmor gen —-i —--restrict joker
$ 1s dist/
joker/

JEAEAHE— A INE A foo.py 2P AN

import joker
print ('import joker should be OK')
from joker import queens

print ('import joker.queens should fail')

IBATEEARANT:

$ cd dist
$ python foo.py
. import joker should be OK

. RuntimeError: unauthorized use of script

WP E AT (H3%), GRS mmEl4a (o) 205, MATGEHEREETT.
--obf-module <0, 1>

MBI, .pyc , BRI 1
--obf-code <0,1,2>

IR AR — AR (Z0omEs) . B 1

155 2 J& Pyarmor 8.2 "IN, B REHIMNA Bytecode M4 T I HIMERE, [AIHF & PEAK— SRR, BRIPA
R TR PR B AR, Flan:

obj.attr ==> getattr (obj, 'xxxx')

obj.attr = value ==> setattr(obj, 'xxxx', value)

WHEOLT, 2R RET BT R, AR XAk
——no-wrap
AN T A0 A 5 A e v R 4

(o0 P A A 2 R A P VR P e S Ao AR e 5, 8 S BT o s e . 28 2 o R R
e A, H2 ﬂﬂ%mﬁkZFT FEMSE, PASTR ARt O/ R e . S B, X2y
1 R AT ASR R P
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W ——obf-code & 0, HAMHEILA EMIER .
——enable <jit,rft,bcc,themida>

JE S [ By
——enable-jit

(S FHJIT e Ak P S URRES o AN 522 4 1
——enable-rft

JEHIRFT 4%, P
——enable-bcc

JEHIBCC 125, P
——enable-themida

i1 Themida SRLRA A IAS, (L Windows -5 ] Ji]
——mix-str

TR VB I ARt S s o P
——-assert-call

JEH S R AR, BN R R R e
——assert-import

JEH B ERIIRE, BRI A B A B
--pack BUNDLE

{1 /% JE A< 45 BUNDLE HUJi ) Python Jii4<
24+ BUNDLE J& i i Pylnstaller A& A vl $A 4T 301

Pyarmor ¥ el A, 138 6 0% J5 i) A< 4% BUNDLE HLURiF( [ 44 Python AR, f )5 (i 118 k5 14

AT PAT SO i R S A
——use-runtime PATH

o S BB A TR B AL

(o8 FHAZ A T U 244 ) i - L P T S 2 B A TR BB, TS S A

BT B AL AR A fiy 2 pyarmor gen runtime A2 Ji.

AR B b2 5 9, AR ALE BB A T B A R AR B I AR 8 RE R~ —outer

82
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pyarmor gen key

sy il

LS
pyarmor gen key <options>
B T
-0 PATH, --output PATH #j H} i%1%
-e¢ DATE, --expired DATE ¢ &4 %00
--period N FE IR B T
-b DEV, --bind-device DEV 4 & /I 75 I 4 2] 35 12 5 4%
--bind-data DATA 77 [ & LB EIE T4 4
7
XA RA 20 25 91 SO, B B S e U A iy & pyarmor gen B4, HAE A Lh—FE,

&% BT .

SMEREEI AR E —e BUF —b — DRI, B AR LY AN BRSNS B A2 X, SR ARAf
3 BEEARI SN S, WA E — TR RO, I ELAE A ] .

RO AN GISCFRAFAE dist /pyarmor. rkey o Bil4N:

$ pyarmor gen key -e 30
$ 1ls dist/pyarmor.rkey

o JH N T 4 i - PRAF A BTS2 B B LA A

$ pyarmor gen key -0 dist/mykey2 -e 10
$ 1ls dist/mykey2/pyarmor.rkey

HNREPIRIEIA S F# A2 pyarmor . rkey , EARETEAQATHATIEM. (HJE T DA i e B ST B ok
Blan, N IEANEE YIS AAREECN sky L 1ic

$ pyarmor cfg outer_keyname=sky.lic
$ pyarmor gen key -e 30
$ 1s dist/sky.lic

SRS AT AP A (7, PR AT I o S U A 4R T e e A
BRI ALY H SR

VS il B S 2 76 9 B S04 4 Python R4, IRATFEN .pyarmor. rkey # N BHEI B A —AF H 3% pyXY |
B H LB outer_keyname , FEECHITRINEN ../, BN pyarmor cfg outer_keyname=../pyarmor.rkey . 2R [ EHR 1 1599
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o AR F PYARMOR_RKEY FEERIEAE, BEATHPARAY .., BIAREEES AT, —BH%
8B — XA, Bl /var/data

* HHIHR
WERAEDA EHSK M AE] pyarmor . rkey , SAFHZ AN

o MHTAPAT I E R4 FR + . pyarmor . rkey , Ul dist/foo/foo.exe.pyarmor.rkey
WERAIAE, IBAMRE BRI THY] -
BRI 2 **pipex*
WA 2EE S Web APL [ 77 sCRLIRACBEANE 4T, 82, W] AT B th Bt AR R pipe , XFEAEIRIK S
ARG 2 PAFCE SO, T BRI (bytes ), SR J5 BIASRT DARRE 7528 19 by A PRI SE 404
B4,

from pyarmor.cli.__main__ import main_entry

args = ['gen', 'key', '-0', 'pipe', '—-e', '2023-10-21"']

data = main_entry (args)

with open('pyarmor.rkey', 'wb') as f:

f.write(data)

pyarmor gen runtime

FROMUAR JCRT DASE T2 A7 4 8 .
Syntax

pyarmor gen runtime <options>

Options

-O PATH, --output PATH {77124 4 B 10 i th B A%

--outer {1 AP B S

-e DATE, --expired DATE i &7 %4 ]

--period N FE WA BT T

-b DEV, --bind-device DEV 4§ 5 25 I A 21| 45 2 56 4%

--bind-data DATA  77iff F & SUH £ia 174 4
Description
Vet & TRA BRI (750 | 3 AT AT R pyarmor gen J—FER
B, AR s T B A
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$ pyarmor gen runtime -0 build/my_runtimel

$ 1s build/my_runtimel/

$ pyarmor gen —--use-runtime build/my_runtimel foo.py

$ cp —a build/my_runimel/pyarmor_runtime_000000 dist/

AT RAGE I H At 5 5T

$ pyarmor gen runtime -e .10 —--bind-device 10:52:fa:2d:26 -0 build/my_runtime2

$ pyarmor gen runtime —--platform windows.x86_64 —-e .10 -0 build/my_runtime3

SRR o 2r 4, A A LS AT Bl AL RN 2% B AN AR 7 B ¥E T ——outer o fil4N:

$ pyarmor gen runtime —--outer -0 build/my_outer_runtime

$ pyarmor gen —--outer —-use-runtime build/my_outer_runtime foo.py

$ cp —a build/my_outer_runtime/pyarmor_runtime_000000 dist/
$ pyarmor gen key -e .10
$ mv dist/pyarmor.rkey dist/pyarmor_runtime_000000

T8 ] IER 00 & FRAE R il ey 21 pyarmor_runtime_000000

pyarmor cfg

SR FIACE Pyarmor JI 535

B
pyarmor cfg <options> [OPT[=VALUE]] ...
®HI
-h, --help SRR 15 B AR IR
-p NAME F6 5 FAA BE BB
-g, --global A B RAE & By fie £ hiftAT
-r, --reset ST NINE
--encoding ENCODING  $i57& T I BLEL SR 2 4
Had
A T AT

$ pyarmor cfg

BHE I obf_module:
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$ pyarmor cfg obf_module

FH P LA obf JF KAy

$ pyarmor cfg obf*

BCE— R BCE I E, R RAGE R AL R =

$ pyarmor cfg obf_module 0

$ pyarmor cfg obf module=0
$ pyarmor cfg obf_module =0
$ pyarmor cfg obf module = 0

BEA R B B I

$ pyarmor cfg wrap_mode 0

$ pyarmor cfg wrap_mode=1

et il e Rdliv sk

$ pyarmor cfg outer_keyname "sky.lic"

$ pyarmor cfg outer_keyname = "sky.lic"

FE NSRBI 1) AU B S EAT + . Bl

$ pyarmor cfg pyexts + ".pym"

Current settings

pyexts = .py .pyw .pym

IMER—A~m I - o Bildn:

" "

$ pyarmor cfg pyexts - ".pym

Current settings

pyexts = .py .pyw

BIM—ATRIRCE S~ Bl

$ pyarmor cfg rft_excludes ~ "/win.*/"

Current settings
rft_excludes = super

/win.*/

PRI PE BT BRI, AT RAGE T i AT — i X
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$ pyarmor cfg rft_excludes ""
$ pyarmor cfg rft excludes=""

$ pyarmor cfg -r rft_excludes

FeEEIURTER A P HIZR group: o BIANE A finder HRYRLEIN excludes:

$ pyarmor cfg finder:excludes "ast"

WS A AT finder , 2 HABHFHIFELE I excludes WAL
Tie, & 41
HARLZAMEIRES, BHRAA
* finder: QT ZRHA
* builder: WA, KFHH BT AEX H
* runtime: WA AE G2 A TR B L RLE AT 4]
T ANEA A E I
o mix.str: AR[EERETT N 174 HR
» assert.call: AIATEEHERE PR 1Y R AL
+ assert.import: AR AR IR
* bee: Q4% Python R C pRAL
-p NAME
FREAL AL e F R R
8 A TR TR AL A TR AR, X SRR RAGE Bl 5 L 88 P AN [+ f) o 25 T,
Fi A O IE B AR R T b, AN i HAAE T
TR, FEMNEERAPRRIGE, I pkgname .modname . submodule

B, XM joker/__init_ .py il joker/card.py ANEAMLATLIH, A2 LI A HAMAL AL i
At

$ pyarmor cfg —-p joker._ init__ restrict _module = 0
$ pyarmor cfg -p joker.card restrict_module = 0
$ pyarmor gen -r —-restrict joker

-g, ——global
TR B RAE 2 By e B AT

BOAFERX TG, Fra i R Ak & o, lw e - /. pyarmor/ o F%E TRXET, Frf
WRAEAAE & R 5, JlH R ~/ . pyarmor/config/

3.3. HARFMH 87




Pyarmor Documentation, & {Tha4 8.4.7

-r, ——reset

AW R ENINED

pyarmor reg

WG, YENHFITFE Pyarmor

B
pyarmor reg [OPTIONS] [FILENAME]

Ei |

-h, --help SR ] IR Bh {5 B AR JE R

-p NAME, --product NAME i ¢ ¥ i UL & 147 it 24 7

-u, --upgrade T+ AR ) Pyarmor 1] I

-gID, --device ID  JEEHN AT, N THBIREFTIEAN}
S¥

S FILENAME WM R THATL R Fh SO
* pyarmor-regcode-xxxx.txt WiE M, —MRAEM EAVF AT UEZ 52 Sk SRR
* pyarmor-regfile-xxxx.zip WU/, WIREICZ )G B BIAE

ik

A 244 A A R

$ pyarmor -v

L4
PIREICH N NS, AR, (T SE PR A AR NAME T ARRDIL AL ) B 4

PR non-profits:

$ pyarmor reg -p NAME pyarmor-regcode-xxxx.txt

WL B TG A AH B ) 2 A SAF pyarmor-regfile-xxxx.zip , FEHAMBR A PAKGE RN
XA SO, I HARFT LR AT A Fr:

$ pyarmor reg pyarmor-regfile—-xxxx.zip

FH vl UE
THEAE R R R 2, Herp ™ S BRI EOR B VF FTUESEE A PR — B0, R — By il 20 20

88 Chapter 3. HZ




Pyarmor Documentation, % {ThR%4 8.4.7

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

THR S G S A A B 72 L4 pyarmor-regfile-xxxx.zip , TEHANB LA G SRS (]
A, I HATE B AT A4 5K

$ pyarmor reg pyarmor-regfile—-xxxX.zip

A TRV mT
B G T UE L7 B A M 2 g Las_EIEF TR0 REIE, H A A B 2 S pyarmor-regfile—xxxx.

zip
—MMERIRF IR Z U 100 B L, H—DREiAa— %5, M 13 100,

N TTER S EIENE Pyarmor, 75 B — & B8 70 Bl A URE LAY B2 SO

B, HEE—GREE BB LN S, BRES A REBIT PGS, A — 4N S S

pyarmor—-group-device.l:

$ pyarmor reg -g 1

ARG HEIX A SO DL BB T iR B e A Lgs L, R AACE 8 2 B 5% . pyarmor/group/ R, AT
T4 BB LM 0 pyarmor—device-regfile-xxxx.1.zip:

$ mkdir -p .pyarmor/group

$ cp pyarmor-group-device.l .pyarmor/group/

$ pyarmor reg —-g 1 pyarmor-regfile-xxxx.zip

P VLA ESAEM SR — BB, @47 N Ay b AT B4

$ pyarmor reg pyarmor—-device-regfile-xxxx.l.zip

MG, BERFRs, WRHREIATHMARME, B S5 DARRIE .
-p NAME, —--product NAME
B . txt SOOI RS A2 VF AT IESE 5 Y7 i 44
A . zip SCPRAEM R IG5 240 T X A0
FERDL AL R E A4 RN non-profits
SR UM TR NG S VP AT IESE E 17 i 44 B
PER AR — HBCEZ R TCIE o, B T — R4 PR TBD

R AA PRI E N TBD |, ARATEANAH Z WA ATEBI—R o XA T T =il fE T KW By, AR &
ARRRIHERE ], e i IE U e BB MO IEM R - A FR . WERSAS H 2 INE e i & ek, 84
FEMA RS H X E N non-profits , I HABLEGIE L.
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FUAT BER ORI & SR B/F AT UL 47 e 24 R AT ARRCBERE S TBD , TR ATIE, DAL BRI Rk F) o A 4 5 S B
B A AR -

-u, --upgrade

TG WA VF AT IE A Pyarmor 8 [ AT HIE
R WA R VF T UEER AT ATHRBECA , 67505 7T 42 X A1 F 7T 12 BRI % T i 1]
-g ID, —--group ID

o IR NS, DUE TR BIBGF AT IE

AREH 1 F) 100

IMEE

Ll

TNHNRREE AR R AT AU T B A I e £ o 3
PYARMOR_HOME

WE I EMES pyarmor —-home ]
FHEAPRREARR 3, WRMH TkWpyarmor —-home , XA B P2
PYARMOR_PLATFORM

W E Pyarmor [{)i2 4T-F & AR
FHAPR A — LRSI AT Pyarmor [H2 LK IEHTREI1- 5 S AR R 5L
PYARMOR_CC

BCEBCC 3% X HC iy
PYARMOR_CLI

{45 BRI Pyarmor 7.x A2 i

WA 42E 7 Pyarmor 8, {EUZ S BLRFFAI Pyarmor 7.x (ARAME, BIAIAE SRR A PRSI A, TR
At B BCE IR AN T

fil4n, #E Linux 3¢ Apple T fi:

export PYARMOR_CLI=7

pyarmor -—h

PYARMOR_CLI=7 pyarmor -h

£ Windows T, R T A4

set PYARMOR_CLI=7

pyarmor -—h

T35 Fhide Rt BB iy % pyarmor-7 KAl Pyarmor 7.x fRIFARE .
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3.3.3 &R nFEHAIFE

X HF I T R4 pyarmor AR A —1T.

B pyarmor i THETT L HLE EIE, fi Hsupported Python versions i&FTHEIX Eesupported platforms

AT, fe E LA

I 1) i AT RS UMIAR SR PR AS AR & 4 - A TR A -

Z#589 Python kg

% 20 21 ARITRESCRFY Python filtA %

s, BT AR R AN 7 6 4 pyarmor (0770

Python 2.7 | 3.0~34 | 35~36 | 3.7~3.10 | 3.11 | 3.12+ | &iE

RFT i No | No No Y Y Nly !

BCC #&; No | No No Y Y Ny

pyarmor 8 FAiHEHE | No | No No Y Y Nly

pyarmor-7 Y Y Y Y No No

XFHFES
3 22 AR TEYIE (—)
oS Windows Apple Linux®
Arch x86/x86_64 | x86_64 | armb64 | x86/x86_64 | aarch64 | armv7 | armve
Themida {33 Y No No No No No No
RFT i Y Y Y Y Y Y No
BCC ##= Y Y Y Y Y Nly No
pyarmor 8 FEREEINEE | Y Y Y Y Y Y No
pyarmor-7° Y Y Y Y Y Y Y
H4: 43 KRBT 5l ()

0S FreeBSD | Alpine Linux Android
Arch x86_64 x86_64 | aarch64 | x86/x86_64 | aarch64 | armv7 | armv6
RFT #4i5 Y Y Y Y Y Y No
BCC ##iX Y Y Y Y Y Y No
pyarmor 8 FEAEINEE | Y Y Y Y Y Y No
pyarmor-7 Y Y Y Y Y Y Y

DN/ y BWRE IR AR, (RS

2 3 LY Linux (#7102 glibe

3 pyarmor-7 IFE L4, £% Pyarmor 7.x LAY,

3.3. BARFH
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xR

W% pyarmor-7 J& Pyarmor 7.x [ [A S IERUA , HSZREERRARRVFATUE . FE# AR i 14 w] Ik R 1o {58 ml B
S EE HTTP 401 error

BC B 3

=R B L S

o AgEE M, A Cind XA ~/ .pyarmor/config/global

o AobBE X, —A L ini AHF . pyarmor/config

o AR B E MR AA A CRYFAATCE, e Aei B WHR T
S iy S pyarmor cfg SRAFH IV ERCE AT .

InEE

1 8.2 JRAIA.

IS 2> Python B, AEAE 18U SCHEZ ISR T, nT DA it SCPFREAT— 2B e AN A, (B m] AT
(BRI SIE I

IS 3 5t
o i F RSP T B
o B A RGBT B ATE R, AR RRIRI AT R
o HEMIEREE SR b or 91 S0P, AR PR SN B AS S AT AU A TIC R
o BHGETHIBI Y BB pyarmor_runtime W4, DABEGRAL FRhSE

o {§i [ install_name_tool 1&IRY ALY pyarmor_runtime WKL, fFdeA L Darwin IS L P
SRR i

IR R AR AT DA S AN EEE 2RSS, RN AUE SORME __all sk B oh e KRS
R, A BEIEEAREN

R E LR
class PluginName

static post_script (ctx, res, source)
WRAZTTVEAAE . I ERAEM S AL 82 J5 B
XA T R A U I A AT WOE ], AL B PR source H R [AME R 4 LA 25
* RFRAPG SEAE Pyarmor 8.3 FHANY
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SH
* ctx (Context) -- MK EE
* res (FileResource) -- 3L pyarmor.cli.resource. FileResource
* source (str) -- I G A N 2
static post_build (ctx, inputs, outputs, pack=None)
WARZTTIEAAE , ISP I U A 2 5 2 ipyarmor gen Ji ]
S8
e ctx (Context) -- NEHIE
* inputs (1ist)-- A a1 AR AR 4458
e outputs (1ist)-- & H%
* pack (str) - 4 g None, 2RI -—pack HHER A
static post_key (ctx, keyfile, **keyinfo)
WRAZTTVEAAE , IRA2 9030 5 91 SR JG S ipyarmor gen key Y]
S8
 ctx (Context) -- NIEEF IS
* keyfile (str) - kit IR ST
* keyinfo (dict) -- SMREHEERIEE
ZH keyinfo HA BRI H A
Key expired
None & AR (epoch)
Key devices
None 5{# i # {5 B
Key data
None s & /& 95 AL A di (Bytes)
Key period
None 8 /2 & G AL B TR B A0 (7))
static post_runtime (ctx, source, dest, platform)

WAL EAFAE , A 4R — TS Y R pyarmor_runt ime 2B & 2 JF & ipyarmor
gen A, WARRAEMZFEWA, BrRgRHZR.

S5
e ctx (Context) -- MBI IE

* source (str)-- FigiFM Y RBH R4 FR
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¢ dest (str) - K 9P BB O£ K
» platform (str)-- § JRIHNI NV 1TZ4T-F & S
KT R RAEEA, SREFTRE . ENRHEAT ESAY B oy, BIEERBASIR. il

$ pyarmor cfg plugins + "script name"

Pyarmor $i B I U 38 2R 7] 44 114 A
* YHHR
s KatficE Hg, 2 .pyarmor/
o AhEE Hix, WEHE ~/ .pyarmor/

XA A ROIFEER A fooplugin. py

all = ['EchoPlugin']

class EchoPlugin:

@staticmethod

def post_runtime (ctx, source, dest, platform):
print ('-———————- test fooplugin —————-———- ")
print ('ctx is', ctx)
print ('source is', source)
print ('dest is', dest)
print ('platform is', platform)

EERFS .pyarmor/fooplugin.py HEMHE:

$ pyarmor cfg plugins + "fooplugin"

I —A A, FEFEH G AT AR BB ST A5 R

$ pyarmor gen foo.py

SR FAEE G T iy Oy oK
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$ pyarmor cfg plugins - "fooplugin"

AT

1E 8.2 JATNA.

JHIASEN T 1@ —> Python JHIZS , FE NN B RAS A B AR B B T, A2 T B A AR RTS8 T J8F
PR, SR A B AT A Il 2 Se AT AU

IR A R, Pyarmor SfE A AL A M2 mEeE H FHARARA B hooks , WA, AR
ARBERAEAMINERA R LS, AR gam AR A

BN, .pyarmor/hooks/foo.py #iig foo.py W1, 1M .pyarmor/hooks/joker.card.py &
joker/card.py W4T .

JHI A AN Tk 2 — AN E ) Python I AR, {H 2 & T DA H AR SR O N B SR B__pyarmor_ () and
__assert_armored__ () Rf—SnE AR FE .

TEH RN T e H AR AR G BIRG RS BT AL B e A R 2, S T RO AR A AT .
S

_ _pyvarmor__ () __assert_armorred__ ()

AT

1E 8.3 JATNA.

— AR BAAN T IR A S TR A R, AR s TN A 2 BT — 2 R SR BN A, TR
2T Bl BRI A 4N T . pyarmor/hooks/pyarmor_runtime.py , XANBIAKN IR PAE SCFETN
W AT Z BRI A e AR

BB A .pyarmor/hooks/pyarmor_runtime.py , RGEX—NHEEbootstrap () , XA HREL
TEY SR pyarmor_runtime YA R R A, AR ER S 4 20

bootstrap (user_data)

S8
user_data (bytes) -- iz {84 BB A 7 3

B
Un2RR ] False , R4 JEALER pyarmor_runtime BJAA LRI, I FLA H PRI 57 iR [
MAEATIE, RSIATInEE A

Pk
* SystemExit -- F#RH, ANE/R R
* ohter Exception -- iE I H 2~ 18 itk
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An example script:

def bootstrap (user_data) :
t N RERBRANBRRNTEN LR, TEAEAEREZANFA
import sys
import time

from struct import calcsize

print ('user data is', user_data)

tREFE, FXF 32 £
if sys.platform == 'win32' and calcsize('P'.encode())

raise SystemExit ('no support for 32-bit windows')

# ¥ wWindows T TEHRERETARARXERE
if sys.platform == 'win32':
from ctypes import windll
if windll.kernel32.IsDebuggerPresent () :
print ('found debugger')

return False

# EXNA TR, BB ECHE R R R
if time.time () > int (user_data.decode()):

return False

*

ISIF— N XA, B9 DX/ MHANE| . pyarmor/hooks/pyarmor_runtime.py , XG4T FHEIBY My

L

$ pyarmor gen --bind-data 12345 foo.py
$ python dist/foo.py

user data is b'12345'
Traceback (most recent call last):

File "dist/foo.py", line 2, in <module>

RuntimeError: unauthorized use of script (1:10325)
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3.3.4 ZTTINERAIFE

I MABATAE S 7 % & Bl

% #5689 Python X Ff1FE S

TBAT NG B S HF 0T 65 Al Python JRASHI A& as o 55 Bt A 04 3155 J&—FERY o

MEEE

X L PR AL B S N B A6 P SR e — S iE A TR
LANG
BVERGIAETAE R, N A B R g B A T 2 A S
PYARMOR_LANG
FH R BB A T 2 AT S R
WA RAFAE, W4 LANG 29520
PYARMOR_RKEY
WEE RN 7 MR

BRI

XFER =i RE Ry (B4 Jython 45 ) PAKGEILHRA Python C/C++ fURIR A IAS, N 258 =7 i e A fig
5 F1 CPython 4 & 4% FAT, WEAT AR INEE A . A28 =7 flREdR i OB, #RINE /275 33 CPython
PR,

CL I — 28 )
* PyPy JLEisATME AT, HAEEEARIE T CPython .
* 7F Linux F %5 %, Python ZhZ8 1 libpythonXY.so (1B dlopen /5% & RTLD_GLOBAL , 5 N5 4
JeVEIBAT o
* Boost::python, ERiA%#E Python Zi75 % /& %A B RTLD_GLOAL Y], inf 7% B4 iy ief 48 2 i 4" No

PyCode_Type found” . fi#de )y a2 AE I AE AL IR 5 ¥2: sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5E
T[/J\/\%dj EF%JEHE’J@?&%H# i

o B ctypes WLEAEF: H. ctypes.pythonapi._handle W75 1% B>}y Python ZZS M AJHK, PyArmor £ i
%A 3R EL Python C API [y Hihil:

* WASM H RIASCRR, PO T 24T AR AU AR 180 WASM, {H 2 WASM I A2 5) sitii S 24 5

IR AR C AR, S T ek, A H RIS SR WASM T . SR S 2 1 1 PR XK
KRB RII—MRERBIETTE, HECREgistT RET BN, (B2 B andBea I 20kl

3.3. HARFMH 97



Pyarmor Documentation, & {Tha4 8.4.7

MEZEMERNEEL

1E 8.2 JRATIA.
HWAERPI R EET S, TPAE A S AR R, EEeq— B A4 T .

pyarmor___ (arg, kwarg, name, flag)

S
* name (bytes) - I b'hdinfo' 8{# b'keyinfo'
e flag (int) - WAIE 1
A i M i B RS B
Y name S5F b'hdinfo' BHME, WHXAPRET PAIRBCY H 2 6 45 5
S8
* arg (int) -- RPCRFEIZRA W REE, ARE: 0, 1, 2, 3
» kwarg (str)-- None, B{FE X% R
B
arg “A 0 3 W] fifi 35 515
Y 1]
arg >A 1 3R [0] 9] < A ikt
B
arg 4 2 ik [u] IPv4 Mk
Sy 1]
arg A 3 3R [m] 24 i i A8 ) 24 B
R n| R
TR

B,

__pyarmor__ (0, None, b'hdinfo', 1)

__pyarmor__ (1, None, b'hdinfo', 1)

& Linux 248, kwarg nfDAMIRAGE M- REE A& 40k, ild:

__pyarmor__ (0, "/dev/vda2", b'hdinfo', 1)
__pyarmor__ (1, "eth2", b'hdinfo', 1)

1E Windows R4, kwarg if ] DA AAS 2 4B - o e F i A 5 2. Bilan:
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__pyarmor__ (0, "/0", b'hdinfo', 1) # First disk
__pyarmor__ (0, "/1", b'hdinfo', 1) # Second disk

__pyarmor__ (1, "*", b'hdinfo', 1)
__pyarmor__ (1, "*", b'hdinfo', 1)

A ifis 1 PIvh B AT 0V
¥ name T b'keyinfo' MM, JHHXA BT ARBURFTH ST P 5 S
SH
* arg (int) - fEERPUNMEE, ARUE: 0, 1
* kwarg -- None, i {1

PEA ]
arg 4y 0 3R MLEATEEHSEE ARG B, 1A 98 BdER I b
A B AR
Bytes
Bzl
arg fy 1 3R BLEFTEEHIYA RN (epoch), IRBA B EA UM [A] -1
B
Long
B
W R AR, AB41%[A None
B,
print ('bind data is', __pyarmor__ (0, None, b'keyinfo', 1))
print ('expired epoch is' __pyarmor__ (1, None, b'keyinfo', 1))

__assert_armored__ (arg)

S8
arg (object)-- i, HEEH )k
B
WS arg FEE MG YOS SN, I2RE arg B 5, FHWHHH TR
Bilan
m = __import__ ('abc')

__assert_armored__ (m)

def hello (msg):

[y
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(% L0

print (msg)

__assert_armored__ (hello)

hello('abc'")

3.3.5 #IRIHE

X HLB T I RS AT 0 A B I R B AR SR, I ELAS T B SR S A A T RE D P DA R fi ek

P

IR R G BB X BARE], P2 — B UL R X MR A & Pyarmor 524, AT REE A R GRS EA
R, SRKRG U o X5 I AT 2 Pyarmor ST, HEHEIREIRCE R, b
R AR T AR B . XX SRAL A A, S BRI AT AT R T 15, RS RN IE SR A ok

UE S

IEEREBIEIRED

T i W PR R

IRzt T S pyarmor MR LR, 0 AT AR R AT

5 -1 I B R {5 Bk

HIRER

[FERFFRT R

out of license

(o PP P 24 i P IR AT ) D e
N ES e R Rk

not machine id

R A R A L A 2R T A T R S X B
HE B 24 AT A YA Pyarmor A RAf# R )5

query machine id
failed

WERTEFAREE Y BB s A RAE R R, SRR

relative import

”%s” overflow

S E MR, ER AR B TR AR )
LR 5 EEIN R A IER B (H %), A& SRl s — 43X

TN B S

T EI R AT Pyarmor IR (S B
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F 60 R-L1 YRR IR B R

HIRER [RE IR T F

HTTP Error | #714¢%| Pyarmor 8.2+, PARIRIEFIRIGEEE., SRS RIBUH M I ek 7 5
400: Bad

Request

HTTP Error | FEH AR VFATIE T H pyarmor-7 iy 4>

401:  Unau- | WAHMRYLITEE, pyarmor-7 HZREZ A VR ATHIE

thorized

HTTP Error | & 1 342 W] T 2 N6 2

503: Service | VFAIIEARSF A — 82 WERZ FLVFIR—A TP =GR, i 2R R ] 503 4 i
Temporarily

Unavailable

unknown T£ Pyarmor 8 H i F % I AR i 17 AT HIE

license type | S [ixX B TR 4 T 452 X Ao iF T 12

OLD fRe % Mm% pyarmor—7

This code has

been used too

WA 2 A Cl/Docker Hi{fi fi] Pyarmor, T i i 1% 11 5 % YE R A8 % 5% 37 545 B 3
pyarmor@163.com DABETI%TT B

many times

update  Li- | ESCIEMIAME AT, R AR B KR, QR AT REAYTS , BT 3¢ PRI B A T I
cense token | 7F Windows ], B kST ARG BIASIE pyt ransform3 . pyd )51 pyarmor.dashingsoft.com
failed (104) Wi 80 , FEHAM RS, Bij KESEE A pytransform3. so 1Jj[f] pyarmor.dashingsoft.com

(3 11 80, HLAAREH I iy LN B BT B R D)7 s iR SR

BITMEMAEIRES

Pyarmor {2 %5 515 B
X BB ) 2B T N AR Y B Pyarmor i AR R, B4 7T BERY IR R RN R 7 56

MR EA RS, B2 AT AGE A B AT X AN B e T FE PR Ab A AL PR Ay B e AU
ENS Wi i

3.3. BARFH
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T2 BTN MAR AR E R (Pyarmor)

IR HIRER [REFRR TR
error code out of range Internal error
error_1 this license key is expired
error_2 this license key is not for this machine
error_3 missing license key to run the script
error_4 unauthorized use of script
error_5 this Python version is not supported
error_6 the script doesn’t work in this system
error_7 the format of obfuscated script is in- | R] G R A
correct L0 A 2 ol H A e
) Pyarmor AR, T
HORT A Pyarmor BEAT I
2. TR ARAF IS AT 3 B A B A
Bk, e X MR
error_8 the format of obfuscated function is

incorrect

RuntimeError: Resource temporar-

ily unavailable

WHE TS MANA R, H2
TEVE V5 1) I 1] JIR 55 X0 i) A
(A
1. )74 i i i)
2. P ERE A4 T HOH
i
3. 7+ 4% 3| Pyarmor 8.4.4+ |
I A HTTP Iz 55 2 it
frfe g, F 2y 4
B — A % HTTP
Mk %5 #%. 1 a0 pyarmor
cfg nts=http://your.http-

server.com/api/v2/

Protection Exception

L S D -
TWi--assert—-call 5O
assert—-import . B4 =
Fo Az Py iR Ry
8 B ARk, ARPEGE IR AR 1Y
FUEL, 2 LR R R R

Python #2 {51545 2
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WHE T, XMEIRAZ Pyarmor i A .

i ok BLAY A 5 2 2% Python [ 3CRY, JENAE AR V2 a4, ml ] DA A, ol DAL HAE T
JEEF Python #Hl K HITEIA M R FIE 2

* 8 K21 iBfTE AR H5%(5 B4% (Python)
HiRER FEEMBERG R

ImportError: attempted relative import with no known

1. from .pyarmor_runtime_000000

parent package )
ilmport _ pyarmor__

fRURTT S ANB 1 B3 - —prefix KME A

34 RATHE

3.4.1 ELEFR

ASCRE TR P
o BROAGIIUIC IR 6 J2 3 T A 1) R 8 4 4 T 7oK
o IR AR BRI 1 IR
AL SCRY R B2 ) Python i, T/ Shell B, BRBEAR BAFHTCHIH.

— R PR B E RGN T H SR, BOATE DL pyarmor a2 AT i R Bl BRI RS SCAE ST B . AR i
AT R TR i A O H SR B

$ echo SHOME/.pyarmor

sCEAEAr T4 A python 64>, FTJF Python #5155 , 5z 47 1 i H 78 /):

>>> import os

>>> print (os.path.expanduser ("~/.pyarmor"))

Frik: ARSI RBIACESH, PA S IT 3K fir S HR2 Shell fiv4-, MDA »> IT 3K AYHRZAE Python 15| 512171
AEA]

TEASCHE T, SRR ~/ - pyarmor/ FaRiX A~ H k.

FATE S T e — iR R a2

$ pyarmor gen foo.py

IBATSEZ e I BARA P RACAE H 5 dist/ R TET, - H ) SO
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dist/
foo.py

pyarmor_runtime.so

FERXA~ AT, pyarmor HRE A2 87
REEB{TIME
pyarmor 1 Joi ELEATINGE, R IRAT
L. QUENBATING ctx, WG4 B S EA TR G

2. W] HSRAFAE . pyarmor/config UM, Al AP BRI L ctx

3. BEHUAT TR, BEOBTTIR ox

EREE

T ok pyarmor MR iy 94T AR SCHFECE H S, TR RFEME NP A .
FC BT pyexts FIH T HEMFERMAY A, BIAZ [.py, .pyw]
B, MAITHIARBIA, EEY BAARTE pyexts 2o, ARSI EANE 1 I 451 % ctx.resources
Hk, TR E SRR, P RATE pyexts Z PRI SBUIE MEI52%
SR ARG N TR AR, P R IR
o BN recursive BIAMRIIAN T HR
* PEU —-find-all AHPTARMBAOBIRANE (4 ARLH)

R AR

M ——find-all PWIBCERINE, 2 A3 HMNE A R HORTBI A4 .
pyarmor ¥ fEIE R AR
* 47K H i Python RS E A RIKIE
o JEECEI pypaths R E R ASIE INE B R E£
o AT H SR B R R Y%
SRJE R SE A A foo MBI HR:
1. LA foo.py AT AE BUFEEMY tree
2. 2 AT import/from...import 1]
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3. JEH A A BB R
4. MR FRAR R B AR, PO BRSO
5. FEREBRSCHF A B 75 BN i A5 2

AR R ARBTC R E I R SRA R B, KB G AR SO B A . AR R SC
e N LA, ERBSFE WA FRAMEI AL £inder NI, FIAN:

[finder]
includes = a.py b/c d.pt

IS KR ST A ) i 44 PO TR AR A A A TET A RILON) - 5 D) Ty Ve -
 ~/.pyarmor/config/foo.rules 1EJAE 4= JRTc & H 3¢ rules 1A 4 [A] 44 344
s .pyarmor/foo.rules 4T it & H 5% T B4 & 44 4 rules [1)[7] 45 S

URAMISCAEATAE , 20X BRI R MBS AN SCPFRR & BEEA T ab B, I FLANSR A2 T RARM SCIEA B,
BIEY B2 ANFERCE T . pyexts W s nas) £

R E

RN FEAE A AL 5, 2R KOO R AR PR AR IR T Ak 2
PRACHE B b PR 2 2P R
o BEPCCIENEA, AEIREEIRSCAT: res
o P EREERCE A AU AL P KU AL BB RSO
o AEPRSE R 5 AR G 3 R TR A
SCPFR B B 40 RGERRINME, AR O PR AD A e, B B SO FAYEIT encoding , BGE IR
HURIERS
REXERALIRER

N EL R JEAC AL PRAS 2 IR AL B, BOA B B

P RE A 2 2 2 1) B FE IR AR T i — AT & # pyarmor: AT AT, X T DA R 1
RS A BN, JEOR A AT

# pyarmor: print ('inline pyarmor code')
def foo():

i=2

# pyarmor: 1 += 1

print ('i is', 1)

ARPRSEZ 5, ARSI AR I
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print ('inline pyarmor code')
def foo():

i=2

i4+=1

print('i is', 1)

AR R R A MR ZEIAT— L BB E I AR T A BRI TROACRS . XREAEBCA I e, IR
RARATT A FrPASCHE B AR, TN 2 AEERE F gh s

EIERE

DA AL BSE N2 ), it 2 DR X LY ast. Module TESEA -
VBN B AL BRAE R TR PR

o MRUEFRGEHCE, $RE|IA TR AL AR

o WP TEAR AL B HUA BRSSO

o dRJ i R e A A BB U ) TR

HT AN, BEARDEIETE, S NA LR IRIEERAC SR ZAM SR ARG R, &
FEHHAT I S

B MERAC BRI 2 A B A L TR A AR R, T DA T P TR AL PR AL B TE IR T REA S5
AR H A2

BRI R AL PIRES 320 A
o RO ALER G, B ek ast.Call, B GRIR H  eR BUR 280 I )
o PABBULTEE, B astImport, BiOR AR 203 A

RIR K EE

A HEE AL B 52 2 5, B A IE MU 1Y ast. Module TEERY . 12F Halfe AP b4 4k 2L

* REARERE, KA AN ERRBALHEE

O EEEMAERRB R F nco

* WHEMAERRBAEZRE, RAALEZXRXGEHERRE R L nco
* RERMAEHREAENNEREERERERREN L

B MRS AL BE AR 52 W A2 L — MRS A B R il BT DARR TSR — MU AL B R 2 Ah, JETH
AL B AR ARG meo AT BEFIIRIAMY mtree A—EL.

WERBR AR BE A A
o EANRISABESE, ERSCH AN EaABERIE, WAL, TR R4 PR
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o AT ALRERS, LR XX G AT % Ab B
S UL:
—-—obf-code ——mix—-str ——enable-rft ——enable-bcc
Do R A A R

BRI ST 0 B AR G AT & 7K
s ——prefix

. i

B & B A a5 h B =

UARAFAE R 4 A, il n:

pyarmor gen a/foo.py b/foo.py

SN P

e a/foo.py ->dist/foo.py

e b/foo.py ->dist-1/foo.py
ETTHRBD SO R

eI ——enable—themida fl—-—plat form P& T a7 0 TR s 52

3.4.2 FANT EnE A

P EASCR %) Python ERY, T AR Shell B, SREE RAHIXAIA.

EMAEHRZEE Python 3T

Pyarmor JilI% 5 B IAS S 2 A4 B . py SCAERI—AN2 474080 &« BTG Python Fibk—Ff, WT AR
Python f eI 04T, Xt 2 Pyarmor f— NIRRT, HT DARE AN 5 i) B AR TCAE R e SR i AR

(T I A S8 AN E 1) Python JIAS—FE, AN, RN RES: B B2 1T

python dist/foo.py

T SO AT A, BRI A — BT
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from pyarmor_runtime import __ pyarmor_

__pyarmor__ (__name__, __file_ , b'\x28\x83....")

A PAE B 5 — KBt 2 A Y BB pyarmor_runtime | B 5k RN A TEAR W] H SRR S0
pyarmor_runtime.so . ¥ BAEI pyarmor_runtime A 2 MAIMIE M ARME —&E, REEELET
Python {# AL &A%, BEWE Python S AR, N BIA S vl AIEH 1

QRIS AT I A B I fe R pyarmor_runtime JoyARE], W SCEAEREY REBHCHE, RIETEY
JERCH SR FTAER H S B (1] Python fRERERR T AKX MELBR:

cd dist/
python

>>> import pyarmor_runtime

WIRARFELEF S, VSRR IER, AT 2455 F1 Python JiiAs .

Ve IR SR, AR e, AT DUERE T, N2 e Lk T. e st
PRES OV 2 3 R T 2 R o XA IGO0 B TR Y AR A A SC IR, BB TR SRR Y A
AT PAIEH B T I I AS . IR AR 25 AUV a8k R i 5 v BT — A RGP AT DL 2] 24
HIH%, BEEGTA

TEFAY A pyarmor_runtime ZH, FrA S EERE Python ) H B PI6E, F1 Pyarmor FlIA< 275N
BRI K R oI B PR 1) AR B 224 3] Python A SE IR, HF5142 Python J& A AR A B 44
PR R AL A AN R AR

PR pyarmor_runtime 85— R FAREIME, SHT—SSwintb TAE, BIKGAEZ 759 %, R
WAL R, AR 240 TR .

PERIM AL e

WRBIR AL IR R SE R, IR APAT I AR 26 — A7), R s b 2 AR e __pyarmor_ K5¢
JIKH I AR 14 2 AR

BB ERSE N2 5, HE AL 48 50 4 Python fRERS, AT G RIRLER

PRI PR

24 Python FREGHIR T N sRALAY NG, IR A9 AR pyarmor_runtime JEATMRA, MR 58N )5
1 [1] Python fREAR AR HAT -

SRR P I 2 31, PR3 A 4 M pyarmor_runtime JETHISAIC -SRI M T, S
{EAR[1% Python ARFESHAKSINAT.
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BITHBE

TR IS BAS B B AT TR AL, KBRS YRR pyarmor_runtime RAE—EATHIS) 2 B
T, ERATER— TS EH H R —H TR

$ pyarmor gen foo.py

$ 1s dist/

foo.py pyarmor_runtime_000000

$ 1ls dist/pyarmor_runtime_000000

__init__ .py

pyarmor_runtime.so

XM dist/pyarmor_runtime 000000 BL2zfTHiBit, (EAlafrfiBi e 2R THEHEZ T 5
BRI RA, AT BT AR T G 3 @R pyarmor_runtime HFFEI L H R, AR5
fE__init_ .py HEHIEAFEEG, SAMB-G R RIEE, X AL MAZITEZ AT
T -

IEATRI AR R — D IEE W Python @, EANRLAAINE AL, 2 2 Python Fib G AL Y%
K, ETLAFFIAEAT 5 o

BT BT DABE AR AR T3, AT AGE I 45560 5 A i85 3 Pyarmor S fit 7 H KL 1 Fl——prefix
KA Bl A A OERR I S AGER] . WSREARER TR, ATLAE Cgi S 1 % 46 1 SREUUI AT A
A, IR EE S At T B .

BITEWN

BT BRAT X I B AR (1 249 SRUA B DA BT S — 2B A TR

IEFTHH— I A B iR, (H2 0 n] DA SR B AT«

P IRBLBAE W IR AR IR R IEIE A TS, BRI B R AR . B i 2 5 A S R EERAT -

B TSI IR R AR TR A A I I EATRIE (U2 ] PARC B O B U AN A A T
Bk, R APC BRI A TR

AR ARSI SCAT T LATE K AR A LA AT B SCA R, AR X SR, AN S A
PSS ] PAEBGE T B AR B, AT — LM AL B

MR MEEt T 4R A B (B KA —E IR, AR 4K), SRIG 6 A A AT AEIN
JAIAS O B0 SR, AT S BRSSO BR A AN 2000 3 HL P A S A XA 5522 e A oSl JiT
H O, Pyarmor FUZHRAL 73X Fy AL o
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LIREX

LA SRR RS T B AR IEA T — S I 2 R AT R«

BRIN YRR SEVPR I J5 Y AR HEA T 0

i ——private ZJEASRVFANERIEIA S AN A

i ——restrict ZJEARIBATANTMIATT N A b o5k
WERTF LS TR LR, S T Hp a2

$ pyarmor cfg restrict_module 0

— RO, X AR AT 2SR, A A B 2RO AR B P T A L A

e

$ pyarmor cfg -p NAME restrict_module 0

Tz R A F0 R SR R A 0 (X 51

I A USSR MBI, A4 R H1— S R )
o I MASZA Python HRASEER, HIAN{HJT] Python 3.5 M4, HAEfHJT] Python 3.5 K321T, 1ML

VE# ] Python 3.6 1247, {HJ2 AT DA AN TR 3.5 JiUA

o IEMARFEMK, PR TSR, ARRFETEEMN SRS SR FERERIERS,

CPU Zuy 3 dt4 7 51, Bin 32 {37 X86 Windows, Linux Aarch64,

AT f A1) Python ANREZ IR, MEIRIUL, AREZ X E T Py_TRACE_REFS m# Py_DEBUG 4:
J 11 Python

* f§iff] sys.settrace, sys.setprofile, threading.settrace fil threading.setprofile %

B [0 ] B RS T S AV AS FRRE 2, BT DA i o K 22 e 50 TR TR I AR

o Bk inspect FHAAEATE =5 AR AL U7 0% B 47 ) Byte Code B HLET I AURS RS G 28

JEtE, B, RIMECE TR AR A

» {fifl] cPickle B AT AL T AMLEME RTINS, (£ g RIGR AT AR IE HEAT
» sys._getframe ([n)) ATAEIHEING A RIMBIEITHEL, (R INE A AT RERIN T BUMGIS IR
o AR S P TS RSO I IAAEA IR T &R

o REGYHREE _file  fEMBMAR <frozen name> , MIARSCIFARR, fESH 1% HI3L

BB~ <frozen name>

R R JE N __file BMIEORI—AF, SR SCHELARR. I T A 217, win]
DA £ HH 45RO [
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def hello(msqg) :
print (msg)

# The output will be 'foo.py'
print (__file_ )

# The output will be '<frozen foo>'

print (hello. file )

A BRI, 2 5 e B LA Y Y A A
e pyarmor cfg mix_argname=1 2 3% annotations JLE{H
S

Yo o] fif e 5 = 75 B3R ) e 2 e R A AR Y 1) AL

B=H BRI

K58 =y W fiRees (Bl Jython 45) DAKGE L ik A Python C/C++ AT M A, HBLEE =y il Reae
REAS A CPython 7 & 42k %S, wivl DAGE N AR . 5 AATE A S = RS RISCry, MiNE 26
CPython [FJ§" AR .

LI L i)
* PyPy TLIEIZATINE A, HAE 58 @ AR T CPython .
* 7f Linux T[22k Python s34 libpythonXY.so WIHEE dlopen w5758 & RTLD_GLOBAL , 15 Wi i A4
P SEY
+ Boost:python, BRI\ HL Python S5 VA Y RTLD_GLOAL 1y, JETINBMA HIBHE A5 No

PyCode_Type found” . i 5 a2 AE I AEAL JE 5 ¥2: sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5k
AT DAL A i i 1 R B A

o FH ctypes WANAFAEFH: H. ctypes.pythonapi._handle Vo554 1% B>} Python Zh3SE M)A, PyArmor 2@ 1ot
%A1 3R B Python C API fyHidil:

o WASM HHIASZHRE, B 35 ZHE T A R WASM, (H2 WASM 2R 25 57 wiwl I 4 ik
BOMIEARE C A, T4, oA B BidA 2R WASM 3R] i o 20 P4 XA~ 52K,
REELM—MRERBITE, HRreiatT RET Blng g 4, (B2 B miid e I & i1 .
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3.4.3 RO MILEITRIINES Bl A

{451 Pyarmor 8.0 1 LA DA EIEATHO NS IA AT E J60H ) Pylnstaller KEMIACKT 6L BLA HAAY T AT SCPF
EATEE—AH %, SRR 04 U AT T SCPEE R pack f38apyarmor gen F 58

pyinstaller foo.py
pyarmor gen —-pack dist/foo/foo foo.py

WERBA I - -pack , FUBBMAEITINGE . 2T, WS Hpyarmor gen HiiH], XHEAL
I Bl 1 AR

WA VI - —pack , LB H HRZ .pyarmor/pack/dist , FEMEEMZ J5, WHAT T A
Kb FH:

o PRBTPATIC R NS H SR . pyarmor/pack/

o A0 AR I IR S ] 44 BRI T A

o O BIAS 2 AT 4 ) ST SN EBIG E St

o MRAEAEIR I H SR b A WA EORT R BT AT SO, IR R A R AT SO

TEHENE R AWM B ARSI, WRFEE S A E 5, eI Eil. fFl
an:

pyarmor gen —--pack dist/foo/foo -r *.py dirl dir2 ...

£ Darwin 75, U1SR T 2L S HF Intel A1 Apple Silicon FY il % il 4%, fill fi] i 51 i 7i**--platform dar-

win.x86_64,darwin.arm64°:

pyarmor gen —-pack dist/foo/foo --platform darwin.x86_64,darwin.arm64 foo.py

A a3 THT s EA

AR B U B, AT R AT SO BT AR R, B2 BN R i XA 23T

SRR T AR A0 ) Pynstaller 0705 spec fle , AR RRREATTHEFY , 50kt ST RIS
FRFAVEE AR e T T & A /path/to/src/foo.py
o Y5l Pyarmor Al X AN AR

cd /path/to/src
pyarmor gen -0 obfdist -a foo.py

o BRIGHEATH ) 2 BB 2400 H

PARBEME R -1 Rl -—prefix EMAS, HALESTAZE
2 X1 H i HUR N T ELL Pylnstaller RENSIRENIEATHE B A AN 5 B INAT A1 B 42
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mv obfdist/pyarmor_runtime_000000 ./

s NRELH foo.spec, FHEHEITHBIEHEMNE hiddenimports

a = Analysis(

hiddenimports=['pyarmor_ runtime_000000"'],

o R BN, MR A4 foo. spec’:

pyi-makespec —-hidden-import pyarmor_runtime_000000 foo.py

e Bl foo.spec, FHARN] MIEE] a = Analysis ZJ5, X—4H2EL

a = Analysis(

# Pyarmor patch start:

def pyarmor_patcher (src, obfdist):

# Make sure both of them are absolute paths

src = os.path.abspath(src)

obfdist = os.path.abspath (obfdist)

count = 0
for i in range(len(a.scripts)):
if a.scripts[i][1l].startswith(src):
x = a.scripts[i][1l].replace(src, obfdist)
if os.path.exists (x):
a.scripts[i] = a.scripts[i][0], x, a.scripts[i][2]
count += 1
if count == O:

raise RuntimeError ('No obfuscated script found')

for i in range(len(a.pure)):
if a.pure[i][1].startswith(src):
x = a.pure[i] [1].replace(src, obfdist)
if os.path.exists (x):

if hasattr(a.pure, '_code_cache'):

3 HoAth PyInstaller F2E300tH T DAYEIX BLH
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(% L0
with open(x) as f:
a.pure._code_cachela.pure[i] [0]] = compile(f.read(), a.
—purel[i] [1], 'exec!')
a.purel[i] = a.purel[i][0], x, a.purel[i][2]

pyarmor_patcher (r'/path/to/src', r'/path/to/obfdist")

# Pyarmor patch end.

pyz = PYZ(a.pure, a.zipped_data, cipher=block_cipher)

 RGEIRMMITIEANT 1) foo. spec KATH, (A FIEIN --clean iGN T K G ST AL

pyinstaller —--clean foo.spec

TARPEARE BRI, M~ ek
o ffi fSCBR H R /path/to/src fll /path/to/obfdist
o I SEPR A FRE pyarmor_runtime_000000
PR ARORUE PR/ IE XN
Jriki—, WLAE foo.spec AN T AUREIN—2Y print 4], BUEINE RIA O 208 e 1 ORI A
TEZ, AT ATE AR I —Se B 2T FI, 4

print ('this is _ pyarmor_ ', __pyarmor__)

WERAE A, KBRS, ATENE A A GEIEHATE

&iE
Apple M1 §y segment fault

& Apple M1 T4, QRAE PRI BIASIZ A T A R Rt 3 1 ek s A T B i 2844

$ codesign -v dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

MRS AR, WERTEA:

$ codesign —-f -s dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

MBI T ——enable-bcca{FH ——enable-jit #fTNER, AR FHE R Allow Execution of JIT-compiled
Code Entitlement
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S

Using the latest code signature format

3.4.4 AT RFT st
Pyarmor ) RFT BEsU RS AIEIH P IBRAL, 2, ik, JtE, BRI EMS, M4 TRERHERS T
R TSR SR .

JEH RFT B2 J5, BB i BT SO A PR e B A e Ak, AN AIAS R ok 66 SRR I A R A T AL
RF G I LEA RPN A N, FEAEpE a1l XHHES AL RS BARE

RFT B S B 5144 Fx
- %
Tk
s ERACE
o JRITRAE R
© WEAFK
* FAZNZPR
RET B 2B i 44 Fx
o U Y BRI Y A0 i ) O R 4 R
o flHBEURYE __all_ K ErA 45K
* FrAVA IR R

1) RFT AR, 2B BT B B B A R ) — 2% i AT . Pyarmor 2 707 AR 22 16 F) 35
KA, MR AMATEIATIEFRREaR4. Bl

src/
foo.py
Jjoker/
__init__.py
card.py

I RET A0 B 4s foo.py DAL joker fy - 4nF:

pyarmor gen —-enable-rft foo.py src/joker/
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Pyarmor {1/l P EL(4 H SALAI TRCE AN ATIA, FHEfr i a4 . BOR RET BXHy 3 SNl A
AEPERZH TGO, (HRM TR, 8 ESAAE— MR PUERIAL L. A7) Python 157 H &
ff G, Pyarmor FAASY R DAFRENBIR S A BT A IGO0, B ARPRARTE 0L, e BE0EA T N T E B R
RET #E00 H mie AW seas Hah U, 368 A s BERESy, RefS A 3 A i R S icE, 1
P X 2 2 2 W A N TR

XTI BA, ANZHE Pyarmor & H B I TALBTA TR OL. Hln,

foo () .stack[2] .count = 3
(atb) .tostr () .get ()

TEXEME stack , count , tostr fll get HTEMANE? EALEFH T, MHHESHEEMTIRATCTE
FIKT RV TE A R RA, RN 2Rk U R A R Sl S AT R 2 1, 2 [l Rl XS TEAR R
TH 0L IR A [R] ) 22

AT ARG B, RET BIHRAL T P Fp
 rft-auto-exclude
H e AR A EYE, X2 BRIATT.

AR AR R H A o A i JE e, AR e R R A PR TC R E . IR ATEX RIS
PRIEMEIHERJE 3, FrA eHRRR 14 Ja A AT AT B A rp A S P a4

HERs: JB B - 4 72 . pyarmor/rft_exclude_table

SF—UIEAT RET B AR B, XA 20, RFT BRSNS, R BToiR AL PR
JEIE, M EEMERX AR . META R AN SE I G, X A2 B Y 4 R BT JCIR AL HE
(A B o

X E R ) RET AU A SRS A, win] PABRIE BT A BRSPS . BAA S
B FRGE E I B R -

RFT A& HEMFRIX % .pyarmor/rft_exclude_table , i@ AW IH A A 2] HL
Mo QIARA TG, P DAL RM RS, AR ER I — e a4 1 AR

AR R R, ER TR SHER R 2 A8, AR HERE R AT ARE AR fE P A PR R B T
kT
¢ rft-auto-include

H 3t 24 A 2R .

AR ST A TMA, JERIA R, FERT A TR T E a4, BRI L PR RE B Ay
o

X AR TR PG T TCIR AL PR R A AR, PR R A TAL B

M PR ELEAT M A, AR A AR, IR AL A AR THEATHERR , B G N TR BEA T
HERS -

AR PSR, HEIBCA AR D B
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XTI BRSPS SR T A

/5 RFT &=

5 R B2 5 RET mode:

$ pyarmor gen —--enable-rft foo.py

WA pyarmor cfqg i il it & SCIFE H:

$ pyarmor cfg enable rft=1
$ pyarmor gen foo.py

J& H rft-auto-include J5 35425 rft_auto_exclude:

$ pyarmor cfg rft_auto_exclude=0

= A rft-auto-exclude 75 :

$ pyarmor cfg rft_auto_exclude=1

EEEGBZEHNTEME

1) RFT BB 5 A AR TS T REAR 1 /2 L AT 27 WRET 25— T
7 Python 3.9+ & /il RFT BREF, AT DA HHAHRY ) 1A

$ pyarmor cfg trace_rft 1
$ pyarmor gen —-—enable-rft foo.py
$ 1ls .pyarmor/rft

foo.py ¥R EX AR .pyarmor/rft/foo.py:

$ cat .pyarmor/rft/foo.py

et Je AR i Hoe RET BT i T B e, JEAse &S m s, &

BT NI, FIAN docstring IUFEIRR A, (HU2 QR0 TTEE’JE&EW

2 H N ik

Je I i

$ pyarmor cfg optimize 2

I A iR A 2 LT DocString iR .

#ril: Python 3.8 DA K Z BRI A A SCRFZ I BE
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EEEGSNER

WER TR E R IR L R Fdiv 44, AT DA JE ] H A5 SR ER AT RFT BR % Ik B 2 R R B H AR .
pyarmor/pyarmor.trace.log , HHA AW EML HE:

$ pyarmor cfg enable_ trace=1 trace_rft=1

$ pyarmor gen —--enable-rft foo.py

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:1 (import sys as pyarmor__ 1)

trace.rft foo:12 (self.wScan->self.pyarmor__4)

F—NHBEILRT sys #iEmM4 N pyarmor__1
B HEICTE T B wScan #EM4L N pyarmor__ 4
AT HRR B 2R

AR i 4 A B R R, R fRT R P Ak Oy Ol X A4 R N T HERR ’dz/ﬁdnzzwé TEFTA 1 B A
REXNAPR (@) MABATEGS . THE6GHSEAHK mouse_keybd fRH

$ pyarmor cfg rft_excludes + "mouse_keybd"

$ pyarmor gen —--enable-rft foo.py

WERFF R BRI AR R pyarmor_ 22 ROFERIMN, IR Soilad BRER H G B A4k th ORI 44 5K

$ grep pyarmor__22 .pyarmor/pyarmor.trace.log

trace.rft foo:65 (self.height->self.pyarmor__ 22)
trace.rft foo:81 (self.height->self.pyarmor__22)

B, L@+ height j& pyarmor_ 22 JFURMAFR, HR2 MR HIH fir &P B X 44

$ pyarmor cfg rft_excludes + "height"
$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

R T EAC XL N T HER R 2 ARG R, B T T i 2

$ pyarmor cfg rft_excludes ""
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SIBRREM __all

PEEME __all  HE U AFRSORE ok, AT A ARIEANMBIA M - B0, FHir %L foo &
PR E N RA A TE S

all = ['foo']

def foo(msgqg):
print (msg)

def _private_foo (msg):

print (msg)

IR 22, AR T IENBIE R S BR TR
A ] RERE 2 a4 B A SRR T3, AT AGE ] R IaT ) ik RFT B2 __all_ HE W24 Fk:

$ pyarmor cfg rft_export__all__ 0

WBEHBFAED

S AL FRIIER]—from module import * —&EATHRIRAGALFE .
WER R — IR R ATA SR, T2 RFT B S HEMATE AR R R a1l W .

RIS AT 25K, B4 RFT A &2 B S AR, If B2 5 20U v
_all__ ., WRFARMK, &S EHRFTBIREHRE . fEXAEN T, T2 E 54 & PYTHONPATH 5§,
FHAMATAT Rk Python 7] DASE AR AMEHE .

WERBHRE a1l BAE S, LB PTA B AR A _ Tk AR e AR .

BENLESZAN

H % SCHLN W] T E 4% J0vE 3 aliR SIS BUR B2 FR,  H 2 CUNGE H T rft-auto-include:

$ pyarmor cfg rft_auto_exclude=0

SE X4 JRy i 4 HUN:

pyarmor cfg rft_rulers © "self.task.x self.task.?"

T SGEHFLA iy 44 AL:

pyarmor cfg -p joker.card rft_rulers "self.task.x self.task.?"

A HUAE
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BHEHEX XEEREH 4T X

JEVESERIAR A - TR Enmatch BRUTFAFER, AR5 (U U R MR A T IE AL

T4 JEL DR TC P Jee 1 S M T Y e 4% XA T A P
2 HRUHTE A
o JUHbAEL: PR P JEOR I 4 B
ANTHA I AAB SRR, 1020855 — D24 FR
B, R AL

self.task.x self.task.?

I TR AR

class Sdipmk:
def _ _init__ (self):
self.width = 100

self.height = 200

def move(self, x, vy, absolute=False):

self.task.x = int (abs (x*65536/self.width)) if absolute else int (x)

self.task.y = int (abs(y*65536/self.height)) if absolute else int (y)

return Mouse (MS_MOVE, x, V)

5T R ) i - P T e % AL

$ pyarmor cfg rft_rulers "self.task.x self.task.?"

WK AL R

$ pyarmor gen —--enable-rft foo.py

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:8 (self.task.x->self.task.pyarmor__2)

% 8 4TH self.task.x #{H M4 N self.task.pyarmor__ 2

RS EGA N, REEERSR:

$ pyarmor cfg rft_rulers "self.task.x self.?.?"

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:8 (self.task.x->self.pyarmor__1.pyarmor__2)
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PRI — 2N E 4 self.task.y , FERMH ~ REGHALI:

$ pyarmor cfg rft_rulers ""self.task.y self.?.?"

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:8 (self.task.x—->self.pyarmor__1.pyarmor__ 2)

trace.rft foo:9 (self.task.y->self.pyarmor__1.pyarmor__3)

XA AT A H O — 2%, HLEH = SEATICE, 2 E SRR SOR A B HE:

$ pyarmor cfg rft_rulers = "self.task.* self.?.?2"

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:8 (self.task.x—->self.pyarmor__1.pyarmor__ 2)

trace.rft foo:9 (self.task.y->self.pyarmor__1.pyarmor__3)

3.4.5 FANTHE BCC &

BCC A2 fUAR /> BR A B S0 o — i (URD , ZEARAR LRSI J5USh Python BREK

BCC HiHE B EC ks, X T Linux Fl Darwin K, —fBIANTHEHTHE, REBIAK gee #l clang
BETAERLFT A, HE Windows PR5E R i, Wl DAEH FIHAEE 7 B E clang. exe , HATHESHIEGEA
S

* ARE LA clang.exe , AEFEHERAHIGETT clang. exe AT A WRIIFFAE, HiE
TRAEAE B AR HIGEAT, AIARCE AL B PYARMOR_CC SRASEX A3/, Bildn:

set PYARMOR_CC=C:\path\to\clang.exe

© M LLVM B R 8H2 2 g 1A

* M Pyarmor ‘B T # clang-9.0.zip , A R/NZN 26M ity , B A — AT AT 30, G A
TEAR B & R, ERIAZ $HOMES/ .pyarmor

& BCC #=%

Bl b gmiadn 2 5, AR ——enable-bec JH i BCC A

$ pyarmor gen —-enable-bcc foo.py

BRGNS S S C B RR%, AR AT AR R BRG] T AR RRIE, AR SR
NC BB, X ABA B BCC BN ) ok K ARG e Tl 1 A7 54 o
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EE#W BCC RAMERF LK

Jet R BT AYE B B H 78 S0 . pyarmor/pyarmor. trace. log HUCSEARSE s Eg 5 3 BN T C 0K
B Bl

$ pyarmor cfg enable trace=1

$ pyarmor gen —--enable-bcc foo.py

TREBEHEREHH trace.bec iR NE:

$ 1s .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main

B2 HEILRMZE foo.py 5 5 TTHIKEL hello Bkl C EE — & HEILRMZ foo.py 6 917
Y EREL sum2 Pk C pREL

WIRTE trace.bee ZJFHFHR |, IRARRE XKL BCC K20 . Hln:

trace.bcc ! foo:29:Test.new (unsupported function "super")

AR TN SRR
MO BCC BN A AR SE S REOR AN, IRIZFT BOC BGRNEMACIL U T A4 1A, 78
AIRHT BRI EOBOR, S BRI REE B
TR, 3R ok 5 5 A S Y B

i BCC f58 /28— -8k pkgname .modname B FIH 7%+

$ pyarmor cfg —-p pkgname.modname bcc:disabled=1

MRS H Y B AR T YR T iy

$ pyarmor cfg —-p pkgname.modname bcc:excludes="name"

$ pyarmor cfg -p pkgname.modname bcc:excludes="namel name2 name3"

$ pyarmor cfg —-p pkgname.modname bcc:excludes="Class.method_ 1"

$ pyarmor cfg —-p pkgname.modname bcc:excludes="Class.*"

AR A I —p (A3, AT b R 44 B BRI W
T2 — MR BIlA foo. py
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def hello_al():

pass

def hello_b():

pass

class Test (object) :

def _ init_ (self):

pass

def hello_a():

pass

5 P T PR AL T — A 2ok 220 HL e 14 R AR ik

$ pyarmor cfg -p foo bcc:excludes = "hello_a"

$ pyarmor cfg -p foo bcc:excludes = "hello_a hello_b"

$ pyarmor cfg -p foo bcc:excludes = "hello_ *"

$ pyarmor cfg -p foo bcc:excludes = "Test.hello_a"

$ pyarmor cfg -p foo bcc:excludes = "Test.*"

$ pyarmor cfg -p foo bcc:excludes = "Test._  *_ "

$ pyarmor cfg -p foo bcc:excludes = "hello_a Test.hello_a"

A HFR 3 BCC MU b Bl i e 5, AR A BRI beciincludes:

# K2 B & T

$ pyarmor cfg bcc:excludes = ""

#BcC BAAAEHEREH "hello_a”

$ pyarmor cfg -p foo becc:includes = "hello_a"

# BCC HAXFENHE K F E "Test.hello_a"

$ pyarmor cfg -p foo becc:includes + "Test.hello_a"

# BCC HAMEE "Test" WA FE, BT "_init "

$ pyarmor cfg -p foo becc:includes="Test.*" bcc:excludes="Test.__init_ "

FATTUS IR ER B, EREXEIEARRCR, AR X LA R AUe 1550 9 BCC B, fildn:

$ pyarmor cfg enable_trace 1
$ pyarmor gen —--enable-bcc foo.py

$ grep trace.bcc .pyarmor/pyarmor.trace.log

34. RATH
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AI—ABIT, ZWs joker/card.py (A2 BCCHIA M joker By H AR

$ pyarmor cfg —-p joker.card bcc:disabled=1
$ pyarmor gen —--enable-bcc /path/to/pkg/joker

I beesincludes 1 beezexcludes W RS A I RECRIZEA R, BTN BALBLT-BRECR T35, BN

def hello():

def wrap () :

pass

class Test:

def _ init_ (self):

pass

N 2 TCEZ Mg TR wrap FllF-2E Test:

pyarmor cfg bcc:excludes = "wrap hello.wrap Test.__init__ hello.Test.__init__ "

T RN T SR ME— T 2 B A T E Y THUZ B 4 hel Lo

pyarmor cfg bcc:excludes = hello

TE 8.3.4 AN Btk 1l bectincludes.
T 8.3.4 A K A AR T I beezexcludes [ 735 kA2 T 2840 . #EZ R IUAS:

# R HEREH AW EFE "hello_a”

pyarmor cfg bcc:excludes="hello_a"

# AT EMBREXLARNE, THEABEAT &

pyarmor cfg bcc:excludes="Myclass.hello_a"

TEBAE A

PEERATENHARCHE R B HMFAHEFE "hello ar

pyarmor cfg bcc:excludes="hello_a *.hello_a"

# MU EERRA LB X7 &

pyarmor cfg bcc:excludes="Myclass.hello_a"
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B I BRI A

1 BCC Bk e IS T B B £ B0 R ]
o WBA SRR (5 BRSO R —

o WERARAEFE AR B A S0 raise L 5 AU

BOA NG

>>> raise

RuntimeError: No active exception to reraise

& BCC B iy A

>>> raise

UnboundlocalError:

local variable referenced before assignment

o RBCFGRMENE, STHEISCRRIZIHaR R, BIA__qualname_ %53, fERARMCH C KB )N
BRAAEAE, 2 Ja P 4 R IO 4 JCIA IR T AR

AR

BT R BRI R BOTCTR e R C R L

unsupport_nodes = (

ast

ast

ast

ast

ast

ast

ast

.ExtSlice,

.AsyncFunctionDef, ast.AsyncFor, ast.AsyncWith,

.Await, ast.Yield, ast.YieldFrom, ast.GeneratorExp,

.NamedExpr,

.MatchValue, ast.MatchSingleton, ast.MatchSequence,

.MatchMapping, ast.MatchClass, ast.MatchStar,
.MatchAs, ast.MatchOr

W T FIME R NEREL, A% ISR SN C e

e exec,

eval

super

locals

sys._getframe
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* sys.exc_info

BN, T R AR AN S il A, RO EATSEE G 1A SRR, B R TN SCRFI BR
e

async def nested():

return 42

def fool():
for n range (10):

yield n

def foo2():
frame = sys._getframe (2)

print ('parent frame is', frame)

3.4.6 MEEfIRE

R4tk
Pyarmor {1/ I REZ PRI Python A TEIAR S A% , e 2 Mo ] s il e B, 42 REH% SCBE Python
FAIAR TETE B AL A 5 58 4 S g i i ok

WERARE B NE PR AR Pyarmor, T E S % & b fo s et it B RIARBT AT A foc s % 4 i
TR A RS2 A, SRS B W E P i) 5 A T AT - A0SR GBS B A , P Python
JiAs, Pyarmor FURRAS, 124THIV-6 , IR REIT, S5 AL KB 55 14 5] pyarmor@163.com

Pyarmor ¥4 S fit AR R I AR B 1) SORCAR AP, B BOA X LEfR Y7, Pyarmor th RE PRI N4 B4 To
VERRIL ISR JEOR R R AS o Lo 6 A At ) TR ¥k BB e NAFIB AT 5, DA AT I 20 N A7 4R
W, FRBATRMESE BRI BRI LE . TR B EORAR AR 4, & Pyarmor S i I RE DA L il 1
e SR T RAEAR—ER AT IR, PEAIULINE S5 (A7 2 470 2] o 24 2 bk

KTPEfE

Pyarmor $ it R E I EIOR-P Btk RERI e, Pl DMRSE G 2R AN R A I . X BLA Y T B A ¢
FAIEE T A B A 2 4 PRI 5 T F) 52 o

s LE R A RA AR, AR FIR S5, AR AR IR A 32 i Al e A IR . X A BTl
PEREM R HR AR R AL T R — Ay S DA, SR M R AR R 2K, 33 B TR L) 3 S5 A AR 4 T
W, XENERA—EGSHNHE.

FEIBATAEAT Python A 1, BRAFFEHIEIN, HRESHERMARI N __pycache_ o iXA~H A7 AN
.pyc , WERSEASHRAAAE, BERE PATI ] HUTE A 6 & ik AR B a], H24 A (py->pyc) 2
R AESR IR, FIeR B PATIS A EE . AN — o).

MR A benchmark . py BWNEITTF
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import sys

class BenTest (object) :

def _ init_ (self):
self.a =1
self.b = "b"
self.c = []
self.d = {}

def foo():
ret = []
for i in range (100000) :

ret.extend(sys.version_info[:2])

ret.append (BenTest ())

return len (ret)

FHIA testben.py IR

import benchmark
import sys

import time

def metric (func):
if not hasattr(time,

time.process_time =

def wrap(*args,
tl =
result =

t2 =

func (*args,

print ('$-16s
return result

return wrap

def test_import():

tl = time.process_time ()
import benchmark2 as m2
t2 = time.process_time ()

print ('e-16s: - ms'

**kwargs) :

ms' %

'process_time') :

time.clock

time.process_time ()
**kwargs)

time.process_time ()

[}

(func. name_ ,

("test_import', ((t2

((t2 - t1) * 1000)))

- t1) * 1000)))

RATHE
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(% L0

return m2

@metric
def test_foo():

benchmark. foo ()

if  name_ == '_ _main '

print ('Python . ' % sys.version_info[:2])
test_import ()

test_foo ()

BRI HAS iy P
T SE LA Python HRUASTR (4 I FIAN 0 4 B AS 14 1 i

61 R T A A, g3 I AT A 0 RN B AR U, o B s AT g EEE B e I A AE
__pycache_ fFILN LG AT TE):

$ rm -rf dist __pycache__

$ cp benchmark.py benchmark2.py
$ python testben.py

Python 3.7
test_import : 1.303 ms
test_foo : 250.360 ms

$ python testben.py

Python 3.7
test_import : 0.290 ms
test_foo : 252.273 ms

$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

Python 3.7
test_import : 0.907 ms
test_foo : 311.076 ms

$ python dist/testben.py

(A
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(% L0
Python 3.7
test_import : 0.454 ms
test_foo : 359.138 ms

2 9: K-1. R[] Python A (4 i1 %5 B AR 1 BRI 1k

FHS (ZR)) | SRR (E] S NEREE 2 HAT R LR 8]
Python iR | KinZ | = Kz | xmz | W
3.7 1303 | 0.907 | 0.290 0.454 2522 | 311.0
3.8 1305 | 0.790 | 0.286 0.338 272.232 | 295.973
3.9 1.198 | 1.681 | 0.265 0.449 267.561 | 331.668
3.10 1.070 | 1.026 | 0.408 0.300 281.603 | 322.608
3.11 1510 | 0.832 | 0.464 0.616 164.104 | 289.866

FILAERY R, FIZ BIRIBCARRI L, KT H0AT R & IR ] Python 3.11 HUINE IR EIA R TRZ , ATREFIERY
B BAFMTEREIM LA KA

RFT BATEfE

RFT K0 FB AR A R, 38, DTAAAS b T G4, FTDAA RO S nabERE . X HLIRATH Y2
TN 5 B JAIAS T RET AL (0 A PERE R . T 3 b A 5t 2 R T ) 0 AR 2R A1)

$ rm —-rf dist
$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

$ rm —-rf dist
$ pyarmor gen —--enable-rft testben.py benchmark.py benchmark2.py
$ python dist/testben.py

# 10: -2, BOA RFT B REN 1L

FHE (ZEF)) | SNESRETE PLIT R ELET 18] #iE
Python fiZk | n® | RFT #&st | & | RFT #&=

3.7 1.083 1.317 334.313 | 324.023

3.8 0774 | 1.109 239217 | 241.697

3.9 0.775 0.809 304.838 | 301.789

3.10 2182 | 1.049 310.046 | 339.414

3.11 0.882 0.984 258.309 | 264.070

FRAR, BATLLE RFT BLH - —obf-code Jy 0 XPMIAIEATING , SRS RIBCA I A A —rEdE. T
2 R BB R (8 I T A U AR PR A
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$ rm —-rf dist _ pycache_
$ python testben.py

$ pyarmor gen —--enable-rft —--obf-code=0 testben.py benchmark.py benchmark2.py
$ python testben.py

11 22,10 165 RET BERE I

B (Z4)) | SNRSREE HLAT & HH Y 8] &iF
Python i | K% | AEKRK | "E | AEEK

3.7 0.757 | 1.844 307.325 | 272.672

3.8 0.791 | 0.747 276.865 | 243.436

3.9 1.276 | 0.986 246.407 | 236.138

3.10 2.563 | 1.142 256.583 | 260.196

3.11 0952 | 0.938 185.435 | 154.390

BCC gAML

BCC BixUR LR B AR C pRAL, ISR HRE 2N S — 28 s AIHA TR I TR BERS bR — 28, TR
Hh R A e o I T PR OB AR AT A

$ rm -rf dist __pycache_
$ python testben.py
$ python testben.py

$ pyarmor gen —--enable-bcc testben.py benchmark.py benchmark2.py
$ python dist/testben.py
$ python dist/testben.py

% 12: 4-3. AN[A] Python fit A ) BCC AL REI IR

AHC (ZR) | SRR E SNE YA E 2 W17 B EAt 8
Python fRA | K& | = Kmz | xmz | W
3.7 1.086 | 1.177 | 0.342 0.391 344.640 | 271.426
3.8 1.099 | 1397 | 0.351 0.400 291.244 | 251.520
3.9 1229 | 1.076 | 0.538 0.362 306.594 | 254.458
3.10 1267 | 0.999 | 0.255 0.796 302.398 | 247.154
3.11 1.146 | 1.056 | 0.273 0.536 206.311 | 189.582
AN T P £

AL, T T A, DRIV AT RERYHER S RG], ERARRR A DLAL AL A B
B, B -—no-wrap KM
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$ rm —-rf dist _ pycache_
$ pyarmor testben.py

$ pyarmor gen —-no-wrap testben.py benchmark.py benchmark2.py
$ pyarmor dist/testben.py

Python 3.7
test_import : 0.971 ms
test_foo : 306.261 ms
% 13 R4, R[FEIONE BE AN 22 4 PE ) % 1)
£ 331 e
——no-wrap HombEse A2 Ak
-—obf-module 0 MPERERZ A K | Bk 4
—-—obf-code 0 T ERE WEEAE A
——obf-code 2 ¥ I g BEER N Ak
-—enable-rft FEAR G e igﬁﬁé’fﬁf
——enable-themida | BERALM:RE BERELTet, ﬁ%ﬁ@il&filﬂﬁti
--mix-str PP fiE ey @ E%zﬁ%i‘F?ﬁ$
——assert-call Mk aE Pemeatt, TR IETEAR Monkey Trick
——assert—import | BIEACMERE | #EmeatE, FREPS IETE AR Monkey Trice
--private WA fiE P ettt EROET IR MR AR 5
--restrict Pt RE P, R IR RN A 5

3.4.7 FipitFuERR{Lr) TIERE
mELE

FARAMBCE F SR T messages . cfg S MR ERACE H % T messages. cfg
UNSRAEAEE I B SCHE, IR H T B A 2 A T B & B
TR SR 7 A ut£-8 , QISRTGEE M A fS J7X, 0 ThT B0 iy e A T T

$ pyarmor cfg messages=messages.cfg:gbk

S

k-2 BAT o R A ny 454%15 8.4 (Pyarmor)
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BITMEEAITTRE

t e BRAATE =

s Y4cEFH PYARMOR _LANG

o HIRFFE LANG
ERGERRFIREE, HRLRES, KSR RN
B H 2 AL B R BT R 15 B

3.5 FaHEX 0¥ aliE

%

o

o FTHERX
- R EARFTIENIEE
- RREHFTIEN HELT) &

o FHRERAFTIE
- %R E K AR

3.5.1 &4t

AR SCRSALE F T Pyarmor 8.0 Z JR R HRAS .

NN LA AR SR N VAT, 15 AR TR Y R A
(1) e ShBEXT AR/ INVA BRG], AN BE I 2o KR ) A

() BB TR REAE LU TEIE G

(3) RFT f# i, BCC A BATE R I .«

(4) ANATDA T 7 o R0, R R 7 et 4 2R T B 5 N T R ARV T 2% 3R DA 30, TTRA
BN ER— BRI EHEE E, WA AT ATEAREERE ] .

(5) JEFTHB 19 4 FXpyarmor_runtime_000000” A< AT b 8 FAIE B

(6) AT ABE A SR AT AR K R 55, ARl W AR s R M 28 i 55 B Z AT DL T
B FRVF AT 0 AR AR
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(7) R3ZHF obf-code KT+ 1 HIAEAT I AL
BRI P BERR ], 5 R VF AT BRI S Eh e .

3.5.2 FE[R

VF AT B 1 W S AR Y P R UE SR PRI, Wy S R U ] DASER 3 i 5 £ ) ) K
AREAFFRAE =RV RIE, 23 BRSO [ 1 D g

o FLRHARAF TR

FERBRGA TR LR ] (D) (2) @) (5) (D).

TS BV B B 5 A A B U P IE

o BRRVFATIE

LA TR (D (2) (3) (4) 5) (D).

TS BV B B 5 A A B U PT IE

o SEHIBVF AT IE

PR VFATUE R H (1) (2) 3) 4 ) (D).

MR T IE SO Is 4T AN 32 IR Docker, S iR & KRG ATIEAE— R Z W 21517 100 I Docker
Ao
T AN R BEAE SR U 1 ATk
SRV SRRV kG TR B 5 BT R K SR 55 45 A TR UE, BR 1 VRl UESCPE 280, A& EAFARMI]
F A 2R 55 %5
PRV TUE 2SR BB, FEMEAOUBL_ L oA BE PR 0 R A AR e vl REJCTE 1. Ry, M3 Docker
EHUTOME NI AEAR Y al ik, I8 2, Docker %525t n] L)
AEWE—RVF AL, @ s A A AR Te R SR UE VT UE, ACER TR T A i) & 1 7 35 AT A Ml s SRR
Wl ATV al UELD AR AR SE ] TR o & A LSS AN T @ f T s IS ik pL 2
BV A 18 (AT K EEME 925, A A H R — MmO . il (Lff—f
AR FATORAP A 7= A CME— VP TTIESR S, A SV RROAR [R] 7= i 6 AR R A 7 AT IR SR 5
VF eSS M2 BUR)™ b AR 2 i A UM AT, BRItz 5h, s IAA b B AT PSR TE IS R
Bl 45 Prmnhs A 5
MR A Z 80 o HE G5 — Rl I K TVl 0224 H PS8 A i i B B A/ N T 2 B
LR Y 30 47, S50 R i T AT IS A R A I, — B R GR VE AT UE SR Y 30
B, SR AR AL A 2K A SR VFRATIE . XA T R AR A 7 A
— R RTEAS PSR R M ST B T 4G, BRI R TR S A, DA SRR IS5
ar, mlRFFass. — MR A IS HIAS, DS, PARCRE SR THRAS . —Fofry™ fh tho B 5% B il
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IIREARIE, ALE A RS IR N BE T BN R BRCAS ™ i, TR it AR AR @A R A X SME S 2 PR —FE, K
el B 4 RS R UEA T IX A
[l VFRR T, [ B AR A A A H AN 100 Ao (R I T AR R 2 4 A BRTEFF R TE 24 /N 7Y
W 261247 pyarmor iy ML A . X B #2452 Pyarmor H{fi ] Pyarmor X A AT A I s, A2
TRIBTT I AR P LS o

W
=

Pyarmor S Jil FIUFAT PN , R ¥ T 4
S S 7 ]
R HIFR5 BT 19 Python I #RE T FIEFRIG =) non-profits
Pyarmor fit—Fiy i, B HTAL
 Pyarmor JERAT, 4 SRS AR T Pyarmor 15— ity i
 pyarmor-webui, 24 Pyarmor ${E LA HI TR, WET Pyarmor 5 Fh=4h
« Pyarmor )5 & 1T LRSI diango TF 49— AVEEFE, BCHLIE T Pyarmor 35— i

* J%& Pyarmor Frfi B iCASHLIG , W3 Pyarmor {5 i) & XML, PARGETTIG G 1T ARG = R 554548
J&T Pyarmor X —F77 i
 Pyarmor 7.x #ll Pyarmor 8.x [ & T Pyarmor —F 7= .

o 2

Microsoft Office 7= RN 2 —Fr=i, BEIENE T M, 40 Microsoft Word Fil Microsoft Excel J2 I fE5¢
EAFE WA=, FrPA Microsoft Office A& —F™= . 1 Microsoft Word J&—F7= i, ‘BRI AA R
Micorsoft Word 2003, Word 2007 Z#t5.R & T Microsoft word 1X—F 7= it

ERKERTEIERN &

R B T R BE T A A BRI AR ARG, [ R 7 iR A — U A e 1 4 B mT Ik
o TEBEFT L 20%5 Pyarmor 8.4.0+ il i A
o JBAT R a1 B LSRR

$ pyarmor reg -g 1

INFO current machine id is "mc92c9f22c732b482fb485aad31d789f1"

INFO device file has been generated successfully

s EHAShRE, EE LA ar S AR PSR RAT
o MR RKEE Z AR IR AR OR NS . I8 2% B T DABE SR M BGAF ATk, 5 D0 e ik ik ) A=
FSCF AT R
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XF Docker 2884 Ut, W7 B4 B8 L 1HI W) J7 ¥k A% Docker Host. 15 Docker Host W] DA F £ F1 i i/ ]
Uk, ABARA] PATE Bz T AN Z BRI Docker 254%, HARMEH A HESH AL R 75T 8 Ry 2474 % R 1
Docker &A%

IR Docker Host IALES bR fF ik B R 2 K284k, IR 245 R wIE JC ik @ A ATl Docker %8%%
KEBID PR, = MRS58 DA S B I AH R R S 1 B UL (gemu, virtualbox, vmware) AT PAfH A 42 4]

R RTUE, Q2R AE CL R 55 TAER A GE , BRIAGY runner W] HETCIA TAE, 4Ll Github EJAIFY self-host
runner NAZ AT ATAE, S PRV A CLIR S8 SR, 6 BT A 7 iR 2T HIE

FEFEER I RETIR

% 14 %1 VFATIERD B
Ihae X AR K SHMR | &iEHA
A RE :
JEAA 0
958 B A
JIT {345
Themedia {4
Assert £33
R A A
RV T
obf-code > 1
RFT fin#fsat
BCC i
TEBR ] Docker

o
EE
=
3
&

2

3

4

7 i i i i s e s e f o e A B

B | o | ot | off [ oft | ot | o |2 | 2| 2| b |
Of | off | off | 2 |2t | 2 | 2f | 2 | 2f | 2 | 2F | 2
il i o o o e i e o

VA TIRE, RIS O AT AT 0 i 5 T BE

ZAERON, IR EINE AT A ORI T RE

S YRS, EIERER BRI W AS AT B A I ThRE

ST 3, RIEHETShS AR A B LR XN e A A T i B k.

5 Themedia {3, J2354# Fi 45 =5 T.JL Themedia X Widnows 575 4 AT AL I DI RE .

6 Assert {1, JEIGEAP NS AN S R AR R IR

TRBASCHE, RAEME AR I NBIL—E [, “T FRNREME KA, “f7 FRATANE KA.

SIRIE T, R AT T R B AT IR I I R

9 M Pyarmor 8.2 14, obf-code 7H5{H i 25 P [y 3Uxd ol Bl A7 0 2%

ORFT fgEtist, A5t mag WA PR EE, 2, s mm gy A oge.

"' BCC hn#tsiat, 2FEH Python A i3k o B B e SNSRI C BREL, Al o i3 A ek P LA 0TS, MRS B AS e T AR 0
k.

125341 fiE 2 M Pyarmor 8.3 JF4f S, S FHIMRA AT UE AT RIS AT A 2 FR 4 Docker, HARARAI %L R — K2 W% 1847 Docker 2574
100 Y. FEEVERE N2 Docker Host FMLAS A BEMS B F S AR I IE, ELAR T S5 i 24 & B & A MUV 130 ik &
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notes

3.5.3 ML

TER A% T IT Pyarmor B MRYIEHI 4, SCRFRUE AT S
https://pyarmor.dashingsoft.com/cart/order.html
TEMW ) DU PR EE R VP AIE R A, HE M PR, 58 AT

SR Z S AE—ATAE B Z BSOS Sas BITE AR, 3549 MG SOPF 07 iR B e 1 A
i, WESH XA T IE

WA SRERPEVE AT (R B D — Ui B, T DR ATEN SKARBR P F IS A AR rp ], (R VRl IE vl REAEAT o] — A
THERAS 8%, Pyarmor AR TEVE FTUER] PATE 4 J5 BT A B THRBCAS Hh (1]

F 15 K2 AF R sIR (PE)

BER | FEBNE (ARMT) | @8 (ARMT) | B
ELAAR 298 359
LRI 512 562
AR 868 918

AR TR EAE G R e Paypal #E47 324, BTPAE #AE MyCommerce ‘B W HEATIE K, 3 LAY H 4% B4 A2 56
JC, FEHANRETFE AR A2, HE AL E PR B A S (TT 8, A ZEAH < FHH 45 MyCommerce 4b
B

https://order.mycommerce.com/product?vendorid=200089125&productid=301044051

% 160 -3, R EREL ISR (5

ERE | AEmng (£Ex) | 1A
HAhR | 52
LR | 89
Szl 158

¥ VPRI OO RS e, N HR .
KTFHARZR;, WEEF AT & Github E37 1)
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3.5.4 FZ{EMAITOIE

N AT B RBAR 1 VF T UEER AT LATH R B VT IE o
FEE AN ZEAFB B ARV AT UE AT LA 3% 7125 Pyarmor BER iRV AT L :
o BOEHHY Pyarmor 5 2 FHV/F Al L
o FORMVFANIES 572 PA pyarmor—vax— JF k)
o JFORVF AR S pyarmor-regeode—xxxx . txt f77E HARER (A I 100 )

o JFORBVFRIERY I < HIVIAE 2023 4F 6 A 1 HZHT, JEW L-7E Pyarmor 8 %A1 2 Ja K I K A& 1 mT Ik
SIS

WERICTE SRR T, W SR VR I
EMATIVE ATUEAS STRF TR & G R AT o

REAREIER

Bk B S B T RS O pyarmor—-regcode—xxxx . txt
IR )G E%E Pyarmor 8.2+

F BTy Pyarmor fe 2 /P TRERE AP AHERE P A TR . X MBS, R TIE R
BT Z A=A, TR et HAE T HA A, HoAth ™ fe i 75 20 SR i VR I

TBE B A AT 7 i 4 Bt XXX, R AR R T iy AT T

$ pyarmor reg -u -p "XXX" pyarmor-regcode-xxxx.txt

THP RN 2 J5 S BB ) i 0 S
PEHA B A B AR 2 0 S 2T

$ pyarmor reg pyarmor-regfile-xxxx.zip

BTN W A A A TR RV ATIE:

$ pyarmor -v

FEWHSE 2 )5 B AN R A B s 2 B ATk, B O B 5 I R B Uk v A I
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3.6 W ElRE

3.6.1 in{a7£ Github E3gial

Pyarmor j— A A7 TR, 42487 F 5 BRI AR MR O . XTI AT, BT BRIA BT T DA
TAE, AFREEJ W] Pyarmor. (HI2XHT— L@ Tife, S8 WESRMIV AT, JLHR TR ZMA R
BUP S = R I AR, PR B BT Ra ST R A R e T, - 4 3k L e 2 A e o o
A A

S0 A £ I B AR %, 3R 7 2 Pyarmor (1) Bug, R AT AR5 AN ASG A BRI (S 00 R T T
. SRR A5 HT I B4R ) Pyarmor s I BRI PETRIET , SR 154 Pyarmor 1) i
AR EE T

Pyarmor JFRAIA 2 RAETRI R X 1 i PN R, SR80 5 VR P ids S A 2 e i i e s s f
BRGNS, H)Hd %A L] Pyarmor Hy2 AN BB EE, TR B G0 s Sk E Bk e 1

Pyarmor A7 S BEHY SR R 58, FIrA B REFIE AR © 2875 SCR Hh ik, Pyarmor T A ZHAESIFARRY, X 2L 30
HHERE 2 Ui

TEARMIZ AT, W E el PRI %, XV AZREIS R/ i I8, I Bk e T H2 A2 55 1y e A
o QR 2 4 pyarmor—7 m(# Pyarmor < 8.0, 2[5 Pyarmor 7.x {E2k
* WHE—FXALE AR
o MBS N 242, HRIEANBREE T, R EETEN 5, SO RGN AU
i
o S ILsERAE 8 B R RAE R AR O 52
o QSRR pack JrTHIRY IR, 12 0% A% 7T ik SLiE AT o 2 i
o WERRMMRFT 42X IR, SR RFT 15X 0% i A pro
o R BCC 12X IR, TS LA BCC AL X e % i A pro
o QRS = TR IR IR AR, 38 2 o o7 A ke 50 = 7 3R JR) Ao 25 i A A 0 9] AL
o WERRANGZAVERBM KIS, TS5 fefo s &
o VTR AS DU TE Y D )
o BT BRI IAS , B ERBCA N 2 BT AR RERS IE B 0I5 1T

o ARMERRE AT, T E SIS RS, BRI )RR 0 T A AR e T
fE

o B, REHE, EEHGHmNESER, FAREHSER, BAETE
o MR A& FoB iRAR ) Pyarmor, 35 1% Bl i A
o R R
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s R IEK
URARAREAE SR IR 18] 25 B3SO, 35 HE 1HE I $2 A, (HUZ Pyarmor JF A& 41 AN PRIUE— 7€ ol EaX i i B Ay

]
WERAR KB Pyarmor HAFAE Bug, THEEACE] T

Pyarmor JT A& WG EIE 1) Bug #ft ff, I HL A RURAFDLIX L Bug, it 4 Bug IR LA 2R (5 ELLATE Pyarmor
TFAARENS BT, XA B O s MR, Toyka Pyarmor T 4 HE B4 M) AL o A 75 B4 114 A
. imtrpyarmor gen iy BB, P G BRI PUAT S NG AL, Pyarmor FUMUAEEL, Python HY/R
AAFE, ABCYHEIRIZAT P&, W55 ASCARRIE S DX PUFT3) Bug 5. 0T IR E LAY Bug it ff
Pyarmor JFAHXATERHARITHEIX, PAEFTAT BRI, 7E5% 0% Bug FFARZSEALHE. T 07 AL PE Bug,
THAEAE AL, T2 S VISCAR . BN, — et B A AR 7 ST iR

x5 s A A 4

$ pyarmor cfg wrap_mode 1

$ pyarmor gen —--assert-call foo.py

INFO Python 3.9.0

INFO Pyarmor 8.1.6 (pro), 005068, btarmor
INFO Platform darwin.x86_64

— NP RS B 1% R D R

o JE IR P bR

* H I Bug (2 PR
* SLPRAYEER
 ERER

% UR Bug it i A (5 BB A AN, FTRESAR RN invalid FF H B4 KM .

3.6.2 Fr3 o] jH

A FIM_EAT0ER Pyarmor (9 T ? ] Pyarmor GEASE) kX Henifi 110 ?

Pyarmor Jf % 24— A S KM T MR LEREE T A, 2 S0 TE5T CPython Wy JACHS , DA
SRR R LA, P DAV K B ] X

" PABE RS, Pyarmor 424t 7 Z AN RE R A, MEBE EARE, 2T REIE N AR
SN SRR AR o

WEH s e Ao Al BRI B B B i s — AR RSB A, Bl
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import sys

def fib(n):
a, b=20, 1
while a < n:
print (a, end="' ")
a, b =Db, atb
print ()

print ('python version:', sys.version_info[:2])

print ('this is £ib(10) "', £ib(10))

IR S I i 1)y YR R A T

AR REAS B, 154 Python WitAS, Pyarmor [HRAS, 2475, MM RS, &% A
PAR I B 73 i 3 pyarmor @ 163.com

T ANEAE Pyarmor b R AL IR T HAYEER: .

Pyarmor ({4% oI HE2 B5 LN BIASBGE IR, 61148 Fhadli ) TARI AR5 DL, EHEB A
PG I A 2T R BB BRI RS . X T A s A TR B T IR i e 0y 52, 2
FARP EATE %) 09 BB 2 A

3.6.3 Apple LB Segment fault

T Je Ttk Pyarmor F| 8.3.0 Z JGIMUA, X AMBUARYL TR SE Python 530 5t v
WERE LR EBHIA, IAMA TG IFRY R pytransform3. so fll pyarmor_runtime.so
« FRENTLER% S, codesign —v /path/to/xxx.so
o KA KIUR, otool -L /path/to/xxx.so , HilRFFA MR EREAE
Un2R2 Pyarmor 8.3.0 Z HIMARAS, B R LR K
LSBT, X2EAAIERT code signature
AR SR I B W I A T A, SRR pytransform3. so BRI

$ codesign -s - -f /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.

SO

RTINS BB A A T A, IO B pyarmor_runtime. so BRI

$ codesign -s - —-f dist/pyarmor_runtime_000000/pyarmor_runtime.so

15215 Apple ‘B J7 3CEY Using the latest code signature format
2. 34— ELZ Python SR To A 2

140 Chapter 3. HZ



mailto:pyarmor@163.com
https://developer.apple.com/documentation/xcode/using-the-latest-code-signature-format/

Pyarmor Documentation, % {ThR%4 8.4.7

5 bR IE 20225 1Y Python ] RES S BRI , 5 208 ] otool Al install_name_tool fife i 4 i) it

DR Ay i 196 PR RS R 5 2 — SO 7R, AR 2R (9 B BEANKT i) RE LRIt . Bl otool -L WA
A U

$ otool -L /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

/path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so:
pytransform3.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

BT 2852 A, EELHEE Python B175/% @rpath/1ib/libpython3.9.dylib , P EARIE N rpath
N

$ install_name_tool -id pytrnsform3.so \
—-change $deplib @rpath/lib/libpython$ver.dylib \
—add_rpath @executable_path/.. \
-add_rpath @loader_path/.. \
—add_rpath /System/Library/Frameworks/Python.framework/Versions/$Sver \
—add_rpath /Library/Frameworks/Python.framework/Versions/S$ver \
build/$host/libs/cp$ver/$name.so

WA PAGE ) R fiy & A2 F rpath:

$ otool -1 /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

K M Hl RS2 B AFAE Crpath/1lib/libpython3.9.dylib , WIHRNFELEX A SCARE, 752 H
install_name_tool &M MY Python 773 ¥AHE, fRi& Python #MZJERE /usr/local/Python.
framework/Versions/3.9/Python:

$ install_name_tool -change @rpath/lib/libpython3.9.dylib /usr/local/Python.framework/
—Versions/3.9/Python \
/path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

X}F dist/pyarmor_runtime_000000/pyarmor_runtime.so W 2[FIFERY, IR IR JEERIFETE,
BN FE B TG RLE TR .

AR 2 24 Hi Python R0 M Y SIASE , AT R E R . HEA L4 IFAY Python LA (384,
L TARIBA T I A %E?ﬁﬁwi’ihﬁuﬁ?é@ﬁﬁﬂio

15215 Apple ‘B J5 3CEY Run-Path Dependent Libraries
3. WRARGLAE T 24> Python, M fREER 2 IEHIR) 3175

#lan, 7T &4 Python3.9 2 4b, iffifi il anaconda3 %73 T Python 3.9 ¥£ /Users/my_username/
anaconda3/bin/python

3.6. H Lol 141



https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/RunpathDependentLibraries.html

Pyarmor Documentation, & {Thi4 8.4.7

BATINE AR g, B LK RS
dist/pyarmor_runtime_000000/pyarmor_runtime.so , X PhEHEMKH Python R4 %, Bl B &
B /Users/my_username/anaconda3/bin/python/../lib/libpython3.9.dylib , fI5HiX
ANSCHEANFIE, A dksi Bk /Library/Frameworks/Python. framework/Versions/3.9/1ib/
libpython3.9.dylib , WERXASAFAE, ABAL M RGEN) Python ZhASE SR, I HET] BEARE 238 U
1ot 7).

Wi /Users/my_username/anaconda3/bin/python i

XA LS L FEEAd ] install_name_tool &4 dist/pyarmor_runtime_000000/pyarmor_runtime.
so MRS HIB T, 2 f @Z%ﬁ anaconda3 X} 5[] Python #7572 . Pyarmor BRIAMG AL & R 4L Python
, I HANERE B Sl BT A 124730 52 PR B PR A TG

4. PR

Pyarmor ffiffl T T A RSE F %4, 7F Apple M1, X 1] g R5 2%} Python HFfTHE 60 . (i Ff] R TH H iy 4
#: 7 Python ¥ entitlements F-3E47 B A% B

$ codesign -d --entitlements - $(which python)

152057 Apple ‘B 7 3CHY Allow Execution of JIT-compiled Code Entitlement

5. JJH T Apple ) segment fault Fi&, MRIEHR I HE D1 B AR M 2 4R T 58

3.6.4 E o)

ERROR request license token failed (104)
BEOCEIAM T, RS AR KIS E, AR AT RG5Ot T I3t

TE Windows N, B kEGEEARFIISE pytransform3. pyd )i pyarmor.dashingsoft.com 1)
H 80, HEHAMARS, By kBSE AV pytransform3. so Pj[A] pyarmor.dashingsoft.com Wi 80
; /\Wlﬁﬁkfﬁéﬁﬂmﬂmﬁlﬁﬁ%lﬂﬁﬁkiﬁ SR

ARV UEHRES : ERROR request license token failed
Y 5ET 14 Pyarmor 5| 8.4.0+
R R -a B AMLAs L a4, filn:

$ pyarmor -d reg pyarmor—-device-regfile-6000.4.zip

At G H &, SR B RV AR A AU e . il

DEBUG group license for machines: ['tokens/
—mb04eb35da4f5378185c8663522e0a5e3"]
DEBUG got machine id: mb04eb35dad4£5378185c8663522e0a5e3

UNR A ANDTES, 38 H] Pyarmor 8.4.0 RAJS A HCAS FEHT Ay 244 i 4 A= Bl s 2 S/
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$ pyarmor -v

Pyarmor 8.4.0

$ pyarmor reg -g 5

XM, R RE S SRR B id R

3.6.5 {# T ol4E>x 9

ORI AL 550 5 LA B 55 25 7

TG o FERUBRAN & G AT UE G 2R B (5 SO AR AR5 b AT IR, B T HF RSO 2 5h, Aa b
FEATART ] P B A 2 IR 55 45 -

TRIERPEAEAE RMRERE S & IW+, —AMERIRRVE IERESRE 1 A B BeA715? X ve e fe S0 , VW ERY 5L
s RN
X B R — LE AR
o BATINE AL AN TE 54035 Pyarmor, L RF5 % Pyarmor V1 ik
* Pyarmor 17 A] Ik =22 A TIN5 A AL 4%
o SEHRFATIE B PR, 2 AU 100 A ik & il % VR aTE
* KT Pyarmor VF r[IERTEABEHISCRY, WS 7T AL X AniF 7T ie
WS N B NS 2 VA N 7 IR T DL BEA I, IR RIS 2e 8 IR 202
A DAFEAE R A8 LI, B T [/ — A=
Xt F RO & ZBGFAE, DU/ 2 P T A 100 A ARl i Pyarmor , &f—4 Docker 2574
WEBINR—HE.
Xt FAEHURVFTIE, fe 2 W DAFE 100 & B4 0, (FU2 T ATE B k45 s A TR AR 32 IR 1) Docker 25
i
5 TR o S PR AR ] 1y VR S %02
1. 40 FRAd Y42 Python 2.7 B Python 3.6 Z BIHIIRAS, HAEEEEE A 1 AT HIE .
2. GRFEEL A, N E O TE.
3. HNARAE 24 /NN TFEEZA TR 100 4> Docker 2 HEATING , A2 H BEIEEEAR I B/F AT HIE
4. MR & A RTIE
I R BLAENE LA AR o B 8 ] Db 2200 TR B Rl A BTl AR ?
H BT AR SCHRE & PO UAS (R 250 THL
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W SR BB, I AL A5 T LA 5 WA 220 79T % 252

R SR 2T 4

RAVRMGRRLA A2 A Crl, LR AL HPOR 7

Pyarmor &R, ABISMET HALAT, Pyarmor S ] LR BTl S

BV ER AT LT — A O, AR TR SRR s — A 7
PRPTOME A= BEBURCH R AT, — ™k 00 R L 3 05 OB BT
ARGy, CRIT R BRI, DRGSR S 7, SRS, R b
S HRNCA, DRI, DARRRA T, — 7 b SRR , LA A%
SRETIALA R FUASH i, SORI G RARTFURAAS SM 0 44 F e, SURIEREAII 4,
FRAE AT

FEAUEERAFI B 115575 15 7T A X Ao rf T
AR T AR R S AR P ol Uk
At

Pyarmor 2 —A~/NTH, REST DI BETE I U 3 T AR RIS IE . % T — 28 ol i B e 2 2h
fig, 202 RFT BRI BCC B, s SR T DA 1 e i 22 WA STFRpAG TR 7 Bl A B pR L
AT . il REE B E, EN1ER W PATARR.

T ACH CICD, H%RAEBGR AR TN, B 200X 0 0 B A AN e B RFT BRI Sl i
“pyarmor register pyarmor-regcode-xxxx.txt” Xt pyarmor JE477E I 7 I AT CICD 2l wy bbb ee, IR
2R EBIE AT register #1110 TE 2 258 pyarmor {3 1] ?

PG SCA yarmor-regeode-xxxx.txt — B TS —IREGHENIERIC , 7E CICD Hg B 6 I I 15 5
TN, (ERRANBECE XA SCHF, AT LA 5 — UM I A B —1.zip M5 S

FARE R 515306 275 15 0 7R =T e BT A HD0HA R IE H Ui B

AT 12 N 111 Pyarmor 6.8.1 it AS R4 7 Aty i SOIUURISEUE , BRAE AL S X0 B2, {H H il i A
253 8.0+, JIBiXA™ Z HiF) 6.8.1 Fi A A2 AL 2% g ey 31

Un 2R 5 e ) Pyarmor 8 2 BIAARAS, A W) 5 U] AT RASGESRIN SK A HUASVF AT IE o
SRR VAL B & AR 2 Pyarmor 7.7.4
ANSREEAE Pyarmor 8.0+ Wi I Z A I VFATIIE, 75208 1] iv 4 pyarmor-7
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Python &R & 5]

Y

pyarmor,
pyarmor.
pyarmor
pyarmor
pyarmor
pyarmor
pyarmor
pyarmor
pyarmor
pyarmor.

pyarmor.

.cli
.cli

.cli

.cli

72

cli,

.cli.

.cli.

.cli.

cli

cli

72
core, 72

core.alpine, 72

.core.android, 72
.core.darwin, 72

.core.freebsd, 72

core.linux, 72

.core.themida, 72
.core.windows, 72

.runtime, 72
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]

#e

_ _assert_armored__ ()
WE &4, 99

__pyarmor__ ()

WE® %, 98

pyarmor—gen 4 {T# I, 76
——assert-call

pyarmor-gen 44T, 82
—-—assert—-import

pyarmor—gen 44 {TH# 7, 82
—-bind-data

pyarmor-gen #4&{T# I, 79
——bind-device

pyarmor-gen 4 {T#, 78
—-—debug

pyarmor - 4T#I, 73
—-—enable

pyarmor-gen #r4&AT# T, 82
——enable-bcc

pyarmor—-gen 44T, 82
——enable—-jit

pyarmor-gen #r4&4T# T, 82
——enable-rft

pyarmor—-gen 44T, 82
——enable-themida

pyarmor-gen #r4&AT# T, 82
——exclude

pyarmor-gen #4&{T# I, 76

——expired

pyarmor—-gen #4A4T# I, 77
—-—global

pyarmor-cfqg AT, 87
—-—group

pyarmor-reg #44T# I, 90
——home

pyarmor #4773
——mix-str

pyarmor—gen #r44T# I, 82
—-no-wrap

pyarmor—gen #pA4TH# T, 81
——obf-code

pyarmor—gen #44T7i# T, 81
——obf-module

pyarmor—gen 44T, 81
—-—outer

pyarmor—gen #4475, 80
——output

pyarmor—gen wA4T# I, 76
—-—pack

pyarmor—gen #r44T# T, 82
—-period

pyarmor—gen #pA4T#H T, 79
——platform

pyarmor—gen #4477, 80
——prefix

pyarmor—-gen AT, 77
——private

pyarmor—gen 44T, 80
——product
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pyarmor-reg #4&{T#7, 89
——-recursive

pyarmor—gen #A4TH# T, 76
——reset

pyarmor-cfg #44THET, 87
—-restrict

pyarmor—gen 44T, 80
—-silent

pyarmor A 4THM, 73
—-—upgrade

pyarmor-reg #4A4T# I, 90

——use-runtime

J

JIT, 68

L

LANG, 34, 35,97, 132

P

PluginName (&%) ,92

post_build() (PluginName #AFiE) ,93
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