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o hofT i AT A I

Pyarmor Z{t4

Pyarmor J&—> 1T MR Python AR TE . EREBABITIN LRI Python AU AWt sE , BE
TN JE BIAS R G IR, 0 s A 2R . R EAFREAF 5L

IfERs sl
o JCEPR: IS AR IR Z— AR oy SUPF, AERZ GO0 T AT A LR e sk 1Y py BIAS
NS BAS ] -

o Byt FEOt T W AR IO A AR RE , REAZ I L R 2 B0 T2 PRI BE R 2K
o Al B EEE a4 I PR R, 36, Tk, ARSI

o Beikh C AR RERSIERLER Ay s BN C AURS, AR5 Bl e DA e 0 L B i i C ACRE ML
w2 A PRI Python pREL

o BRI BAAC iR {5 FHYG L mT DAZE s Jon s B A 28104 1740 18 % 3 180 8 o o B AR 1 o 33
o Themida f#47: {#i F§ Themida {#3P 125 A~ ({X Windows & 0] B )
K

Pyarmor J&—~%&A7E PyPL ¥ Python f, 5y (Y7 202 ELE M fin % pip #EAT 2%
£ Linux 5% Apple V-5, BRI &, SRR PAT R ar <

$ pip install -U pyarmor

& Windows NI, ] win—r ¥l ey O RAME, A emd Z FEIESTIERI G, EIEH G AL a2

C:\> pip install -U pyarmor

LASENZ G, M A4 pyarmor ——version JflZEPhifT. WRZH NI, & E/RHE Pyarmor B MUAE
/%\G

AR -G Pyarmor SCRF, FrA SCRFIF-6 AIAATE £ R £ i 25 i R 09 752
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Iz 2

NIRRT RN A, HORIE A foo . py:

$ pyarmor gen foo.py

T s gen RSB BN g B(# generate:

$ pyarmor g foo.py

$ pyarmor generate foo.py

XA AN A dist/foo.py , XLE—NIEH Y Python BIZ, W DAL FEM# ] Python fifH¢
AT

$ python dist/foo.py

BH A LR St

$ 1s dist/
foo.py

pyarmor_runtime_000000

BT e lA Ah, ATPAE EIIEA I3 Ah—A~H 5k pyarmor_runtime_000000 , iX/@izfT s A< i
H—~Python ¢,

EfmmERA

RV MA dist/foo.py AR % F ik & RIVEBATHY, WAL I H R FHZAT408) & —kE
gL AT LA,

FAAWe? H—FMEMA dist/foo.py N T:

from pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name_, _ file , ...)

I AT ZM pyarmor_runtime 000000 FAME __pyarmor_, XMLt it BIAS (O£,
T B AR AT AR AR — A IR HE A RO 2 pyarmor_runtime 000000 SRS

T PUONHOBIfL pyarmor_runtime 000000 & Atk | BroAma A Heeferi R4t , B
AR A) Python A fEiadT. AR ZE 7 % & Wt TIREEA—FE, 752l HAS - 5 0 e 101 .

ks RHH G Pyarmor 1% 7 3% &, ETINEEHARF% Pyarmor

3.1. [EHHIE 9
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nEa

BRI — A, BT -0 B 7 Ah— A th H ok dist2:

$ pyarmor gen -0 dist2 src/mypkg

R ML

$ 1s dist2/

mypkg
pyarmor_runtime_000000

$ 1ls dist2/mypkg/
__init__.py

MR — N SAMEENE dist2/mypkg:

$ cd dist2/
$ python -C '"import mypkg'

TR HL T A AT H SRR, AR M eI - R B 3 R AR

$ pyarmor gen -0 dist2 -r src/mypkg

AfmES

IR DMEEAE S dist2 HEE R E P it s HE0A —FEGm s, M- sfrsh ik
FFEI L H SR A

$ pyarmor gen -0 dist3 -r -i src/mypkg

A H %

$ 1s dist3/
mypkg

$ 1s dist3/mypkg/
__init__ .py

pyarmor_runtime_000000

BUFE A 5 295 DU SCHERRAE N B dist3/mypkg Wi, HZREAEH SR DIEE Pk & Eiistn] bA
IE

i A PAHE —F dist3/mypkg/__init_ .py FI_b—72E B A 0% S dist2/mypkg/

10 Chapter 3. HZ
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__init__ .py WA ZHY T MRS/ .

HEMED

K, I RIS st 2 15 # 1F) Python JHIZS | JiF DA sk 51244 Python IR T 5., #i40 distutils, setuptools,
PAJ wheel # R DA FH e d5f 25 Jin 2 i A

Rt mypkg B H AT

projects/
— src/
— mypkg/
F— _ init_ .py
F— utils.py

L— config.json

BN H % projects/dist 6 JRMRAFINE

$ cd projects
$ mkdir disté6

IR TR B SRS D 2

$ cp -a src/mypkg dist6/

BERAREMME R, EHAIER oy SRR H SR L py:

$ pyarmor gen -O dist6 -i src/mypkg

AT

projects/
— README.md
L— src/
— mypkg/
F— _ init_ .py

F— utils.py

L— config.json

L— disté/
L— mypkg/
F— __init_ .py
F—— utils.py
F— config.json
L— pyarmor_runtime_000000/__init__ .py

3.1. [EHHIE 11
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F—F src/mypkg Hil dist6/mypkg , ME—HIXGI@/EEZ T— 1 HE pyarmor_runtime_000000 ,
S B = i AR AR 1 R dist 6/mypkg

AT RG] B Python 1.7 15253 1X B 2% 3] Python Packaging User Guide

REME AR N

(A 3EI —e T RAT SRR BN AR A 200 . Bian, BB A 200 30 K

$ pyarmor gen -0 dist4d -e 30 foo.py

BT TFHIE A dist4/ foo.py KIIF—T:

$ python dist4/foo.py

T A ) NTP fR S5 ge kb2 Gl i, A Y mris & AR s, SijeRa .
W] PAGEF 55 Ah—FiAg X yyyy-MM-DD SREEEA RGN, Flu:

$ pyarmor gen -0 dist4d -e 2020-12-31 foo.py

iBfT—F dist4/foo.py BEHITHIE:

$ python dist4/foo.py

WERANTE BRI A5 18], AT DAYEA SOV RS T2 . ok & A sl Bi4n:

$ pyarmor gen -0 dist4d -e .30 foo.py
$ pyarmor gen -0 dist4d -e .2020-12-31 foo.py

KA S ] R o A AS R BT YR R — AR, ELEEPE DUl H S distd/ B Pk G

HEWEMAFBEE RS

R % Pk & S BT

IPv4: 128.16.4.10
Enternet Addr: 00:16:3e:35:19:3d
Hard Disk Serial Number: HXS2000CN2A

I EI b RSB R E5 S B A . BN, F8%E dist5/foo.py MR LAKF HuhE:

$ pyarmor gen -0 dist5 -b 00:16:3e:35:19:3d foo.py

AR ] AR e TR 4 58 TPv4 ik R %7 5145

12 Chapter 3. HZ
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$ pyarmor gen -0 dist5 -b 128.16.4.10 foo.py
$ pyarmor gen -0 dist5 -b HXS2000CN2A foo.py

A2 g 1E(E S R T A X

$ pyarmor gen -0 dist5 -b "00:16:3e:35:19:3d HXS2000CN2A" foo.py

HARSWEEESET G ERER, SR G, BNERERL .
RATYRE BB BN A BT A D7 iR R — R, B DR H % distd/ BB Pk G
KT INE A R E

BTN AT A 23 pyarmor_runtime , BAEEf Tl pyarmor_runtime_000000 H#
N

$ 1ls dist6/mypkg/pyarmor_runtime_000000
__init__ .py

pyarmor_runtime.so

(8 AR AR R B R I AR 75 2 251 5 W P 10 T JE B pyarmor_runtime , BTRA
T A

o RGBT EiR e D2 Tdn iy REIRA-T-6 , BT SR QiS55 £ i 3 i R 0 15T

 HBEMHAIF MR CPython interpreter R REASKIZAT, BT Python 3.8 N HIHIAT, JEik# Python
3.9 i1y

o BONBERCR =5 EREAR . B4 PyPy, TronPython (3% Jython izt

A, FE Android RGN, . py MIATTDAFEALE H R NiiisT, B2y RESESSE, SunArE R4t
SEM H %R IHA BT

T—S#iE

MR T EAEA TR N — P
XA SRR R AT A

« M Github Ji 11 $:%: Pyarmor

* {A] A Python J#7< H1ifE Fl Pyarmor

. SEREHIE
BRI A sl 32 W NER:

o {1 B 22 R 8 AR 4

o AR SRR A AR B A T

3.1. [EHHIE 13
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o ARHIALEE AR R
o AT 2 Python FRETHE AT AL IZ AT AN A4
WA &AL, A RE e T R b ek
o D P RO AT N AR RET AU BCC K Pre
o EHIE R T
o [E bR AL SE DH S
o TNERE -5 BN A
RZ ] BERTIX B P 28 RS BR 3 2 4 E Ao s e b i

0 {e R A AR

Pyarmor A4 SE I SCHI ARG, 3k HLZHT B I P A0 u bRk 11 21 75 ZEAOAH 2R

o G Ak B YT Pyarmor (TP, CHLASEO RIS O T I
R R S . BATDEA A 2

o G = RRa BRI MREE R K, SEIAE Pyarmor HENAZ AR A, A ARER fir i
TASEBL. X ) P AEH 2X Pyarmor 1 Python #A —E 1) 1 i

o B E3Ra BT NBORZRA RS TRTA RS E S, Ay PN, BB A RS AR
B B T Pyarmor YR, 5 EAL AN KIS RORIICE, 7 A LE 1 BT ml (AN )
ERPE I S

o HSR A AT i EHEAMEI Pyarmor $RULHITIAE, A AITSSELRIR AR T REAN RS . B
SYA T Se A AR T Pyarmor (4T EIAG £ ERE A, DAk Python BIARHIUTILFLA MM T, il
A B0 Pyarmor HEF T AN i, DA A2 S 5 — 2R T .

o BRIy AR XA IR R A AT Pyarmor WA VAT, Pyarmor BVFATARS, AR
VFAIRAL, DA KA 2K Pyarmor V¥ lHIE.

MR —MrEn KT, BT ARG, fENELAE 8 &
B AH LR BN 4T £ Github EAR17).

3.1.2 EERRYE

o W PyPI LAk 54

- ZHRAHE

14 Chapter 3. HZ
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— 1% 8 Python f##5 3% HL4£i5 4T Pyarmor

M Github &y 3472 %

o EHKIREGE LK

F£ Python fép A 18 Pyarmor

XS

AIfRSR

Pyarmor 752 Python 2178 Z A K C i, i /EAT] Pyarmor JoyAIEH H3NiE1T.
e Linux -6, A047 2545 Python 12478l 4. BIAN, (] NI 642422 Python 3.10 2178l 8 A

$ apt install libpython3.10

Tr Darwin P&, R CfF @rpath/1ib/libpythonX.Y.dylib f#4F, XH X.Y /R Python [RA . {3
an:

@rpath/lib/libpython3.10.dylib

@rpath & FAiEZ —:
¢ @executable_path/..
¢ @loader_path/..
* /System/Library/Frameworks/Python.framework/Versions/3.10

¢ /Library/Frameworks/Python.framework/Versions/3.10

USRI XA SO, T 22 B A B (3 FH 06 ) e 10 B B g 1% Python , BUE ] install_name_tool T
24 HIY) Python 3758, 2] ../question H 4Ifnf fiEHk Apple "I [ 1Y 7515t ) 8

M PYPI E#R%R

Pyarmor &AifE PyPl LT, HEE U2 i ad pip HIEZS.
7E Linux fl MacOS, HEFT AL Limitiztt P4

$ pip install pyarmor

1E Windows JRIE R, fFEMA] win-r FTIFa M AME, RIGHA emd $TIFar S8 1, Izt R a2

C:\> pip install pyarmor

3.1. ERHE 15
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THSEMZ G, MiAfi4 pyarmor —-version Jf[ul%, WIRZER M, & R/R 2% Pyarmor AN H
Bl

R B - 5 AT A, RS 2NN 5 1 s T

pip install pyarmor.cli.core.windows
pip install pyarmor.cli.core.themida
pip install pyarmor.cli.core.linux
pip install pyarmor.cli.core.darwin

pip install pyarmor.cli.core.freebsd

«w» v v v v »n

pip install pyarmor.cli.core.android

FHARITAN-GHSES Pyarmor,  JTAy SCRFHIsAT-F B IR £ s w5 i A 09 15T

ik R ICTE M E A Pyarmor 7 (9INRE, Ei% U pyarmor. cli MiAR LS pyarmor o] DA E /D
T AREE] . fan:

$ pip install pyarmor.cli

REMHL

* pyarmor i BB —, TR TAERAMB R, FEMENINEESE G450
* pyarmor-7 &y T FIEMAAMA M a4, EEHrT Pyarmor 7.x IE LA

* pyarmor-auth @HPIRVF UL ST FFiaf T 2 B Docker g By <o

{&F Python #2%%2% H #5511 Pyarmor

pyarmor T T 4

$ python -m pyarmor.cli

M Github FHE#{TR%E

H 8.2.9 AT .
A PAE# Pyarmor Github 222 Pyarmor., "FEKER|IAM, SRS pip JEAT4%:

$ git clone https://github.com/dashingsoft/pyarmor
$ cd pyarmor
$ pip install .

16 Chapter 3. HZ
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VRATPATLEE T 38— AR R4 SO targz B3 zip , R JSAERE pip HEAT 2%

ik A 8.2.9 FFUAHEREGE X Ay AT 228, XAl Oy AU nT RE P oA TEIR IR s AT

EEZRELRR

BT 1) Pyarmor T2 40 A AT HE PyPL , FR2M EI T 8 Bm)tl, AR)5H DB sk & .
B pyarmor.cli.core
Hk %G pyarmor {3 pyarmor.cli

BN, FE 64 1y Linxu *F& T~ Python 3.10 42%% Pyarmor:

$ pip install pyarmor.cli.core-3.2.9-cp310-none-manylinuxl_x86_64.whl
$ pip install pyarmor-8.2.9.zip

F£ Android 5% FreeBSD £%:, K N{Efpyarmor.cli.core &AW wheel , FrPAFET R ERAF VMR
fpyarmor.cli.core.android Bi#pyarmor.cli.core.freebsd . i, EAndrOId 245, 15T

THI ) il 2 25 4k 4225 Pyarmor:

$ pip install pyarmor.cli.core-3.2.9.zip
$ pip install pyarmor.cli.core.android-3.2.9-cp310-none-any.whl
$ pip install pyarmor-8.2.9.zip

R RGN, BT ELEM N AL pyarmor.cli.core. NAME

* pyarmor.cli.core.freebsd
* pyarmor.cli.core.android
* pyarmor.cli.core.windows
* pyarmor.cli.core.themida
* pyarmor.cli.core.linux

* pyarmor.cli.core.alpine

* pyarmor.cli.core.darwin

BN, 75248 H Themida FRIZITAL, WiTE B4

$ pip install pyarmor.cli.themida-3.2.9-cp310-none-any.whl

1E Linux F-& 538554746 Windows & 104, SET20%:

$ pip install pyarmor.cli.windows-3.2.9-cp310-none—-any.whl

3.1. [EHHIE 17
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WEIRANTE B E AR 4 pyarmor-7 | MitF L dipyarmor. c1i MiAEpyarmor , HiE T E FEM S
BE/NTIEE. Han:

$ pip install pyarmor.cli-8.2.9.zip

7 Python jiZ&chif H Pyarmor

BRI MERERBA, il tool. py

from pyarmor.cli.__main__ import main_entry

args = ['gen', 'foo.py']

main (args)

IRIGIATIEA A

$ python tool.py

PAE SRR AR BIEN], BAR R By i A S 40T DA I 25 by A7 123

SEEEH

81 F R A A2 AT PASE 42 1 2 Pyarmor:

$ pip uninstall pyarmor

$ pip uninstall pyarmor.cli.core

# TAWAL —RHMZE, REZEXFAAEAMAL N A

pip uninstall pyarmor.cli.runtime

pip uninstall pyarmor.cli.core.windows
pip uninstall pyarmor.cli.core.themida
pip uninstall pyarmor.cli.core.linux
pip uninstall pyarmor.cli.core.darwin

pip uninstall pyarmor.cli.core.freebsd

«“w v v v v »n »n

pip uninstall pyarmor.cli.core.android

w

rm -rf ~/.pyarmor

$ rm -rf ./.pyarmor

il ~ RUEESN RN ANE T, ATAEE AR AL A HOME 152 BRI . (R T Foshl,
1~ ATREA—1ES

18 Chapter 3. HZ
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3.1.3 Eftigi=E

o RIXBEXAoik iz B &

o LA £ % ayik FAe FER A
o MEF F % ek A E 6

o T A M

o BliAtie FiEATEN

o YT o ERRE S ARG
o A& IR M HAEATE
o ol RH AL IR &

o AN TR LI AT 40 0 B A
— FATHAT AR
~ $4 R A

AYRESGEN T Pyarmor 8.0+, (] T I i & R A A A B

$ pyarmor —--version

A2k Pyarmor FRRAS/INT: 8, AR 2T He AR B A SR (75 TU TR 2 1 T ARESEIR A ), B T+4% Pyarmor
FIIERARAS o

TERAEAE T, HHBBTEm T

project/

F— foo.py

F— queens.py

L— joker/

F— __init_ .py
F— queens.py

L— config.json

Pyarmor {8 flparmor gen IR IOHA, EHRUET FRIGHI, AW B 5 TEREAI 47 %
GEES

XA R R —LEIRE, TSe AR ai & e i 25 ) o 45

3.1. [EHHIE 19
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R FIIRER B &

2N AR B A g, AR S A RS RT DAY B A B ORI, I T - o A A
SFTEE Z (5 S B A B o

$ pyarmor -d gen foo.py

BRI H G AT SRARLE R K Pyarmor Bl AT A 75 b AT AR Y, Balad R i oy 205

$ pyarmor cfg enable trace=1

JBHZ G, B—IRWIT 4 pyarmor gen Fye A — R L H &30 .pyarmor/pyarmor.trace. log itk
AHRBPRTE R . il

$ pyarmor gen foo.py

$ cat .pyarmor/pyarmor.trace.log

trace.co foo:1:<module>
trace.co foo:5:hello
trace.co foo:9:sum2
trace.co foo:12:main

B—ATIFKM trace. co Fn@BRIARIINEAT, 5181 B R B4 PR 2% B RO BRI R T B A T
{0 v )y O TR 2 H

$ pyarmor cfg enable_ trace=0
£ FI 58 Z B3 TN 4

XA, T DA X S eI A i 22 4

$ pyarmor gen —--enable-jit —--mix-str --assert-call —--private foo.py

WeI ——enable-jit it BHAHE A MR AR AL AL LE GBI 3 n 22 4
W ——mix-str' REEIMEB AT A KERT 8 T,

Wil - —assert-call BEMSHIERINER I H ) sRECR 2 .

W ——private BRI RN A HY JB A RE BLH 0L Python RS BIZ S AA R .
fin,

U mix—str ¥R AR T A

20 Chapter 3. HZ
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data = "abcdefgxyz"

def fib(n):

a, b =20, 1
while a < n:
print (a, end="' ")

a, b = b, atb

if name_ == '_ main__ ':
fib (n)
TR H & abcdefgxyz FIREL £ib 28 AT A= UaF AR i
data = _ mix_str_ (b"Fxrxxxm)
def fib(n):
a, b=20, 1
while a < n:
print (a, end=" ")
a, b =Db, atb
if name_ == '_ _main__ ':
__assert_call__ (fib) (n)

TR fib SN REL, P4 __assert_call__ (fib) iR[EIJFERAREL, 7 NP R,

N T ERALER BN FAF R RO, AT AR IR R B H A

$ pyarmor cfg enable trace=1

$ pyarmor gen —--mix-str —--assert-call fib.py

$ cat .pyarmor/pyarmor.trace.log

trace.assert.call fib:10:"'fib"
trace.mix.str fib:1:"abcxyz'
trace.mix.str fib:9:'_ main_ '
trace.co fib:1:<module>
trace.co fib:3:fib

3.1. ERHE
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ERESHEHMES

WERR NG Python @, ANEH I -~ private Mg HAL PR

$ pyarmor gen —--enable-jit —--mix-str --assert-call —--assert-import —--restrict Jjoker/

Wl - ~assert—import MDA ARIBLEL, B PRI oA PO LR
Wil -~ restrict W DABRERINGEREUL REAE I A NSO, A REBONTMATA .

BOAROLT __init_ . py O SCHRR ORI 2 B i AR MR B AS B T, OS5 S e BRI e A
REBONIRIAAS G o LEFRATRIE — A A dist/a. py REUE—T

import joker
print ('import joker OK'")
from joker import queens

print ('import joker.queens OK')

IBATIX I AR

$ cd dist
$ python a.py
. import joker OK

. RuntimeError: unauthorized use of script

WERFFE S A AR, AR - restrict | WARMPLERI joker . queens Kl
A

$ pyarmor cfg -p joker.queens restrict_module=0

PRI, KR AT AIE a7

$ pyarmor gen —--restrict joker/

$ cd dist/
$ python a.py
. ilmport Jjoker OK

. import joker.queens
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EIIBE

REWHA R, H Hast iR 25X L SO, (HRRBRATE UL T A &4 Pyarmor 5 DLE i h B 42 .
{H2 Pyarmor $2fft " = b7 yA ] A B A )

L TENNE Z A Fe iR 4wl bs DU B et F 5%, SRIE I AR, XN AR (U B 55 J5OR 1 . py SCE,
T e ST P A

$ mkdir dist/joker
$ cp —a joker/* dist/joker
$ pyarmor gen -O dist -r joker/

2. W ECE AT, 1k Pyarmor F Bl#E DU LI

$ pyarmor cfg data files=*

$ pyarmor gen -O dist -r joker/

3. HOYE e 461 ks DT R R Scrf

ARHEEETER

(R R iy A BRI AR, BT IR AR RR — A N E A T BT T R A

$ pyarmor gen —-period 1 foo.py

HEMEMERSMRE

BT b 22 U] DAGRE I AR B 2B

BN, WEHSS AR B, DAIKMHIHES e 66:77:88:9a:cc:fafl £8:££:c2:27:00:7F , [ T
2G5 TN A 23X 7 5 1 £

$ pyarmor gen -b "66:77:88:9a:cc:fa" -b "f8:ff:c2:27:00:7f" foo.py

fERSMER L HFERIETER

TE TN AR PR RS 2 (0 S -

$ pyarmor gen —--outer foo.py

FEXAEOLT I 5 i A Tk BT

$ python dist/foo.py
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2L ] pyarmor gen key B i— NN R4

$ pyarmor gen key -e 3

ERIR o S EBONREPISC T dist /pyarmor . rkey , #5 VXA SCAFEIEITHIBI©

$ cp dist/pyarmor.rkey dist/pyarmor_runtime_000000/

XFERT DAIE B TN A dist /foo. py:

$ python dist/foo.py

EBATEA — B T, APE S Ah—AH %

$ pyarmor gen key -0 dist/key2 -e 10

$ 1ls dist/key2/pyarmor.rkey

5 DU AT SO 227 B A 2B R A

$ cp dist/key2/pyarmor.rkey dist/pyarmor_runtime_000000/

INRIBAT I B DS — A AR, B2 RAER, BARBRSFER.
ANEI TR AR A FRERIN & pyarmor . rkey
HNERIBAT R ] DATERE HAB ER AR, 5S4 9120 % 40 Ui

I A L EIRIES

P fe EAT DAGE A i = 2EA TR e i, (A B AR 0 2 J5 mT RABRRS T B B0 BB AR L
HIAE A HTH XA # T H% .pyarmor , AFTEHHEIH M messages. cfq:

$ mkdir .pyarmor

$ vi .pyarmor/message.cfg

AR SCPF. X2 L ind MEHYSOPE, R A CIFREBU error N SR R AT B 1E S

[runtime.message]

error_1 = M A#F TiE & & T H

error 2 = I ARFTIELTH T Y & & %
error_3 = # /D EATH T LB

error_4 = 3 HEAF A MK

error_5 = AN L #F Y § Python MK

[y
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(% L0

error 6 = AR X HF LW AR L

error_7 = B R E KEB XL LA
Ao B RER XA ER

error_8

VSRR T

$ pyarmor gen foo.py

WERARAE A s TR ST RRA B AR S IR (G B, I HAR SR B DL 2 B BOAEL, B4, B2l

T

[runtime.message]

error_1 = KXFZNMEH B A
A A B A

error_2

IR E BN A B 2 A2

4 R RIS TR IR

X AT A R4 T DAE A Python BRIz AT AT AT SCF

Pyarmor 752 Ji] PyInstaller $TRLEFA T PRATICNE, SRR H: o i DA SR s 14 B AS

BEATTHRAT RN

T e Pylnstaller YEIT —F Az sli— > B A T HRAT SO

$ pyinstaller -F foo.py

IRIGHE b2 AR U AT AT SO SO dist / foo &4 Pyarmor HEATALRE:

$ pyarmor gen -0 obfdist —--pack dist/foo foo.py

AN foo.py , AN MA RS dist/foo FORMIMA, ALPRSE M FORE) dist/

foo,

24 KR dist/foo:

$ dist/foo

3.1. ERHE
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BEAEFRERK

T SEMH Pylnstaller A& i 5 H AR £

$ pyinstaller foo.py

PR =5 S SO IAE— N H SR dist/foo , HfRgP— A PAT3LMF dist/foo/foo o
HERXA A AT I %145 Pyarmor 474 FiL:

$ pyarmor gen -0 obfdist --pack dist/foo/foo foo.py

AT, 0 AR FOR A, I S I AT AT X dist/ oo/ foo
BAT— N R A AT AT S

$ dist/foo/foo

WAAT A B R, SCE TR LR T, S50 Tk 23 4709 he 55 i A

3.1.4 S4HIE

o & B RFT %X Ao 3 By R PO
o 1# ] BCC #2 X Ao 5 fip A Pro
o EH4EIRATE S X,

o WEIEFHE

o WIEFT BRIP4 R B Ao

o BRI AR SR AT 15 o T K

s HIRFEIIHSES
o A RMIET & ER R

© XIF S A Python WAy o e A
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£/ RFT R\ R Pro

RET 42X MRy g, e eI ERS 7, PR, 26, ki gEn 4
PRUEAT T HE a4 o

i ——enable-rft J5 ] RTF #is:

$ pyarmor gen —-enable-rft foo.py

JEMERAZ G, XA

import sys

def sum2(a, b):

return a + b

def main (msg) :

a =2
b =6
c = sum2(a, b)
print (' + = "% (a, b, <))
if name_ == "'__main__ ':
main ('pass: ' % data)
pyarmor__17 = __assert_armored__ (b'\x83\xda\x03sys"')

def pyarmor_ 22(a, b):

return a + b

def pyarmor__ 16 (msg) :
pyarmor__ 23 = 2
pyarmor__ 24 = 6
pyarmor__ 25 = pyarmor__ 22 (pyarmor__23, pyarmor__24)

pyarmor__ 14 (' + = ' % (pyarmor__23, pyarmor__ 24, pyarmor__25))
if name_ == "'__main__ ':
pyarmor__16('pass: ' % pyarmor__20)

RFT AR BB Em M a1l o HAAHR, BASBRRBITGRSETR. Bl

" XATIREALAE Pyarmor % 5 T
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import re
all___ = ['make_scanner']

def py_make_scanner (context) :

parse_obj = context.parse_object
parse_arr = context.parse_array
make_scanner = py_make_scanner
T A S A
pyarmor__3 = __assert_armored__ (b'\x83e\x9d")
all_ = ['make_scanner']

def pyarmor__1 (context) :
pyarmor__4 = context.parse_object

pyarmor__5 = context.parse_array

make_scanner = pyarmor__1

IR FEAE ARSI, AT LAR R i &5 B ER RFT R

$ pyarmor cfg trace rft=1
$ pyarmor gen —-—-enable-rft foo.py

BRI GG A S RAFEI H % . pyarmor/rft:

$ cat .pyarmor/rft/foo.py

BUEIBAT N e O A

$ python dist/foo.py

IR A RIS E RS, AT AR UOW A TN, I m] e ke — LU B o )

$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

MR BN Z S50 2 TVEIZATINE AR, S5 RN T i RET 43X R4 TR AR [

2 EANHIHEAUH T Python 3.9+
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fiEf BCC =X InERA Pr°

BCC M 2 AR s A E S —WERIACRS , FEMRA_EIREG08 J5U8h Python pR%L

BCC #iH UM EC Hiifas, X T Linux Fl Darwin Keiit, —fINTFEHTHE, HEBIAK gee #l clang
RETAERAT Ao 7E Windows 355 i, "I LAGEA FIHAER —MI7rAlCE clang. exe , HREIHEHIFGRILEAS
S

s WREAH clang.exe , HEHEHERAHEIEIT clang. exe NSV DA WERSCHAFHE, (H2
TEAAL B H ST, 1T PARC B %48 5 PYARMOR_CC K48 XA Sci:, fFln:

set PYARMOR_CC=C:\path\to\clang.exe

* M LLVM B ¥ R 3HZ 2 i 1 A

* M Pyarmor ‘B M F %% clang-9.0.zip , EEHLR/NZ R 26M 47, B A — T AT e, MG
FEAR B & T, BHARE $SHOMES/ .pyarmor

WL E TR 2 R, PRI enable-bee A BCC fiat:

$ pyarmor gen —--enable-bcc foo.py

BRGNS SN C R RR%, AR AL AR e BRG] T AR RRE, A SR
HC BB, X ABA B BCC AN ) bR K S ARG e 10 (8 1 A7 s A o

N T BRI RSN C %, BT Y7 208 TR B

$ pyarmor cfg enable trace=1

$ pyarmor gen —-—-enable-bcc foo.py

WIEARIE G, b & e e s A A R A I

$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main
BTN 5 R A

$ python dist/foo.py

USRI A S, T AR A R A R LT A T R B B, IR AL B LR BCC U BRI B KL
BIan, WERBATH R R AR AL sum2 A7 5%, AP AANFARIX AR AL

3 AT REALAE Pyarmor % 5 AT J]
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$ pyarmor cfg -p foo bcc:excludes "sum2"

Wil bec:excludes fFE BRBAHR, I —p FERRAMFR. WERBA HEEBIRGARITE, HAb PR

1) 2% BR RS x BCC S 2200 o 334 1 B 2 F) bR 50 e 8 T T i A% X

$ pyarmor cfg -p foo bcc:excludes + "hello"

WFEX I AL IR AN GEIZAT, S H RN T i BCC 12X KA

EHEIRGERX

M T C T ], BCE Y AT SR AL, ARSI AR e BOARY AL BT 2R s AT R

j‘l‘ l% ) #Em%ﬁ’fﬁau\:

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

Traceback (most recent call last):
File "dist/foo.py", line 2, in <module>
from pyarmor_runtime_000000 import __pyarmor___
File "dist/pyarmor_runtime_000000/__init__ .py", line 2, in <module>
from .pyarmor_runtime import __pyarmor_

RuntimeError: this license key is expired (1:10937)

R E A R R G E, IR LA N w0y (AT il

$ pyarmor cfg on_error=1

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

this license key is expired (1:10937)

WARFEEIGR L, ARATAEE, wlDASEFT T i iy e

$ pyarmor cfg on_error=2

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

AT AR R T AL A SR BRI AL 5 5K
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$ pyarmor cfg on_error=0

$ pyarmor cfg —--reset on_error

RXAMBEE AL IR Pyarmor HifH IR 515 EL, A2 SEME BIAS QRS A= By 4 s 14 S5

ik RN A AEPE Python FLEIAT, IXMEIT AT GETCIAA /R iR ELEGR

HiEMEF

BROAEOL N IEI ——mix—str SMERAPIA KRIERT 8 TR,
XA IR AT BE S M PERE, WEPRTEZATS, WA hl, s U178 .
AR A TFEE R BERT 10 7 4FH, T DABE R A9 A

$ pyarmor cfg mix.str:threshold 10

UERATENNE A TR __main_ Fl xyz , S NP A2 T 58

A

$ pyarmor cfg mix.str:excludes " main__ xyz"

TR TFE ISR BT 1000 B 747, AT A A& /pattern/ WYIE N ZRIRASRSCH . Flun:

$ pyarmor cfg mix.str:excludes ~ "/.{1000,}/"

FOH RSN R, R iy -

$ pyarmor cfg mix.str:excludes = ""

Un2R R BN A 8 1 32 Z[RI A AT AR, AT RAGE TR D0 ek O T iy -

$ pyarmor cfg mix.str:includes = "/.{8,32}/"

WL B2 5] DA 1A AR i H G AR ACR

T RERPM R FEDR
el ——assert-call fll--assert—import REWEXT BRERBEHLEA TR, BARTEA TSR, Mkt f
— BTN A A S TG

TR IR T E A — LERRER A FIIT, 20 PRaP— LU TN 1Y eR R B, X I et 75 2 ol — A~ ad
D)3 38 A 3 1) B ORI e HR R 25

B, Eiff--assert—import ZMEHH json Fll inspect LTI HLN:
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$ pyarmor cfg assert.import:excludes = "json inspect"

Hf-—assert-call ZMHTA A wintype_ TFk ok 56 R w4 AL

$ pyarmor cfg assert.call:excludes "/wintype_.*/"

B TR T AR BR R Z A, 53 AR A S R R A AT B SRR R I A TR S, TR
FEN AR TR IE

fiE A A BXARIR FHIE IE N B A

FEMERIAZ 1, Pyarmor 41T, ARABIZITAH WEARRTT # pyarmor: | WAKX AT THSN
ARPE: R IBRARIRAF AN S ) — 3%, DRE S T AR

B, EASHAZL B 5

print ('start ...")

# pyarmor: print ('this script is obfuscated')

# pyarmor: check_something ()

WAL IR IR T

print ('start ...")

print ('this script is obfuscated')

check_something ()

o NIRAR IR AF IS IE N B R AR () — A LB R __assert_armored  SRARIPEIAMIURI a3 s %L

BTG DL T ——assert—import REME AN import WA FARIBLBIF TR, (HRMEHHATT
ERARIBS, AR B, BRI AR B ST A B

m = __import__ ('abc')

MARIFLATT L RBI abe 2B, B AWELA, WA H % M AR A W0 E R
¥ assert_armored__ () FHE m

m = _ _import__ ('abc'")

__assert_armored__ (m)

(H 2 XA S ) B AR A AE — A 100 2 B A I s i, XA A o IE #1217, WA . B
massertfarmoredi () Rﬁﬁﬂﬂ%ﬁﬂﬂg*ﬂ‘ﬁﬁo

PIBAR ARG Ak 1 i AT, AT TS 4 AR A48 T AR A v DA 58 S ke i A 1) 7
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m = __import__ ('abc')

# pyarmor: __assert_armored__ (m)

[ FE, B BHE-——assert—call W &istim— 28535 ZAP MR AL, X B 4 w7 DA A P BR AR 3R AF
M_assert_armored__ () #47 NTARY . Bilan, FHMIHFXFREL self. foo.meth #Ef7 N TAG#:

# pyarmor: __assert_armored__ (self.foo.meth)

self.foo.meth(x, vy, z)

HIREEX/SES

Pyarmor 2 (IL55HRF BRI ZIHF RE, AIDMRIE & 7 12 & WIS R B A FTE 5 10RHR G R .
NT X LiES, HRE#E ~/ .pyarmor/messages.cfg
$ mkdir .pyarmor $ vi .pyarmor/message.cfg

EE—A L ind B0, ¥II—A runtime .message Fli%Yi languages:

[runtime.message]

languages = zh_CN zh_ TW

error_1 = invalid license

error_2 = invalid license

XA SRR AE S, HHE SR AS E LANG R BEE . R e B FRAT S d TR A
TR

e error_l: YAIEE &3

o error_2: VFR[TEA ] T 24 /i 5%

BOAHE R (G R CE N invalid license , Wil W HEEMITET 240, FE A FEREHR X R
UNE SIS

EHARE S R B A 5IFE -5 runtime .message.zh_CN #ll runtime.message.zh_TW

[runtime.message]

languages = zh_CN zh_TW

error_1 = invalid license

error_2 = invalid license

[runtime .message.zh_CN]

[y
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(% L0

error_1 = B A& & #
error_2 = ﬁiﬁ e %

[runtime .message.zh_TW]

error_1 = P S
error_2 = KA THEATHAE W& HE

IR BTN A

$ pyarmor gen foo.py

LN BHABA T B, B SRR Y TR A 1Y LANG i B BRI S R Y H R 5 S X B A2 zh_CN
80 zh TwW , AP A BN A RS E .

HIEAS B PYARMOR _LANG W] DA R G & N AR B 6 FH 05 15 BIE S .« WERX NI RRE, 24K
RGEIGEASHE LANG o Blin, {8 H T 1 A =2Gs 170 AR B2 s B rp SO AR R S

export PYARMOR_LANG=zh_TW
python dist/foo.py

4 R ES T & I A

1E 8.1 JRATIA.

A ST BB AT R N AR T R T -~ —plat form $8%E HARB A M- G 4K, IXHII 1A TRy
T8 & ZFR.

B, fe—& Darwin I A i BT T AIZATHE Windows "RTHIF I MIAS , 75 SR AT R I iy &

$ pyarmor gen --platform windows.x86_64 foo.py

Python tlpyarmor. cli. runtime fR{it T HAM- G AL 1D A, B5-1- 5 N 75 200 e 23X 0,
REA LR, SRR

WERTEME AT LASAEZ A6 b, AIAER ——plat form ZIK, fRER—MiTHFG. fla, T
THTF) iy 42 L TN B AS AT AIB A TAE 21> x86_64 HYHRAE R 4L

$ pyarmor gen —--platform windows.x86_64
——platform linux.x86_64 \
——platform darwin.x86_64 \
foo.py
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Z# %4 Python RRAByInE %

1E 8.3 AT A.
N2 — AR foo.py R B SZ 45 Python 3.8 F1 3.9 Y HE A5 B

T Je BBk Python it %% Pyarmor:

$ python3.8 -m pip install pyarmor
$ python3.9 -m pip install pyarmor

WRE LWL T Pyarmor FJVFRIIE, AR — Python A UEA LM}

$ python3.8 -m pyarmor.cli reg pyarmor-regfile-xxxx.zip

[FIFEE 2 S N B MultiPythonPlugin:

$ python3.8 -m pyarmor.cli cfg plugins + "MultiPythonPlugin"

{1141~ Python AN SN IAS , PRAFAEA R H 5%

$ python3.8 -m pyarmor.cli gen -0 distl foo.py
$ python3.9 -m pyarmor.cli gen -0 dist2 foo.py

A B A merge . py SRAFHH/NH H 5k

$ python3.8 -m pyarmor.cli.merge -O dist distl dist2

A B HIASTE dist:

$ python3.8 dist/foo.py
$ python3.9 dist/foo.py

3.1.5 ERIF0H &

& HIEATEA B L0y 4 AR

B LH 2 AR B ok

152 ) 0 55 36 P15 SR SE AT 4 B €L A9 1R R

A& A Bip KA T 9% 2 flr K %) Docker

1% R AL 248 19 AR F- R Al & i R AR
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o (RIPIEATHII) B

o AT T H AR

Pyarmor {1 Jfl 1 #4977 (AT S IR fi
o B v Qpyarmor cfg 1B ERINRLE:
o (e G I R AR A SO T R E
o fHRI R AL T XA TN 20 B AR A T R E il

REETHE BB

1E 8.2 A A
ERINE O N2 T B 44 P52 pyarmor_runtime_xxxxxx
XA FR AT PARE L B AT SR B A FR . Bl E 4 FF A my_runtime:

pyarmor cfg package_name_format "my_runtime"

BE L HERIFH R F0EIR

1E 8.2 RATIA.

Pyarmor 8.2 i hil—MECE T auto_mode RSB H & R BRI A AL, ERIEGAEN and |
X e 98 T M AT B BCA & —FERY . and B8 SO BT A I ERAEXT R R 102 B3R BIZ 4h, a9 2

includes fll excludes {4,

WERBHED or |, WIFIRER T A SRR R EABEERZ S, 87 EARY includes HHAYR L. BN,
THRaS,, BT A SRR R AN, BESMR R £oo Al koo:

$ pyarmor cfg ast.call:auto_mode "or"

$ pyarmor cfg ast.call:includes "foo koo"

$ pyarmor gen —--assert-call foo.py

N A T AR R A A import IR B R AMMERE joker . card:

$ pyarmor cfg ast.import:auto_mode "or"

$ pyarmor cfg ast.import:includes "joker.card"

$ pyarmor gen —--assert-import Jjoker/

VIR BAAR AT ME GBS TN LI A B, IO 1N A T kI8 17
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{5 FA N2 4 4 12 1E 32 17 4 Bh B2 B9 46 51

1 8.2 RAAIA.

TEf# 1 Dawin f) 3, Q1SR Python JA ZEAERMERRAT , AR AIBATINEE IR0 TT BE 2 R R 4R AN 2] ST
¥ Python 721 HH B 2 % -

MR TS A TN IS O BRIFAE IR B, IR A 3 T A P IR 5 A T3 40 L0 0 P 0 2 7
HAERE LB EF ISE pyarmor_runtime . so WKL

$ otool -L dist/pyarmor_runtime_000000/pyarmor_runtime.so

dist/pyarmor_runtime_000000/pyarmor_runtime.so:

pyarmor_runtime.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

MR % Fi% % FEA Qrpath/1lib/libpython3.9.dylib , JMif& @rpath/lib/libpython3.9.s0
s AR 2N A TGV R 3

ﬁﬁ#@ﬂ%ﬁﬁﬁ#ﬂﬂ%ﬁﬁﬂﬂﬁ, ﬁf’ﬁﬁ‘]@*/l\fﬁﬁ:%ﬂﬁ .pyarmor/conda.py:

_all__ = ['CondaPlugin']

class CondaPlugin:

def _fixup(self, target):

from subprocess import check_call

check_call('install_name_tool -change @rpath/lib/libpython3.9.dylib @rpath/

—1lib/libpython3.9.s0 ' % target)
check_call('codesign -f —-s — ' % target)
@staticmethod

def post_runtime (ctx, source, target, platform):
if platform.startswith('darwin."'):
print ('using install_name_tool to fix ' % target)

self._fixup (target)

JE XA RS, 28R E R A

$ pyarmor cfg plugins + "conda"

$ pyarmor gen foo.py

IR LA RSP LTG5 AR DA 2 S
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S
VRS e

fE A+ T 98 E M AF] Docker

1 8.2 HRATIA.
BSFRATEAE A app . py F8E B TFEPIA Docker F1H, B id 4 5l/2 docker—al , docker-b2

W2, EHAIE— M K4 T .pyarmor/hooks/app.py

def _pyarmor_check_docker():
cid = None
with open("/proc/self/cgroup") as f:

for line in f:

if line.split(':', 2)[1] == 'name=systemd':
cid = line.strip () .split('/") [-1]
break
docker_ids = __pyarmor__ (0, None, b'keyinfo', 1).decode('utf-8")

if cid is None or cid not in docker_ids.split(',"'):

raise RuntimeError('license is not for this machine')

_pyarmor_check_docker ()

SRIGINAE A, [A]HE Docker F{5 BAFREEE 475 47

$ pyarmor gen —--bind-data "docker-al,docker-b2" app.py

TBAT NS AR DRSS AR HACR , W RARE I -—2E print BEA77E AN T 24701
Z Y
R ARANT __pyarmor__ ()

{3 PR H e P 45 B+ 181 R 55 SRAS AT 3

1E 8.2 FATIA.

SRS Pyarmor 2ok NTP 45 B W UE MBS AT A 200, W0 NTP b1 SAT TP, 4T DAl

AR T AR LA 0 25 BsF ] IR 55 K FEA TR IE
HIEBIEMA%NT .pyarmor/hooks/foo.py

def _pyarmor_check_worldtime (host, path):
from http.client import HTTPSConnection

[y
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(€AY

expired = __pyarmor__ (1, None, b'keyinfo', 1)
conn = HTTPSConnection (host)

conn.request ("GET", path)

res = conn.getresponse ()

if res.code == 200:
data = res.read()
s = data.find(b'"unixtime":")
n = data.find(b', ', s)
current = int (datal[s+11:n])

if current > expire:
raise RuntimeError('license is expired')
else:
raise RuntimeError ('got network time failed')

_pyarmor_check_worldtime ('worldtimeapi.org', '/api/timezone/Europe/Paris')

SRJE I AR, A SO A L B8 A St 1)

$ pyarmor gen -e .30 foo.py

TR AR T DA ) 5 S ) A QR G 28 ) 2% B[] o
B

i R4 T __pyarmor__ ()
RIPIBITHI BN R
TE 8.2 JRAMA.

N BT BB AT S A A TR ISR pyarmor_runtime. so BN AR PR ICA BB
BB E— N T A . pyarmor/hooks/foo.py:

def check_pyarmor_runtime (value) :

from pyarmor_runtime_000000 import pyarmor_runtime

with open (pyarmor_runtime. file , 'rb') as f:
if sum(bytearray (f.read())) != value:
raise RuntimeError ('unexpected ' % filename)

check_pyarmor_runtime (EXCEPTED_VALUE)

5% 717y EXCEPTED_VALUE g 2B i S Fme, (H2k BAFAE— 0. Bf— NS 2 st v il Bl
B pyarmor_runtime.so @ AN, FrPAAUE L Bzt T4 B RCH Y ] IS 2 H SO F 35 B A X AFAT]
I PAE I ISR SE B, AR 2 IS, BENT SR, ARIEB AN T A
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# Plugin script: .pyarmor/myplugin.py

all_ = ['RuntimePlugin', 'CondaPlugin']

class RuntimePlugin:

@staticmethod
def post_runtime (ctx, source, target, platform):

with open(target, 'rb') as f:

value = sum(bytearray (f.read()))
with open('.pyarmor/hooks/foo.py', 'r') as f:

source = f.read()
source = source.replace ('EXPECTED_VALUE', str(value))
with open('.pyarmor/hooks/foo.py', 'r') as f:

f.write (source)

class CondaPlugin:

IR Jr R XA

$ pyarmor cfg plugins + "myplugin"

e A A, TR

$ pyarmor gen foo.py
$ python dist/foo.py

DA FORE R WA B, HEASRETESE B0t H A o AR A TR IRAS A 2 7 = — R vl AR B AH B O
BET, FrPAEmE B CORA MR EMA, XA R IE R S et
S Y

=

Jir AR AT

VR EAPEIER

£ 8.2 HUATNA.

TN ARG A 91 21 5 90 SCPFAY I 2 20 S S B ATAT T AT RGP 4F, i AT RAFE SNRR S 8 SCIR B I fr
HERE, XXV T # R

Pyarmor f& 8t 1IN G F 0T AR SR SRS, R X AT AL 1 90 5 BTN I B, I
HACAROW G AR SRS -
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_all = [

for

# Plugin script: .pyarmor/myplugin.py
from datetime import datetime
'CommentPlugin']
class CommentPlugin:

@staticmethod

def post_key(ctx, keyfile, **keyinfo):

expired = None

name, value in keyinfo.items():
print (name, wvalue)
if name == 'expired':

expired = datetime.fromtimestamp (value) .isoformat ()

if expired:

print ('patching runtime key')
comment = '# expired date: \n' % expired
with open (keyfile, 'rb') as f:
keydata = f.read()
with open (keyfile, 'wb') as f:
f.write (comment.encode ())

f.write (keydata)

JE A

IR

$ pyarmor cfg plugins + "myplugin"

$ pyarmor gen key —-e 2023-05-06

HRINPEY IR

$ head -n 1 dist/pyarmor.rkey

S
e 55 J5 1

3.1. ERHE
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3.2 M FSERR

3.21 REREMMRRMERE

%

o o T A R ER 3 & A MY i R

O I REN® O SR LE N

« TR R R ey i F kR

3 SULE N

IfTER SRR LM

I THT A AT AT DA SR8 22 4
« ——enable-rft JLFAEMIERE, @M
* ——enable-bce REMIMEREHATIREE, HRWRTRENNFLEL L
* ——enable-jit A[DAR; IL#ES S g
* ——enable-themida A DA ILBIASTAAY, EEXMERER W ECK, FH HALFE Windwos 7]
o —-mix—str RAPEIAR A TR R A
« ——obf-code 2 REMGIRINIEN S 4% Bytecode it &
. pyarmor cfg mix_argnames=1 (P EEE R, (FLUE ATHE S5 annotations 7 A Ji
NI REI AT ARSI B SR, SN TG EHE S AR g A
s MEMAMN ——private , MEAEWAMH--restrict
TN T ST AT DARTS L1025 AL AR 10 282 FE AR v eR BRI HC A N A F A R
« ——assert-call

¢ ——assert-import
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90fe & R A= BREG INE B A

o TR eI RT DA R RE S R IS AR, HAZ2 A 24 T pye
e ——obf-code 0
« ——obf-module 0
* pyarmor cfg restrict_module=0
MRS S a4tk (ERXF R SN BEGR K, i 2 [ I B I RFT 4%
e ——enable-rft

WERA R, IBAME ——mix-—str FRECEE IR, OO P AT AR B LI
P, AR R RSN, ATREXHERE S N S

e pyarmor cfg mix.str:includes "/regular expression/"

e ——mix—-str

%R AR E R

X TR 55 A i R IR

WERRFT 42X O & R 2e (MR ARG AR E 20 B2 4ar) , AR Nk
WA T 0

e ——enable-rft
e ——obf-code 0
e ——obf-module 0
o —mix-str FEEIESME, AR BB IE AR L MR R, A AR B
QSRR RFT 45 X, AR 24 TR, I8 4B R w5t
* ——enable-rft
* ——no-wrap
o ——mix-str MityEsu:
b T2 Ak 2 B o7
QURRFT 42X, MIBCC #X AT, IR0 R A5
e ——enable-rft
s ——enable-bcc
o ——mix-str fT gL

* ——assert—-import
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WERRFT AL X FIBCC 45 X AW, )R T ) 12899
s ——enable-jit
* ——private (MEMA), BFH--restrict (MEHW)
o ——mix-str FAESM
s ——assert-import
s ——obf-code 2
AN BRI X B o 0 S DAt AR SR B0 s A R, S TR R 1B 90

o ——assert-call , [AIAFGARERER HAE, WERCEEREORTT, BRI N Az 7 A4
T XX L R B TR

WERTERE ALVFHOTE, JEHEI - —enable-themida , XL RERAFEE RIS 1EIHILAR )
eiti, AHRLRXHERE S K — Lk

EfpAEmE &M

CiRdER LN
Pyarmor fE4E B GERIRZ 5, SAUBURICH AR T RE, B 5 B i i ATy S TR A AR RS

E@X T A, RN BIKIEASIATIE, BT ARG RS A s P a4 A P AR B A
PR AR, SRJETE S AL, IXAEREMS S A

3.2.2 RIPEITHRAMBIERSM

Pyarmor {10 I fE /2 PR3 Python BIATCIAR S 4% , e 2 Mo n] i se B, EL 42 REHE 5L BE Python
AR TCE A AT A7 Ao 4 g et o (HR T AP , BLifia Tt 2 BB ke, Pyarmor 047 HEAT
RZ BRI ARG A E AR IS TN 28, A8 Al BB ) TR R BT IR

Pyarmor 1] DAR GRS PP H Python F EHALAIHL T TCVASEEIRBGE A TH ZI R85, (E2 RiHE 251 T 4
(1) Python FfERESS A JEAIHE pyarmor_runtime AN RER BB W, JUIHEAEZ AT 208 s H 8
BRI B, X EEL R R B MY A AR BRI . 3 WA PRI U
o (I HRAE RGP AL A 2544 Tk Ty A LR T I0A T SO RN B S R VA Bl e R B e
o 8 A8 =7 B AT I T ORI AR T B 40 VMProtect 254545 Python DA f% pyarmor_runtime.pyd/.so
o Pyarmor $2{it T —SERIPEETT, RRASHLE I A BIMRRERS, AP (59) LR 4 ETIhRe
o Pyarmor $2L T IAKN T, TRARIREIN B & S sREL, SRR A S5 4P B U, XFPs
BLARE )], 2Rt R m ettt WA NAE R P B @ SR RS, IR 2 5 R O
P, XHEA— AN BR R LA RR B A T R A . X T ARLE AL AR R, AR ) T AT
PAE ST
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SARIIBLL R

W HA— U2, WNsAT Python AR MRS T ABE i, 841247 %11 Python Kt sl 54 Ak vl
o FTAR AR UEE AT I AR A R AR AN RE B -

AE S B — B LN H 1) Pyarmor W BEAE B3 ——pack BLRBI, SRS 60 AN TR ARUEAE Y
AR AUE 2, XA BB B PR JCTA L% 1 Python [ B AL SR ARBGETT I 2 A Kl

B 52 #i ] PyInstaller 3749,

$ pyinstaller foo.py

A R THT A i 2 0 B AR

$ pyarmor cfg check_debugger=1 check_interp=1
$ pyarmor gen —--mix-str —--assert-call --assert—-import —--private —--pack dist/foo/foo.

—foo.py

SRIG ANy 2R AR dist/foo/ H SR RPN ATAT SRS, M TR 2 PRSP RERY
B A KA AT i i AU AN RE B IB

HLRY ) SN EB T EA codesign, VMProtect %5,

&
JHASER T
N T IR A, BT DARE AN TR 64 Pylnstaller R ERACRYD,  #f PROLICA e e

TGRSR TSI, AR EEAESH P, HF BAER [ Pylnstaller BUAS PRI BES A, AR
A SRR, ZERXRBIRE SRR AEENT .

# Hook script ".pyarmor/hooks/foo.py"

def protect_self():

from sys import modules

def check_module (name, checklist):
m = modules [name]
for attr, value in checklist.items () :
if value !'= sum(getattr(m, attr)._ code__ .co_code):

raise RuntimeError ('unexpected "% m)

(AN

! Pylnstaller ML FIHET ——one £11e 4T RMN A TTHATICH: , BSOSO R A MRIES] — NI 3 F AT, 0
HIES =0 T Aok T LI SRR L, 50 R R LA LT 20765 P AR 56 SR 3 MR A
H R

2 R7E Intel i686 ZF T4 LM AALE check _interp , MAEIUEHLEXET4 TIE,
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(% L0

checklist__frozen_importlib = {}

checklist__ frozen_importlib_external = {}

checklist_pyimodO3_importers = {}

check_module ('_frozen_importlib',

check_module('_frozen_importlib_external',

check_module ('pyimod03_importers',

checklist__ frozen_importlib)
checklist__frozen_importlib_external)

checklist_pyimod03_importers)

protect_self ()

H Fil A B T (A A ok s
[ check_module

def check_module (name, checklist):

m = modules [name]
refs = {}
for attr in dir(m):
value = getattr(m, attr)
if hasattr(value, ' _code_ '"):
refs[attr] = sum(value._ code__ .co_code)
print (' checklist__ = " % (name, refs))

BT N a2 DM B IR R A i, AU AT AT H 5

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

9800, ...}
2511, ...}
183, ...}

checklist__ frozen_importlib = {'__import__ ':
{'_calc_mode':

183,

checklist___frozen_importlib_external =

checklist_pyimod03_importers = {'imp_lock': "imp_unlock':

ARBAEN T, PRI ORI RS check_module F-0 A A AR AR S 2 ORG2E 15
F e (8 IR B T A R 2R e 2 1)

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

BT
1E 8.3 JATNA.

AP IE T AR S C A AR 250 A P 1S AT AT AT SR il AR, AU T AR Python SEBL, FE AR bR

pyarmor_runtime 2% 2% A s 5 sh1H .

(F5EfAT) , A TIRBIEIERR A R, 52T 0 N I i — B R Ao e ELE

46
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HARBE B E A .pyarmor/hooks/pyarmor_runtime.py , EX—EEbootstrap ()
RHATEIMIK A . Flan:

def bootstrap(user_data) :
from ctypes import windll
if windll.kernel32.IsDebuggerPresent () :
print ('found debugger')

return False

3.2.3 {TEEMIMBEANINE A

NI AT A YRR sre/myapp . py HAE 1 2R % 4
B 5e i ] Pylnstaller $7 (1

$ pyinstaller myapp.py

P I B A R O AT AAT SO (R () M

$ pyarmor gen —--outer --pack dist/myapp/myapp myapp.py

IR A B

$ pyarmor gen key -0 keylist -e 30

XEFATE RO A H SRR UL, —BAriGa T #9128 T B iy H 5%, fldn:

$ cp keylist/pyarmor.rkey dist/myapp/pyarmor_runtime_000000/

AL O] DAAEALA L B 247 o] 3047 3CF dist /myapp/myapp o 40

$ dist/myapp/myapp

W AT B AN ATRAT SO, — B AN SR AT AT SCPFAE AT ) F SRR T, B a4 ¥ 44T
XA EHARR F:

pyinstaller —--onefile myapp.py
pyarmor gen —--outer —--pack dist/myapp myapp.py
pyarmor gen key -0 keylist -e 30

«w v v »n

cp keylist/pyarmor.rkey dist/myapp.pyarmor.rkey

SRR AT DAFEATL R H sis A7 al AT 3, pin:

$ dist/myapp

ARG OLRAE BT TR — D AE B SRR, SRS B BREE AL oA XA H sx Bil:

3.2. R 47




Pyarmor Documentation, & {ThRZ 8.3.4

export PYARMOR_RKEY=/opt/pyarmor/runtime_data
mkdir -p /opt/pyarmor/runtime_data

cp keylist/pyarmor.rkey /opt/pyarmor/runtime_data/
dist/foo

«“w v N »n

3.2.4 ITEMEMARKA Wheel

PRI A H 450

$ tree test-project

test-project
— MANIFEST.in
F—— pyproject.toml

— setup.cfg
L— src

L parent

F— child
| L— _ init_ .py
L— _ init_ .py

SCPF MANIFEST. in (AR

recursive—include dist/parent/pyarmor_runtime_00xxxx *.so

A4 pyproject . toml

[build-system]
requires = [
"setuptools>=66.1.1",
"wheel"
]
build-backend = "setuptools.build_meta"

YA setup.cfg

[metadata]
name = parent.child

version = attr: parent.child.VERSION

[options]
package_dir =
=dist/

(AN

1
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(Fz E70)
packages =
parent
parent.child
parent.pyarmor_runtime_00xxxx
include_package_data = True
src/parent/__init__ .py Ml src/parent/child/__init_ .py &fH[FEH:
VERSION = '0.0.1"
TS
$ cd test-project
$ pyarmor gen —-recursive -1 src/parent
T S Y E SRES A AN
$ tree dist
dist
— parent
— child
| FA* __init__ .py
| L __pycache___
| L— _ init_ .cpython-311.pyc
FA* __init__.py
L pyarmor_runtime_00xxxx
F— __init_ .py
L— pyarmor_runtime.so
B 7 wheel:
$ python -m build —--skip-dependency-check —--no-isolation
{HR AR T
* Building sdist...
Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 81, in _
—getattr___
return next (
StopIlteration
BT
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(% L0

The above exception was the direct cause of the following exception:

Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 191, in.
—read_attr

return getattr (StaticModule (module_name, spec), attr_name)

KA AR AR & P )8 PTE StaticModule |, il B P U4 FRAITS, BELEH setuptools JHL
ﬁ%EF'” MRIEXL, EMAT ast.parse BT IRPUREHE FERAR &, X 450 I A iR
B N T RaX AN, T PAE AN G A dist /parent/child/__init__.py HHIN—47

from pyarmor_runtime_O0Oxxxx import _ pyarmor_

VERSION = '0.0.1"

HRECATE UL T I AR A RVFBER), A T RERSIE X AN, 75 20 R i & b7 il

$ pyarmor cfg -p parent.child._ _init_ strict_module = 0

$ pyarmor gen —-recursive -1 src/parent

H gk Wipyarmor cfg -p parent.child._ _init_ 2 HEJE X BAAEIH ) parent/child/
__init__.py MUBRE, T HARBIHUK IR i

ARG dist /parent/child/__init_  .py Z JGFUGET FHE a2 3874/

$ python —m build --skip-dependency-check —--no-isolation

HE G TRl i 71k
WERARAR B E GBI A4 A7 1ibruntime , FF HAFHE] 7 HRk parent . child N, fRFHZEEML

MANIFEST.in:

recursive—include dist/parent/child/libruntime *.so

il setup.cfg:

[options]

packages =
parent
parent.child

parent.child.libruntime

SR S T A o
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$ pyarmor cfg package_name_format "libruntime"

$ pyarmor gen —--recursive —-prefix parent.child src/parent

TEA) 7 wheel 2 B AELR{CN) dist/parent/child/__init__ .py #fFEHC:

$ python -m build --skip-dependency-check —--no-isolation

Wik

N T RS AE N SE M2 JE B BB dist/parent/child/__init__.py , #RATPABIE—A 0 E G0 .
pyarmor/myplugin.py:

all_ = ['VersionPlugin']

class VersionPlugin:

@staticmethod
def post_build(ctx, inputs, outputs, pack):

script = os.path.join(outputs[0], 'parent', 'child', '__init___.py")
with open(script, 'a') as f:
f.write ("\nVERSION = '0.0.1'")

IR e XA

$ pyarmor cfg plugins + "myplugin"

RFELAERRAT R S 20 AT R H i ar T A 17

$ pyarmor gen —--recursive —--prefix parent.child src/parent

$ python -m build --skip-dependency-check —--no-isolation

3.2.5 ITERMABEHERIF RS E

1E 8.2 JATNA.
TE 8.2.2 AN KA AT : AAEHF NI ——restrict Y --pack RIRFPRGE.

Pyarmor X {1 /il PyInstaller 3T tu/E47 2115 (77 sCHR ML TR PRArs, S A Tl A 2R 8 1 LA T i Al
PRI HSCHR B R AL P A A B a1 T 2B AT

A RB, ST — A foo . py FF R PRIFT ARG .
FATFEAE Pylnstaller FZALFITHRER S foo. py P HIMKISE .
BHEA N foo . spec:
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$ pyi-makespec foo.py

RIGB XS foo . spec:

a = Analysis(

# Patched by Pyarmor to generate file.list
_filelist = []

_package = None

for _src in sort([_src for _name, _src, _type in a.pure]):
if _src.endswith('__init__ .py'"):
_package = _src.replace('__init__.py', '")

_filelist.append(_package)

elif _package is None:
_filelist.append(_szrc)

elif not _src.startswith (_package):
_package = None
_filelist.append(_szrc)

with open('file.list', 'w') as _file:
_file.write('\n'.join(_filelist))

# End of patch

FPRMX MBS ST foo.py |, [ AL BT A HOBUR G SCIF file. 1ist:

$ pyinstaller foo.py

B (P S TR A O A ORI T

$ pyarmor gen —--assert-call —--assert-import --pack dist/foo/foo foo.py @file.list

XABIT RUE] TEREAR SEIIIAMA R, RS A SRR A H TN T RIAS I 0 B 0
VeI, WA, bl AN TAE A U A SCF £ile . 1ist

3.2.6 BRMELREPRmIDIEIR

BOABI A G ut£-8 , 2P A Bt BRgw R A 2, T DA T T4 5 LA ) SC A i 31
T THT A i T DA BN A G 25 gbk:

$ pyarmor cfg encoding=gbk

[ R AT DA R 2 il 45 %9 E SCF messages . cfg FREdmid. B, (NP GrS 0T AT B E i K515
TH B SO g%k gbk:
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$ pyarmor cfg messages=messages.cfqg:gbk

3.2.7 fiRgEIA$ Docstring

{52 FH T T P C B T LA SR o B4 DocString:

$ pyarmor cfg optimize 2

Bl &I optimize ] F{EAIVEHiES % compile

3.2.8 WN{ARER B =75 FEiE AN E I A F R (0]

M%F

« FRAE =T

— pandas

— nuitka

Pyarmor $2{{t T £ & W Il R 1 AR DA O T I8 B A R, 24 6 — N2 2 35 =5 G i A
IR, W SEAE S — RN RIE R A T, R TP R IAIER], A e LT
AR R OL BT o Pyarmor JFR LA 2 2315 Y% B8 AR A 2wt vl DASg e Ui 20 i, 1 2 ks
LM T Pyarmor, FFHRENE G B O FH AL

Python #E45 ST 51 ZRIBIN , AR5 ERE BAHNA B, M THRB, FEFaEI A,
SRR (R RSN Pyarmor JEAF. B ASROALTIN SR A PR HIOCH) SR8, TSROSO 540t R TR AL
W, R DATEI) T2 P RE Pyarmor 2/ 4 M ORIy 5.
XTI T Pyarmor FFEL, Pyarmor T A4 £ R, {ELRAT— S AR Pyarmor [ S TETAREDAT .
RS, B8 =7 1% B0 PR
« il sys._get frame KUiFIRHIGRIER, SEHMBTERNEE, (LRMERARETIESR
AE AR R
« iR inspect s HAMy AL L VI EEIGIILR (Byte code) SHIKIRYE, BB
KA Pyarmor FH Y
i pickle s SR B MR, WIFTIEREE A IR R A LRATT, (L0
R A T ) Y AU
PSS REARIET 45 = (NS T I A OL RBEAS, T MR Z AL IS 00 5 b A fo R
RATOA o S B MR, B2 A 0 PO R R B FIBCC 1, AT, 0%
A .
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KX Se e g, A e %, I RAE e N =K
o fERIRFT 42 X, Fi%Ti ——obf-code 0

RET X JLPABUE FORAR Y A FREEH , T PA— R & SECARA . i - -obf-code SEMTY
XN R T PR R N R SRS AN RS o e —FIERE R R 7 56

$ pyarmor gen —--enable-rft —--obf-code 0 /path/to/myapp

B R DI BT R LR T AR, SRR e 2 e i R e etk i

$ pyarmor gen --enable-rft --obf-code 0 —--mix-str /path/to/myapp
$ pyarmor gen —-enable-rft —--obf-code 0 —--mix-str —--assert-call /path/to/myapp

o WA TR AR

HE— SR A, AR R A B ERAFAE DR, AT AN I X e . B, iR AR config.
py AREIEH TAE, B ATRIHRALA T B 7 U R 22 i

$ pyarmor cfg -p myapp.config obf code=0
$ pyarmor gen [other options] /path/to/myapp

AT DA SR ER B T 0 s , S I 2 (o DA 4 B A e o A £

$ pyarmor gen [other options] /path/to/myapp

$ cp /path/to/myapp/config.py dist/myapp/config.py

o B =05
RS, MR 5144 myapi” K, il 404 SR, EURANGEN 514 TAEIER .

@cherrypy.expose (alias="myapi')
@cherrypy.tools. json_out ()
# pylint: disable=no-member
@cherrypy.tools.authenticate ()
@cherrypy.tools.validateOptOut ()
@cherrypy.tools.validateHttpVerbs (allowedVerbs=['POST'])
# pylint: enable=no-member
def abc_xyz(self, argl, arg2):

mrn

This is the doc string

men

SEVEIH B AET cherrypy . expose NI4T

parents = sys._getframe (1) .f_locals
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P2 sys._getframe (1) FENNEMIAR IR B A R PATHELL, JEEBBUSN T AT A
AENN G A IE 5 -

parents = sys._getframe (2).f_locals

il AR =T cheerypy WHUHAMRR M, W AN AR 2 — ARG

FRME=FE

X B T2 B 5 =07 PR LA KT RER AR R DT 58, WGHER 0 S H SR 2855, $2752 Pull request 3
TR 56 =5 o«

1R RIS R

= "E &
cherrypy | T4 i) £ [ PR 25 P T sys._getframe
pandas AT W 5 R 2 6 T sys._getframe
playwright | $7%MNT [ iZ% Al DA TAE? M A IIE

nuitka i ] restrict_module = 0 2 J5 W iZ A A TAE | MARIGIE

L)
pandas

T AN~ /2 pandas

import pandas as pd

class Sample:
def _ init_ (self):
self.df = pd.DataFrame (

data={'name': ['Alice', 'Bob', 'Dave'],
'age': [11, 15, 81,
'point': [0.9, 0.1, 0.4]}

def func(self, val: float = 0.5) -> None:

print (self.df.query('point > @val'))

ZET )

USE TR TR AT AR s A
2 A DA RET 45 X, i A
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(% L0

sampler = Sample ()

sampler.func (0.3)

TN 2 I is AT g

pandas.core.computation.ops.UndefinedVariableError: local variable 'val' is not.

—defined

] FE 75 ZEXF AT 40T, 8 pandas scope.py HLJHI ) sys._getframe (self.level) &M AN
sys._getframe (self.level+l) ,sys._getframe (self.level+2) B{# sys._getframe (self.
level+3)

nuitka

I AR VA 3 AR — R0 A Nuitka E7A0BE, (HR T 2085 H 2 it

$ pyarmor cfg restrict_module=0

MEANEH AR, SFERKE R RuntimeError: unauthorized use of script

B A BT T

$ pyarmor gen foo.py

AR I N, (LSELIHRI KM, B private , ——restrict, —-assert-call
, ——assert-import BJEETIEMH .

3.2.9 fERiFaNiE

FF
1% B L ahhe Fo AR T iR

© AR

— 5
- YRE A TIER B TR S
- EIEE A @i

— & Docker 3.4 CI pipeline ¥ ;%

1% ) & B ReF 5T HiE
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- WHEET
- A RRIR & L
— AR B RIE SR M

- BRI EEMN

- ISR E BRI

o FHR IR ARIFTIE

AR

FESENIVFAIEZ BT, 75 200 2 21050

1. —/NFR[IERS0E L, BFF—N pyarmor-regcode—xxxx.txt , B IFT X foiF 7Tk WL
A VAT IE

2. 2% Pyarmor 8.2 PA I MRAS 15 5
3. MHTBE A TR RENS T 1) ELE )
4. HEVFRNET B E R MmN, R RAEAERD AL P A, PR A AR non-profits

5.t SR A B kRS, R4 AF Windows N Ai, B ok 5% #E A 3 S B pytransform3.pyd i
pyarmor.dashingsoft.com W) 1 80 , fEH AL RS, B kB ZE A F pytransform3.so 1/
pyarmor.dashingsoft.com [P35 11 80, FLAAR 7 % A FI 5 135 2 R B KO8 B SCRY

58 P Bt i 0 & SRAR ¥ BT E

LA AP BR

L ES0E ST AR BT, BOE VTSR E 17 it 24 B
2. FIMRECTE R G2 A A 2 M SCPE RS S I RE (8 kAN SO
3. FEHAB LA 2 A S AT

MisEiC

FES— U, 75 B0 —p S VT UEgE e i)™ i Bk, ARAE R ALl FH 9 61 Pyarmor, B
AT RRIGE N non-profits , RVFRTUEARERN TR M fh

(BB VR AT UEZE E 1) b A R R XXX, IR AR R T iy S EA T R i L
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$ pyarmor reg -p "XXX" pyarmor-regcode-xxxX.txt

Pyarmor 2% ¥ 5G /R {EMHE BT REIA, WRBHIATGIR, MiA ves I Enter 402 FHIMTEME IR, AT
flf AER 2 e b R

AN 2 JG 2 Rl BAE — AN B 12 0 U pyarmor-regfile—xxxx.zip , XANSCHRE A SR HAd 15
2 E AT

TH AN BRI 308 S AT IR SRR, TERIREICZ RIS SRR, e S AR s s L HE T =
A o

HZERE IR, —BZEK, Pyarmor HASRAE Il 55 .
— HEOA, VEATURSE A7 i AR BEFE AT I

G W EIE R EEEFF A B0 &

R IS AETT R, B IEROT IR, AAVFRIAR LB I A s 7 944 % TBD .« Bl 4n:

$ pyarmor reg -p "TBD" pyarmor-regcode—-xxxX.txt

PER T A KA TBD WVFRTIE, AR NS A Z P, (R T T A i <58 B A TR B 7 i 4

$ pyarmor reg -p "XXX" pyarmor-regcode-xxxx.txt

WERANADHZ W B A TB Y, IAT AR H B E N non-profits , H HARETERIE .

AR MRS LT

P5 U132 51 pyarmor-regfile-xuxx. zip SIFLMMBREEN IR A, AIFEMT FEIH VTN

$ pyarmor reg pyarmor-regfile-xxxx.zip

EAREMEE:

$ pyarmor -v

FEWHSE 2 )5 B N A B S 2 BV ATk, B — O B 5 I R B Uk v P
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7£ Docker & CI pipeline g/}

1€ Docker 53 CI pipeline H134:/jt Pyarmor {340 L, (B [FFHZ1TI Pyarmor [ Docker A FR il ,
ANEEREL 100 4>, AR T E R 21T 100 AN Docker Z54%, 11 o FH A G4 PTHIE .

MRV R et 1T Pyarmor. MRt Docker B3 SR EL %), IB2A FLVAAE L e Rl
JI} Pyarmor

{5 FA SR EA R VF =T E

1E 8.2 JRATA.

B ANEFABGFIERR R — AN, — DN IRZ A 100 MELdes, 84— MERE S, KK 1 E
100,

WU BB AT S, BIAEE — G T N 1, B Guah 2 5%,
B AP RR:
LS8 ST TGRS, BOEVFRTIEIRE AR, WIAREICSE M Jim 2 A A I 2 S 4
2. TERZ s EAR ST Y R A 8 4% SO F
3. AEHRM A bR 2 A SO P R SO A LR SR S
4. FER A B RS SR T, B EAEM S R REAE SR e s

MEEIL
WL A GF T IEZ G, — > pyarmor—regcode—xxxx.txt HigH L SR B HMIRFE T, X430

T — RN

SEPTBF AT UE MR AR S0 R 2 A M2 e fe Blbf T, WIRREC ARG P rTIESR E R i Bk, X AN
AVFE TBD o BRI XXX, BT R ar S TR R L

$ pyarmor reg -p XXX pyarmor-regcode—-xxxx.txt

AN Z G ISR 72 A U pyarmor-regfile-xxxx.zip , XAFEMSCOFAT T IRLERHE N 6y

Z

3.2. R 59




Pyarmor Documentation, & {Tha4 8.3.4

4 RARiIRE

T AE BB EIEM Pyarmor, 1 SGTR B R A0 Y I ALK £ U pyarmor—group-device . X , Hif
X WIS .

TR — B B %% Pyarmor | i FHET - $8 8 W& gmS, A5 SR I 15845 SCHF
B, FEE—EELES L, B M arS4 A4 S pyarmor-group-device. 1:

$ pyarmor reg —-g 1

4 i gk R EIEM U

A I B R A T SO
* “42%¢ Pyarmor 8.2+ Jf H. 0] AT 1) FLIK I ) 152 4%
o SEWAIAEIT, HHESLABEM L pyarmor-regfile—-xxxx.zip
o B I A SO

B 2 A I A B A SO DB AT W IR Bl ML b (B AR A B M B &)
FEAFTRAE S |/ H X R T H sk .pyarmor/group/ , RS B TR T AY iy 4 A 8RS 2 R M S

pyarmor—-device-regfile-xxxx.1l.zip:

$ mkdir -p .pyarmor/group
$ cp pyarmor—-group-file.l .pyarmor/group/

$ pyarmor reg —-g 1 /path/to/pyarmor-regfile-xxxx.zip

X AR A ) B S SO R AT AFE S — B e B

B EER

— BRSNS 2 5 nT DAYS DB Bkl ae M T, BN, (e -G ELkis b, 1517
TR

$ pyarmor reg pyarmor—-device-regfile-xxxx.l.zip

HAREMER

$ pyarmor -v

TEM D 2 S B e B B Sl SRRV AT e, RN R A T ZE R B
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BITAZPR#IEY Docker F28

1E 8.3 FATNA.

e AR ATHIE S HEEAT R 2 IR0 Docker 4535, 45—~ Docker 7 BEA I FI 24 B BS AT HOYEM SC 1k 3ok e
RS BN Bridge U453 11, I FLYCAT YEFT 5 05 I S Pyarmor Fogk iR .

N T I A2 R 2, Docker FALTG %
o BRI pyarmor—device-regfile-xxxx.1.zip , ZF FEM T EAEK
o 4% Pyarmor 8.3.3+

I TR 2 (0 A P A T A 55 ek
* Docker F#l, Ubuntu x86_64, Python 3.8
» Docker %%, Ubuntu x86_64, Python 3.11

T 5645 DUN T Y9 3C1F3) Docker F:#L:
e pyarmor-8.3.3.tar.gz
 pyarmor.cli.core-4.3.1-cp38-none-manylinux1_x86_64.whl
* pyarmor.cli.core-4.3.1-cp311-none-manylinux1_x86_64.whl
 pyarmor-device-regfile-6000.1.zip

SRJEAE Docker ML EIaAT R I fir -

$ python3 --version

Python 3.8.10

$ pip install pyarmor.cli.core-4.3.1-cp38-none-manylinuxl_x86_64.whl
$ pip install pyarmor-8.3.3.tar.bgz

#4 A8l pyarmor-auth SRAITWTK H Docker A& AYIAIETK:

$ pyarmor—auth pyarmor-device-regfile-6000.1.zip

2023-06-24 09:43:14,939: work path: /root/.pyarmor/docker
2023-06-24 09:43:14,940: register "pyarmor-device-regfile-6000.1.zip"
2023-06-24 09:43:15,016: listen container auth request on 0.0.0.0:29092

REXABA ORI, 5IMTTF 6 B
1B4T Linux RS A Ss0HMER IS H &4 540 ——add-host=host .docker.internal:host-gateway
(igﬁ? Windows 7T<[] Darwin %?'%gzi%;ﬂ ) :
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$ docker run --add-host=host.docker.internal:host-gateway python bash

root@86b180b28a50:/# python —--version
Python 3.11.4
root@86b180b28a50: /#

TE Docker FHL_ T 28 =51 6 5 D SCHE2) 25 4%

$ docker cp pyarmor-8.3.3.tar.gz 86b180b28a50:/
$ docker cp pyarmor.cli.core-4.3.1-cp31ll-none-manylinuxl_x86_64.whl 86b180b28a50:/
$ docker cp pyarmor-device-regfile-6000.1.zip 86b180b28a50:/

5 e Docker Z5¢8H, M Pyarmor F- 3547 in % i 4%

root@86b180b28a50:/# pip install pyarmor.cli.core-4.3.1-cp3ll-none-manylinuxl_x86_64.
—whl

root@86b180b28a50:/# pip install pyarmor-8.3.3.tar.gz

root@86b180b28a50:/# pyarmor reg pyarmor—-device-regfile-6000.1.zip
root@86b180b28a50:/# echo "print ('hello world')" > foo.py

root@86bl180b28a50: /# pyarmor gen —-enable-rft foo.py

YT LRI AL IR, Docker 7 &2 AR K E £4L.

XS BB M

TE 8. X WA I HE M AR LB

QR TE TR A B8 A i — MR U B W S, e SR I R A SR DL B H %, AR a1 Ak
HE 0 g 4] BB LEM M pyarmor-device-regfile—xxxx.zip:

$ cp pyarmor-group-file.l pyarmor—-group-file.2 pyarmor-group-file.3 .pyarmor/group/

$ pyarmor reg -g 0 /path/to/pyarmor-regfile-xxxx.zip

RS DRI E R O~ S B ST

$ pyarmor reg —g 1 pyarmor-device-regfile-xxxx.zip
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FRERRA VAT IE

TR IA I VT 5% 1 482 A3 T i

3.3 HAFH

3.3.1 BEEN

BCC ki
— RN ITIR AT DAME A i s B S C BB, AR5 B DA e 10 2 3 A IS LA 2o BT
M SN R ECR AT, ToyR IR A 5K Y Python pREL .

A M
—RAEY AT H SR T S AI# N HR .pyarmor | IRAFHCARMIEE, BUAAMECE S0

pyarmor/config
FHIRN LI ) A M e B > B o & oy e 3

S pyarmor cfg

— A E R ARTE T, BRI Ay IHERE

HLH %
FRAEHL Pyarmor YEWHEE,, Ao Rc & SO BE AR, BRINEE 00 T & 4 ui bl P R H Sk R 1
H3 ~/.pyarmor

fi i sudo A4 1] fE LM Pyarmor [ H 5%

s Sk
— IR, WSKARATT Pyarmor 7T 12 Z 5, #&A— AR BRSO SO AR B MHHRAE -
WS S B T 88— E W Pyarmor 75T, Bl XU — B8 AR EIC, SUICETEAREL M .
B BRAC LT 2 [ AR B )2 0 ST, S TR AR e b A T IR L 2 A ST

g
—APython A, eI REGAR A, AT RAX G B4 SCHFREAT— LE RO M R A o

S E A
AN T
—/> Python f{IZ%, AT DARE IR AR N IAS AT L850 MRS A
ER AT
JIT
JUST-IN-TIME (465, s&—MrEsf i 214 LgsF8 2 AR, o] DAA R0 1S s 4 e T H XS
AT
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IR
SRR ANIEAT Pyarmor WYRLAT, AEJT LA EXFRIAIE T

A BTA W-F-GH# T LAIEAT Pyarmor, P SCRAIBATREEIN 275 £ o 5 i R0 51352

B
SETRIZTTINE MIAS P 15 5%
% Fsess BT EA S Pyarmor

B REREYe
—MERIC B Crr RS HIPyhon 1k

BEYCRL AT C ¥

BB DA B O FAA LS, — B A iz 5 (W H SN, FIBERF 41 module.

ruler {4}
HFEI R ALAT B B2 B e A i

Pyarmor
Pyarmor 52—~ 138 Python AN T E. .

Pyarmor F{ 48 FB 43
e Pyarmor 3 B
* pyarmor ¢,

Pyarmor 1
—APython €., B E T

* pyarmor
* pyarmor.cli
* pyarmor.cli.core

* pyarmor.cli.runtime

Pyarmor 8.3 2 )5, pyvarmor.cli.runtime B KK N FHIE:

* pyarmor.cli.core.freebsd
* pyarmor.cli.core.android
* pyarmor.cli.core.windows
* pyarmor.cli.core.themida
* pyarmor.cli.core.linux

* pyarmor.cli.core.alpine

* pyarmor.cli.core.darwin
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Pyarmor JERIR
—FpPyarmor 15T 4 287

Pyarmor 42 A1k
—fhPyarmor T 4 255

Pyarmor J )
5 F Pyarmor WA LM EE & N 51

Pyarmor 5i H
T H SCAFEICLE https://github.com/dashingsoft/pyarmor/

X HUA Pyarmor JRUEGH AU, $RAZIY (7)1 AR B i) SR«

Pyarmor ¥f [k
H1 Pyarmor JT % A A, T #4{ Pyarmor 120/ i Fh 2 RE KR

1523 Pyarmor ¥+ #2 X o4 7 1

Pyarmor 45l
—FhPyarmor T 4 255

Python
—FhgRAEIE S, B MM Python

Python JHiA<
—AM 75 Python JEACRS ) 3L

ANEBIE 2 https://docs.python.org/3.11/glossary.html#term-module

Python {5

BoR—APython A, BoB—AY EA
Python 4,

NI https://docs.python.org/3.11/glossary.html#term-package
AR

FERL Pyarmor 127 7C B A 4% 5 SCIF, 4 R TC &SP UAETICEE Pyarmor B4R B 3%, BRINI SCIFE 24 502
~/.pyarmor/config/global

Z:2 pyarmor cfg

RFT i
— PR R, ATRATE fr4s Python BIAS RS, 25, ik, RS
L Pl

— M THAEEATE 9 X, RSN pyarmor . rkey
AT T ATF IR T A AT — i A
s SEATH B O PTER RS
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o RIEASRY PYARMOR RKEY $8EMIAT, ISP AREMRA .. . BRI, —BAkR
TBE NN AL, Bl /var/data

o YFIERAR
BOE R SR YETA TP T S B AR 4R + . pyarmor . rkey
isirii
—APython &, , ZF—N pyarmor_runtime_xxxxxx
— A M A A, oA A B R TR L, BTN A T B A B s T B

s TS
FETRIEAT N AR TG 2200 A HoA SO

WEREL N ESENTEFam e, MREH T sE9 , Bt EITEs

BT Y
PRAT I AR s AT R B R AR G, SFRA AR, A EMRaEE, Wi
AT T A ARG B

WH UL T IB TR A R E 17408 & Ul (2] AR — AN SCHE Ui o1 20 25 41
Birr R
Pyarmor 7 SIIBREA TR, HIRAR7RIE1T Pyarmor HIANGE B A 1 #:1E R A CPU 2844
NS A E Xt TG
* Windows
— windows.x86_64
— windows.x86
* Many Linuxs
— linux.x86_64
— linux.x86
— linux.aarch64

— linux.armv7

Apple Intel and Silicon
— darwin.x86_64
— darwin.aarch64 or darwin.arm64
* FreeBSD
— freebsd.x86_64
¢ Alpine Linux (musl-c)

— alpine.x86_64
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— alpine.aarch64
¢ Android
— android.x86_64

android.x86

android.aarch64

android.armv7

TEME S
—A L zip MR ESESCME, EEA TR TSI SR T

SRR 500 S, S I G A R S, 2 AT i g bR R St
Friest .

3.3.2 HiSFM

M%F

e pyarmor
 pyarmor gen

e pyarmor gen key
e pyarmor cfg

* pyarmor reg

. FHEE

Pyarmor ${It 1" = & (I E TR AL AN 7] R PP B AR R 75K

pyarmor
LS
pyarmor [options] <command> ...
sl
-h, --help BRPA W T IR
-v, --version BRCAME BT R H
-q, --silent ERHERERAE. ..
-d, --debug ITEEZ 5 BT A e Ra T e . . .
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--home PATH WEARE F& ...
XLV ] PATE G S pyarmor . J5HI A4 Hi i

gen A N B AS DA Sz A i B S
gen key | Az BUAMEREE B S 14

ofs LN T wilIE s 2 8Er

reg S M Pyarmor

i Jl] pyarmor <command> —h RAF 1AL HY T RER I 1Y L
#
-q, —-silent
ALEFEH G FT BT H EF B
Bilhn:

pyarmor —gq gen foo.py

-d, --debug
G AT BV 2 0 BT & B AT A v i gt
I A B, BCE AR TE 20 TR R AR, AT DARE R I TR A il

pyarmor —-d gen foo.py

—-home PATH[,GLOBAL[,LOCAL[,REG]]]

WEILA %, AARE HE, Aki s HRARIENME BT H ke L 5 T 6 % L
I AR R Pyarmor ¥ 52 , TTDA g AR REE — MR A % |

BT ERINME S 2
« 1B & & ~/.pyarmor/
o &k E Hitsd ~/ .pyarmor/config/
o KB HERE ./ .pyarmor/
BROAFFRCENE SRR H %2 4R B 3
X6 H SR E AR AT DAE R AT TR E . BB SR E S ~/ . pyarmor2/:

$ pyarmor —-home ~/.pyarmor2 ...

XS A A R I
o B H HixR ~/.pyarmor2/config/

o HMSCHETER 2 ~/ . pyarmor2/
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TG R ES e REE H3ON ~/ .pyarmor/config2/:

$ pyarmor —--home ,config2 ...

THmE RN A E HR N /var/myproject

$ pyarmor --home ,,/var/myproject/ ...

NHFEAE— B EFEMZAPyarmor T2 WG, ATDANAE— D ANHIEBCE— MR A 3 o il

$ pyarmor —--home ~/.pyarmorl reg pyarmor-regfile-2051.zip

$ pyarmor —--home ~/.pyarmor2 reg pyarmor-regfile-2052.zip

$ pyarmor —-home ~/.pyarmorl gen projectl/foo.py
$ pyarmor —-home ~/.pyarmor2 gen project2/foo.py

FESEP R, ATTRE S P RZECE, AR BB 5, 5 Z0m s — T O R e Bk
IER, (@ XARBUCYAIRYECE . X T DA 3 B4 R B H SR e B H SR 2 — AR
B SCEL. pn:

$ pyarmor —--home ,x,x, gen foo.py

S

PYARMOR_HOME

pyarmor gen

A BN B A R A T B a A T B S
%
pyarmor gen <options> <SCRIPT or PATH>

IR
-h, --help RIS L H IR
-O PATH, --output PATH {3 &4 H 5% . . .
-r, --recursive BB R H PR A . .
--exclude PATTERN HERHIA S # THE. . .
- DATE, --expired DATE & & I A4 %00 . . .
-b DEV, --bind-device DEV 4 5E A% . . .
--bind-data DATA {4 5 & XEUREIEITH . .
--period N JRSATER A B TR . .
--outer JE AN B S
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--platform NAME  §57E IAZATH) HbR- -5 245K - -

-i PRAFBATREBD SR A N -
--prefix PREFIX B3 st a4 s . -
--obf-module <0,1> FEERHERA, BILZ1 ...
--obf-code <0,1,2> FEEAMER, BRIAZ L ...
--no-wrap SN M. ..

--enable <jit,rft,bcc,themida> & AN [E AR ARAE . . .

--mix-str RIEFHREERE. ..

--private B AL B A .
--restrict JE AR . .
--assert-import iR R AR A ZZ S SR . . .
--assert-call B PRTE T R B 2 I Y - -

--pack BUNDLE (i JiJ i 4 A AR 403 T A 1 T HRAT SCIF BT A SR LA . .

&

®

A HIARIN G AT, fn:

pyarmor gen foo.py

pyarmor gen foo.py goo.py koo.py

pyarmor gen src/mypkg

pyarmor gen src/pkgl src/pkg2 libs/dbpkg
pyarmor gen -r src/mypkg

pyarmor gen —-r main.py src/*.py libs/utils.py libs/dbpkg

PR A AL ATH I B SR B0 Python IAIEAT N, RITEERY A AR oy -

A i A TH ) H SRR S R A TN, (E1% SR R TA oy SUPFRBONsE, WS 1 H %
e SN, BT - - RIBEIHAL A 1 H oK.

AE pyarmor gen src/* RMIE ML, XFESME H SRR WAL SO
M 822 IR, SCRFE SIS A 5 B A BIAS A A, SRS AT 2R @ ke LT ise:, pian:

pyarmor gen -r @filelist

A filelist FIH T REENE B BIASFI A4

src/foo.py
src/utils.py

G

70 Chapter 3. HZ




Pyarmor Documentation, % {ThR% 8.3.4

(% L0

libs/dbpkg
libs/config

-0 PATH, —--output PATH

BRI A i A, BOAEDR dist
-r, —-recursive
BB H SR NI Python AR, 5 W21 1l H 5% 1 14 Bl A
--exclude PATTERN

HERR A 1 H 3%, XA AT AGE 24K
VEHCHHLIM A Python FRiEE famatch )77 22 —FEIY .
HEBR— N r A

$ pyarmor gen —-exclude "src/test.py" src

HEBR— M H %

$ pyarmor gen -r —-exclude "./test" .

HEBRAEATA H SR NI IAS test . py:

$ pyarmor gen —-r ——exclude "*/test.py" src

HEERFTA Y test B

$ pyarmor gen -r —-exclude "*/test" src

-i

PAFIBATRIBN SCAE R B NS B0, R ar L2 4740 90 & A7E)] dist/mypkg HR R

$ pyarmor gen -r —i mypkg

$ 1s dist/
mypkg/

$ 1ls dist/mypkg/
pyarmor_runtime_000000/

ORI, i Y F SREE 2

3.3. BARFH
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$ 1s dist/

mypkg/
pyarmor_runtime_000000/

XAV [s] 2 B AR AR T P ST B, PrCAR BRI e i, AR oo A<, A
TR XA

—--prefix PREFIX
BES AT AR AT

EEN AT RINIE S, B 7402 & PP RE— B, (E Az mhs IR A A e A 3 A
BATHIEN AL Bn:

$ pyarmor gen —--prefix mypkg src/mypkg mypkgl mypkg2

XA T B =4, HREITHB ST dist/mypkg B, IFAFE dist/mypkg/
__init.py B, SRR FE R ABTH

from .pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name__, _ file , b'...")

MAE dist/mypkgl/__init.py B, A2 TR S ABTTHHE

from mypkg.pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__ _name__, file_ , b'...")

—e DATE, ——expired DATE
TEE N B AS 1) 5500
SRR
o BT, TR MIAETFIR Y AL
* YYYY-MM-DD, H 48 EA %0
WA FF.”, WA AR ()T, 75 DU 90 24 i i)
Bilhn:

pyarmor gen —-e 30 foo.py
pyarmor gen -—-e 2022-12-31 foo.py

HFIWT R 13 & B NTP R 55 20 inta], B AESCA BRI i HLas b ozt
T T 78 X DU P A e o ) A 2030, 90

pyarmor gen —-e .30 foo.py
pyarmor gen -e .2022-12-31 foo.py

72 Chapter 3. HZ




Pyarmor Documentation, % {ThR% 8.3.4

-b DEV, —--bind-device DEV

EMERAR R E YL, H RSSO E RO R S5, MR Mac Huhk Al IPv4 ot fil40:

pyarmor gen -b 128.16.4.10 foo.py
pyarmor gen -b 52:38:6a:f2:c2:ff foo.py
pyarmor gen -b HXS2000CN2A foo.py

AT AR RO AL A il

pyarmor gen -e 30 -b 128.16.4.10 foo.py

IR E — DR 2 M ER, IBAMH 2 IF& I, il

pyarmor gen -b "128.16.4.10 52:38:6a:f2:c2:ff HXS2000CN2A" foo.py

AT A 2K, ASRE I AR B [ i L as ,

pyarmor gen —-b 52:38:6a:f2:c2:ff -b 66:77:88:9%a:cc:fa -b "f8:ff:c2:27:00:7f" foo.py

WERFEIEHAMM R, IEAMRAEZE RISk, Fin

pyarmor gen -b "<2a:33:50:46:8f>" foo.py

LTI 5 TETFEOF e 2l = ) 3 o921 i L SO T

pyarmor gen -b "<2a:33:50:46:8f,£0:28:69:c0:24:3a>" foo.py

£ Linux REET, bl AR E IR 4532 45K, il

pyarmor gen -b "ethl/fa:33:50:46:8f:3d" foo.py

WERTE LI E HA A, A2 R E R4k, Bl

# AT Windows, R A ARE N HEEME Z PEH
pyarmor gen -b "/0:FV994730S6LLFO07AY" foo.py
pyarmor gen —b "/1:KDX3298FS6P5AX380" foo.py

# EH T Linux, #HEFHEH XL LK "/dev/vdaz"
pyarmor gen -b "/dev/vda2:KDX3298FS6P5AX380" foo.py

——bind-data DATA
DATA 7] DA e QFILENAME

AT DA REAL AT R B2 47 5 91 o, (R A RIS, — oA 4096 A5y, RN TH 79
BB TR T, AN AR P S BOs T B PR B, G B C AR TR R AR A

WEREARIZHEOA @ TPk, IR ABHUSTHI SN, & W EEIESEI WA s T #E T
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AEW—FPREOL, AP EIEATE S PR Bytes K74,

—-period N

SRS A IS A TRCE SR, BN BRAATE O N 2 R AN BB R S A s TR B AR R, W —
SO S5 AR, IEAN IR DA T A A R
SRRSO BT + B0, BAALSCRER b, I B U BRIA A /)N -

.1

. 1s

e Im

e 1h

MBI AR, AR AN E T T

$ pyarmor gen —-period 1 foo.py

$ pyarmor gen —-period 3600s foo.py
$ pyarmor gen --period 60m foo.py

$ pyarmor gen —-period lh foo.py

il HEEEAR AR BE TXAME, B IURAEIS TN R B A B TR . AR, IR —
A TCRRIEERBA VR AL AT IN A eR AR, IR A A A A WA A A

--outer
JE AR

TN AR QR R T B AN, LR N B B I e s X e T, 5 AP B AN I

1t — B E (i AN B, A il pyarmor gen key MR ANIREEASCIE, FHPE DLBIHEE H %, 5 WO i

ARIIRIEAT

HNEREE ISR A FRBOAN pyarmor . rkey , W] LA OB SCOHE ORI, B0, BH T AT A 5080

pyarmor.key:

$ pyarmor cfg outer_keyname=".pyarmor.key"

ARG 1s WA E

it R R — BBUEYISU 2 )G, AR S T B e, RORRISAT R BN TR, R ohiEsT
B R A U B S I I SO EZ A

--platform NAME
M6 s A St s AR His-F- &
AT AME 200, WAl A IZ S LA T-E 4R TF
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T B AFRUATE Pyarmor i HE AT & A FK
AR B G0 AT DA A — i A AT
PG ME R R oyarmor. cli. runtime , WA HHSCRRF-6 A RE G

——private

o FERL A AR LA 2% i A
JBRRERERZ G, BRI APRERA THESE th R, I Hn s S i A A Be g A AL
P - —restrict B E AR
——restrict
EEN TN, A R, BRI, BRI NIE
XA S ——private
MAHGHZ G, BT _init_ .py MHMAKRZAS, HABHECA B SNTIA S AR .
B, AR a2 aE — 2R dist /joker:

$ pyarmor gen —-i —--restrict joker
$ 1s dist/
joker/

IRIGHEQE— A INE A foo.py BRAME AL

import joker
print ('import joker should be OK')
from joker import queens

print ('import joker.queens should fail')

IBATEERANT:

$ cd dist
$ python foo.py
. import joker should be OK

. RuntimeError: unauthorized use of script

2R — AN TR (H5R), QRO AZEm & fA (o) 25, WATE BT
--obf-module <0, 1>

ARSI . pyc , BRIAR 1
--obf-code <0,1,2>

IR B — R (0O ), BAR 1
i 2 J2 Pyarmor 8.2 AN, EHREME I Bytecode HEAT S A IRHYMERE , R SPEAR—iERE. ERTRA
B RIB AP R RIEA FRRIE, Bl
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obj.attr ==> getattr (obj, 'xxxx')

obj.attr = value ==> setattr(obj, 'xxxx', value)

HWHEEBLR, W RET BT IS, AT B0 XS0
--no-wrap

ANl L AR B e bR
(08 P A BN 2 ek B0 FE TR T ek B e (s R K, TR S8 U BT I 85 R . 455 2 i B — YRR e
R BRAL, LR SE R JEAAEIN S, CAS R e O/ R . S i, X2 T
(1 R EICT DASR R PR RE -
W ——obf-code J& 0, AFAMHIBEIE A ETIEN
——enable <jit,rft,bcc,themida>

JE FAASTRI fim A=X
—-enable-jit

T S Ak 3 — Lo fURRASI: DA 38 22 A
——enable-rft

JEHRFT 4K P
——enable-bcc

FFIBCC 4., 7
—-enable-themida

{# ] Themida SRERGIIZEEAS, (X Windows & #]
—-mix-str

TRVA JA o i e o Dl
——assert-call

JE S R e, AN R R e
—-assert-import

JE I E BRI RE B R0 B AR A Bl
——pack BUNDLE

{1 JiT % 4548 BUNDLE HL[f () Python 4%
Z4 BUNDLE J2&{# /f] Pylnstaller 4= i i AT 04T 3014

Pyarmor B et A, B3 (% 5 i B A< 4% BUNDLE HUfir¢[A] 45 Python JIAS, # ) (i B 2k 5 1
AP SO SO
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pyarmor gen key

HERLOR SR AR S

%
pyarmor gen key <options>
H I
-0 PATH, --output PATH #j} i%/%
-e DATE, --expired DATE 5 &5 %1
--period N JE IS AR B TR B
-b DEV, --bind-device DEV 4§ 5 25 I A 2| 45 2 58 4%
--bind-data DATA 77 H i SCEHE BT840
Wik

XA HIRA P 7 25 91 SCHF, B B EIUEEA R iy S pyarmor gen T4, HAE A1 SCth—FE,
HE% LA .

SN D e B# b — ML, WA R SNk 2 W, SR
BRI INIATH, TTDEE 7RO AON, F ALOR AT

WHFNTOL T SNBSS RAFAE dist /pyarmor. rkey « BI4N:

$ pyarmor gen key -e 30
$ 1s dist/pyarmor.rkey

(I T PR iy - PRAT AR 4 21 HL A A

$ pyarmor gen key -0 dist/mykey2 -e 10
$ 1ls dist/mykey2/pyarmor.rkey

HMNERE RIS FRE pyarmor . rkey , ‘EARETEATATHEATIE . ER AT DA S e B SCPFEA T B
B, Ry BN E S S ARE SR sky L 1ic:

$ pyarmor cfg outer_ keyname=sky.lic
$ pyarmor gen key -e 30
$ 1s dist/sky.lic

AR SO T DAFERCLE HA A B, FEIB AT I 2 v A 4% T 1 B A%
o BATHIEME H R
o IREEAS R PYARMOR_RKEY ${EWIIGAE, AT ARES .., BHAREBES ST, —Mik
EE— N EAT, Bl /var/data

* 4HTH
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WERAEDA EHSK N AE] pyarmor . rkey , SEFHZ AN

o META ST I IR FR + .pyarmor . rkey , flfll dist/foo/foo.exe.pyarmor.rkey

WERAIAE, ISR B RIS THEY] -
FEPRHN B4R **pipe**

AR EE S Web APT [ 77 sCRLIRACBANE 4T, 84, W] AT Bk th B A R ME pipe , XREAEIS S
ARG 2 PP R SCIE T2 BRI (bytes) , SR G BIASHT DARRE 7528 19y b PRI SE A4

B,

from pyarmor.cli.__main__ import main_entry

v

args = ['gen', 'key', '-0', 'pipe', '—-e', '2023-10-21"']

data = main_entry (args)

with open('pyarmor.rkey', 'wb') as f:

f.write(data)

pyarmor cfg

/R FARCE Pyarmor #5355
Bk
pyarmor cfg <options> [OPT[=VALUE]] ...

#I
-h, --help S RIETAHT B E B AR IR
-p NAME T AL B A AR
-g, --global Fr A #AERR R AE & e & HhidkdT
-, --reset PRI I BRAAEL
--encoding ENCODING  #57& T HHe & SCIF I 4
R
B A B AT G

$ pyarmor cfg

HAEFE—1ET obf_module:

$ pyarmor cfg obf_module

HHR A LA obf T KA

78
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$ pyarmor cfg obf*

BB EE, WA N ARy

$ pyarmor cfg obf_module 0

$ pyarmor cfg obf module=0
$ pyarmor cfg obf_module =0
$ pyarmor cfg obf_module = 0

B R TR L A

$ pyarmor cfg wrap_mode 0

$ pyarmor cfg wrap mode=1

B AT H C B A

$ pyarmor cfg outer_keyname "sky.lic"

$ pyarmor cfg outer_keyname = "sky.lic"

Hm— A 215 R AECE T R + . Bl

$ pyarmor cfg pyexts + ".pym"

Current settings

pyexts = .py .pyw .pym

B —A~m O - o Bildn:

" "

$ pyarmor cfg pyexts - ".pym

Current settings

pyexts = .py .pyw

BIM—ATRIRCES N~ Bl

$ pyarmor cfg rft_excludes ~ "/win.*/"

Current settings
rft_excludes = super

/win.*/

PRI PE BT ERINE, AT RAGE T i A — s =X

$ pyarmor cfg rft_excludes ""

$ pyarmor cfg rft_excludes=""

$ pyarmor cfg -r rft_excludes
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FeE IR e A P T2 group: o BB finder FRYELE T excludes:

$ pyarmor cfg finder:excludes "ast"

WEREA U/ finder |, IAHAMH T EEI excludes BN,
Tie, & 41
e MIEIES, HHNEA
+ finder: AR HA
* builder: WA A, SHI LI AEX B
* runtime: WA G2 A AT B L RLE AT 4]
T3 INEA TUAAE R4
* mix.str: AT EARETE BN I AT R
+ assert.call: HIATEHERR SO R AL
* assert.import: AT P TF L LRAF A B LR
* bee: Q%1 Python pRECHC AL
-p NAME
FeoE pas AL e BT R
8 FSKA TR TR AL FRAE TR AR, 3K SRR ARASE B 5 88 P AN [+ F) o 25 .
A B BC B B AR R A I e p AN HL A B .
TR, FEM EERAPRRIGE, I pkgname . modname . submodule

BIan, XPAMEER joker/__init_ .py Ml joker/card.py NEAEMLHR, A0 B i H A HEL 1]
s

$ pyarmor cfg —-p joker._ init__ restrict _module = 0
$ pyarmor cfg -p joker.card restrict_module = 0
$ pyarmor gen -r —-restrict joker

-g, ——global
PR #RAEERAE 2 R & hitfT
B TREX NI, FrA R R R A i 5 o, e - /. pyarmor/ o F8E TRXMED, Frf
MHRIERE 2 Rie 5 H, @ wle ~/ .pyarmor/config/
-r, ——reset

PR T B I BRI
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pyarmor reg

WO, FEMERIEZL Pyarmor
&%
pyarmor reg [OPTIONS] [FILENAME]

IR

-h, --help R ] SRS B 5 EARE IR

-p NAME, --product NAME 5 & ¥ R UEZH E 147 it 24 7

-u, --upgrade TR E A Pyarmor VAT HIE

-g ID, --device ID 5@ NI & ST, AN TR RVF ] UL}
S8

SHU FILENAME 02 R MR — RS0
* pyarmor-regcode—xxxx.txt G CH:, — AR KV IR JG 4 A1 2R AS
* pyarmor-regfile-xxxx.zip YEMISCHE, WIIEEICZ )G A AN

PRV,
=2
5%

8 24 B A A A R

$ pyarmor -v

G

WHRECME R NS, FemafReaim A, SRR M PR NaME T AERDI AR S I 4
f}'j( non-profits:

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

VIHREAC T JG o BAH N 12 HE S pyarmor—-regfile—xxxx.zip , FEHAMK A PA KIS SE 00 H M
XA SO, I BT AT M4 FR:

$ pyarmor reg pyarmor-regfile-xxxx.zip

T4Vl
THEAE R TR a2, Herp - g BR JRER I rT RS E A PR — 20, AR — B0 S g 2

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

THR S e A A B 72 i L4 pyarmor-regfile-xxxx.zip , FEHANB ARG SN (]
XA, I HATE B A A4 5K

3.3. HARFMH 81




Pyarmor Documentation, & {Tha4 8.3.4

$ pyarmor reg pyarmor-regfile—-xxxx.zip

ARVl ik

B RVFATIE L TFF A A P2 AL g AT oI Eis, I AR B 2 M S pyarmor-regfile-xxxx.
zip

—MERRVF IR Z 1 100 SR, - MNREHA 195, M 1EF 100,
N T AE LB BN Pyarmor, F5EONRE— G870 Bl AL U I B A S
B, S — G R B A SO, B SE — G R IsAT PR Ay, RN A SO

pyarmor—-group-device.l:

$ pyarmor reg -g 1

SR G TEIX A SO DL BB T iR B e i ALgs L, HF A8 2 H Sk . pyarmor/group/ N, FEAT
TR BB L S pyarmor—-device-regfile—xxxx.1.zip:

$ mkdir -p .pyarmor/group

$ cp pyarmor-group-device.l .pyarmor/group/

$ pyarmor reg —-g 1 pyarmor-regfile-xxxx.zip

P DA B SIEM SRS — B Bess, as AT Ry a5 T s 2

$ pyarmor reg pyarmor-device-regfile-xxxx.l.zip

MTH G, BEE%RE, WRREETHN AR, RS AUk g .
-p NAME, —-product NAME
B . txt SCPFAIT TS E VAT IESR 5 HY 7 i 44 ¢
- zip SCUREIH BB AN T3 B0 T X A3 0
JERDI AL ot 6 TR B A4 R non-profits
SR —URTE N B THR A I 22 VP AT ISR E 1Y 7 i 44 B
PR AR — HBCE Z TR, B 7 — R4 PR TBD

MR A FRBLE N TBD |, IBATEAND H Z W AT ATE RS S — K o XA FZ T b e KB B, HoR#E
AFRPIHEGE, e e U & 2 iR B SO IEF R AR RS A 2 IR A T, R4
Foh IR B3 E N non-profits , FHANRELERE L.

A BRI & ZERVF T UER 7 i 44 B ABIGSE A TBD , FRRVFRTIE, PA SRR PTUER A0 45 7 S B
o 7 I 24 K

-u, -—--upgrade

T A BV AT IR R Pyarmor 8 Fi{34 AT IE
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A2 A B A B VP AT IEAR AT AT RBRCAS , 3578 8 +T 42 X Ao 7T 1 BT TH
-g ID, —--group ID

e A NS, DOE TR BIRFATIE

AHREH 1 F] 100

MEE

fein

FINFRBAS R AT A AL N A 14 i 2 {3
PYARMOR_HOME

WE T ERES pyarmor ——home fH[H
FEARREARE &, WREHH 78T pyarmor ——home , XAIIRAS B4 20
PYARMOR_PLATFORM

W HE Pyarmor [/):i247-F & £ K
B K SR SERRASIE 1T Pyarmor {H2 JOHEIEH R BT 5 2 RN R 5
PYARMOR_CC

WEBCCH X HHMIC FiiFds
PYARMOR_CLI

24752 Pyarmor 7.x S A G 1T
WSR2 T Pyarmor 8, {EUJE AR LRI Pyarmor 7.x FIFRZASME, GIIIAE BOBR R BRI A 2 R
ATRER I E SRR R R T .

Bi4n, £ Linux 5(# Apple Fi:

export PYARMOR_CLI=7

pyarmor -—h

PYARMOR_CLI=7 pyarmor —h

1£ Windows 7, 4

set PYARMOR_CLI=7

pyarmor -h

TGPt i B B iy % pyarmor-7 KA Pyarmor 7.x fRHEFAEA .
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3.3.3 &R nFEHAIFE

X HF I T R4 pyarmor AR A —1T.

B pyarmor i THETT L HLE EIE, fi Hsupported Python versions i&FTHEIX Eesupported platforms

AT, fe E LA

I 1) i AT RS UMIAR SR PR AS AR & 4 - A TR A -

s, BT AR R AN 7 6 4 pyarmor (0770

3 #%#89 Python k&
% 20 R-1. A[EIZHARE SCHFY Python iliAR

Python 2.7 | 3.0~34 | 35~36 | 3.7~3.10 | 3.11 | 3.12+ | &iE

RFT i No | No No Y Y Nly !

BCC #i={; No | No No Y Y Ny

pyarmor 8 FAiHEHE | No | No No Y Y Nly

pyarmor-7 Y Y Y Y No No

XFHFES
3 22 AR TEYIE (—)
oS Windows Apple Linux®
Arch x86/x86_64 | x86_64 | armb64 | x86/x86_64 | aarch64 | armv7 | armve
Themida {33 Y No No No No No No
RFT i Y Y Y Y Y Y No
BCC ##= Y Y Y Y Y Nly No
pyarmor 8 FEREEINEE | Y Y Y Y Y Y No
pyarmor-7° Y Y Y Y Y Y Y
% 4 £3 RFEIRE LR GHIFR (et

0S FreeBSD | Alpine Linux Android
Arch x86_64 x86_64 | aarch64 | x86/x86_64 | aarch64 | armv7 | armv6
RFT #4i5 Y Y Y Y Y Y No
BCC ##iX Y Y Y Y Y Y No
pyarmor 8 FEAEINEE | Y Y Y Y Y Y No
pyarmor-7 Y Y Y Y Y Y Y

DN/ y BWRE IR AR, (RS

2 3 LY Linux (#7102 glibe

3 pyarmor-7 IFE L4, £% Pyarmor 7.x LAY,

84
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xR

W% pyarmor-7 J& Pyarmor 7.x [ [A S IERUA , HSZREERRARRVFATUE . FE# AR i 14 w] Ik R 1o {58 ml B
S EE HTTP 401 error

e B 3L {4 3 T

B RSB SO

o AkEE S, —A . ini BB ~/ .pyarmor/config/global

o AsBE XF, —A - ini B - pyarmor/config

o AL EE MR LA B CFAATLE, fFIEAei E WHR T
S iy S pyarmor cfg A FH IV ERCE AT .

InEEY

1E 8.2 fATNA.

g2 —A> Python JHIAS, YR U SCPFZ S WA, T AT i SCPFER T — S0 e MR RS, R m] DA
LA 2 3 -

VS 5
Xt F ST
 BSHOE A PGB @I, DA R AR
 HNIERE(ELE) A 4 9 SOPF, PRI H RGP SN A DA RS TR 5
« BEOE I B pyarmor_runtine MR, DA FZ

o i [l install_name_tool 1GIRY JEALHL pyarmor_runtime PHGHIEL, f#YLE LY Darwin 35S ok g P
JEEABEHRP) [

— I AEE R BIAS T PASE LA EE NGRS, (R0 SO ME a1l ek th A b SCRFf
R, B EEAREN

EPFERAYE TR
class PluginName

static post_build (ctx, inputs, outputs, pack=None)
WA TR, ISP I SO A L2 S5 2 pyarmor gen Ti

4 R R -4 J24E Pyarmor 8.3 FHEIIMY
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e ctx (Context) -- MEHIE
* inputs (1ist) - Jif a1 AR A2 5K
» outputs (1ist)-- & H%
* pack (str) - 43 None, 2RI -—pack HHER L
static post_key (ctx, keyfile, **keyinfo)
WRAZTVEAFAE, IRA 2903035 91 SR IR G S ipyarmor gen key T
ZH
o ctx (Context) - NG
* keyfile (str) - fij i i HMER & B SO
* keyinfo (dict) -- SMEBBELEE RIS
ZH keyinfo HAREIH A

Key expired
None 5 Z#H %M (epoch)

Key devices

None s B 7 B 1%

Key data
None 5# /245 & AL A ¥t (Bytes)

Key period
None 52 & I AL TR A 1 (F5)

static post_runtime (ctx, source, dest, platform)

WRAZ A, LSBT E Y B pyarmor_runt ime §{4: 16 2 Jg & ¥ipyarmor
gen W, WHRAMZ T-ERMA, ErTRESEH £ K.

S
e ctx (Context) -- NI
* source (str) -- TG MY RIS F 44 7R
* dest (str) - iy i AT SCIE4 R
* platform (str) - JREHR WV E4T-F & AR
N ERAEEAS, R, ERMNEATFERAY RS oy . EIREAMALTR. G

$ pyarmor cfg plugins + "script name"

Pyarmor 4 I I 7 U 482 2% [7] 44 114 B A
* LRI
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s A E H, WF2 .pyarmor/
s AkiE H3, EHEE ~/ . pyarmor/

XA NRGE A fooplugin. py

all__ = ['EchoPlugin']

class EchoPlugin:

@staticmethod

def post_runtime (ctx, source, dest, platform):
print ('-———————- test fooplugin —-————-———- ")
print ('ctx is', ctx)
print ('source is', source)
print ('dest is', dest)
print ('platform is', platform)

ERIFE] . pyarmor/fooplugin.py JEHE:

$ pyarmor cfg plugins + "fooplugin"

I —A A, FEFEH G AT AR BB ST A5 R

$ pyarmor gen foo.py

B A T vy Oy =K

$ pyarmor cfg plugins - "fooplugin"

AT

1E 8.2 UATA.

AN T @~ Python JHIZS , FE NI B SR A B AR B B TR, AH Y T B EAE AR R T A T 48 1T
PR, SR A IZA T sl 2 S AT IR AU .

LI AR, Pyarmor SR AbE E M2 mfcE HR NHEER A A IS hooks , WIAAMIIE, AR
L BRABAMEMAR A0S, AR Hm AR A

BN, .pyarmor/hooks/foo.py ¥is2 foo.py M#MT, 1M .pyarmor/hooks/joker.card.py &
joker/card.py HIAMNT .

JH A #D Tt 2 — A E Y Python JHI AR, (H 2T ] AR WIS N B SR B pyarmor () and
__assert_armored__ () FAY—LENE ARG B

i SRR AR AN TR AR AR A BB B AR BT AR Z AR o, 2R T JROR A AT o
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S

__pyarmor__ () __assert_armorred__ ()

AT

1E 8.3 JRAA.

— I ARN T2 i AR T A, AR TR A B TN 8 A 2 Bt T — 2o W SR B kA, R
2R B RA A4 T . pyarmor/hooks/pyarmor_runtime.py , XA HIAKN T 0] DAE KAEN
B AP T 2 R R e R P ) e

HRAEMA . pyarmor/hooks/pyarmor_runtime.py , RGEX—"NEbootstrap () , IXPEREL
TEY R pyarmor_runtime PIAG AR R A, LA A ER 2 4 20

bootstrap (user_data)

S5
user_data (bytes) -- iz {844 BLIH I M 7 A @
Bml

iz [A] False , ARAY ERIH pyarmor_runtime FJ 4R 4k 2R, I LA H PR3 57 3 1 ]
AT, RSP AT N5 A

Pk
 SystemExit -- FIZRH, NE/RH R
* ohter Exception -- i& I H. g w18 etk

An example script:

def bootstrap(user_data):
PAREERAEINTEN LR, FEARREI T A
import sys
import time

from struct import calcsize

print ('user data is', user_data)

tREFE, AXHF 32
if sys.platform == 'win32' and calcsize('P'.encode()) * 8 == 32:

raise SystemExit ('no support for 32-bit windows')

# ¥ wWindows Y& TEHRERZREHAARERE
if sys.platform == 'win32':
from ctypes import windll

if windll.kernel32.IsDebuggerPresent () :

(RN
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(CCANY)
print ('found debugger')
return False
# 7 A BlF

i N

if time.time ()

YR B R W R

> int (user_data.decode ())
return False

HJﬂE T

$ pyarmor gen —--bind-data 12345 foo.py
$ python dist/foo.py

XA, B N XA AT .pyarmor/hooks/pyarmor_runtime.py , SRJGHFT N

user data is b'12345'
Traceback (most recent call last)
File "dist/foo.py", line 2

in <module>
RuntimeError

unauthorized use of script

(1:10325)

3.3.4 E{TIMERARIIAE

e I ABITAE % 7 % & b

#5789 Python lRAFIE &

TBAT NG B AR S HF 10T Al Python JRASF A& as o 55 Bt A0 3855 J&—FERY o

AL

X HL A PRIEAL o S N A B T SR e — 2B TR
LANG

BAE R LR

PYARMOR_LANG

AR

=,

TN AR SR U SR S IB A T IN 2 T S B

R BB AT 28 5 5 1
MR ZBAFAE, WA LANG 452 0%

PYARMOR_RKEY

WEIE R 05 9 AR

3.3. BARFH
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BRI

XFER =i fgRERs (B4 Jython 45 ) PAREILHRA Python C/C++ fURIR A A, R 258 =7 i e A fie
5 F1 CPython 4 & 4% FAT, WEAT AR B A . A28 =7 flRE &R it SCRY , BN E /275 33 CPython 1Y
PR,

L R — 28 i) 5
* PyPy JLyAisfTINE A, B 54 A ET CPython .
* ¥F Linux Rfi3£#k Python B8 libpythonXY.so i dlopen W45 1% & RTLD_GLOBAL | 75 W% 4
P SEYa
- Boost:ipython, BRiA% 4 Python 2175 P /& M4 L RTLD_GLOAL f), JEAT MV K 15 2 4R No

PyCode_Type found” . i 5 BRI G0 IR 5 Y2 sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5E
T[/J\/\%dj E:F{-FEJ'EHE/JIZJ@(%H’# i

o B ctypes WLEAEF: H. ctypes.pythonapi._handle W75 4 1% B>}y Python Z3SZEAJHK, PyArmor £ i
%A 3R EL Python C API [y Hihil:

* WASM H A SRR, ORI R 2HEIEAT R AU A i i WASM, {EE WASM g AR 25 5 il S 24 1%
IR R C AR, S T ek, A H RIS SR WASM T o SR 2 1 PR XK
KRB RFTI—NRREBIETTIE, HECREgistT RET BN, (B2 B andBea I A0kl

MZEHMERNEEL

TE 8.2 HUASTIA.
AR R BTCT A, WAEEAEME AP M, @ w e — e A 5h T
__pyarmor___ (arg, kwarg, name, flag)
SH
* name (bytes) - Wi b'hdinfo' 8{# b'keyinfo'
* flag (int)-- i 1
204 i B A RS R
2 name 45 b'hdinfo' BHME, WHXAeREOT PAIRBCY H 2 60 45 5
SH
* arg (int) - FARRBIAEE, ARUE: 0, 1, 2, 3
» kwarg (str)-- None, o{FETZHR
B
arg 24 0 & [T F4) 5
A
arg 4y 13 [l [ DA R sl
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pq |
arg 4 2 ik [8] IPv4 itk
B
arg “A 3 1R [ 4 HI £ 124 FR
R
FLFE
Bian,

__pyarmor__ (0, None, b'hdinfo', 1)

__pyarmor__ (1, None, b'hdinfo', 1)

£ Linux R4¢, kwarg A AFIRARE MR E B B 248K, Blan:

_ _pyarmor__ (0, "/dev/vda2", b'hdinfo', 1)

__pyarmor__ (1, "eth2", b'hdinfo', 1)

& Windows R4, kwarg i ] DA RAGE] ik R s A i ag (5 . flan:

_ _pyarmor__ (0, "/0", b'hdinfo', 1) # First disk
__pyarmor__ (0, "/1", b'hdinfo', 1) # Second disk

__pyarmor__ (1, "*", b'hdinfo', 1)
__pyarmor__ (1, "*", b'hdinfo', 1)

A a1 %Y B R 80
2 name T b'keyinfo' BYMME, WX BT ARBGEF T8 81 15 B
S8
* arg (int) - FEERPNELE, ARUAE: 0, 1
» kwarg -- None, /A3 i i
B
arg 24 0 & MIEATRF AR E ARG B, A 98 E mEEIR I b
BRI
Bytes
B
arg 2 1R IELEATHPIIAROY (epoch), UISRBA BEEA RO -1
BRI
Long
B
WA R AR, AB41[A None
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fian,
print ('bind data is', __pyarmor__ (0, None, b'keyinfo', 1))
print ('expired epoch is' __pyarmor__ (1, None, b'keyinfo', 1))

__assert_armored__ (arg)

S8
arg (object) - BB B EL
AL
2R arg FREMXGRIME LN, 2RI arg HE, 5 H R 575
B
m = __import__('abc')

__assert_armored__ (m)

def hello(msqg) :
print (msg)

__assert_armored__ (hello)

hello('abc')

3.3.5 #IRIHE
X HLB TN I AE AT 0 A B I R B AR SR, I ELA T B S A A T RS PR DA R fift e
UES

IR R A B BA X Bk E], I A— MO0 T XA A& Pyarmor 513ERY, RIREZ N N R G EA
IR, SRR RGN o X5 I AT 2 Pyarmor JEATATRA 2, W BHUIREIRCE R0, s
TR AT DA D . X T IXFhIRIU A A, 5 ELREAE 7 Rl AT AT R T 15, P AR A S A o

UES

MEEEREIEIRES

T WL B
R R TT TS pyarmor PR LAY DR, A RT RERY I R R P 5
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5 R EEEET IR E R R

HIRER

FEEMBRGE

out of license

o7 P14 P P 24 4 AT IR AT F) S
fRRIT SR S5 15 +T 1 X AeiF 7T 9

not machine id

M HTBR AR RE R (R R A T O W] RE & T X R
A 2 AT A A Pyarmor A RAf# R4 )t

failed

query machine id | HWRICIRIRIE Y A AR E R, SR

”%s” overflow

relative  import | SHXERNE DA, (H2 A B A TAX S ARTER

fR LRI S EEIN G A IE R L (H %), A2 B4~ 3CF

MRS R

NI A AAEE A Pyarmor MR R (R

60 -1 1 FE e 5 Bk

license type
OLD

HIRES R R FFRIR T H

HTTP Error | #7142 Pyarmor 8.2+, DASLRIEFIRIEERGTEL, WIERECHA D%
400: Bad

Request

HTTP  Er- | TEFIHCARVFATIE R pyarmor-7 fir 4>

ror 401: | PEATRPLITSE, pyarmor-7 HUSZRFEMRAS A AT Ik

Unauthorized

HTTP Error | 7 1 4M6hZ WU T 20 EM a4

503: Service | VFUTUEMRSF #h—4hoh2 WAL AVl A IP =R, ML IHRAREN 503 Hst
Temporarily

Unavailable

unknown 1€ Pyarmor 8 H{ii i1 I A< {5 HHIE

T 2 73 FL ) TH A I 4T 42 X Ao id o7 ix
e % M2 pyarmor—7

This code has
been used too

many times

Wk 2 AE ClU/Docker H {fi Ji] Pyarmor, 1if i i % 1T 5% 1 3 WF R A6 % a5 9T 8245 B 2

pyarmor@163.com PAfREIZ ] B

update li-
cense token
failed (104)

HICEHRIAMZE T, HUA AR KRR, AR AT R, , i 5 IR K A T it

7F Windows 1], Bi kG ARFBIAE pyt ransform3 . pyd 15 [|] pyarmor.dashingsoft.com
B 80 , FEHAMERSE, B kIS AF pytransform3. so 1Jj[H] pyarmor.dashingsoft.com

s 80, FLREI AR A AN G 2 BB SR SO

3.3. BARFH

93


mailto:pyarmor@163.com

Pyarmor Documentation, & {Tha4 8.3.4

BITNZBHANERER

Pyarmor i %5 1855 5245 5L

X B B 2 aE A T AR i 5 Pyarmor $i)% S AOES 245 B, B8 T RERY IR R A p i 2

WRAZI B RS, AB2 ) Fal DAGE 74 B AR X X AN BT E PR A ML AL PR . P B RS Y
THETCEIA T .

T2 BATMEMAR ARG ER (Pyarmor)

HIRMR D HIRER [REFFRT R
error code out of range Internal error
error_1 this license key is expired
error_2 this license key is not for this machine
error_3 missing license key to run the script
error_4 unauthorized use of script
error_5 this Python version is not supported
error_6 the script doesn’t work in this system
error_7 the format of obfuscated script is in- | A] G JE A:
correct L. T B A 2 bl H AR 3 2%

i) Pyarmor A= BT, 155

BHTHY Pyarmor HE17 %5
2. T ARARAE AT A B AL T A

MIBRAE, XA IR

error_8 the format of obfuscated function is

incorrect

RuntimeError: Resource temporar- | 8 T & HARKE M, EHE

ily unavailable TCET ]I ) Al 95 - B0 )
XA TG, B A
HoISSTE], B P e AT
H TR

Protection Exception m B A T ik
Ii—--assert-call EI
assert—-import , W 4 =

5B aAe PRy IR T 2R
oy A e di e, ARPEETIRIERR Y
SR, 2 AR PR B A R

Python 2 {5055 E 17

WHEAFNT, XFEIRA 2 Pyarmor & BT .
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i ok HLAY A 5 2225 Python B SCRY, JEME AR V@@ A, ] DA RS, ol DAL AR T

JEE# Python # XK HIEIE M B HRFI 5 o

* 8 K21 IBFTME AR AR5 E& (Python)

HIRER

[FRFFRT R

ImportError: attempted relative import with no known

parent package

1. from .pyarmor_runtime_000000

import __pyarmor_

RIS RN -1 8 - -prefix KMEEA

3.4 RATHE

3.4.1 MESE ¥R

ASCHE TR

o BRI I TCTA I L A2 J A 1) P BB B 22 4 D THT R 75 5K

o e AR H BRI RN R AR B

LA SRR 2 E 1) Python JER, T/ Shell B4, BREGAR BSEHT AN
S PAE B E RGN P H SR, BOATE DL pyarmor 3247 Rl AR BL BB SCAE ST B . AE i

QAT T I iy AL BCE F SR

$ echo SHOME/.pyarmor

oEAEA A THIA python fiy 4>, FTJT Python ¥l &, 1247 N HIMiEH

>>> import os

>>> print (os.path.expanduser ("~/.pyarmor"))

Frik: FEASCER RIS F, DA S TF ki air A2 Shell a4, 1A »> I3k 1R 2 4 Python 44l 5124711

JATEA o

LEASCRYH, JEHS# ] ~/ .pyarmor/ Fmix N H k.

FATESEF T e — o i B B iy &

$ pyarmor gen foo.py

TS A , IV BAAT IO H 5% dist/ R, i A SCHE:

34. RATH
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dist/
foo.py

pyarmor_runtime.so

FERXA~ AT, pyarmor HRE A2 87
REEB{TIME
pyarmor 1 Joi ELEATINGE, R IRAT
L. QUENBATING ctx, WG4 B S EA TR G

2. W] HSRAFAE . pyarmor/config UM, Al AP BRI L ctx

3. BEHUAT TR, BEOBTTIR ox

EREE

T ok pyarmor MR iy 94T AR SCHFECE H S, TR RFEME NP A .
FC BT pyexts FIH T HEMFERMAY A, BIAZ [.py, .pyw]
B, MAITHIARBIA, EEY BAARTE pyexts 2o, ARSI EANE 1 I 451 % ctx.resources
Hk, TR E SRR, P RATE pyexts Z PRI SBUIE MEI52%
SR ARG N TR AR, P R IR
o BN recursive BIAMRIIAN T HR
* PEU —-find-all AHPTARMBAOBIRANE (4 ARLH)

R AR

M ——find-all PWIBCERINE, 2 A3 HMNE A R HORTBI A4 .
pyarmor ¥ fEIE R AR
* 47K H i Python RS E A RIKIE
o JEECEI pypaths R E R ASIE INE B R E£
o AT H SR B R R Y%
SRJE R SE A A foo MBI HR:
1. LA foo.py AT AE BUFEEMY tree
2. 2 AT import/from...import 1]
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3. JEH A A BB R
4. MR FRAR R B AR, PO BRSO
5. FEREBRSCHF A B 75 BN i A5 2

AR R ARBTC R E I R SRA R B, KB G AR SO B A . AR R SC
e N LA, ERBSFE WA FRAMEI AL £inder NI, FIAN:

[finder]
includes = a.py b/c d.pt

IS KR ST A ) i 44 PO TR AR A A A TET A RILON) - 5 D) Ty Ve -
 ~/.pyarmor/config/foo.rules 1EJAE 4= JRTc & H 3¢ rules 1A 4 [A] 44 344
s .pyarmor/foo.rules 4T it & H 5% T B4 & 44 4 rules [1)[7] 45 S

URAMISCAEATAE , 20X BRI R MBS AN SCPFRR & BEEA T ab B, I FLANSR A2 T RARM SCIEA B,
BIEY B2 ANFERCE T . pyexts W s nas) £

R E

RN FEAE A AL 5, 2R KOO R AR PR AR IR T Ak 2
PRACHE B b PR 2 2P R
o BEPCCIENEA, AEIREEIRSCAT: res
o P EREERCE A AU AL P KU AL BB RSO
o AEPRSE R 5 AR G 3 R TR A
SCPFR B B 40 RGERRINME, AR O PR AD A e, B B SO FAYEIT encoding , BGE IR
HURIERS
REXERALIRER

N EL R JEAC AL PRAS 2 IR AL B, BOA B B

P RE A 2 2 2 1) B FE IR AR T i — AT & # pyarmor: AT AT, X T DA R 1
RS A BN, JEOR A AT

# pyarmor: print ('inline pyarmor code')
def foo():

i=2

# pyarmor: 1 += 1

print ('i is', 1)

ARPRSEZ 5, ARSI AR I

34. FEATHER 97




Pyarmor Documentation, & {Tha4 8.3.4

print ('inline pyarmor code')
def foo():

i=2

i4+=1

print('i is', 1)

AR R R A MR ZEIAT— L BB E I AR T A BRI TROACRS . XREAEBCA I e, IR
RARATT A FrPASCHE B AR, TN 2 AEERE F gh s

EIERE

DA AL BSE N2 ), it 2 DR X LY ast. Module TESEA -
VBN B AL BRAE R TR PR

o MRUEFRGEHCE, $RE|IA TR AL AR

o WP TEAR AL B HUA BRSSO

o dRJ i R e A A BB U ) TR

HT AN, BEARDEIETE, S NA LR IRIEERAC SR ZAM SR ARG R, &
FEHHAT I S

B MERAC BRI 2 A B A L TR A AR R, T DA T P TR AL PR AL B TE IR T REA S5
AR H A2

BRI R AL PIRES 320 A
o RO ALER G, B ek ast.Call, B GRIR H  eR BUR 280 I )
o PABBULTEE, B astImport, BiOR AR 203 A

RIR K EE

A HEE AL B 52 2 5, B A IE MU 1Y ast. Module TEERY . 12F Halfe AP b4 4k 2L

* REARERE, KA AN ERRBALHEE

O EEEMAERRB R F nco

* WHEMAERRBAEZRE, RAALEZXRXGEHERRE R L nco
* RERMAEHREAENNEREERERERREN L

B MRS AL BE AR 52 W A2 L — MRS A B R il BT DARR TSR — MU AL B R 2 Ah, JETH
AL B AR ARG meo AT BEFIIRIAMY mtree A—EL.

WERBR AR BE A A
o EANRISABESE, ERSCH AN EaABERIE, WAL, TR R4 PR
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o AT ALRERS, LR XX G AT % Ab B
S UL:
—-—obf-code ——mix—-str ——enable-rft ——enable-bcc
Do R A A R

BRI ST 0 B AR G AT & 7K
s ——prefix

. i

B & B A a5 h B =

UARAFAE R 4 A, il n:

pyarmor gen a/foo.py b/foo.py

SN P

e a/foo.py ->dist/foo.py

e b/foo.py ->dist-1/foo.py
ETTHRBD SO R

eI ——enable—themida fl—-—plat form P& T a7 0 TR s 52

3.4.2 FANT EnE A

P EASCR %) Python ERY, T AR Shell B, SREE RAHIXAIA.

EMAEHRZEE Python 3T

Pyarmor JilI% 5 B IAS S 2 A4 B . py SCAERI—AN2 474080 &« BTG Python Fibk—Ff, WT AR
Python f eI 04T, Xt 2 Pyarmor f— NIRRT, HT DARE AN 5 i) B AR TCAE R e SR i AR

(T I A S8 AN E 1) Python JIAS—FE, AN, RN RES: B B2 1T

python dist/foo.py

T SO AT A, BRI A — BT
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from pyarmor_runtime import __ pyarmor_

__pyarmor__ (__name__, __file_ , b'\x28\x83....")

A PAE B 5 — KBt 2 A Y BB pyarmor_runtime | B 5k RN A TEAR W] H SRR S0
pyarmor_runtime.so . ¥ BAEI pyarmor_runtime A 2 MAIMIE M ARME —&E, REEELET
Python {# AL &A%, BEWE Python S AR, N BIA S vl AIEH 1

QRIS AT I A B I fe R pyarmor_runtime JoyARE], W SCEAEREY REBHCHE, RIETEY
JERCH SR FTAER H S B (1] Python fRERERR T AKX MELBR:

cd dist/
python

>>> import pyarmor_runtime

WIRARFELEF S, VSRR IER, AT 2455 F1 Python JiiAs .

Ve IR SR, AR e, AT DUERE T, N2 e Lk T. e st
PRES OV 2 3 R T 2 R o XA IGO0 B TR Y AR A A SC IR, BB TR SRR Y A
AT PAIEH B T I I AS . IR AR 25 AUV a8k R i 5 v BT — A RGP AT DL 2] 24
HIH%, BEEGTA

TEFAY A pyarmor_runtime ZH, FrA S EERE Python ) H B PI6E, F1 Pyarmor FlIA< 275N
BRI K R oI B PR 1) AR B 224 3] Python A SE IR, HF5142 Python J& A AR A B 44
PR R AL A AN R AR

PR pyarmor_runtime 85— R FAREIME, SHT—SSwintb TAE, BIKGAEZ 759 %, R
WAL R, AR 240 TR .

PERIM AL e

WRBIR AL IR R SE R, IR APAT I AR 26 — A7), R s b 2 AR e __pyarmor_ K5¢
JIKH I AR 14 2 AR

BB ERSE N2 5, HE AL 48 50 4 Python fRERS, AT G RIRLER

PRI PR

24 Python FREGHIR T N sRALAY NG, IR A9 AR pyarmor_runtime JEATMRA, MR 58N )5
1 [1] Python fREAR AR HAT -

SRR P I 2 31, PR3 A 4 M pyarmor_runtime JETHISAIC -SRI M T, S
{EAR[1% Python ARFESHAKSINAT.

100 Chapter 3. HZ




Pyarmor Documentation, % {ThR% 8.3.4

BITHBE

TR IS BAS B B AT TR AL, KBRS YRR pyarmor_runtime RAE—EATHIS) 2 B
T, ERATER— TS EH H R —H TR

$ pyarmor gen foo.py

$ 1s dist/

foo.py pyarmor_runtime_000000

$ 1ls dist/pyarmor_runtime_000000

__init__ .py

pyarmor_runtime.so

XM dist/pyarmor_runtime 000000 BL2zfTHiBit, (EAlafrfiBi e 2R THEHEZ T 5
BRI RA, AT BT AR T G 3 @R pyarmor_runtime HFFEI L H R, AR5
fE__init_ .py HEHIEAFEEG, SAMB-G R RIEE, X AL MAZITEZ AT
T -

IEATRI AR R — D IEE W Python @, EANRLAAINE AL, 2 2 Python Fib G AL Y%
K, ETLAFFIAEAT 5 o

BT BT DABE AR AR T3, AT AGE I 45560 5 A i85 3 Pyarmor S fit 7 H KL 1 Fl——prefix
KA Bl A A OERR I S AGER] . WSREARER TR, ATLAE Cgi S 1 % 46 1 SREUUI AT A
A, IR EE S At T B .

BITEWN

BT BRAT X I B AR (1 249 SRUA B DA BT S — 2B A TR

IEFTHH— I A B iR, (H2 0 n] DA SR B AT«

P IRBLBAE W IR AR IR R IEIE A TS, BRI B R AR . B i 2 5 A S R EERAT -

B TSI IR R AR TR A A I I EATRIE (U2 ] PARC B O B U AN A A T
Bk, R APC BRI A TR

AR ARSI SCAT T LATE K AR A LA AT B SCA R, AR X SR, AN S A
PSS ] PAEBGE T B AR B, AT — LM AL B

MR MEEt T 4R A B (B KA —E IR, AR 4K), SRIG 6 A A AT AEIN
JAIAS O B0 SR, AT S BRSSO BR A AN 2000 3 HL P A S A XA 5522 e A oSl JiT
H O, Pyarmor FUZHRAL 73X Fy AL o
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LIREX

LA SRR RS T B AR IEA T — S I 2 R AT R«

BRIN YRR SEVPR I J5 Y AR HEA T 0

i ——private ZJEASRVFANERIEIA S AN A

i ——restrict ZJEARIBATANTMIATT N A b o5k
WERTF LS TR LR, S T Hp a2

$ pyarmor cfg restrict_module 0

— RO, X AR AT 2SR, A A B 2RO AR B P T A L A

e

$ pyarmor cfg -p NAME restrict_module 0

Tz R A F0 R SR R A 0 (X 51

I A USSR MBI, A4 R H1— S R )
o I MASZA Python HRASEER, HIAN{HJT] Python 3.5 M4, HAEfHJT] Python 3.5 K321T, 1ML

VE# ] Python 3.6 1247, {HJ2 AT DA AN TR 3.5 JiUA

o IEMARFEMK, PR TSR, ARRFETEEMN SRS SR FERERIERS,

CPU Zuy 3 dt4 7 51, Bin 32 {37 X86 Windows, Linux Aarch64,

AT f A1) Python ANREZ IR, MEIRIUL, AREZ X E T Py_TRACE_REFS m# Py_DEBUG 4:
J 11 Python

* f§iff] sys.settrace, sys.setprofile, threading.settrace fil threading.setprofile %

B [0 ] B RS T S AV AS FRRE 2, BT DA i o K 22 e 50 TR TR I AR

o Bk inspect FHAAEATE =5 AR AL U7 0% B 47 ) Byte Code B HLET I AURS RS G 28

JEtE, B, RIMECE TR AR A

» {fifl] cPickle B AT AL T AMLEME RTINS, (£ g RIGR AT AR IE HEAT
» sys._getframe ([n)) ATAEIHEING A RIMBIEITHEL, (R INE A AT RERIN T BUMGIS IR
o AR S P TS RSO I IAAEA IR T &R

o REGYHREE _file  fEMBMAR <frozen name> , MIARSCIFARR, fESH 1% HI3L

BB~ <frozen name>

R R JE N __file BMIEORI—AF, SR SCHELARR. I T A 217, win]
DA £ HH 45RO [

102
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def hello(msqg) :
print (msg)

# The output will be 'foo.py'
print (__file_ )

# The output will be '<frozen foo>'

print (hello. file )

A BRI, 2 5 e B LA Y Y A A
e pyarmor cfg mix_argname=1 2 3% annotations JLE{H
S

Yo o] fif e 5 = 75 B3R ) e 2 e R A AR Y 1) AL

B HRRRR

K58 =y W fiRees (Bl Jython 45) DAKGE L ik A Python C/C++ AT M A, HBLEE =y il Reae
REAS A CPython 7 & 42k %S, wivl DAGE N AR . 5 AATE A S = RS RISCry, MiNE 26
CPython [FJ§" AR .

LI L i)
* PyPy TLIEIZATINE A, HAE 58 @ AR T CPython .
* 7f Linux T[22k Python s34 libpythonXY.so WIHEE dlopen w5758 & RTLD_GLOBAL , 15 Wi i A4
P SEY
+ Boost:python, BRI\ HL Python S5 VA Y RTLD_GLOAL 1y, JETINBMA HIBHE A5 No

PyCode_Type found” . i 5 a2 AE I AEAL JE 5 ¥2: sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5k
AT DAL A i i 1 R B A

o FH ctypes WANAFAEFH: H. ctypes.pythonapi._handle Vo554 1% B>} Python Zh3SE M)A, PyArmor 2@ 1ot
%A R Python C API [fyHbik .

o WASM HHIASZHRE, B 35 ZHE T A R WASM, (H2 WASM 2R 25 57 wiwl I 4 ik
WA ESRI) C ARG, AT &4, FrPAHBisA 2R WASM it R . ansia 2 m i P B ek,
REELM—MRERBITE, HRreiatT RET Blng g 4, (B2 B miid e I & i1 .
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3.4.3 RO MILEITRIINES Bl A

{451 Pyarmor 8.0 1 LA DA EIEATHO NS IA AT E J60H ) Pylnstaller KEMIACKT 6L BLA HAAY T AT SCPF
EATEE—AH %, SRR 04 U AT T SCPEE R pack f38apyarmor gen F 58

pyinstaller foo.py
pyarmor gen —-pack dist/foo/foo foo.py

WERBA I - -pack , FUBBMAEITINGE . 2T, WS Hpyarmor gen HiiH], XHEAL
I Bl 1 AR

WA VI - —pack , LB H HRZ .pyarmor/pack/dist , FEMEEMZ J5, WHAT T A
Kb FH:

o PRBTPATIC R NS H SR . pyarmor/pack/

o A0 AR I IR S ] 44 BRI T A

o O BIAS 2 AT 4 ) ST SN EBIG E St

o MRAEAEIR I H SR b A WA EORT R BT AT SO, IR R A R AT SO

TEHENE R AWM B ARSI, WRFEE S A E 5, eI Eil. fFl
an:

pyarmor gen —--pack dist/foo/foo -r *.py dirl dir2 ...

£ Darwin 75, U1SR T 2L S HF Intel A1 Apple Silicon FY il % il 4%, fill fi] i 51 i 7i**--platform dar-

win.x86_64,darwin.arm64°:

pyarmor gen —-pack dist/foo/foo --platform darwin.x86_64,darwin.arm64 foo.py

A a3 THT s EA

AR B U B, AT R AT SO BT AR R, B2 BN R i XA 23T

SRR T AR A0 ) Pynstaller 0705 spec fle , AR RRREATTHEFY , 50kt ST RIS
FRFAVEE AR e T T & A /path/to/src/foo.py
o Y5l Pyarmor Al X AN AR

cd /path/to/src
pyarmor gen -0 obfdist -a foo.py

o BRIGHEATH ) 2 BB 2400 H

PARBEME R -1 Rl -—prefix EMAS, HALESTAZE
2 X1 H i HUR N T ELL Pylnstaller RENSIRENIEATHE B A AN 5 B INAT A1 B 42

104 Chapter 3. HZ


https://www.pyinstaller.org/
https://pyinstaller.org/en/stable/usage.html
https://pyinstaller.org/en/stable/spec-files.html

Pyarmor Documentation, % {ThR% 8.3.4

mv obfdist/pyarmor_runtime_000000 ./

s NRELH foo.spec, FHEHEITHBIEHEMNE hiddenimports

a = Analysis(

hiddenimports=['pyarmor_ runtime_000000"'],

o R BN, MR A4 foo. spec’:

pyi-makespec —-hidden-import pyarmor_runtime_000000 foo.py

e Bl foo.spec, FHARN] MIEE] a = Analysis ZJ5, X—4H2EL

a = Analysis(

# Patched by PyArmor
_src = r'/path/to/src'
_obf = r'/path/to/src/obfdist’

_count = 0
for i in range(len(a.scripts)):
if a.scripts[i][1].startswith(_src):
X = a.scripts([i][1].replace(_src, _obf)
if os.path.exists (x):
a.scripts[i] = a.scripts[i][0], x, a.scripts[i][2]
_count += 1
if _count ==

raise RuntimeError ('No obfuscated script found')

for i in range(len(a.pure)):
if a.pure[i][1].startswith(_src):
x = a.pure[i][1].replace(_src, _obf)
if os.path.exists(x):
if hasattr(a.pure, '_code_cache'):
with open(x) as f:
a.pure._code_cachela.pure[i] [0]] = compile(f.read(), a.pureli][1],

— 'exec'")

a.purel[i] = a.pure[i] [0], x, a.purel[i][2]

3 HoAth PyInstaller F2E300tH T DAYEIX BLH
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(% L0

# Patch end.

pyz = PYZ(a.pure, a.zipped_data, cipher=block_cipher)

o I EIEMHITIHANT Y foo. spec RATHL:

pyinstaller foo.spec

TARPEARE BRSO, M~ ek
o fEHSEER H e /path/to/src
o fdi ] SEPR A PR pyarmor_runtime_000000
Al 5 EF T A0 25 R g AR
Jrik—, AILME foo. spec AN TAURGHEIN—2LL print 1), Bl WA C 208 e T JRORAY A
B, T DALE AR I — Ll ) e T A, 4

print ('this is __pyarmor__', __pyarmor__ )

WA R IAS, XA ER A, HATEME A A REIEFATH.

&ix
Apple M1 4 segment fault

1t Apple M1 _EFTAL, HSRAE AN A AT A AR st , 5 ¥ ek Anis A T B e i 25 44

$ codesign -v dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

WREAARE, W T4

$ codesign —-f -s dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

MG T ——enable-bcc 8{#H ——enable—jit #fFMER, IRABFETL S Allow Execution of JIT-compiled

Code Entitlement
W

=

Using the latest code signature format
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3.4.4 FEATHE RFT &
Pyarmor y RFT B AEGSRHBLC IO AL, 26, Jrik, @b, ARSUTEMS, M4 THORREERS T
—F, BTARR IR AT

JEH RET B2 5, BB T e SO A PR A A Ae A, A BIAS Ry ok B JsOR I A AR 2B T AL
R I LE M RGON A , REAE e E X a1l X HHS RS RS BRE

RFT KX B 514 7
* R%L
. K
Ik
s B
o JRRA R
© WEHAK
© FAZIZPR
RFT BN S i 44 75
© SRR
o VA JH BRI i ) S R R
o MR __all  EIEETE AR
* FAVA IR R

{01 RET A, o250 BTy G i B AR R e ] — A i @ AT - Pyarmor 70 A7 AR 2 T8 F) 8 1)
KA, MFARATRUII TR E . FIa:

src/
foo.py
Jjoker/
__init__.py
card.py

{8 RFT KA 4 foo.py VAL AL joker iy - 17F:

pyarmor gen —--enable-rft foo.py src/Jjoker/

Pyarmor {1/l P EL(4 H SIALAI THCE AN AT IIAS, FHuEfr i a4 . BIR RET By B sl A
AEPERZH TGO, (BN TR, B E S LA FREH PUERAL L. A7 Python 155 H &
R, Pyarmor FEARTA AT AT ZISE B S AL BB A BT DL, Bt AXPARRIR O, AT N T LB AL
RET #E:080 B e A WrE B sess H s, X TR 6E A S BERGER -, BEMS A 3l AL U XS B,
P X 2 2 2 W A N TR
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XHFEIRMIAS, ANEZIE Pyarmor 2 H S TAL BB A OL. HIA0,

foo () .stack[2] .count = 3

(at+b) .tostr () .get ()

A JEME stack , count , tostr il get MATHEMAIE? A LGOI, (EHHSHEEDIRA T
HIWT R FTEM 2L B2, PR SRR U R AR S S P TRIHRR E Y, B 2= FRb N SAEAR R
THOL T IR AN AR

N TP AE DL, RFT AL T ik ik:

¢ rft-auto-exclude

H i HERR A B YE, X2 BRI

AT E B RITA WA D A RS, WERBEMITEN R A FRIC R, AN EEA
PRy HERR B, A BeHERR ) JE A L AAT ] A HR AN S B EE 44

Helg @ M B S 4 Wk 2 .pyarmor/rft_exclude_table

H—WizfT RET Bl AR HE, XAFIESEH . RFT BAKIREARSA A, &I TCEA R
JEME, BB TERmMELEXAR . M AN S a1 B B 24 AR B oAb B
HJEPEA R

X IMBEFRGE ] RET BEAE A R S HOM B A, BT AR BT A AR TR A s, BAAS
H A PRI E ) B i o

RFT #AA & A S fRiX 3% . pyarmor/rft_exclude_table , il AN IIHT Y AR A 3] 5
T WA TR, T DAERX AR MRS, REEFIT A — i E a4 i A .

RXAPITIE G LR iy 8, (B2 T RESHEBRR 2 AP, AL HEER R M T DURITE AR 2L R M4 PR BB B
KT

¢ rft-auto-include

H 2l & I 2R3k -

R ST AT, JEA R, FERTA TR T E a4, ORI LA FRRE D
o

XHFIRLE R PEAE IR AL PR R R AR, PRI R AIEATAL .

M PRELEATIME A, AR A FR AR, IR AIERXEE SR T AT HERR , B8 G L TR AT
HEFS .

AWrEE EikB R, HEIBCA ARG P
XTI BENS H & KR AR, (R EE SR T A
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5 RFT &

iR T 62 8 RET mode:

$ pyarmor gen —--enable-rft foo.py

WA A ] pyarmor cfqg it it B SCFE A

$ pyarmor cfg enable_rft=1
$ pyarmor gen foo.py

J& f rft-auto-include 5 EiE 25 rft_auto_exclude:

$ pyarmor cfg rft_auto_exclude=0

B 5 rft-auto-exclude J5 1

$ pyarmor cfg rft_auto_exclude=1
EEEDAZEHNTERAE

] RET BUB R M AR ST RE I 2 LR 27 WREFR28E T
7. Python 3.9+ JE /i RFT BREFI, AT DA i AHEY A I

$ pyarmor cfg trace_rft 1
$ pyarmor gen —--enable-rft foo.py
$ 1s .pyarmor/rft

foo.py e JaXt M AE . pyarmor/rft/foo.py:

$ cat .pyarmor/rft/foo.py

S R AR 2 RET BRI B TR BB, HASEEE 0 T s i A,
BT IHAALE . B0 docstring BRAERPREE A, (HZ ARG 1T v PRy I 2 0

B2 BN I

$ pyarmor cfg optimize 2

I A e A S LT DocString JHER -

#41E: Python 3.8 DA K Z B IRAS A SLRHZ I RE -

34. RATH
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EEEGSNER

WER TR E R IR L R Fdiv 44, AT DA JE ] H A5 SR ER AT RFT BR % Ik B 2 R R B H AR .
pyarmor/pyarmor.trace.log , HHA AW EML HE:

$ pyarmor cfg enable_ trace=1 trace_rft=1

$ pyarmor gen —--enable-rft foo.py

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:1 (import sys as pyarmor__ 1)

trace.rft foo:12 (self.wScan->self.pyarmor__4)

F—NHBEILRT sys #iEmM4 N pyarmor__1
B HEICTE T B wScan #EM4L N pyarmor__ 4
AT HRR B 2R

AR i 4 A B R R, R fRT R P Ak Oy Ol X A4 R N T HERR ’dz/ﬁdnzzwé TEFTA 1 B A
REXNAPR (@) MABATEGS . THE6GHSEAHK mouse_keybd fRH

$ pyarmor cfg rft_excludes + "mouse_keybd"

$ pyarmor gen —--enable-rft foo.py

WERFF R BRI AR R pyarmor_ 22 ROFERIMN, IR Soilad BRER H G B A4k th ORI 44 5K

$ grep pyarmor__22 .pyarmor/pyarmor.trace.log

trace.rft foo:65 (self.height->self.pyarmor__ 22)
trace.rft foo:81 (self.height->self.pyarmor__22)

B, L@+ height j& pyarmor_ 22 JFURMAFR, HR2 MR HIH fir &P B X 44

$ pyarmor cfg rft_excludes + "height"
$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

R T EAC XL N T HER R 2 ARG R, B T T i 2

$ pyarmor cfg rft_excludes ""
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SIBRREM __all

PEEME __all  HE U AFRSORE ok, AT A ARIEANMBIA M - B0, FHir %L foo &
PR E N RA A TE S

all = ['foo']

def foo(msgqg):
print (msg)

def _private_foo (msg):

print (msg)

IR 22, AR T IENBIE R S BR TR
A ] RERE 2 a4 B A SRR T3, AT AGE ] R IaT ) ik RFT B2 __all_ HE W24 Fk:

$ pyarmor cfg rft_export__all__ 0

WBEHBFAED

S AL FRIIER]—from module import * —&EATHRIRAGALFE .
WER R — IR R ATA SR, T2 RFT B S HEMATE AR R R a1l W .

RIS AT 25K, B4 RFT A &2 B S AR, If B2 5 20U v
_all__ ., WRFARMK, &S EHRFTBIREHRE . fEXAEN T, T2 E 54 & PYTHONPATH 5§,
FHAMATAT Rk Python 7] DASE AR AMEHE .

WERBHRE a1l BAE S, LB PTA B AR A _ Tk AR e AR .

BENLESZAN

H % SCHLN W] T E 4% J0vE 3 aliR SIS BUR B2 FR,  H 2 CUNGE H T rft-auto-include:

$ pyarmor cfg rft_auto_exclude=0

SE X4 JRy i 4 HUN:

pyarmor cfg rft_rulers © "self.task.x self.task.?"

T SGEHFLA iy 44 AL:

pyarmor cfg -p joker.card rft_rulers "self.task.x self.task.?"

A HUAE
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BHEHEX XEEREH 4T X

JEVESERIAR A - TR Enmatch BRUTFAFER, AR5 (U U R MR A T IE AL

T4 JEL DR TC P Jee 1 S M T Y e 4% XA T A P
2 HRUHTE A
o JUHbAEL: PR P JEOR I 4 B
ANTHA I AAB SRR, 1020855 — D24 FR
B, R AL

self.task.x self.task.?

I TR AR

class Sdipmk:
def _ _init__ (self):
self.width = 100

self.height = 200

def move(self, x, vy, absolute=False):

self.task.x = int (abs (x*65536/self.width)) if absolute else int (x)

self.task.y = int (abs(y*65536/self.height)) if absolute else int (y)

return Mouse (MS_MOVE, x, V)

5T R ) i - P T e % AL

$ pyarmor cfg rft_rulers "self.task.x self.task.?"

WK AL R

$ pyarmor gen —--enable-rft foo.py

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:8 (self.task.x->self.task.pyarmor__2)

% 8 4TH self.task.x #{H M4 N self.task.pyarmor__ 2

RS EGA N, REEERSR:

$ pyarmor cfg rft_rulers "self.task.x self.?.?"

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:8 (self.task.x->self.pyarmor__1.pyarmor__2)

112
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PRI — 2N E 4 self.task.y , FERMH ~ REGHALI:

$ pyarmor cfg rft_rulers ""self.task.y self.?.?"

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:8 (self.task.x—->self.pyarmor__1.pyarmor__ 2)

trace.rft foo:9 (self.task.y->self.pyarmor__1.pyarmor__3)

XA AT A H O — 2%, HLEH = SEATICE, 2 E SRR SOR A B HE:

$ pyarmor cfg rft_rulers = "self.task.* self.?.?2"

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:8 (self.task.x—->self.pyarmor__1.pyarmor__ 2)

trace.rft foo:9 (self.task.y->self.pyarmor__1.pyarmor__3)

3.4.5 FANTHE BCC &

BCC i AL B A AL R A o — HE AR, FEARAS B3t Sl i Python BR%K.

BCC HiHE B EC ks, X T Linux Fl Darwin K, —fBIANTHEHTHE, REBIAK gee #l clang
BETAERLAT Ao 7E Windows 55 Fifi, AR NIRAL AR — M7 AL E clang. exe , HADLEHIERILA

S

* ARE LA clang.exe , AEFEHERAHIGETT clang. exe AT A WRIIFFAE, HiE

TRAEAE B AR HIGEAT, AIARCE AL B PYARMOR_CC SRASEX A3/, Bildn:

set PYARMOR_CC=C:\path\to\clang.exe

© M LLVM B R 8H2 2 g 1A

* M Pyarmor H ¥ F#K clang-9.0.zip , EHHEA/NAN 26M Zigy, HURA —ARAT SO, AR AL

TEAR B & R, ERIAZ $HOMES/ .pyarmor

& BCC #=%

Bl b gmiadn 2 5, AR ——enable-bec JH i BCC A

$ pyarmor gen —-enable-bcc foo.py

BRGNS S S C B RR%, AR AT AR R BRG] T AR RRIE, AR SR

NC BB, X ABA B BCC BN ) ok K ARG e Tl 1 A7 54 o
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EE#W BCC RAMERF LK

Jet R BT AYE B B H 78 S0 . pyarmor/pyarmor. trace. log HUCSEARSE s Eg 5 3 BN T C 0K
B Bl

$ pyarmor cfg enable trace=1

$ pyarmor gen —--enable-bcc foo.py

TREBEHEREHH trace.bec iR NE:

$ 1s .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main

B2 HEILRMZE foo.py 5 5 TTHIKEL hello Bkl C EE — & HEILRMZ foo.py 6 917
Y EREL sum2 Pk C pREL

WIRTE trace.bee ZJFHFHR |, IRARRE XKL BCC K20 . Hln:

trace.bcc ! foo:29:Test.new (unsupported function "super")

AR TN SRR
MO BCC BN A AR SE S REOR AN, IRIZFT BOC BGRNEMACIL U T A4 1A, 78
AIRHT BRI EOBOR, S BRI REE B
TR, 3R ok 5 5 A S Y B

i BCC f58 /28— -8k pkgname .modname B FIH 7%+

$ pyarmor cfg —-p pkgname.modname bcc:disabled=1

MRS H Y B AR T YR T iy

$ pyarmor cfg —-p pkgname.modname bcc:excludes="name"

$ pyarmor cfg -p pkgname.modname bcc:excludes="namel name2 name3"

$ pyarmor cfg —-p pkgname.modname bcc:excludes="Class.method_ 1"

$ pyarmor cfg —-p pkgname.modname bcc:excludes="Class.*"

AR A I —p (A3, AT b R 44 B BRI W
T2 — MR BIlA foo. py
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def hello_al():

pass

def hello_b():

pass

class Test (object) :

def _ init_ (self):

pass

def hello_a():

pass

5 P T PR AL T — A 2ok 220 HL e 14 R AR ik

$ pyarmor cfg -p foo bcc:excludes = "hello_a"

$ pyarmor cfg -p foo bcc:excludes = "hello_a hello_b"

$ pyarmor cfg -p foo bcc:excludes = "hello_ *"

$ pyarmor cfg -p foo bcc:excludes = "Test.hello_a"

$ pyarmor cfg -p foo bcc:excludes = "Test.*"

$ pyarmor cfg -p foo bcc:excludes = "Test._  *_ "

$ pyarmor cfg -p foo bcc:excludes = "hello_a Test.hello_a"

A HFR 3 BCC MU b Bl i e 5, AR A BRI beciincludes:

# K2 B & T

$ pyarmor cfg bcc:excludes = ""

#BcC BAAAEHEREH "hello_a”

$ pyarmor cfg -p foo becc:includes = "hello_a"

# BCC HAXFENHE K F E "Test.hello_a"

$ pyarmor cfg -p foo becc:includes + "Test.hello_a"

# BCC HAMEE "Test" WA FE, BT "_init "

$ pyarmor cfg -p foo becc:includes="Test.*" bcc:excludes="Test.__init_ "

FATTUS IR ER B, EREXEIEARRCR, AR X LA R AUe 1550 9 BCC B, fildn:

$ pyarmor cfg enable_trace 1
$ pyarmor gen —--enable-bcc foo.py

$ grep trace.bcc .pyarmor/pyarmor.trace.log

34. RATH
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AI—ABIT, ZWs joker/card.py (A2 BCCHIA M joker By H AR

$ pyarmor cfg —-p joker.card bcc:disabled=1
$ pyarmor gen —--enable-bcc /path/to/pkg/joker

I beesincludes 1 beezexcludes W RS A I RECRIZEA R, BTN BALBLT-BRECR T35, BN

def hello():

def wrap () :

pass

class Test:

def _ init_ (self):

pass

N 2 TCEZ Mg TR wrap FllF-2E Test:

pyarmor cfg bcc:excludes = "wrap hello.wrap Test.__init__ hello.Test.__init__ "

T RN T SR ME— T 2 B A T E Y THUZ B 4 hel Lo

pyarmor cfg bcc:excludes = hello

TE 8.3.4 AN Btk 1l bectincludes.
T 8.3.4 A K A AR T I beezexcludes [ 735 kA2 T 2840 . #EZ R IUAS:

# R HEREH AW EFE "hello_a”

pyarmor cfg bcc:excludes="hello_a"

# AT EMBREXLARNE, THEABEAT &

pyarmor cfg bcc:excludes="Myclass.hello_a"

TEBAE A

PEERATENHARCHE R B HMFAHEFE "hello ar

pyarmor cfg bcc:excludes="hello_a *.hello_a"

# MU EERRA LB X7 &

pyarmor cfg bcc:excludes="Myclass.hello_a"
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B I BRI A

1 BCC Bk e IS T B B £ B0 R ]
o WBA SRR (5 BRSO R —

o WERARAEFE AR B A S0 raise L 5 AU

BOA NG

>>> raise

RuntimeError: No active exception to reraise

& BCC B iy A

>>> raise

UnboundlocalError:

local variable referenced before assignment

o RBCFGRMENE, STHEISCRRIZIHaR R, BIA__qualname_ %53, fERARMCH C KB )N
BRAAEAE, 2 Ja P 4 R IO 4 JCIA IR T AR

AR

BT R BRI R BOTCTR e R C R L

unsupport_nodes = (

ast

ast

ast

ast

ast

ast

ast

.ExtSlice,

.AsyncFunctionDef, ast.AsyncFor, ast.AsyncWith,

.Await, ast.Yield, ast.YieldFrom, ast.GeneratorExp,

.NamedExpr,

.MatchValue, ast.MatchSingleton, ast.MatchSequence,

.MatchMapping, ast.MatchClass, ast.MatchStar,
.MatchAs, ast.MatchOr

W T FIME R NEREL, A% ISR SN C e

e exec,

eval

super

locals

sys._getframe
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* sys.exc_info

BN, T R AR AN S il A, RO EATSEE G 1A SRR, B R TN SCRFI BR
e

async def nested():

return 42

def fool():
for n range (10):

yield n

def foo2():
frame = sys._getframe (2)

print ('parent frame is', frame)

3.4.6 MEEfIRE

R4tk
Pyarmor {1/ I REZ PRI Python A TEIAR S A% , e 2 Mo ] s il e B, 42 REH% SCBE Python
FAIAR TETE B AL A 5 58 4 S g i i ok

WERARE B NE PR AR Pyarmor, T E S % & b fo s et it B RIARBT AT A foc s % 4 i
TR A RS2 A, SRS B W E P i) 5 A T AT - A0SR GBS B A , P Python
JiAs, Pyarmor FURRAS, 124THIV-6 , IR REIT, S5 AL KB 55 14 5] pyarmor@163.com

Pyarmor ¥4 S fit AR R I AR B 1) SORCAR AP, B BOA X LEfR Y7, Pyarmor th RE PRI N4 B4 To
VERRIL ISR JEOR R R AS o Lo 6 A At ) TR ¥k BB e NAFIB AT 5, DA AT I 20 N A7 4R
W, FRBATRMESE BRI BRI LE . TR B EORAR AR 4, & Pyarmor S i I RE DA L il 1
e SR T RAEAR—ER AT IR, PEAIULINE S5 (A7 2 470 2] o 24 2 bk

KTPEfE

Pyarmor $ it R E I EIOR-P Btk RERI e, Pl DMRSE G 2R AN R A I . X BLA Y T B A ¢
FAIEE T A B A 2 4 PRI 5 T F) 52 o

s LE R A RA AR, AR FIR S5, AR AR IR A 32 i Al e A IR . X A BTl
PEREM R HR AR R AL T R — Ay S DA, SR M R AR R 2K, 33 B TR L) 3 S5 A AR 4 T
W, XENERA—EGSHNHE.

FEIBATAEAT Python A 1, BRAFFEHIEIN, HRESHERMARI N __pycache_ o iXA~H A7 AN
.pyc , WERSEASHRAAAE, BERE PATI ] HUTE A 6 & ik AR B a], H24 A (py->pyc) 2
R AESR IR, FIeR B PATIS A EE . AN — o).

MR A benchmark . py BWNEITTF
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import sys

class BenTest (object) :

def _ init_ (self):
self.a =1
self.b = "b"
self.c = []
self.d = {}

def foo():
ret = []
for i in range (100000) :

ret.extend(sys.version_info[:2])

ret.append (BenTest ())

return len (ret)

FHIA testben.py IR

import benchmark
import sys

import time

def metric (func):
if not hasattr(time,

time.process_time =

def wrap(*args,
tl =
result =

t2 =

func (*args,

print ('$-16s
return result

return wrap

def test_import():

tl = time.process_time ()
import benchmark2 as m2
t2 = time.process_time ()

print ('e-16s: - ms'

**kwargs) :

ms' %

'process_time') :

time.clock

time.process_time ()
**kwargs)

time.process_time ()

[}

(func. name_ ,

("test_import', ((t2

((t2 - t1) * 1000)))

- t1) * 1000)))

RATHE
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(% L0

return m2

@metric
def test_foo():

benchmark. foo ()

if  name_ == '_ _main '

print ('Python . ' % sys.version_info[:2])
test_import ()

test_foo ()

BRI HAS iy P
T SE LA Python HRUASTR (4 I FIAN 0 4 B AS 14 1 i

61 R T A A, g3 I AT A 0 RN B AR U, o B s AT g EEE B e I A AE
__pycache_ fFILN LG AT TE):

$ rm -rf dist __pycache__

$ cp benchmark.py benchmark2.py
$ python testben.py

Python 3.7
test_import : 1.303 ms
test_foo : 250.360 ms

$ python testben.py

Python 3.7
test_import : 0.290 ms
test_foo : 252.273 ms

$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

Python 3.7
test_import : 0.907 ms
test_foo : 311.076 ms

$ python dist/testben.py

(A
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(% L0
Python 3.7
test_import : 0.454 ms
test_foo : 359.138 ms

2 9: K-1. R[] Python A (4 i1 %5 B AR 1 BRI 1k

FHS (ZR)) | SRR (E] S NEREE 2 HAT R LR 8]
Python iR | KinZ | = Kz | xmz | W
3.7 1303 | 0.907 | 0.290 0.454 2522 | 311.0
3.8 1305 | 0.790 | 0.286 0.338 272.232 | 295.973
3.9 1.198 | 1.681 | 0.265 0.449 267.561 | 331.668
3.10 1.070 | 1.026 | 0.408 0.300 281.603 | 322.608
3.11 1510 | 0.832 | 0.464 0.616 164.104 | 289.866

FILAERY R, FIZ BIRIBCARRI L, KT H0AT R & IR ] Python 3.11 HUINE IR EIA R TRZ , ATREFIERY
B BAFMTEREIM LA KA

RFT BATEfE

RFT K0 FB AR A R, 38, DTAAAS b T G4, FTDAA RO S nabERE . X HLIRATH Y2
TN 5 B JAIAS T RET AL (0 A PERE R . T 3 b A 5t 2 R T ) 0 AR 2R A1)

$ rm —-rf dist
$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

$ rm —-rf dist
$ pyarmor gen —--enable-rft testben.py benchmark.py benchmark2.py
$ python dist/testben.py

# 10: -2, BOA RFT B REN 1L

FHE (ZEF)) | SNESRETE PLIT R ELET 18] #iE
Python fiZk | n® | RFT #&st | & | RFT #&=

3.7 1.083 1.317 334.313 | 324.023

3.8 0774 | 1.109 239217 | 241.697

3.9 0.775 0.809 304.838 | 301.789

3.10 2182 | 1.049 310.046 | 339.414

3.11 0.882 0.984 258.309 | 264.070

FRAR, BATLLE RFT BLH - —obf-code Jy 0 XPMIAIEATING , SRS RIBCA I A A —rEdE. T
2 R BB R (8 I T A U AR PR A
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$ rm —-rf dist _ pycache_
$ python testben.py

$ pyarmor gen —--enable-rft —--obf-code=0 testben.py benchmark.py benchmark2.py
$ python testben.py

11 22,10 165 RET BERE I

B (Z4)) | SNRSREE HLAT & HH Y 8] &iF
Python i | K% | AEKRK | "E | AEEK

3.7 0.757 | 1.844 307.325 | 272.672

3.8 0.791 | 0.747 276.865 | 243.436

3.9 1.276 | 0.986 246.407 | 236.138

3.10 2.563 | 1.142 256.583 | 260.196

3.11 0952 | 0.938 185.435 | 154.390

BCC gAML

BCC BixUR LR B AR C pRAL, ISR HRE 2N S — 28 s AIHA TR I TR BERS bR — 28, TR
Hh R A e o I T PR OB AR AT A

$ rm -rf dist __pycache_
$ python testben.py
$ python testben.py

$ pyarmor gen —--enable-bcc testben.py benchmark.py benchmark2.py
$ python dist/testben.py
$ python dist/testben.py

% 12: 4-3. AN[A] Python fit A ) BCC AL REI IR

AHC (ZR) | SRR E SNE YA E 2 W17 B EAt 8
Python fRA | K& | = Kmz | xmz | W
3.7 1.086 | 1.177 | 0.342 0.391 344.640 | 271.426
3.8 1.099 | 1397 | 0.351 0.400 291.244 | 251.520
3.9 1229 | 1.076 | 0.538 0.362 306.594 | 254.458
3.10 1267 | 0.999 | 0.255 0.796 302.398 | 247.154
3.11 1.146 | 1.056 | 0.273 0.536 206.311 | 189.582
AN T P £

AL, T T A, DRIV AT RERYHER S RG], ERARRR A DLAL AL A B
B, B -—no-wrap KM
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$ rm —-rf dist _ pycache_
$ pyarmor testben.py

$ pyarmor gen —-no-wrap testben.py benchmark.py benchmark2.py
$ pyarmor dist/testben.py

Python 3.7
test_import : 0.971 ms
test_foo : 306.261 ms
% 13 R4, R[FEIONE BE AN 22 4 PE ) % 1)
£ 331 e
——no-wrap HombEse A2 Ak
-—obf-module 0 MPERERZ A K | Bk 4
—-—obf-code 0 T ERE WEEAE A
——obf-code 2 ¥ I g BEER N Ak
-—enable-rft FEAR G e igﬁﬁé’fﬁf
——enable-themida | BERALM:RE BERELTet, ﬁ%ﬁ@il&filﬂﬁti
--mix-str PP fiE ey @ E%zﬁ%i‘F?ﬁ$
——assert-call Mk aE Pemeatt, TR IETEAR Monkey Trick
——assert—import | BIEACMERE | #EmeatE, FREPS IETE AR Monkey Trice
--private WA fiE P ettt EROET IR MR AR 5
--restrict Pt RE P, R IR RN A 5

3.4.7 FipitFuERR{Lr) TIERE
mELE

FARAMBCE F SR T messages . cfg S MR ERACE H % T messages. cfg
UNSRAEAEE I B SCHE, IR H T B A 2 A T B & B
TR SR 7 A ut£-8 , QISRTGEE M A fS J7X, 0 ThT B0 iy e A T T

$ pyarmor cfg messages=messages.cfg:gbk

S

k-2 BAT o R A ny 454%15 8.4 (Pyarmor)
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BITMEEAITTRE

t e BRAATE =

s Y4cEFH PYARMOR _LANG

o HIRFFE LANG
EHE BRI R, ERLEES, RS R
B H 2 AL B R BT R 15 B

3.5 FaHEX 0¥ aliE

« FTHEX
- RREFTIEa) sk

o FHBR R AT
- R IHRE R AR

3.5.1 &

AR SCRYALEE F T Pyarmor 8.0 2 J5 A HUA .

R A AR B S VR, A 0 e B
(1) INEEDIRER AN BRG], S BRI 1 B ] A R A

) RIETFAFER I BETE I I TCIE B

(3) RFT %X, BCC M A E = TG -

) AFPAR TR e R, Q0w 7 i 4 R TR B A N T BRI/ PTUE 2% I3 DA 30, AT DAY
W (HR— H R B AR R, B AT DATERSE R o

(5) 14T B B 4 7K pyarmor_runtime_000000” AT AR i B A E B

(6) ARTDAE AR MM AT I R 55, AN il i B R 3 2 P 25 IR 55«
(7) R3HF obf-code KT 1 (RN

BRI AR i REBR ], 508 1V AT B BOR AR BIAR X I BE -
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3.5.2 FO[{RA

VAT AS 5 20 A W SR 2 RS P MRS BRI, ) S T Ik v DA ok i 5 F) I8 A 3K
AR BE=FDFATE, 3 SRR [ R 2D g

o BRI RTIE

FERE G TR B R ] (1) (2) @) (5) (D).

T A 4 IS5 5 S SRSV AT Ik

o BRRFATIE

LR BAFAREEERE (1) (2) (3) ) ) (D).

T A 4 IS5 5 S SRSV AT Ik

o SRR RTIE

S RGF PT IR B R ] (1) (2) B) (4) (5) (D).

L O PTIE SRR AT A2 BR # 1Y Docker,  FEREMURI % Z R Al HIEE— K2 Wi £ 1217 100 X Docker
254 o

TN VAN 5 A R S U VA Tk
HAURVFUE SR B, FEMERBL L oA RO R A A e s vl e JCTE 1R

AEW—FPVFANIE, 1247 N AR AR TR I UEVF T IE, ARBRAER T8 AR 82 1 T AT A 42 i R
il o

B VIR — A~ 18 AP AT K EME 145, HH B B — M= i . e vt, (Tfr—Fff
B HAE AU T ORI 7 i AT B S ME—RYVFRTIESR =, AN SSVFRIRRAS [ b B AR TR A m IR -
WA A Z R0 o LE G — M ISk T RTUE, 224 P S A i i B B AN T 4 i
TTESR Y 30 47, S50 Ry i T AT I 5 R A I . — B B AGRE VE AT UE SR Y 30
B, SR AR AL A 2K A SR VFRATIE . XA T R AR A 7 A

O AR AE A HNA R RS B R AR T ALy, AT AR AR A, PARARMSCR RS
ar, mRFFass. — M AR IS BIAS DS, PARCRE SR TR AR o —Fofry™ fh tho B 5% B il
INREARIA LG RIS IR S BE T MU AS [RURCAS 7™ i, TR et AR AE @ AN R A X SN B 4 R — 4, K
A I A B A AR A R AT IR A

] —ANVFRAT NI, (5] AR 5 B H AN 100 Ao R I A 2 8 A BAETFHATE 24 /NI
B 229547 pyarmor IR & . X LR £ 52 8 %% Pyarmor - ] Pyarmor X} HIAR AT IR %, A&
TRIBAT I AR LR o

RTVFRTREEANGEIA, 35 Pk Pyarmor f5e 2 HH /7 A HpAL

KTy SR Bl

AHTHE P Python AL & T —FUEFIAINI ™l non-profits
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Pyarmor & Fi=hh, ERT A
« Pyarmor SERM, %K MRIAERTHSE T Pyarmor 15— Fl=
» pyarmor-webui, >}y Pyarmor $2HFEITE iy T 5, /g T Pyarmor i — 4
» Pyarmor [/ 31T RS django T 41—, BCULE T Pyarmor X Fi i

* JF% Pyarmor i Y ICA N, i Pyarmor (I &AL, PASGZATIE &G 1T R ARG z 55 44T
J&T Pyarmor 3X— 717 iy

 Pyarmor 7.x #l Pyarmor 8.x [ & T Pyarmor —F 7= .

Microsoft Office 7= BV E—F =i, BEFEN& T, U0 Microsoft Word Fll Microsoft Excel J2 I fE5¢
EAFE WA, FrPA Microsoft Office AN J&—F™ i, 1l Microsoft Word J&—Fly= /i, ‘BER& A R
Micorsoft Word 2003, Word 2007 &1 )& T+ Microsoft word 3% —F 77/

ARV ENERI T REFIR

2% 14: F£-1. YPRETIRE
Ihee i Ak e
AN 6E
JEAA R
405 B A
JIT {4
Themedia /437
Assert {47
RBEAS A
TRVA T4 HR
obf-code > 1
RFT fin#ts=t
BCC izt
TeBR | Docker

o
EE
=
3
e

fn | b |2 | 2 | 2| 2 |2 | 2| 2| 2| 2| 2|

HhR | &iEiihA

1

2

3

4

6

| et | ot | off | ot | off |2 | 2 |y | 2 || ot
Of | o | off | 2 | 2| 2 |2t | 2 | 2F | 2 | 2F | 2
7 i i i e o e B e A B

VAN TIRE, RIS O AT AT T T RE

ZAERON, IR IR EINE AT A SON R T fE

SUpEFRIRE, IR IR M A ST A TR

SIIT i, SR O SIS AR AR ML X a3 B AR AT BR3P T E

5 Themedia {5477, 458 F 45 =77 T.H Themedia X} Widnows #j5S FESH T4 T BE .

6 Assert 77, JRIGHRIINE AR S AL AR AP TIRE .

TRIASCHE, BASIMERAR I NBE —E M, T FRAREMBREA, B FoRn ISR .

S IRVETFATH, R A AT ER A AT IR PP P T RE

9 M Pyarmor 8.2 14, obf-code 375 I 25 FhA [ Jr xR Bt A7

ORFT fgEtiat, R marg WA PR EE, 2, s iR A ke

W BCC mgatiat, 2453 Python A doift i BB A R fY C eRBk, a3 B 32k LA 15 A0S, AT S AR AT A4
TigE.

12 34T 2 M Pyarmor 8.3 JF8A S, S FIMA T UE R LB AT AN 2 BRIl 4 Docker, JARARAT G R — K2 W %1847 Docker 4574
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notes

3.5.3 ML

TEW i HFTHF Pyarmor ‘B M4, SCRERUE R SCAT R
https://pyarmor.dashingsoft.com/cart/order.html
TEMW ) DU PR EE R VP AIE R A, HE M PR, 58 AT

SR Z S AE—ATAE B Z BSOS Sas BITE AR, 3549 MG SOPF 07 iR B e 1 A
i, WESH XA T IE

WA SRERPEVE AT (R B D — Ui B, T DR ATEN SKARBR P F IS A AR rp ], (R VRl IE vl REAEAT o] — A
THERAS 8%, Pyarmor AR TEVE FTUER] PATE 4 J5 BT A B THRBCAS Hh (1]

F 15 K2 AF R sIR (PE)

BER | FEBNE (ARMT) | @8 (ARMT) | B
ELAAR 298 359
LRI 512 562
AR 868 918

AR TR EAE G R e Paypal #E47 324, BTPAE #AE MyCommerce ‘B W HEATIE K, 3 LAY H 4% B4 A2 56
JC, FEHANBETFE AR A5, FEROLE PR A A2 (TT 8, A ZEAH 23 H 4% MyCommerce 4k
B

https://order.mycommerce.com/product?vendorid=200089125&productid=301044051

% 160 -3, R EREL ISR (5

ERE | AEmng (£Ex) | 1A
HAhR | 52

LR | 89

Szl 158

100 K.
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3.5.4 FZ{EMAITOIE

N AT B RBAR 1 VF T UEER AT LATH R B VT IE o
FEE AN ZEAFB B ARV AT UE AT LA 3% 7125 Pyarmor BER iRV AT L :
o BOEHHY Pyarmor 5 2 FHV/F Al L
o FORMVFANIES 572 PA pyarmor—vax— JF k)
o JFORVF AR S pyarmor-regeode—xxxx . txt f77E HARER (A I 100 )

o JFORBVFRIERY I < HIVIAE 2023 4F 6 A 1 HZHT, JEW L-7E Pyarmor 8 %A1 2 Ja K I K A& 1 mT Ik
SIS

WERICTE SRR T, W SR VR I
EMATIVE ATUEAS STRF TR & G R AT o

REAREIER

Bk B S B T RS O pyarmor—-regcode—xxxx . txt
IR )G E%E Pyarmor 8.2+

F BTy Pyarmor fe 2 /P TRERE AP AHERE P A TR . X MBS, R TIE R
BT Z A=A, TR et HAE T HA A, HoAth ™ fe i 75 20 SR i VR I

TBE B A AT 7 i 4 Bt XXX, R AR R T iy AT T

$ pyarmor reg -u -p "XXX" pyarmor-regcode-xxxx.txt

THP RN 2 J5 S BB ) i 0 S
PEHA B A B AR 2 0 S 2T

$ pyarmor reg pyarmor-regfile-xxxx.zip

BTN W A A A TR RV ATIE:

$ pyarmor -v

FEWHSE 2 )5 B AN R A B s 2 B ATk, B O B 5 I R B Uk v A I
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3.6 W ElRE

3.6.1 in{a7£ Github E3gial

Pyarmor j— A A7 TR, 42487 F 5 BRI AR MR O . XTI AT, BT BRIA BT T DA
TAE, AFREEJ W] Pyarmor. (HI2XHT— L@ Tife, S8 WESRMIV AT, JLHR TR ZMA R
BUP S = R I AR, PR B BT Ra ST R A R e T, - 4 3k L e 2 A e o o
A A

S0 A £ I B AR %, 3R 7 2 Pyarmor (1) Bug, R AT AR5 AN ASG A BRI (S 00 R T T
. SRR A5 HT I B4R ) Pyarmor s I BRI PETRIET , SR 154 Pyarmor 1) i
AR EE T

Pyarmor JFRAIA 2 RAETRI R X 1 i PN R, SR80 5 VR P ids S A 2 e i i e s s f
BRGNS, H)Hd %A L] Pyarmor Hy2 AN BB EE, TR B G0 s Sk E Bk e 1

Pyarmor A7 S BEHY SR R 58, FIrA B REFIE AR © 2875 SCR Hh ik, Pyarmor T A ZHAESIFARRY, X 2L 30
HHERE 2 Ui

TEARMIZ AT, W E el PRI %, XV AZREIS R/ i I8, I Bk e T H2 A2 55 1y e A
o QR 2 4 pyarmor—7 m(# Pyarmor < 8.0, 2[5 Pyarmor 7.x {E2k
* WHE—FXALE AR
o MBS N 242, HRIEANBREE T, R EETEN 5, SO RGN AU
i
o S ILsERAE 8 B R RAE R AR O 52
o QSRR pack JrTHIRY IR, 12 0% A% 7T ik SLiE AT o 2 i
o WERRMMRFT 42X IR, SR RFT 15X 0% i A pro
o R BCC 12X IR, TS LA BCC AL X e % i A pro
o QRS = TR IR IR AR, 38 2 o o7 A ke 50 = 7 3R JR) Ao 25 i A A 0 9] AL
o WERRANGZAVERBM KIS, TS5 fefo s &
o VTR AS DU TE Y D )
o BT BRI IAS , B ERBCA N 2 BT AR RERS IE B 0I5 1T

o ARMERRE AT, T E SIS RS, BRI )RR 0 T A AR e T
fE

o B, REHE, EEHGHmNESER, FAREHSER, BAETE
o MR A& FoB iRAR ) Pyarmor, 35 1% Bl i A
o R R
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s R T IHEK
UNRARAABAE SIS 8] 25 BB SCRY, 35 HE 1B X $E A, {Ho2 Pyarmor J1 A 2 ASPRIUE—7E [u] E X 70 (1 B A

]
WERAR KB Pyarmor HAFAE Bug, THEEACE] T

Pyarmor J A& AXCGAH L Bug iy, HF H A RPRMFDXLE Bug. 45 Bug s fHus 2 {5 B A Pyarmor
TFAARENS BT, XA B O s MR, Toyka Pyarmor T 4 HE B4 M) AL o A 75 B4 114 A
. imtrpyarmor gen iy BB, P G BRI PUAT S NG AL, Pyarmor FUMUAEEL, Python HY/R
AAFE, ABCYHEIRIZAT P&, W55 ASCARRIE S DX PUFT3) Bug 5. 0T IR E LAY Bug it ff
Pyarmor JFAHXATERHARITHEIX, PAEFTAT BRI, 7E5% 0% Bug FFARZSEALHE. T 07 AL PE Bug,
TR BN BA, T2 B DISCAS . BN, — it B DA AR 5 ST i

x5 s A A 4

$ pyarmor cfg wrap_mode 1

$ pyarmor gen —--assert-call foo.py

INFO Python 3.9.0
INFO Pyarmor 8.1.6 (pro), 005068, btarmor
INFO Platform darwin.x86_64

3.6.2 3 io)l

S _EAT i Pyarmor [¥) 1. H ? i) Pyarmor GBI, 1k iX Benk i 1. 110 ?

Pyarmor & 4 — AN 2 KR T X LR TR, M2 B0 THF5¢ CPython A, DARCHE
TSR A, B AR A ] EX I

A PABE R, Pyarmor 424t 7 Z AR R A, MEEE ESRBL, 2R T BRI N AR
SN SRR AR o

BEH G o e e g Al BRI A B G iR I — R R S A, Bian

import sys

def fib(n):
a, b=20, 1
while a < n:
print (a, end="' ")
a, b =Db, atb
print ()

(A
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(% L)

print ('python version:', sys.version_info[:2])

print ('this is f£ib (10)"', £fib(10))

IR W _E T A R T R A TR A

WAL BENS YR, 548 Python R4S, Pyarmor WAL, 2705, MM AR, %A
DA KRS 0 ¥ K 1% %] pyarmor @ 163.com

5 AN EAE Pyarmor b 2 ATALAM B T LA BES:

Pyarmor H1Z%/0- I RERE BT 1IN A RGA I, X6 A Fpodt 1) TR AR NAFFE L, BB
FEE N A R BCE I B R R . RTINS T BR T IR R %8, 1S
ZARAP ZATE %) 09 35 At

3.6.3 Apple LB Segment fault

15674 Pyarmor %) 8.3.0 Z JEHYMRAS, XA RA SR 16 AE A 5¢ Python 25 it )2
WRE LR A, IR TG F Y A pyt ransform3. so fll pyarmor_runtime.so
o R EAIIIEZ S, codesign —v /path/to/xxx.so
o WA KISUE , otool -L /path/to/xxx.so , W& BRI EAREAE
MRS Pyarmor 8.3.0 Z BIMMRAS, F2A NHEIFY LI
LOlEFENR T, X2 AAIER ) code signature

QRN B T IR A 2R TR, I A pyt rans form3 . so BRI

$ codesign -s - —-f /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.

—SO

QAR IB AT I AR R I A 2R T R, I X R pyarmor_runtime. so BB

$ codesign -s - —-f dist/pyarmor_runtime_000000/pyarmor_runtime.so

15215 Apple ‘B J7 3CEY Using the latest code signature format
2. 34— FZ Python S To ik 2
i I HERR 7 2244 1) Python W R BEL B, 72 fd ) otool Fl install_name_tool i A Az 1 7

DRI Sy i 16 PR FRRASE R 5 25— SR8, IR (9 D EANKT it n] REECHE AT . flEH otool -L mlPAZE
U

$ otool -L /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

/path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so:

[y
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(% L0

pytransform3.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

BT 2552 A, EELEE Python B175/% @rpath/1ib/libpython3.9.dylib , HPERARIE W rpath
H:

$ install_name_tool -id pytrnsform3.so \
—-change $deplib @rpath/lib/libpython$ver.dylib \
—add_rpath @executable_path/.. \
-add_rpath @loader_path/.. \
—add_rpath /System/Library/Frameworks/Python.framework/Versions/S$ver \
—add_rpath /Library/Frameworks/Python.framework/Versions/S$ver \
build/$host/libs/cp$ver/$name.so

WA PAGE ) R fiy 9 A2 F rpath:

$ otool -1 /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

ki M Hl RS2 BAFAE Crpath/1lib/libpython3.9.dylib , WIHRRNFELEX A CARE, 7520 H
install_name_tool &M M4 MY Python 473 ¥AHE, fRi&% Python #ZJE R /usr/local/Python.
framework/Versions/3.9/Python:

$ install_name_tool -change @rpath/lib/libpython3.9.dylib /usr/local/Python.framework/
—Versions/3.9/Python \
/path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

%FF dist/pyarmor_runtime_000000/pyarmor_runtime.so W2 [EFEH, DAL EEE AR,
1 M T EE A TIE BB TP

AT 24 H Python fERESRAS W SIS R, W HATIRR SR HEEA LMHZHFAY Python {4 (SIS, A
ARITCARIBITINGE A %E?ﬁﬁwﬂihmuﬁ?%ﬂﬁﬁio

1525 Apple ‘B J5 3CEY Run-Path Dependent Libraries
3. WIR ARG 44 T 24 Python, HifAEER: R IE I ZhAS

#lan, 7T &4 Python3.9 2 4b, iffifi il anaconda3 %7 % T Python 3.9 ¥£ /Users/my_username/
anaconda3/bin/python

BATINE A 5, B LR E
dist/pyarmor_runtime_000000/pyarmor_runtime.so , X MEIZFEMKE Python 25014 , i B E £
BHEE R /Users/my_username/anaconda3/bin/python/../lib/libpython3.9.dylib , UIHEX
NS ANFIE, LSk /Library/Frameworks/Python. framework/Versions/3.9/1ib/
libpython3.9.dylib , WUERXACOAFAE, IBAL MM RS Python SRS, X AER] B2 18 U
il

WMAF ] /Users/my_username/anaconda3/bin/python iz
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XA T it FEELH ] install_name_tool £ dist/pyarmor_runtime_000000/pyarmor_runtime.
so ALY HI KB TR, 2 ﬁJZ%é%ja anaconda3 X N/ [#) Python Zfj 354 . Pyarmor ERINIE L & &%t Python
. I HAVRE A Shi@ BT A st 130 T PR E PR A T
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$ codesign -d --entitlements - $(which python)

1527 Apple ‘B 7 304 Allow Execution of JIT-compiled Code Entitlement
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AERIR VT UEHES : ERROR request license token failed
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HR AR - FE B LALas st a2, il
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DEBUG group license for machines: ['tokens/
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_ _assert_armored__ ()
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__pyarmor__ ()

W& &4, 90

pyarmor—gen 4 {TH# 5, 71
——assert-call

pyarmor-gen #4&{T# I, 76
—-—assert—-import

pyarmor—gen 4 {T# I, 76
—-bind-data

pyarmor-gen #4T#%, 73
——bind-device

pyarmor—gen 44 {T# I, 72
—-—debug

pyarmor #fT#I, 68
—-—enable

pyarmor-gen #r&ATH# T, 76
——enable-bcc

pyarmor—-gen #@A4{T# M, 76
——enable—-jit

pyarmor-gen #r4&ATH# T, 76
——enable-rft

pyarmor—-gen #@A4T# M, 76
——enable-themida
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——exclude

pyarmor-gen # 4T, 71

——expired

pyarmor-gen w4 4T# T, 72
—-—global

pyarmor-cfqg 44T, 80
——group

pyarmor-reg #44T# I, 83
——home

pyarmor 44T, 68
——mix-str

pyarmor—gen #44T# I, 76
—-no-wrap
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——obf-code
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——obf-module
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—-—outer
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——output
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—-—pack
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—-period
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——platform
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——prefix
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——private
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——-recursive

pyarmor—-gen #@A4T# I, 71
—-—reset

pyarmor-cfg #44T# T, 80
—-restrict
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—-silent

pyarmor 44T, 68
—-—upgrade
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LANG, 33, 34, 89, 124
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