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o hofT i AT A I

Pyarmor Z{t4

Pyarmor J&—> 1T MR Python AR TE . EREBABITIN LRI Python AU AWt sE , BE
TN JE BIAS R G IR, 0 s A 2R . R EAFREAF 5L

IfERs sl
o JCEPR: IS AR IR Z— AR oy SUPF, AERZ GO0 T AT A LR e sk 1Y py BIAS
NS BAS ] -

o Byt FEOt T W AR IO A AR RE , REAZ I L R 2 B0 T2 PRI BE R 2K
o Al B EEE a4 I PR R, 36, Tk, ARSI

o Beikh C AR RERSIERLER Ay s BN C AURS, AR5 Bl e DA e 0 L B i i C ACRE ML
w2 A PRI Python pREL

o BRI BAAC iR {5 FHYG L mT DAZE s Jon s B A 28104 1740 18 % 3 180 8 o o B AR 1 o 33
o Themida f#47: {#i F§ Themida {#3P 125 A~ ({X Windows & 0] B )
K

Pyarmor J&—~%&A7E PyPL ¥ Python f, 5y (Y7 202 ELE M fin % pip #EAT 2%
£ Linux 5% Apple V-5, BRI &, SRR PAT R ar <

$ pip install -U pyarmor

& Windows NI, ] win—r ¥l ey O RAME, A emd Z FEIESTIERI G, EIEH G AL a2

C:\> pip install -U pyarmor

LASENZ G, M A4 pyarmor ——version JflZEPhifT. WRZH NI, & E/RHE Pyarmor B MUAE
/%\G

AR -G Pyarmor SCRF, FrA SCRFIF-6 AIAATE £ R £ i 25 i R 09 752
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Iz 2

NIRRT RN A, HORIE A foo . py:

$ pyarmor gen foo.py

T s gen RSB BN g B(# generate:

$ pyarmor g foo.py

$ pyarmor generate foo.py

XA AN A dist/foo.py , XLE—NIEH Y Python BIZ, W DAL FEM# ] Python fifH¢
AT

$ python dist/foo.py

BH A LR St

$ 1s dist/
foo.py

pyarmor_runtime_000000

BT e lA Ah, ATPAE EIIEA I3 Ah—A~H 5k pyarmor_runtime_000000 , iX/@izfT s A< i
H—~Python ¢,

EfmmERA

RV MA dist/foo.py AR % F ik & RIVEBATHY, WAL I H R FHZAT408) & —kE
gL AT LA,

FAAWe? H—FMEMA dist/foo.py N T:

from pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name_, _ file , ...)

I AT ZM pyarmor_runtime 000000 FAME __pyarmor_, XMLt it BIAS (O£,
T B AR AT AR AR — A IR HE A RO 2 pyarmor_runtime 000000 SRS

T PUONHOBIfL pyarmor_runtime 000000 & Atk | BroAma A Heeferi R4t , B
AR A) Python A fEiadT. AR ZE 7 % & Wt TIREEA—FE, 752l HAS - 5 0 e 101 .

ks RHH G Pyarmor 1% 7 3% &, ETINEEHARF% Pyarmor

3.1. [EHHIE 9
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nEa

BRI — A, BT -0 B 7 Ah— A th H ok dist2:

$ pyarmor gen -0 dist2 src/mypkg

R ML

$ 1s dist2/

mypkg
pyarmor_runtime_000000

$ 1ls dist2/mypkg/
__init__.py

MR — N SAMEENE dist2/mypkg:

$ cd dist2/
$ python -C '"import mypkg'

TR HL T A AT H SRR, AR M eI - R B 3 R AR

$ pyarmor gen -0 dist2 -r src/mypkg

AfmES

IR DMEEAE S dist2 HEE R E P it s HE0A —FEGm s, M- sfrsh ik
FFEI L H SR A

$ pyarmor gen -0 dist3 -r -i src/mypkg

A H %

$ 1s dist3/
mypkg

$ 1s dist3/mypkg/
__init__ .py

pyarmor_runtime_000000

BUFE A 5 295 DU SCHERRAE N B dist3/mypkg Wi, HZREAEH SR DIEE Pk & Eiistn] bA
IE

i A PAHE —F dist3/mypkg/__init_ .py FI_b—72E B A 0% S dist2/mypkg/

10 Chapter 3. HZ
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__init__ .py WA ZHY T MRS/ .

HEMED

K, I RIS st 2 15 # 1F) Python JHIZS | JiF DA sk 51244 Python IR T 5., #i40 distutils, setuptools,
PAJ wheel # R DA FH e d5f 25 Jin 2 i A

Rt mypkg B H AT

projects/
— src/
— mypkg/
F— _ init_ .py
F— utils.py

L— config.json

BN H % projects/dist 6 JRMRAFINE

$ cd projects
$ mkdir disté6

IR TR B SRS D 2

$ cp -a src/mypkg dist6/

BERAREMME R, EHAIER oy SRR H SR L py:

$ pyarmor gen -O dist6 -i src/mypkg

AT

projects/
— README.md
L— src/
— mypkg/
F— _ init_ .py

F— utils.py

L— config.json

L— disté/
L— mypkg/
F— __init_ .py
F—— utils.py
F— config.json
L— pyarmor_runtime_000000/__init__ .py

3.1. [EHHIE 11
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F—F src/mypkg Hil dist6/mypkg , ME—HIXGI@/EEZ T— 1 HE pyarmor_runtime_000000 ,
S B = i AR AR 1 R dist 6/mypkg

AT RG] B Python 1.7 15253 1X B 2% 3] Python Packaging User Guide

REME AR N

(A 3EI —e T RAT SRR BN AR A 200 . Bian, BB A 200 30 K

$ pyarmor gen -0 dist4d -e 30 foo.py

BT TFHIE A dist4/ foo.py KIIF—T:

$ python dist4/foo.py

T A ) NTP fR S5 ge kb2 Gl i, A Y mris & AR s, SijeRa .
W] PAGEF 55 Ah—FiAg X yyyy-MM-DD SREEEA RGN, Flu:

$ pyarmor gen -0 dist4d -e 2020-12-31 foo.py

iBfT—F dist4/foo.py BEHITHIE:

$ python dist4/foo.py

WERANTE BRI A5 18], AT DAYEA SOV RS T2 . ok & A sl Bi4n:

$ pyarmor gen -0 dist4d -e .30 foo.py
$ pyarmor gen -0 dist4d -e .2020-12-31 foo.py

KA S ] R o A AS R BT YR R — AR, ELEEPE DUl H S distd/ B Pk G

HEWEMAFBEE RS

R % Pk & S BT

IPv4: 128.16.4.10
Enternet Addr: 00:16:3e:35:19:3d
Hard Disk Serial Number: HXS2000CN2A

I EI b RSB R E5 S B A . BN, F8%E dist5/foo.py MR LAKF HuhE:

$ pyarmor gen -0 dist5 -b 00:16:3e:35:19:3d foo.py

AR ] AR e TR 4 58 TPv4 ik R %7 5145

12 Chapter 3. HZ
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$ pyarmor gen -0 dist5 -b 128.16.4.10 foo.py
$ pyarmor gen -0 dist5 -b HXS2000CN2A foo.py

A2 g 1E(E S R T A X

$ pyarmor gen -0 dist5 -b "00:16:3e:35:19:3d HXS2000CN2A" foo.py

HARSWEEESET G ERER, SR G, BNERERL .
RATYRE BB BN A BT A D7 iR R — R, B DR H % distd/ BB Pk G
KT INE A R E

BTN AT A 23 pyarmor_runtime , BAEEf Tl pyarmor_runtime_000000 H#
N

$ 1ls dist6/mypkg/pyarmor_runtime_000000
__init__ .py

pyarmor_runtime.so

(8 AR AR R B R I AR 75 2 251 5 W P 10 T JE B pyarmor_runtime , BTRA
T A

o RGBT EiR e D2 Tdn iy REIRA-T-6 , BT SR QiS55 £ i 3 i R 0 15T

 HBEMHAIF MR CPython interpreter R REASKIZAT, BT Python 3.8 N HIHIAT, JEik# Python
3.9 i1y

o BONBERCR =5 EREAR . B4 PyPy, TronPython (3% Jython izt

A, FE Android RGN, . py MIATTDAFEALE H R NiiisT, B2y RESESSE, SunArE R4t
SEM H %R IHA BT

T—S#iE

MR T EAEA TR N — P
XA SRR R AT A

« M Github Ji 11 $:%: Pyarmor

* {A] A Python J#7< H1ifE Fl Pyarmor

. SEREHIE
BRI A sl 32 W NER:

o {1 B 22 R 8 AR 4

o AR SRR A AR B A T

3.1. [EHHIE 13
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o ARHIALEE AR R
o AT 2 Python FRETHE AT AL IZ AT AN A4
WA &AL, A RE e T R b ek
o D P RO AT N AR RET AU BCC K Pre
o EHIE R T
o [E bR AL SE DH S
o TNERE -5 BN A
RZ ] BERTIX B P 28 RS BR 3 2 4 E Ao s e b i

0 {e R A AR

Pyarmor A4 SE I SCHI ARG, 3k HLZHT B I P A0 u bRk 11 21 75 ZEAOAH 2R

o G Ak B YT Pyarmor (TP, CHLASEO RIS O T I
R R S . BATDEA A 2

o G = RRa BRI MREE R K, SEIAE Pyarmor HENAZ AR A, A ARER fir i
TASEBL. X ) P AEH 2X Pyarmor 1 Python #A —E 1) 1 i

o B E3Ra BT NBORZRA RS TRTA RS E S, Ay PN, BB A RS AR
B B T Pyarmor YR, 5 EAL AN KIS RORIICE, 7 A LE 1 BT ml (AN )
TERYFE RS 3L

o HSR A AT i EHEAMEI Pyarmor $RULHITIAE, A AITSSELRIR AR T REAN RS . B
SYA T Se A AR T Pyarmor (4T EIAG £ ERE A, DAk Python BIARHIUTILFLA MM T, il
A B0 Pyarmor HEF T AN i, DA A2 S 5 — 2R T .

o By AR Ao TR R A IR T Pyarmor MR YRR, Pyarmor BRI, ANIH]Y
VFAIRAL, DA KA 2K Pyarmor V¥ lHIE.

MR —MrEn KT, BT ARG, fENELAE 8 &
B AH LR BN 4T £ Github EAR17).

3.1.2 EERRYE

M%F

« M PYPI HLirg

R R

— 1% A Python fi##% 35 AL 3%E AT Pyarmor

14 Chapter 3. HZ
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* I Github ;#3479 %
* 7 Python Ry A+ 88 Pyarmor

s

M PYPI B

Pyarmor AARAE PyPL L1, &7 (R 202 6 % pip EIZZH
f£ Linux fl MacOS, HHEATI a9 L FzfT Ny <

$ pip install -U pyarmor

1E Windows P55 R, FFEMH win-r IO AME, R A emd 3G E O, H2fT N2

C:\> pip install -U pyarmor

LR IG, M4 pyarmor —-version JH[ %, QIR N, B ZER) Pyarmor B UAF
B

PIan]

WERTFEE V-6 KTME A, BFELET I~ pyarmor. cli. runt ime:

$ pip install pyarmor.cli.runtime

TR B -G H SR Pyarmor,  FIr A SCRFIIZATF- 15 &5 4 wihe 35 i A 09 3150

RENGL

* pyarmor i BB —, FrAR TAEREAMMERZEM, ARG SE G 450
* pyarmor—7 2y T FIBMAAMA M a4, EFHrT Pyarmor 7.x IE LA

fi£/ Python @R 28 H %517 Pyarmor

pyarmor ST NI T2

$ python -m pyarmor.cli

3.1. ERHE 15
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M Github FE# TR

A PAE M Pyarmor Github 2223 Pyarmor., "N ER|IAM, SRS pip JEfT40%:

$ git clone https://github.com/dashingsoft/pyarmor
$ cd pyarmor
$ pip install .

VRAT AL HE T 38— AN R4 SO targz 8038 zip , RIEZJSAERE pip HEAT 2%

7£ Python jiZ&chifH Pyarmor

BRI MERER A, il tool. py

from pyarmor.cli._ _main__ import main_entry

args = ['gen', 'foo.py']

main (args)

st T A

$ python tool.py

PAE SRR AR BIENT, BAR R B i A S 40T DA 2% b 5 KA T 1% 3

SEEEH

i1 F T I A2 T PASE 42 1 2 Pyarmor:

pip uninstall pyarmor
pip uninstall pyarmor.cli.core
pip uninstall pyarmor.cli.runtime

rm -rf ~/.pyarmor

«w» v v v »n

rm -rf ./.pyarmor

3.1.3 Efti#i=E

o XX AIRIZ B &

o B L aYgik T E R A

16 Chapter 3. HZ
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SR S XA

0 B A

P B b AT %A

PRI E M RE S A

1 A 913 A B AR AT 5 A

Lo T RHALEEIRZ &

A AR AR S 3E AT B4 Ao 5 R
— BT HAT AR,
- BB FHEX

AP O T Pyarmor 8.0+, (] T I iy R AR RAE B

$ pyarmor —--version

A2 Pyarmor FRRAS/NT 8, AR AT PEFEMI I BRAS R SORY (72 BTG 227 A AT DATESRRRAS ), 235 TH4) Pyarmor
B IR A o

FERA AR, FH BT EA T

project/

— foo.py

F— queens.py
L— joker/

F— __init_ .py
F— queens.py
L— config.json

Pyarmor {ifi Fpyarmor gen B AR RIBIAS, EHAE T T AR, DA AR N 6 TP RE A1 224 T ) 4%

AN R HFE LR, KT e B iy & T 22 4 o &5
AR FIIRER B &

20 AR B A A, AR AR S A RS AT DAY B S B R T - A A
SFTEVEE Z 15 SO B A BRAH i

$ pyarmor —-d gen foo.py

BRI H G ARC AR LE e K Pyarmor AT 207 Xt AT 7 ARYP, il R Ay 7 205

3.1. [EHHIE 17
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$ pyarmor cfg enable trace=1

BZIG, BRI pyarmor gen e N— AR ER H X . pyarmor/pyarmor.trace. log it

HRBRIPE S Bl

$ pyarmor gen foo.py

$ cat .pyarmor/pyarmor.trace.log

trace.co foo:1l:<module>
trace.co foo:5:hello
trace.co foo:9:sum2
trace.co foo:12:main

B—A7IFKM trace. co FR@BRIARINEAT, 5181 P R B4 PR 2% R BB BRI R T B A T -

(o v ) 5 O AR 2 H

$ pyarmor cfg enable_ trace=0

fiE FE SH9iE TN E A

XFFREAS T DAE X S eI A 22 4

$ pyarmor gen —--enable-jit —--mix-str --assert-call —--private foo.py

W ——enable-7it it (B EHE L AR AL BERE L BUREI R 1 N 22 4
Wi--mix-str' RREMBMAPITAKERT 8 T4

Wi -—assert-call RERGHRERINGE AR o i BR OR S0t -

Wi --private REREHHPRINE BIAS A JE A BE BLE WL Python ARRRE: ELIE AR .
i,

-

=

data = "abcdefgxyz"

def fib(n):
a, b=20, 1
while a < n:
print (a, end=' ")
a, b =Db, atb
if name_ == '__main_ ':

fib(n)

U —mix—str PR AT

18
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AR abcdefaxyz MBI £1b SHERANTT rsLFHD"

data = _ mix_str  (pD"Hxxxxxxm)

def fib(n):
a, b =20, 1
while a < n:
print (a, end=' ")
a, b =Db, atb
if _ name_ == '_ main_ ':

__assert_call__ (fib) (n)

WERREL £ib RN REL, W4 __assert_call_ (fib) IR[EIFRATEREL, 75040 IR R .
N T ERRLEER PR FAFB AR, W AR AR ER H &5

$ pyarmor cfg enable trace=1
$ pyarmor gen —--mix-str —--assert-call fib.py

$ cat .pyarmor/pyarmor.trace.log

trace.assert.call fib:10:"'fib"
trace.mix.str fib:1:'abcxyz'
trace.mix.str fib:9:'_ _main_ '
trace.co fib:1:<module>
trace.co fib:3:fib

£ AE 2RI E B

WRZ NG Python &, ANE I -~ private M HAL PRI

$ pyarmor gen —--enable-jit —--mix-str --assert-call --assert-import --restrict Jjoker/

Wi - -assert—import MIDMGE T ARG, B ORI BoA PO iR
Wl -~ restrict AIPABRER NI S GEXE B AN TR, TARERINTA S A

BOATEOL T __init_ . py @ SCHYRREOI A B AT AR SN BIAS B T By, AR S SR el ORI 44 F@ A
REBEONIRIIAS ] o LEFRATRIE: — A A dist/a. py REUE—TF

import joker
print ('import joker OK'")
from joker import queens

print ('import joker.queens OK')

IBATIRX A AR

3.1. [EHHIE 19
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$ cd dist
$ python a.py
. import joker OK

. RuntimeError: unauthorized use of script

WERFFE S A AR, AR - —restrict | WARMPLERI joker . queens Al
AP S

$ pyarmor cfg -p joker.queens restrict_module=0

PRI AINA—T, KR AT AIE a7

$ pyarmor gen —--restrict joker/

$ cd dist/
$ python a.py
. ilmport Jjoker OK

. import joker.queens

E IR

RECUHA RS, H Hasf iR 2k L SO, (HRRBOAE 0L T A &4k Pyarmor 5 DLE i i 42 .
{H2 Pyarmor $ {7 = b7 yA m] AR B A )

L TENNE Z A Fe it 4wl bs DU B ety H ok, SRIE I AR, XN AR (U B 55 ISR 1 . py SCE,
T e S PR P A

$ mkdir dist/joker
$ cp —a joker/* dist/joker
$ pyarmor gen -O dist -r joker/

2. G ECE AT, 1k Pyarmor [ Bl#5 DA SO

$ pyarmor cfg data files=*

$ pyarmor gen -O dist -r joker/

3. HOYE e 461 R DT R R Scrf

20 Chapter 3. HZ
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RN EETER

(S TR i - A L I A, B A TR IR B 2 A B — S/ NI X B A T R A T — RS

f$
it

$ pyarmor gen —-period 1 foo.py

AEWEMEFBSNMEE

I b 22 YT DASEE I A3 24> i

Flan, WEss AR B, DAKMIHHE S H2 66:77:88:9a:cc:fafl £8:££:c2:27:00:7F , T
744 52 N2 B AR 215X 7 6 15 25

$ pyarmor gen -b "66:77:88:9a:cc:fa" -b "f8:ff:c2:27:00:7f" foo.py

ERIMBIHEREITENA

TE I A 4 IRt s B T S -

$ pyarmor gen —--outer foo.py

FEXFPIGOLT N e 0 B A ek B Rs AT

$ python dist/foo.py

L2 ] pyarmor gen key B iE— AN ANB R 4H:

$ pyarmor gen key —-e 3

Fmiay S AN E YIS dist /pyarmor . rkey , 5 DIRXAN SR ELEATHIBI A

$ cp dist/pyarmor.rkey dist/pyarmor_runtime_000000/

RN PAIE RGBT A4S dist/foo. py:

$ python dist/foo.py

RN A AN s T8I SR, APRCE R S H 3%

$ pyarmor gen key -0 dist/key2 —-e 10

$ 1ls dist/key2/pyarmor.rkey

5 DU ASHT S 287 B A 2B R -

3.1. [EHHIE 21
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$ cp dist/key2/pyarmor.rkey dist/pyarmor_runtime_000000/

SNRIBATEYIL N B DG DR, BARAB, BARREFER.
SN T A BN Z pyarmor . rkey
HNERBAT R AW T DM RTE AR AR . 1S 009050255 41 Py ]

A RBILEIRIER

BATERAT BT DA A b i 3 A TR s e i, B anim s B A 10 2 J5 T ASR R L P B 2O AR IR 1E B .
B M H RO BT HF .pyarmor , RIGHEHPAIE M messages . cfa:

$ mkdir .pyarmor

$ vi .pyarmor/message.cfg

AR A SCMF. X2 L ind MEIYSCPE, IR E CIFREBU error N SR R AT B(E &

[runtime.message]

error_1 = B A T AE B £ o

error_2 = WARFTIEATHF L HEE
error_3 = # D ATH T X

error_4 = F EF B AR

error_5 = M AR X #HF Y # Python M A&
error_6 = AR L H LW A&

error_7 = fn % # %k 8 HEH XK EH
error_8 = ju % & HH K EH AR EH

IR BTN B A

$ pyarmor gen foo.py

WARARAE A BB A T R R AR B R B, L B i R U BOAE, R4, BXuh
MR

[runtime.message]

error_1 = % 371 fo ﬁ J Eé?p 7Jr<
error_2 = RKBHEH B X

IR ELH N A B 2 R

22 Chapter 3. HZ
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4 R AT M ALE TR IR A

X HLRFT AR 45 A n] AESECA Python PREEA LI AT n] AT 3
Pyarmor 52 1] PyInstaller $TRLEFRI T IRATICOR, SR JG R i IADAS A i ) 4 B AS

EANTTHAT AR

TG Pylnstaller fE5T —F AR ji— > B ) AT P07 30

$ pyinstaller -F foo.py

IRJEAE B R U T AT SO SO dist / £oo &4y Pyarmor JEATALBE:

$ pyarmor gen -0 obfdist --pack dist/foo foo.py

NGB foo.py , FHMHMBIGHMAL: dist /foo JFREMIIAS, AbPHSE B 5 R dist /

foo,

A HHHMKIHE dist /foo:

$ dist/foo

BEANEFRERX

B Pylnstaller A g5 H SRR AL

$ pyinstaller foo.py

IR T Z SO H 3% dist/foo , HA PSR ATICMF dist /foo/foo .
XA ARSI T A FAL 245 Pyarmor EATALPL:

$ pyarmor gen -0 obfdist —--pack dist/foo/foo foo.py

FI_ET—HE, IR A ORI AR, 4 B S B T ST dist/£oo/ foo
B4 TN e A AL AT S

$ dist/foo/foo

SRAT B, sSCE T UE ELZH TR, TSR 5T Ik 8 4769 ho F i A
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3.1.4 S4RHIE

o 1% 8 RFT 45X ho 5 By A Pro
o {8 BCC #2 X Jm % fp AP0
o T AR ATE S X,

o LB EFIHE

o WIET BRIP4 R B A3k

o B N BRAR IR ARG IR A0 B R A
s HIRIZAIFLIES
o A RIFT & o ER R

XI5 % /A~ Python Be Y o S iy A

£/ RFT Rz k2 Pro

RFT 42X e — PR sy i, e TEREABERS T8, LKL, K, IrsfE R4
PRUEAT T B A4 -

{Ji &3 ——enable-rrt & RTF fixt!:

$ pyarmor gen —--enable-rft foo.py

FERmESZ G, XA

import sys

def sum2(a, b):

return a + b

def main (msg) :

a =2

b =6

c = sum2(a, b)

print (' + = "% (a, b, c))
if _ name_ == '_ main__ ':

main ('pass: ' % data)

" XATIREAAEPyarmor % K pa T

24 Chapter 3. HZ




Pyarmor Documentation, & {Tha7 8.2.0

SRFARACN

pyarmor__17 = __ assert_armored__ (b'\x83\xda\x03sys')

def pyarmor__22(a, b):

return a + b

def pyarmor___16 (msg) :
pyarmor__23 = 2
pyarmor__24 = 6
pyarmor__ 25 = pyarmor__ 22 (pyarmor__ 23, pyarmor__24)

pyarmor__ 14 (' + = ' % (pyarmor__23, pyarmor__24, pyarmor__25))
if _ name_ == '_ main_ ':
pyarmor__ 16 ('pass: ' % pyarmor__20)

RFT BRSO mtE a1l SHAAH, BASBURRBITaSETR. Bl

import re
all = ['make_scanner']

def py_make_scanner (context) :

parse_obj = context.parse_object
parse_arr = context.parse_array
make_scanner = py_make_scanner

TR AR S OSCR

pyarmor__3 = __assert_armored__ (b'\x83e\x9d")

_all___ = ['make_scanner']

def pyarmor__1 (context) :

pyarmor__4 = context.parse_object
pyarmor__ 5 = context.parse_array
make_scanner = pyarmor__ 1

R FEAF ARSI, AT AR R 65 R ER RFT R

$ pyarmor cfg trace rft=1
$ pyarmor gen —--enable-rft foo.py

2 XA RELUH T Python 3.9+
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BB AR R A SR AP H 3% . pyarmor/rft:

$ cat .pyarmor/rft/foo.py

BAEB TN o i A

$ python dist/foo.py

R ARG E RS R, AT ASHR OO A TN, XA AT RE S ke — 24 B i ) A

$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

WERFE UG Z S50 R TVEIBATINE A, S5 RN T i RET 43 X R R4 PR R )8

fi£ /A BCC & InFEA Pr°

BCC B AL BB AL R AR o — HE IR, FEARAS Bt Sl I Python BRI %K.

BCC BiATREMEC HiFas, WT Linux Fl Darwin Kji, —BATHEIATHCE, REFIAR gec Fl clang
BETARRERT LA, 7E Windows BRI RTAT, AT LA NIEAE R —Fi0r (B E clang. exe , HRHEHMFGRLEA
SR

« ARE LA clang.exe , AEFEHERAHIGETT clang. exe AT A. WRCIFAAAE, HE
TRAEAE B AR H RGBT, AIARCE P AL B PYARMOR_CC SRASEX AL/, Bildn:

set PYARMOR_CC=C:\path\to\clang.exe

o M LLVM B M R 2 g A

* M Pyarmor B’ T # clang-9.0.zip , A R/NZH 26M ity , B A — AT AT 30, MR G A
Tk B & R, ERAJE $HOMES/ .pyarmor

Bl B A ka2 i, T - —enable—bec Ji A BCC Az’

$ pyarmor gen —--enable-bcc foo.py

B AR A S e e S C A RR A, BB AT R BCA SR B T AN BSCRR R, A SR
HC BREL, X ABA B BCC AN 14 bR B AR 00T ik At Ty b AT in s

N T BRI N C BB, SR 47 2R R R

$ pyarmor cfg enable_ trace=1

$ pyarmor gen —--enable-bcc foo.py

RIGEEREFHE, HEP SRR s s SO e i AT 75

3 XA REALAEPyarmor % 5 s #hA]
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$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main
BTN 5 R A

$ python dist/foo.py

USRI A R, nT AR B R A S LT A T R R B, B Al B LR BCC BN BT A% B KL
BN, ani *”‘E’Jﬁﬂi’%ﬁmﬁﬂ Bosum2 Hx, ML REL:

$ pyarmor cfg -p foo bcc:excludes "sum2"

Wi beetexcludes HEBREA AR, I —p FEBRA TR, WERBA I EBIRL PRI, HAbHTA R
(1413 2% BR St x  BCC R 220 o 3980 B 20 1) bR 502 0 1 T ) i A% K

$ pyarmor cfg -p foo becc:excludes + "hello"

/

WEREAE N HAIE R AR REIZAT, WSH RN T At BCC AR KRR

SE BIEIRLEFH X

YipfrE e 2y, SR AU HIBIE AR ICAS, VAR AR S, BIA AL By SR s A T A R
S, R ME R

$ pyarmor gen -e 2020-05-05 foo.py
$ python dist/foo.py

Traceback (most recent call last):
File "dist/foo.py", line 2, in <module>
from pyarmor_runtime_000000 import __pyarmor___
File "dist/pyarmor_runtime_000000/__init__.py", line 2, in <module>
from .pyarmor_runtime import __ pyarmor_

RuntimeError: this license key is expired (1:10937)

WARHE R R EHRE R, A2 T A R w7y A il & :

$ pyarmor cfg on_error=1

$ pyarmor gen -e 2020-05-05 foo.py
$ python dist/foo.py

&0
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(% L0

this license key is expired (1:10937)

WRFEEEGR L, ARAEAEE, AT ASEFT T 1 i e

$ pyarmor cfg on_error=2

$ pyarmor gen -e 2020-05-05 foo.py
$ python dist/foo.py

AR AR R i R BOA A B 2K

$ pyarmor cfg on_error=0

$ pyarmor cfg --reset on_error

RXAMBEE AL IR Pyarmor HifH IR D15 EL, A2 SO BIAS RS A= By 4l i 14 S5

ik AN AN 2 Python BT, XTI AT RETCIAA B R H R ELER

B MEF R

BROATEOL N BT ——mix—str SERAPIA KERT 8 TR,

XA IR AT BE S M PERE, WEPRTEZAES, WA hl, s R Ar8 .
AR AT EE R BERT 10 74FH, Wl DABE R s A

tUl

$ pyarmor cfg mix.str:threshold 10

UERATENNE A TR __main_ Fl xyz , S NP A2 758

$ pyarmor cfg mix.str:excludes ~ "_ main__ xyz

TR TFE NS K BT 1000 A FAFER, AT A A& N /pattern/ WYIE N ZRIRASRSCH . Flun:

$ pyarmor cfg mix.str:excludes ~ "/.{1000,}/"

FOH RSN R, (R T iy -

$ pyarmor cfg mix.str:excludes = ""

QPR U BN I A 8 A 32 Z[RIA A A AR, AT RAGE TR D)k SO T iy -
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$ pyarmor cfg mix.str:includes = "/.{8,32}/"

WL B2 5] DA A AR i H S AR RCR

TR RERPM R FEDR
T ——assert-call fll-—assert—import REMEXT BRERIBEHIEA TR, BLRENTERMER, MIimkEs
— S A A R TGE

(IR A I ] GE A — LU IR FIRT, KR —LURoA I ) R BB R, X e 5 2 — i B
D3 4 A N 1) e RORI SR HR IR HH 25

B, &if--assert—import ZMEHIH json Fll inspect AT HLN:

$ pyarmor cfg assert.import:excludes = "json inspect"

Eiff-—assert—call ZMIA A wintype_ F3k ) pREUE T T AL

$ pyarmor cfg assert.call:excludes "/wintype_ .*/"

B TR TR IR BB A, 0 SRR AT SN e BN AT A SR BRI AT R, X
FH TR WA B IE .

{5 FA M BX AR IR FHIS IE INE Bl A

TEMBEMAZ B, Pyarmor £ —4T, WEREBIZITA WIKERRTT # pyarmor: | RASX—FTHEATHISN
ALPE: R NERARIRAF IS I — 234, PRE SR IT A N2

B, EAMAZ LB 5

print ('start ...")

# pyarmor: print ('this script is obfuscated')

# pyarmor: check_something ()

S AR IR T

print ('start ...")

print ('this script is obfuscated')

check_something ()

{6 FH NS THAFAE IE I AR i — A S22 __assert_armored_ SRARPERIMNPIFEL B bR L

BN UL T ——assert—import BEM HERBIMEN import EAJFARBHIFIEITRI, (HRR 0 H ATy
R, ASIATACRE. BN, SRy SR AR 2 I A B
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m = __import__ ('abc')

AR FAT W B PR B abc RN R, A BUR A, T DA GE T 0 B AR R B N B

¥ _assert_armored_ () FMEm

m = _ _import__ ('abc')

__assert_armored__ (m)

(R IXARAE B B AT — A )RR B A R, XA A TSR IE# s AT, R . e
B assert_armored__ () WAHTENE HA R A LFHE,

ISR RATAR G ke 1 i A AL, FRATTXE LT BRI AR R A 468 T 41wl ] RASE A phea A )it

m = __ _import__ ('abc')

# pyarmor: __assert_armored__ (m)

M ¥E, B WfE-——assert—call W&t — 28535 B M0 R £, X W5 o ml DA P BR AR 3 47
M__assert_armored__ () A7 NTARY . BN, TIHIFIG] 73 REL self. foo.meth #EfT N A

# pyarmor: __assert_armored__ (self.foo.meth)

self.foo.meth(x, vy, z)

HIREEXRSES

Pyarmor $2 (A5 IRE B ZIEFIIRE, WMREE 7% & 1iE & B R A F T 5 ARG B .
NT XL iES, HR)E#E ~/ . .pyarmor/messages.cfg
$ mkdir .pyarmor $ vi .pyarmor/message.cfg

EE—A L ind B HISCH, BII—A runtime .message %Y languages:

[runtime.message]

languages = zh_CN zh_ TW

error_1 = invalid license

error_2 = invalid license

XA T SRR S, R ESAE RIS AN = LANG HBEE . BRE BT E s T a4
5t

e error_l: ¥FR[IEE &40 1

e error_2: VFRA[EAT] T4 Bk &
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PO R B IE N invalid license , Wl UilR THaEMIET 20, TEHAMTE IR B R
IR

E B RE S ISR B 31 WS runt ime .message.zh_CN il runtime.message.zh_TW

[runtime.message]

languages = zh_CN zh_TW

error_1 = invalid license

error_2 = invalid license

[runtime .message.zh_CN]

AR A
error_2 = R ¥ E &

error_1

[runtime.message.zh_TW]

error_1 = EAFTHTLHE Y
error 2 = [EIARFF#ALTH DG A&

IR BTN A

$ pyarmor gen foo.py

LN BHAIBA TR B, B SRR Y i A 1Y LANG K ik B B IE S R Y FT B G S X B A JE zh_CN
WE zho T, ABAMHBRAR RS B .

IEAR B PYARMOR_LANG W] DA SRF8 a8 A B i I O AR 1205 BB S - MR IR i, S22
RGEIGEAS T LANG o Blin, (8 F T A0 2Gs 470 AR B2 s B rp SO AR RS S

export PYARMOR_LANG=zh_TW
python dist/foo.py

4 RIS B N2 A

TE 8.1 AT

TR BT A T 0 ac form J85E BRG0P0 2455, KHLIU T A LR
iTF 4 SR

B4, & Darwin JF &g LA o] A4 7#E Windows "RIRIF NS BIAS, & 2L NI ar <

$ pyarmor gen —-platform windows.x86_64 foo.py
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Python flpyarmor. cli. runtime fR{t T HAMW- G AL 134" A, B5-F- 5 N 5 200 e 2 axX 0, A
KB TR, SRR

WER T EME AT AT EZ A6 b, WA ——plat form 2K, fRER—MBITRY-G. fil, T
TP iy 42 U TN B AS T AIB A THE 21> x86_64 HYHRAE R 4L

$ pyarmor gen —--platform windows.x86_64
——platform linux.x86_64 \
——platform darwin.x86_64 \
foo.py

XS Python RRARRYINE A

TE 8.x HUA A I RE M AR LB

3.1.5 EHFY R

o R EBATHIB) B89 LAk

o B UERIRAH B E AN

15 ) e 5 3G I TESE AT 4 B €L A9 1R R

1% A Bip A AT 47 2 flr A %) Docker
1% B LA IR 240 18) IR 45 R4 & i A 20

PRAPIZATH By AR IR

TE Y130 B 40 P 8 e 2 A

Pyarmor fd ] "N I 7 A HEAT 58 H A2
o i S pyarmor cfg BB E:
o (R o 5 A E RIS SRR AN B SO AT R AN T
o (AR A AT X AT I ZI N AT R E
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REB{THEBH AR

1E 8.2 MASHIA !
ERINTEOL T 2T B 275 )& pyarmor_runtime_xxxxxx
XA FR AT AR B AT A A A4 FR . Bl E 4 F ol my_runtime:

pyarmor cfg package_name_format "my_runtime"

BE L RERPH R LF0ER

1E 8.2 JATNA.

Pyarmor 8.2 F3ffi—HELE I auto_mode HIR LI H & LR LRI KA, BEMEUAEN and ,
X A 8y SR PART Y IROAS R — 6T . and I & SO A EAEXN S5 T2 B iRz oh, w2
includes fll excludes 514,

WERBEHAE or , WIZRER T A SR BRI R BB Z Sh, IEFHEARY includes HIRATKE. HIAN,
NS, BT R EH BRI R B S, EBIMAIFEREL £oo Fl koo:

$ pyarmor cfg ast.call:auto_mode "or"

$ pyarmor cfg ast.call:includes "foo koo"

$ pyarmor gen —--assert-call foo.py

R A A DARR BRI S S import S E RGP AR joker . cara:

$ pyarmor cfg ast.import:auto_mode "or"

$ pyarmor cfg ast.import:includes "joker.card"

$ pyarmor gen —--assert-import Jjoker/

{5 A DN 4 4 12 1E 33 174 B) B B9 R 3R

1E 8.2 JATNA.

TEAE ] Dawin FiA T, A02R Python YA 4R AEARIERR AR, TB 2184 TN BAS Iy B 468 v] BB 2 PR R AN B
(1) Python ZJ 7 1Ml H B B 1 o

AR T BB TN AR IS AE X R 2%, S AT N A ) Bt BA& TE 34 75 B A A8 P22
BiEE —WafTR B S )E pyarmor_runtime. so MK

VAR W DMESGE TR B I A B, BRI A TS AT

3.1. EHHE 33




Pyarmor Documentation, & T4 8.2.0

$ otool -L dist/pyarmor_runtime_000000/pyarmor_runtime.so

dist/pyarmor_runtime_000000/pyarmor_runtime.so:

pyarmor_runtime.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

R E P54 FHE%A erpath/lib/libpython3.9.dylib , T @rpath/lib/libpython3.9.s0
s A2 A TCYE e 3

R A] DA R R AS I XA T, e M A pyarmor/conda. py:

_all__ = ['CondaPlugin']
class CondaPlugin:
def _fixup(self, target):

from subprocess import check_call

check_call('install_name_tool -change @rpath/lib/libpython3.9.dylib @rpath/

—1lib/libpython3.9.s0 ¢s' % target)
check_call('codesign —-f -s - 2s' % target)
@staticmethod

def post_runtime (ctx, source, target, platform):
if platform.startswith('darwin."):
print ('using install_name_tool to fix %s' % target)

self._fixup(target)

JE XA RIS, 985 R s A

$ pyarmor cfg plugins + "conda"

$ pyarmor gen foo.py

T ARG LA R IR A% A T P A7 B A DA 75 2
UL

e 3 1
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fE A+ T8 E M AF] Docker

TE 8.2 JiASTA.
R AT EI A app . py 48E B4 TEEW T Docker T, ‘BT id 43542 docker—al , docker-b2

W2, EHhAE— A4 T .pyarmor/hooks/app.py

def _pyarmor_check_docker () :
cid = None
with open ("/proc/self/cgroup") as f:

for line in f:

if line.split(':', 2)[1] == 'name=systemd':
cid = line.strip() .split ('/")[-1]
break
docker_ids = __pyarmor__ (0, None, b'keyinfo', 1).decode('utf-8")

if cid is None or cid not in docker_ids.split(',"'):

raise RuntimeError('license is not for this machine')

_pyarmor_check_docker ()

SRIG IS A, [A] B Docker 117 BAFAER)Z 4T % 41 H:

$ pyarmor gen —--bind-data "docker-al,docker-b2" app.py

AT A DABSIE LSRRI ARG IN—2% print (5/A)7E I AN T 3EF T
JJUR

W om

MpARANT __pyarmor__ ()

{5 FA Hfth P 45 51 181 AR 55 SRAS 2 AT S

1E 8.2 AA.

AT s S Ath R 485 Bt TR IR 4528 Sk FEAT I
HeRIEMA%NT .pyarmor/hooks/foo.py

BROATELL T Pyarmor 215K NTP iR 55 g Sk i M A B A 508, sk NTP S I 3A I, AR PAGE e

def _pyarmor_check_worldtime (host, path):
from http.client import HTTPSConnection
expired = __pyarmor__ (1, None, b'keyinfo', 1)
conn = HTTPSConnection (host)
conn.request ("GET", path)

res = conn.getresponse ()

(A

3.1. ERHE
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(€AY

if res.code == 200:

data = res.read()

s = data.find(b'"unixtime":")
n = data.find(b',', s)
current = int (datal[s+11:n])

if current > expire:
raise RuntimeError ('license is expired')
else:
raise RuntimeError ('got network time failed'")

_pyarmor_check_worldtime ('worldtimeapi.org', '/api/timezone/Europe/Paris')

SR A, A R0 B BB B T AR R )

$ pyarmor gen -e .30 foo.py

TR AF AR AT DASE ) 2 ol Fr A R e 2 P 5 e 1]
UL

Fp A#MT __pyarmor_ ()
RIS ITHBNEIR
TE 8.2 AT

T T AR A A S A TR BB pyarmor_runtime. so WU AR PRHIE A BB
Bt E— N T A . pyarmor/hooks/foo.py:

def check_pyarmor_runtime (value) :

from pyarmor_runtime_000000 import pyarmor_runtime

with open (pyarmor_runtime. file , 'rb') as f:
if sum(bytearray (f.read())) != value:
raise RuntimeError ('unexpected ' % filename)

check_pyarmor_runtime (EXCEPTED_VALUE)

% 7171) EXCEPTED_VALUE TR EL@eB il SL bl (H@ X BARE— . KN 2 JG s i Bt
Ht pyarmor_runtime.so @AY, FTPALFEA G245l BIAH i ] A2 HOSC 745 R o 53X AN FRAT
AT PAE A SR S B, FEAE B U2 JE, HahTP R R, RSB ECN T AR

# Plugin script: .pyarmor/myplugin.py

_all = ['RuntimePlugin', 'CondaPlugin']

EET D)
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(% L0

class RuntimePlugin:

@staticmethod
def post_runtime (ctx, source, target, platform):

with open (target, 'rb') as f:

value = sum(bytearray (f.read()))
with open('.pyarmor/hooks/foo.py', 'r') as f:

source = f.read()
source = source.replace ('EXPECTED_VALUE', str(value))
with open('.pyarmor/hooks/foo.py', 'r') as f:

f.write (source)

class CondaPlugin:

IR JE R XA

$ pyarmor cfg plugins + "myplugin"

B A O A, TR

$ pyarmor gen foo.py
$ python dist/foo.py

XAGI T R R AT EML, FEARELESL PRI H T O o AR A TFIRI 4G 75— R T AR EI A R 1 5
R, FAE RS H O R A A, SR BEEIE AR

S
Jir AR AT

MR AP I IERR

TE 8.2 FATNA.
s B AAG A o 20 5 41 SCUFEIY I 25 Z s SR AT AR AT 4T B4, B DA T DARE AN 67 SO i B 16
HRE, XX A AH A TR

Pyarmor @t T 8 (0T DA RS SR SRS, XA AL R 90E 5 BT I B, IF
HALA B 5 AR SRS -

# Plugin script: .pyarmor/myplugin.py

from datetime import datetime

G
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_all_ = ['CommentPlugin']

class CommentPlugin:

@staticmethod
def post_key(ctx, keyfile, **keyinfo):
expired = None
for name, value in keyinfo.items():
print (name, value)
if name == 'expired':

expired = datetime.fromtimestamp (value) .isoformat ()

if expired:
print ('patching runtime key')
comment = '# expired date: \n' % expired
with open(keyfile, 'rb') as f:
keydata = f.read()
with open (keyfile, 'wb') as f:
f.write (comment.encode())

f.write (keydata)

JERRXANEIE, RG4S — MR B

$ pyarmor cfg plugins + "myplugin"
$ pyarmor gen key -e 2023-05-06

EAEIMNTE PR

$ head -n 1 dist/pyarmor.rkey

S

fre 2 31

3.2 M FSERR

3.21 REREMMRRERE

o o T A R 3 A MY i K

38
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o o foT A AR g M 6% e 5B iR
o TR RA R a4 7k

o TR ARG ozt

TR RER LA

I TV AT AT DA A o 22 4
* ——enable-rft JLFAFEMIERE, RHAEH LI
* ——enable-bcc BEMMNREHATIEEE, (FR ] fEHRENNFR L L
* ——enable-jit A PAB ILERES 4%
* ——enable-themida W PAR] ILSIASTAIAEE, (HEXMEREEN LR, H HALE Windwos 1] Ji]
o —-mix-str AP AT FAFE R R
* ——obf-code 2 Ref% [N SN [ 4% Bytecode FIMEE
e pyarmor cfg mix_argnames=1 £ R SE, B2 0] HE-FEL annotations A 1] [
" T (S TR DA BGOSR, AN A TG B T AR % A
o MEMAMN ——private , MMM -—restrict
I TR A T AT AR 1 A2 AR 00 85 B AS Hh R Ol At B A B O Y R

s ——assert-call
e ——assert-import
B0 e 4 RX B R B9 DN 2 I AR

(o1 TR AT DA R RE S B IR A, HZe R 24 T pye
+ ——obf-code 0
« ——obf-module 0
* pyarmor cfg restrict_module=0
AR B R A, (FURXERE SR BEE IRAR, SR B VR [ R I RET 42X

* ——enable-rft

WRABUETFR R, A —-mix-str FARBREIERE, UUNEXEHRFAFR. MREA L IER
P, FraR TR RN, R ERE S s —

e pyarmor cfg mix.str:includes "/regular expression/"

e ——mix—-str
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RRXER AN RFER

XTS5 8 i R A 3

WERRFT 42X O & 2B 2a (MR ER G AR €20 RS2 4ar) , AR AR Tk
WA T 0

s ——enable-rft
+ ——obf-code 0
* ——obf-module 0
o —-mix-str FAEEPESME, WORR BRI IEA AR R IEREEOR, WA DARIE:
WREAPREI RET 5% X, AN REWE R LA TR, ARG R T A
» ——enable-rft
* ——no-wrap
o —-mix-str I EFIT
X1 HAlOR 2 B i
WRRFT 4% X, FIBCC AKX AT [, B2 08 17 T4 e 75
» ——enable-rft
» ——enable-bcc
» —-mix-str MBI
+ ——assert-import
WSRRFT 4% X, FIBCC A X AT, R iy e
s ——enable-jit
* ——private (MEMEA), HFH--restrict (MEHHW)
o ——mix-str ARSI
» ——assert-import
+ ——obf-code 2
AR BRI X G o 0 G DA AR SR A s A R R, o TR A 1B 93

* ——assert-call , [RMGAIRELHE, BORICHERBARTY", DB MR s T A 4]
T ORI R HHEA T AR AP
R TERE FLFHOTE, JEHEI - —enable-themida , XL RERAAEIE RIS 1H1LAR )
Teiti, AHRLR X RE R KLk
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EfpAEmE 2

HH 1A
Pyarmor 1R3¢ SERIR 2 J5, SAUBIRGOH B AT BE, L 5 B 1 AT s ek e AR RS

HRM T R, PUNEREASHIATTE, PreABRICGI A 2 P0G . @ FRR R B A
BB AR, RIETEFAIXLEARS, IXAERERS S M Atk

3.2.2 RIPEBEITHRAMBIERSM

Pyarmor {120 DI HE & PR3P Python A FEVAAl S 4ok , dtod 22 oA al bt i i s L, © 2 REAZ S Python
WA TCIE A AT 7 S 4 S it i o . (HRRN T N7, B iFisf it 2 Bl fjer, Pyarmor 35047 HEAT
KRZ PRI WER BRI B RIS TIN 2R B, IR 20T 2o T R AR TR

Pyarmor ] VAR FR45 Fi il /] Python F B LML TCIAAREIRBUSAT I 2 M8t , (R AR s f s A
) Python [ REAS A4 LR pyarmor_runtime A BERCE Bl 120, JUHRRAEIZATIZI BRI s L 12
RNAFRISEL, X el T E MY T IR THORER MR W WL PReP 7 0

o (AR R SR HEAY 25 A Bk Ty U DRAT DA ST RISl A R AT DR e A 1B 4
o 8 25 =07 B9 T BT SCR I AR 9P L ELFl il VMProtect 54537 Python DA 5 pyarmor_runtime.pyd/.so
* Pyarmor $2ft T LU RPN, RRISIEE MARIMRER, A (55) SR %T6E
o Pyarmor &4t T JIAKN T, FTRAMIRESIN B E S s gl, SEATA IR e 25 25 Fh B 8 LR PR Y, X PR
BRNRRE Sy, (2 RBEAR AL R mn e, G NHER P B & SCRY ORI ACRS ,  WIR 2 a7 F ) o)
1, AR — A BE R UL TG EAE TR W [B) . R TARLE A L ORI BOR , A i TH AT
PAEFES T
HEA I B IR
TEEHIHM— 52, WIRE1T Python B ARRER AT AR E i, AR 2354 7HS %11 Python %l sl i A Fb %% w]
F o T LA ATELRAEB TN A ) R A N RE R 4G
RESE P — s &5 =X 5§ Pyarmor HARMLAE AT - —pack BYLHBI, AR50 SMER T ARk A
IS PER RO MBI, XA A BEAS I PR TC Ik HHE . Python [ BRI R SIS AT I 20 1 8 -

542 (fi ] PyInstaller 3761

$ pyinstaller foo.py

A O R T i 2 I 2 A

! Pylnstaller 41 SR I ZEIT ——onefile $TALBCNBIAATHATSCIR, XA SUPFFEATHO IR 2 AR HE 2 — DI H S R T, R
UESE =07 TREGE S TAXRREGH SR RES S B, SN2 BA BRI RICR T, PR BRI A S5 A X SR R R 1Y
HSR T .

* REAE Intel i686 FAHF& LAAALEN check_interp , XAMRIULEIER LT G TIE.
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$ pyarmor cfg check_debugger=1 check_interp=1
$ pyarmor gen —--mix-str —-assert-call —--assert-import —--restrict —--pack dist/foo/foo.

—foo.py

SRS AT SRR dist/foo/ H S NHIFTA M AT HAT MBS, AN T H 2L PR BN PEA BERL
B A A A T e WA RIS AN REB B P

B HNEB T H A codesign, VMProtect %5,

&ix
JAAHN T
N T PR A, BT DARE AN TR G Pylnstaller R ERACAD, 8 BROLIA Pk e

BT RSN IS, AN E AR P, HF BAEARN [ Pylnstaller fiOAS Rl BE 2 A, AR
FHOCHEENEI, 25X RBI5S HORRARN .

# Hook script ".pyarmor/hooks/foo.py"

def protect_self():

from sys import modules

def check_module (name, checklist):
m = modules [name]

for attr, value in checklist.items () :

if value !'= sum(getattr(m, attr). code .co_code):
raise RuntimeError ('unexpected "% m)
checklist__ frozen_importlib = {}
checklist__ frozen_importlib_external = {}
checklist_pyimodO3_importers = {}
check_module (' _frozen_ importlib', checklist__ frozen_importlib)
check_module (' _frozen_ importlib_external', checklist__frozen_importlib_external)

check_module ('pyimod03_importers', checklist_pyimodO3_importers)

protect_self ()

H il A B A soh s (Remfr),, A TSI EIEMRE S, FF2 e R — MR B E
I check_module

def check_module (name, checklist):
m = modules [name]

refs = {}

(AN
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(% L0
for attr in dir(m):
value = getattr(m, attr)
if hasattr(value, ' code_ '"):
refs[attr] = sum(value. code_  .co_code)
print (' checklist_ = ' % (name, refs))

BT MR A DM B IR R A, AU AT AT R 5

$ pyinstaller foo.py
$ pyarmor gen --pack dist/foo/foo foo.py

checklist___frozen_importlib = {'__import__': 9800, ...}
checklist___frozen_importlib_external = {'_calc_mode': 2511, ...}
checklist_pyimod03_importers = {'imp_lock': 183, 'imp_unlock': 183, ...}

GRERIAEN T, ISR RN check_module H-A AR M AU RS B e 25 I AR 22
B (8 IR A T A R 2 b 2 v

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

Bahth T
TE 8.x HUAIMA: I RE M AR L

PR AR S B & RS S A JH i ae A H AT AT s A RS, AR v PAGE A Python AT C SE8L, 769
P4t pyarmor_runtime 7 2% 2% (1 iHeE 5 shE -

HARFE 2O E— 4 .pyarmor/hooks/pyarmor_runtime.py 8{E X .pyarmor/hooks/
pyarmor_runtime.c , EXNHARSYHRARZITHEHT, H HAEY R pyarmor_runtime 4] 45 4k 1 Hi) {5
iz17.

3.2.3 {THERIMBEABINEEA

NV H AT I AT — A R ste/myapp . py HAE 91 2R % 4
B4 (d ) Pylnstaller (1

$ pyinstaller myapp.py

FEE IR AR R L A AT AT SO [ (8 MR

$ pyarmor gen —--outer —-pack dist/myapp/myapp myapp.py
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IR AN B

$ pyarmor gen key -0 keylist -e 30

XEFAT RO A H O L, — AP iGa T E P12 s T Bh ey H 5%, Bt

$ cp keylist/pyarmor.rkey dist/myapp/pyarmor_runtime_000000/

R ] AFEAT AT (6 B s AT Rl AT 3L dist /myapp/myapp « BI40:

$ dist/myapp/myapp

URRAT RN AT AT S, — B AN BRI ] AT SO AR ] F SRR T, I HUE a7 AT
XA AR F:

pyinstaller —--onefile myapp.py
pyarmor gen —-outer —--pack dist/myapp myapp.py
pyarmor gen key -0 keylist -e 30

«w» v v »n

cp keylist/pyarmor.rkey dist/myapp.pyarmor.rkey

IRJE X AT DAFEAT R H sas A7 nl AT 3, pin:

$ dist/myapp

WA P OL I TR I FSR R, AR5 SRS R f e X H 5. Biln:

export PYARMOR RKEY=/opt/pyarmor/runtime_data
mkdir -p /opt/pyarmor/runtime_data

cp keylist/pyarmor.rkey /opt/pyarmor/runtime_data/
dist/foo

«w» v v »n

3.24 iTEMEBHARA Wheel

AT H ) H SRS AT

$ tree test-project

test-project
— MANIFEST.in
— pyproject.toml

— setup.cfg
L— src

L— parent

F— child

[y
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(€A

L— _ init_ .py

L— _ init_ .py

S MANIFEST. in BAZEHNT:

recursive—include dist/parent/pyarmor_runtime_00xxxx *.so

A pyproject . toml

[build—-system]
requires = [
"setuptools>=66.1.1",
"wheel”

]
build-backend = "setuptools.build_meta"

Y setup.cfg

[metadata]
name = parent.child

version = attr: parent.child.VERSION

[options]
package_dir =
=dist/
packages =
parent
parent.child

parent.pyarmor_runtime_00xxxx

include_package_data = True

src/parent/__init__ .py Ml src/parent/child/__init_ .py ZH[FH:

VERSION = '0.0.1"

e

$ cd test-project

$ pyarmor gen —-recursive -1 src/parent

TN I S ) H SRE5

3.2. MAsEER
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$ tree dist

dist
L— parent
F— child
| F— _ init_ .py
| L— _ pycache_
| L— _ init__ .cpython-311.pyc
F— _ init__ .py
L— pyarmor_runtime_00xxxx
F— __init_ .py
[

pyarmor_runtime.so

AL wheel:

$ python -m build --skip-dependency-check —--no-isolation

HZ AR T

* Building sdist...
Traceback (most recent call last):

File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 81, in ___
—getattr___

return next (

AAAANA

Stoplteration

The above exception was the direct cause of the following exception:

Traceback (most recent call last):

File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 191, in.

—read_attr

return getattr (StaticModule (module_name, spec), attr_name)

AR AR AR A B R A UFE StaticModule , W R SUHZFRAITS, BEHEFEM setuptools JHift
XA RIE XL, BEMHT ast.parse BB IR o A8 &, 13X 24 R A0 A R 7R
W R TR, FTDAE AR G A dist /parent /child/__init_ .py HIEI—F7

from pyarmor_runtime_O0Oxxxx import _ pyarmor_

VERSION = '0.0.1"

fEZ BT O T I AR A RV HE Y, 8 T RSB O NS, S5 B T THI iy & BEA T O EL:
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$ pyarmor cfg —-p parent.child._ init__ restrict_module = 0

$ pyarmor gen —--recursive —-i src/parent

H ¥k Wipyarmor cfg -p parent.child._ _init_ 2 HEE X BAANEIH M parent/child/
__init__.py MR, THABBEKIA G 2.

PEB ek dist /parent/child/__init_ .py Z JGHHGEAT PR 62797

$ python -m build --skip-dependency-check —--no-isolation

I SLisAThhiB Ay #5k
WRARRE B E SGE TR A P50 Libruntime , H HAFE] 7 H % parent . child Tifi, fRFZEBH

MANIFEST.in:

recursive—-include dist/parent/child/libruntime *.so

i setup.cfqg:

[options]

packages =
parent
parent.child

parent.child.libruntime

SR B TR P T B A T

$ pyarmor cfg package_name_format "libruntime"

$ pyarmor gen —--recursive —--prefix parent.child src/parent

TGz wheel 2 BIAELCN dist /parent /child/_ _init_ .py ##TEH:

$ python -m build --skip-dependency-check —--no-isolation

Wi

AT BEHFE M SE I JG BB R dist/parent/child/__init_ .py , WRWTPARIE—Ahe 3464 .
pyarmor/myplugin.py:

_all___ = ['VersionPlugin']

class VersionPlugin:

@staticmethod

G0
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(% L0
def post_build(ctx, inputs, outputs, pack):
script = os.path.join(outputs[0], 'parent', 'child', '__init___.py")
with open(script, 'a') as f:
f.write ("\nVERSION = '0.0.1'")
IRJ5 A A

$ pyarmor cfg plugins + "myplugin"

RFEPAGERRAT R e fT N ar S PA T :

$ pyarmor gen —--recursive —--prefix parent.child src/parent

$ python -m build --skip-dependency-check —--no-isolation

3.2.5 ITERMABEHERIF RS E

1E 8.2 JATNA.

Pyarmor X {8 /il PyInstaller ¥T 47 %11 i 77 sCER M6 TR ARG BRAP, S A ThI AT A 28 58 1 EA T n 2 Al
PRI, BRI BRGSO e, T AA 20T 5 ] B TR

$ pyinstaller foo.py

$ pyarmor gen —--assert-call —--assert-import --restrict —--pack dist/foo/foo foo.py

HoAb 3T ] DAR I 7 S A TR
/IIL:

N

-

RIPEATHT Z) 09 B = 2

3.2.6 MBRME LR DPRmIDIEIR

BONBI ARG ut £-8 , 2 hNEE AR B I L1 BR g T A 8, T DS T L T4 5 LE A ) S i 31
TR i T DA BN A G T A 25 gbk:

$ pyarmor cfg encoding=gbk

[ AT DAK 8 i B B 1R 8 S messages . cfg @ dmtD. BN, ST a4 1T DA B A0 A iR
TH S SR A 45 h gbk:

$ pyarmor cfg messages=messages.cfqg:gbk
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3.2.7 ipgIA Docstring

(S T L T A3 0 7 4= - DocString:

$ pyarmor cfg optimize 2

FLE I optimize A H{EMIERE S compile

3.2.8 fnfa %R 58 =75 = iR R 02 B A 5 72 1Y o) &

M%F

s HREE 2B

— pandas

— nuitka

Pyarmor $24L T £ & (0t 2 0 T MR A [R5 50 N B B A )8, 2448 — N2 220 58 =0 60 R Y I B AR
WP AR R, IS AT SR E A AT, K TEITAETIAER , Sk g2 & 1 4R
ANFEH N S T . Pyarmor H- 81N 2 2585 VR W i (8 TIRAS Se il vl UL e el S ), 1 2R
BLRZEJR T f# Pyarmor, H4RERE A H O 752
Python 7E&4 4TSS EI T Z N, ARZUREZENCREERA . PRk, ~Aakyrd8—1MM,
SRIG TR ELRERS AN Pyarmor 325 . il # AOALEE U2 H PR AH E R, RIS 0017545 H B R YR AT
Ty, F& AT AHE By /AR Le b 75 mT GE A Pyarmor AR 98 25 A N i e 52
X1 J&F Pyarmor (178, Pyarmor Ff & 240 &RV pfiioe, (H g —LL[7) @ig Pyarmor H 5 JCiAMHL) .
WO, S =3 B S B0 R R R
» ffiff]l sys._getframe KPjFAKENRHAS R, i HMLZITEZREE, (R A m iz THESR
FIRE 33 A AR —FE Y
* il inspect S HA T R E V5 R AR TRAS (Byte code) S5 @M, BT K@ MEE
I3k /2 Pyarmor FIr {4711
o ffiff] pickle BRHZEMIIIREFAN S MBEREL, SRS R B AL o 25 HoA JE AR i 2 R BT, (ELE
5 PR B JO YA I A8 YR A4
TR LB A IR YR T8 = L ) TS ARG MOL R EN S, B Z R E 2 AL B2 e 55 i R Fe g R i
Aoy R A . GRS AR, S PR SEA R . BRI BCC 42 X TN A, wieAR
HNAEEZL,
RFik Sea) g, A2 H s 22, AR el R e =t

o [FHRFT #2X, ik ——obf-code 0
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RFT A2 X JL PSR A NEREEH , FTA— BN S SECRARE . B ——obf-code SEAIURY
XEGRINAEHIER T PR EE TR RS AR A o e — R R ER 7 5

$ pyarmor gen —-—enable-rft —--obf-code 0 /path/to/myapp

e R DB I R LR TAE, SRS e e 2 p ik i K4 e etk il

$ pyarmor gen —--enable-rft --obf-code 0 --mix-str /path/to/myapp
$ pyarmor gen --enable-rft --obf-code 0 —--mix-str -—-assert-call /path/to/myapp

WA R R

FE— NIRRT A, AR SR A BIREHAFAE AT, T AN sk Lo il , SR A i config.
py AREIETR TAE, AL A Tic B A 5 XIS e 220 i

$ pyarmor cfg —-p myapp.config obf_ code=0
$ pyarmor gen [other options] /path/to/myapp

AT AR BSOR BT IR, RN 2 5 i DR Fr) A A e o s B A 4

$ pyarmor gen [other options] /path/to/myapp
$ cp /path/to/myapp/config.py dist/myapp/config.py

Rl ss =5 %
RSB, AR 545 "myapi” KYRAT, il 404 B, EURAGE4 TARIEH

@cherrypy.expose (alias="myapi')
@cherrypy.tools. json_out ()
# pylint: disable=no-member
@cherrypy.tools.authenticate ()
@cherrypy.tools.validateOptOut ()
@cherrypy.tools.validateHttpVerbs (allowedVerbs=['POST'])
# pylint: enable=no-member
def abc_xyz(self, argl, arg2):

mrn

This is the doc string

men

FEOAEH R HAET cherrypy . expose {fi | NI )

parents = sys._getframe(l).f_locals

P2 sys._getframe (1) (ENNEMIARIR B A2 R PATHESL, L BB BUSN T E i AT A
AE N B A T3

50
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parents = sys._getframe(2).f_locals

il WARHE =T cheerypy WHHAMMRR M, W AN AR 2 — AT

BRANE=FE

X B T L B2 =07 PR LA KT RER AR R DT 5, WGHER 0 S H SR 2855, $2752 Pull request 34
T BR 56 =5 o«

1R HENE =T ESR

= T &t
cherrypy AT ji) A5 [ PR 25 F T sys._getframe
pandas T T P T sys._getframe
playwright | $7%NT [iZ% Al DA TAE? M A IIE

nuitka i ] restrict_module = 0 2 J5MWiZ ] DATAE | M ARKHIE

L)
pandas

5 hh—A~5L2H 2 pandas

import pandas as pd

class Sample:
def _ init_ (self):
self.df = pd.DataFrame (

data={'name': ['Alice', 'Bob', 'Dave'l],
'‘age': [11, 15, 81,
'point': [0.9, 0.1, 0.4]}

def func(self, val: float = 0.5) -> None:

print (self.df.query('point > @val'))

sampler = Sample ()

sampler. func (0.3)

VAT RN TR 2 AT DA i A
2 A[ABEFARFT 42X, i A
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TN 2 I is AT

pandas.core.computation.ops.UndefinedVariableError: local variable 'val' is not.

—defined

[ 5 B0 H 4T #h 7, {8 pandas scope.py HLJH /) sys._getframe (self.level) BN
sys._getframe (self.level+l) ,sys._getframe (self.level+2) B{# sys._getframe (self.
level+3)

nuitka

SE I BAS A 3 8 AR — G Nuitka JEATAREE, (RO 5248 A A Acpiak:

$ pyarmor cfg restrict_module=0

MERNEH AR, £2FFRKE R RuntimeError: unauthorized use of script

[Ep R E NN A b Ry Ik

$ pyarmor gen foo.py

R IGAE 2l E £k, (B2 AR A XA X Be5k 3, il --private , ——restrict , ——assert-call
, ——assert-import ﬂ‘ﬁ?ﬂﬁ@1ﬁﬁﬁo

3.2.9 EMFafE T BE

MN%

o ATAREAM
o AR E R e £ K IRFT IR
- MHEEST
- PR ATILE|EEF L0 -5
- EE G L a it
— & Docker 3.7 ClI pipeline ¥ it
o A& 4R H RS T i

— R

— 4 RZHIR &

— AR B KR A E M

52 Chapter 3. HZ




Pyarmor Documentation, & {Tha7 8.2.0

- BAL M
- X H SR &0 B KIEM A

o SRR T

AIfRSR

AELEMFATHEZ B, AR S0 T AU A

1. —ANEFAER s S, &Rkl pyarmor-regcode—xxxx . txt , S5 T X Foif T iE LK
AR IE

2. ‘%% Pyarmor 8.2 PA_F WA 345
3. MRS T B RS U ) ELHR
4. WHEVFIER B E R = mARR, MARIEIER AL A, e AFREH non-profits

5 A B it i 0 & SRR 7 BT E

FA PR
L (08 ST TR BT, BOE VT UESRE 17 i 24 B
2. WIUREICTE I G o3 A AR 2 M S TSR S MR A B i A Sc i
3. FEHAB Al 2 M S BEA T

s EiC

TES— UM R, 75 B —p $8E VT IESEE i)™ A Bk, ERAE AR AL i R 9 6611 Pyarmor, 8
LPHMAPRBGE N non-profits , R ATUEA GG T R ™ M.

RCVFATIESR 2 1) A4 AR XXX, AR A T Ay S UEA TR s ST

$ pyarmor reg -p "XXX" pyarmor-regcode-xxxx.txt

Pyarmor £ 1 S5 R/RTENHME BHFRERIA, WEREIATCR, FiA ves I Enter QREE N IHAITENP IR, HAME
ik AR 21 A

AN Z 5 & RN A S — R 2 0 L pyarmor-regfile-xxxx.zip , EXNSCIHRAE A X
# LA .

THANBERR T 505 S TR SRR, IR EICZ IR SRR, SRS AR A L T =
A o

THEEREI R EN S, —HZEK, Pyarmor HASBEH I i 55 .

3.2. R 53




Pyarmor Documentation, & T4 8.2.0

— HRCHE, VERTURSEE A7 I 44 AR s BETEHEA T2 24

SRV EIE R E R A B0 G

IR BT e, BOA IR S, AVFRIIRILCEIC I MBS E ™ M 4 K TBD o Bildn:

$ pyarmor reg -p "TBD" pyarmor-regcode-xxxx.txt

IER AR TBD MVFRTIE, e/ NS Z P9, (8 T T O i -0 B TR 7 ot 4

$ pyarmor reg -p "XXX" pyarmor-regcode-xxxX.txt

WERANNHZ NBEAETB S, 2/ AR H3IE N non—profits , FHABIERIEL

RS EEEHR

UM U pyarmor-regfile—xxxx. zip FIHMT EIEMNBR, RIRiaf7 T mim a2t

$ pyarmor reg pyarmor-regfile-xxxx.zip

HAREMEE:

$ pyarmor -v

TEW D 2 S5 BT B 1 B SR 24 R AT IE A — N P 5 0Bk o B8 AR P IE

7 Docker 53 ClI pipeline tuiE#j

1 Docker 5% CI pipeline H1{:/J} Pyarmor 34754 I, {H/Z [FFHZ4TH Pyarmor () Docker %054 FR 1 ,
ANfgHELE 100 A4~

R VeI K& U #a LB fii It Pyarmor. 2R Docker B3R # SR (M % 5, IR AA LV L i 23
/It Pyarmor

{5 FA SR EA R VF =T E

1E 8.2 FRATNA.

B ANEFABFTIERR R — A, — N IRZ A 100 MELdss, 8 MESAE S, KK 1 E
100,

AR B i b i ram's, BIUSE—aBiaams i 1, B Al 2 H%.
B A RR:
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LSS0 ST AT RIIREE , BOEFRTIESRE B A AR, WIIREC S8 B i 2 A A I A 2 S 4
2. TERZB s BRI Y A A B A SO

3. FEMRMBe s LI 2 A S A BRSSO A B R S

4. TER A B BTN SR T, B EE S R REAE SR i st s L

MAREIL
W SRR O TTIEZ JG, —A pyarmor-regcode—xxxx . txt [Fi#0E L & AR MR, XA~k

T H—IRAEME L.

PR VR AU B AR 5 L 7 B A P LA EEAT, WA BN R VF AT U E Y7 4 A, X HLAS
SV TBD o BB AR XXX, 1817 R IR ar TR L

$ pyarmor reg -p XXX pyarmor-regcode—-xxxX.txt

AL Z G A AN 2 M S pyarmor-regfile—xxxx.zip , XM SO AT IR Mt oy

Z

4 RARREXH

N T AE R g BN} Pyarmor, ¥ Jom B LA B I 4145 U pyarmor—group-device. X, Hrf

X BT
TR G B L2 Pyarmor | IR o $RE &S, 2B ORI Y B 45 SOk
filtn, - —GELRs L, BT P e LA B & U pyarmor-group-device. 1:

$ pyarmor reg -g 1

4 P R EIE M

e IR A I ST
* Z2% Pyarmor 8.2+ F: FLAT DAV 14 FLHC I 15 4
« SEMMIREGE, M HE S A MCE M L pyarmor-regfile-xxxx.zip
o BB I B SOl

B SRR B A A SRS DL B TRl i B e bl b, IR e MR H SR N T H % . pyarmor/
group/ , RGN E BTN ] pyarmor-device-regfile-xxxx.1.zip:
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$ mkdir -p .pyarmor/group
$ cp pyarmor—-group-file.l .pyarmor/group/

$ pyarmor reg —-g 1 /path/to/pyarmor-regfile—-xxxx.zip

X AR A A ) B A SO R T AFE S — B i B

Etkix &M

— FE B SR ENESC 2 R , WEATIARS DB AT 0, A5 B b, BT
A4

$ pyarmor reg pyarmor—-device-regfile-xxxx.l.zip

HREMER:

$ pyarmor -v

TEW D 2 S B s B B Sl SRRV AT, RN R A T ZE R B

X Sin R mE M

TE 8.x HUA A I RE M AR LI

MR TTREEN A R A N B S, E Se At T A e As SO LB H ok, AR )E 1 Rk
HE 0 BT AR B LEMN U pyarmor-device-regfile—xxxx.zip:

$ cp pyarmor—-group-file.l pyarmor-group—-file.2 pyarmor—-group—-file.3 .pyarmor/group/

$ pyarmor reg -g 0 /path/to/pyarmor-regfile-xxxx.zip

NI LB (R g, M o SR S

$ pyarmor reg —-g 1 pyarmor—-device-regfile-xxxx.zip

FRERRA VAT E

THRE AN I VF AT UETE % T 88 i R 7R °T 1
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3.3 BAFAHM

3.3.1 HIEENL

BCC Bk
— R T, ATV A P BB AR SR C B, SRS B AL e 2 i 2 R L a4 o BT
P AN Y RO A TG, TeyR I A JEOR Y Python BR%K.

A M i ¥
—MRAE LT H N A A H X cpyarmor |, HSRAFIEAMIEE, BOAAHMEC B SO

pyarmor/config
RIS ) A b i B > B 55 & oy e 3

S pyarmor cfg

— MR REETA T, BIAERAR A T B

EETS
FRAFHL Pyarmor YEHME ., &JRECHE SO0 #64, BOATE DL T & 24 w8 bl P AR B s R w1
Hsk ~/.pyarmor

fili | sudo iy 41l i< 2 Pyarmor fAR H 5%
s Sk
— SRS, WSKATAT] Pyarmor 17T i Z 5, #REA — AR BRSO SCIF A& 2 FEWHIRAE .
W SO 2 T RN Pyarmor 155758 | W& SCF— BSE NIRRT, SRR .
R RR B T 23 RN A U R 2 S SR TEEAT TR s - Ty R Te BB 2 4 Sk

I e
—APython A, AEME ARG, FTLARH g A SCPFEEA T — SR B

B2 o A 1
JHIAKR T
—~ Python A, FIDARE IR A BN A, 04T — L850 N AG 2
R ARANT
JIT
JUST-IN-TIME 455 , J&—FEzf i 204 LS8 2 e AR, nl DA R A S g 13 T2 XGRS
HAT AT
RIS
JEFREREAIBAT Pyarmor [, FEFF RMLAS LXHIA I Tn %
A WS # AT Az AT Pyarmor, g SZRFIBT TG TE S 5% £ Ao % i A0y 30555
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g Rl
FeFRIBA TN A B %
% Fsess BT EA S Pyarmor
CIE e
—AMERC B E C++ 1B dn B 1Y Python 43
B RL A Bl
B NINERRAT A B O RAEBLE, —BEE A i & I H SRR, BSR4 1) module.
ruler

A eI ) AL L 2 7 o A 5

Pyarmor
Pyarmor & —/> I /% Python JHIA T A .
Pyarmor 20 535553

e Pyarmor 3 B
* pyarmor ¢,

Pyarmor 1
—APython &, , ‘EHE T

* pyarmor
* pyarmor.cli
* pyarmor.cli.core

* pyarmor.cli.runtime

Pyarmor AR
—FhPyarmor ] 1 255

Pyarmor 4 A1k
—fhPyarmor T 4 255

Pyarmor J{] j»
1 H Pyarmor W EWIAS S ETF & A

Pyarmor i H
T H SCAFRCEE https://github.com/dashingsoft/pyarmor/

X HA Pyarmor JRYSH RS, $RAZ0 MEHI - MIEHT I SR .

Pyarmor - jjf
1 Pyarmor F & A AW A, FTf#8) Pyarmor {5 I Hit 4 H 1) REBR 1

&S Pyarmor 1477 4% X Fo15 7] 4
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Pyarmor £ 45 i
—FfhPyarmor ] i 28FL

Python
—FhgRAEE S, B ML Python

Python JHIA<
—/MUE Python ARSI ST

ANEAR & https://docs.python.org/3.11/glossary.html#term-module

Python {5

B 2ae— A Python i A, Bog— M Rk
Python 14y,

ANEAR 2 https://docs.python.org/3.11/glossary. html#term-package
4 Jr P

FEIIC Pyarmor 12470 E 1 43R SCUF, ARy BC & SO b UAETICEE Pyarmor AR B 3, BRINY SCIF A PR
~/.pyarmor/config/global

£ pyarmor cfg
RFT Eisk

— BTN, FTAE 44 Python JIAS RS, 25, ik, RS
A

—MHTAEEE AT % 9 SO, BRAAFON pyarmor . rkey
SR BT AFFJICHE ™ T AR AT AT — A B A
* SEATHI ) & FTER R AR

o AR § PYARMOR_RKEY FREMKAS, MEHARRMA .., BESAREHES WA, MK
BE— XA, Bl /var/data

o YEIERAR

BUE RS METAT AT S A AR AR + . pyarmor . rkey
isirii)

—ANPython &, , ZH—f% N pyarmor_runtime_xxxxxx

— PR UM AR [, e A R B B A TR B, I AT N A R A s A TR B A
BT Sk

SE TR TN AR T L B o S

WEEN FESEN T e, WRER TN w9, IBAmaE R
Bir Y

PRAEINE A 21T I BRI R AR BRI, R A RO, MRS EmksEE, WadEssn

B AT R ) ARG AR
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WH LN IBAT PP AR E 174080 & Ul (2] DA — AN SCE Ui o1 20 25 41
EIPPS
Pyarmor 5& X IIFRERFR, FRAR/RIZ 1T Pyarmor RN BIZA £ 1E R G0 Rl CPU 44t
NS T E st A
* Windows
— windows.x86_64
— windows.x86
* Many Linuxs

— linux.x86_64

linux.x86

linux.aarch64

linux.armv7

¢ Apple Intel and Silicon
— darwin.x86_64
— darwin.aarch64 or darwin.arm64

TEMESCrE
—A L zip MR BN, EERM TR TSI SR T

SR 40 S, S RN G A R S, 2 AT e g bR R SOt
Frst.

3.3.2 HiSFM

* pyarmor
* pyarmor gen
* pyarmor gen key

* pyarmor cfg

* pyarmor reg

Pyarmor 4 {1t 1" 5= & (L TR AN 7] I R PP B AR R 75K

60 Chapter 3. HZ



Pyarmor Documentation, & {Tha7 8.2.0

pyarmor
RS
pyarmor [options] <command> ...
H I
-h, --help BRI A a2 IR
-v, --version SRS B R
-q, --silent TEREARRHE. ..
-d, --debug FTEEZME BT A ar S Pa T A . .
--home PATH WHERA & ...

X LEPEI A PATE 4 pyarmor 2SI R A1 T4 Z A1

gen A o B AR DA a7 i B S
gen key | A2 BUANEREE B S

ofg SR AL N 2 AR

reg WA AN} Pyarmor

{iJl] pyarmor <command> —h RAFRE— 1y 4HI D REFI A 1Y 1L
#k
-q, —--silent
AEFEH G 1T BT H EE B
Bilhn:

pyarmor —-gq gen foo.py

-d, --debug
TEES ST E Z00E A T A B ar 2 T 2 v m) it
I A B, BCE AR R 2 T AR AR, AT DARE R I T R . il

pyarmor —-d gen foo.py

—-home PATH[, GLOBAL[,LOCAL[,REG]]]

WEARA T, 2nd Hak, Ak HRSENHE R ITFER H X M E 2T — 5 & bH
BfE AR Pyarmor 57T 3E , W AR —PMVFATIERGE — MR A F

ENRIERAE S 2

e 1B F & ~/.pyarmor/
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s 2R H H3ks ~/.pyarmor/config/
o A EH HiglE ./.pyarmor/
BRAONFHEN SR B o ik B
XL H SRACE AR T DA AR I T IR . Bl SR H %R ~/ . pyarmor2/:

$ pyarmor —--home ~/.pyarmor2 ...

XA A4 [
o AkiieE HFR ~/.pyarmor2/config/
o YEMESCHTEH 02 ~/ . pyarmor2/
NHE G T R BS A A E Hl ~/ . pyarmor/config2/:

$ pyarmor —--home ,config2 ...

TS BBl Axkic & HRl /var/myproject

$ pyarmor --home ,,/var/myproject/ ...

MHREIE— W& LM Z A Pyarmor 577 1E MG, BTPUCKERE— AN PTIERE — MR B . B

$ pyarmor —--home ~/.pyarmorl reg pyarmor-regfile-2051.zip

$ pyarmor —--home ~/.pyarmor2 reg pyarmor-regfile-2052.zip

$ pyarmor —--home ~/.pyarmorl gen projectl/foo.py
$ pyarmor —-home ~/.pyarmor2 gen project2/foo.py

FESEP R, ATTREE S P REECE, ARMR MBS, 5 Z00m s — T O BRI B Bk
EIER, (@ XARBECYAIRYECE .. X ] DA 3 B4 Rl B H SRR e B H SR 2 — AR
B SEEL . pn:

$ pyarmor —--home ,x,x, gen foo.py

W

=

PYARMOR_HOME
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pyarmor gen

A BN B AR B A T B s A T B S
%
pyarmor gen <options> <SCRIPT or PATH>

¥ 5
-h, --help RIS EF IR
-O PATH, --output PATH {3 &4 H 3% . . .
-r, --recursive R H PR A . .
-e DATE, --expired DATE ¢ B A %030 . . .
-b DEV, --bind-device DEV 4552 I AF 545 . . .
--bind-data DATA 77 F & XEUREIEI %4 . .
--period N JEIHAS AR B TS . .
--outer JE AN S
--platform NAME  f5 5 JIAIZ1T10 HARF- A 4755 - - -
- PRALBA T B S I A T . -
~-prefix PREFIX %5 Al B B4 55 . . .
--obf-module <0,1> FRERHRMBRA, BILZ L ...
--obf-code <0,1,2>  fiE AT MARHA, BARZ 1 ...
--no-wrap S IR .
--enable <jit,rft,bcc,themida> &} Fl A [ (R AR 4PURHAE . . .
--mix-str RIETAFHHE . ..
--private JE R B A . .
--restrict JE AR . .
--assert-import AR BA R Z MR . ..
--assert-call T PRI B B B e s Y - .
--pack BUNDLE i /Il Il i 4 AU A5 48 T 1 T BT S B F) SR B AS .
1k

-0 PATH, ——output PATH

BCE N AR i A, BOAER dist
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-r, —--recursive

I AR H 5% TR Python AR, 75 R ZR Y 1 H 5% T A

-i

PRAFBAT B SCAF R I AR NS BN, TR ey EE 47402 & fEME] dist/mypkg HR FIH:

$ pyarmor gen -r —i mypkg

$ 1s dist/
mypkg/

$ 1ls dist/mypkg/
pyarmor_runtime_000000/

BEARXAEIN, a0 H SR g5t 2

$ 1s dist/
mypkg/
pyarmor_runtime_000000/

XA ] I 2 fE A AR T G AT B, B AR BRI P ], AR A A, A
XA

——prefix PREFIX

BE A T B A R BT SR

TN T FE NS 2 A, (B2 47400 & XAECE — M T, A s I A R A B el 1A S A
BT . fn:

$ pyarmor gen —--prefix mypkg src/mypkg mypkgl mypkg2

XA A T R =, ERsTHMESFE dist/mypkg B, IPATE dist/mypkg/
__init.py B, B THET RS

from .pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__(_ _name_, _ file , b'...")

IMAE dist/mypkgl/__init.py B, A U F Azl

from mypkg.pyarmor_ runtime_000000 import _ pyarmor_

__pyarmor__(__name_ , _ file , b'...")

—e DATE, ——expired DATE
TN A A 50

SR
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o B, FoRMIAETT UG KA

* YYYY-MM-DD, B #:48EA %00
WA BTG TR, BBl FH A s a7, 75 a8 19 2% b [1)
54n:

pyarmor gen —-e 30 foo.py
pyarmor gen -—-e 2022-12-31 foo.py

IR 1 2 B NTP R 55 2R A0 E] BT ATESCA BRI B ALAs ezt
T T F78 R X DU P A e o ) B A 2009, 9

pyarmor gen —-e .30 foo.py
pyarmor gen -e .2022-12-31 foo.py

-b DEV, —--bind-device DEV

FEMFEMARIREE RS, H SRR RIS, MR Mac kAl IPv4 ik, BI4n:

pyarmor gen -b 128.16.4.10 foo.py
pyarmor gen -b 52:38:6a:f2:c2:ff foo.py
pyarmor gen —-b HXS2000CN2A foo.py

AT AR S AL

pyarmor gen -e 30 -b 128.16.4.10 foo.py

R LR E — R Z R, A=K IF4I, Bl

pyarmor gen —-b "128.16.4.10 52:38:6a:f2:c2:ff HXS2000CN2A" foo.py

AR AGE I 2200, PAZRE I AR B [ RO BLES il

pyarmor gen —-b 52:38:6a:f2:c2:ff -b 66:77:88:9%a:cc:fa -b "f8:ff:c2:27:00:7f" foo.py

WERFEIEHAM R, I ARG ZE M5k, Fin

pyarmor gen -b "<2a:33:50:46:8f>" foo.py

WAl AR AR U0 E — B Pl b AamEcE da MR, filn:

pyarmor gen -b "<2a:33:50:46:8f,£0:28:69:c0:24:3a>" foo.py

& Linux ZRGEF, &0 AR E MM 4545 TR 48K, Bilin
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pyarmor gen -b "ethl/fa:33:50:46:8f:3d" foo.py

USRS B HARE L, IR AT B E LA PR, Bl

# R T wWindows, R A A EE -~ NEHEME - MNEH
pyarmor gen -b "/0:FV994730S6LLFO07AY" foo.py
pyarmor gen —-b "/1:KDX3298FS6P5AX380" foo.py

# AT Linux, R EHAFELE R H LK "/dev/vda2"
pyarmor gen -b "/dev/vda2:KDX3298FS6P5AX380" foo.py

—-bind-data DATA

DATA "] AR FAFSREE GFILENAME

AT A DAF AL AR 22 47 5 90 v, (R KRR, — A 4096 4~y . BT 9 &
BbE T I, AR A B A TR P B, (T A E M FA A TR RIS A

WERAE ARISHIA @ TPk, IBATBURTH R SCFNES, 75 W B A S B W AR S T8 0
NEW—FIEI, FAEZF T AR )2 Bytes 2R2.
--period N
SRR BB A TICE S, B/ . BRATE LN 2 AR MRS A S TR E AR, X T —
BEfR S5, XA AT DA T80 A 2 3
SCRFIIM BT + BAAL, FARLSCRART AR, A B I ERIA R /N -

.1

. 1s

« Im

« 1h

THAGTRENR, BRER A DRERRE—T:

$ pyarmor gen —--period 1 foo.py

$ pyarmor gen —-period 3600s foo.py
$ pyarmor gen —-period 60m foo.py

$ pyarmor gen —--period lh foo.py

ik FEOEERRMER A TIXAME, WSURAEs TN R B A AT A . el AR
A TCIRIGERBA AT AT AE R A, IR A Al A S A A

—--outer

B AN
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TN AR QR R T S AN, LR N B B I e s X e, 5 AP AR B AN A T

1t — B3 E i AN B, WA i pyarmor gen key "R SANIREEASCIE, FHEE DLBIHEE H %, 5 W%
ARIIRIEAT

SINEREE I SCAF R A ARERIN N pyarmor . rkey , W DATE I FCE SCAHMBEWOEOAME, B4, B8 RITH A A1 .

pyarmor.key:

$ pyarmor cfg outer_keyname=".pyarmor.key"

REESNREYI S 1s ICIEEF .

W SRR — BB U2 )G, AR SGE TR, FORME TR R ICIAE N, sty
IR S A A L IR SE I B SO AA AR

—-platform NAME
M- 6 s AT E st T WA His-r-&
AR A Z 00, WA A AL SHE 2P G A0 I
F-E A FRALTZ Pyarmor fE LH)ZATF & 4K
ARG H ] A BT —E A
B iR E flpyarmor. c1i . runtime , WA B STHFF-G A fe

—-—-private

JE A FAA AR LR T 25 A
BHRARRZ )G, REAFAERITRER b2 R0, I ELINE 5 A A RERH AR A AL
Wi ——restrict & EHAAR.
—--restrict

FEN TR mE L, Ry, HEETEENERMEN, ARERAM R

XA IS - —private
MARBAEMNZ G, BT __init_ .py SISz, HAVBHERA R SMRIA 2 AR .
Bilan, TR e — AR dist /joker:

$ pyarmor gen —-i —-restrict joker
$ 1s dist/
joker/

AR — MR IMER A foo. py ZRAMEA:

import joker
print ('import joker should be OK')
from joker import queens

print ('import joker.queens should fail')
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IBATEERANT:

$ cd dist
$ python foo.py
. import joker should be OK

. RuntimeError: unauthorized use of script

PR — M H A FmE . (H3%), MR RZEmRmmeEm4as (o) 25, MATEEEREETT.
——obf-module <0, 1>
IEERHXTR. . pyc , BRI 1
——obf-code <0,1,2>
IR AR (), Bl 1
550 2 /& Pyarmor 8.2 HHi I, EHREM I Bytecode #E47 S i MMERE , [ iy B AI— rMERE .
--no-wrap
AN A AR o s A o b
7 AR 2 R SO R R P R S0 e AR ek S, R S U N e K. 4 2 A R
MR R g, AR SE R JEAFEIN S, DUS TR et IO/ iR . 25 aasiat, X 2T
¥ BRECAT AR i 1 B o
W ——obf-code J& 0, AFAM LI AETIER .
——enable <jit,rft,bcc,themida>
JE FAAS TR i X
—-enable-jit
8 FHJIT SR AL 3 — S A RS DA o 22 A
——enable-rft
JERFT 42K Pro
——enable-bcc
J& FBCC AKX, P
——enable-themida
f#f Themida LRI I A, L Windows -5 A
—-mix-str
TR VB A = B i i s
——assert-call
JE I B SR BRI R, B N B R RO A B
--assert-import

JE T BB AR RE B PR IN B AR AT B
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——-pack BUNDLE

i F % i 4< 87 4% BUNDLE Hli [ Python I 4%
Z ¥ BUNDLE 2 | Pylnstaller A& ) AT A4 T304

Pyarmor ¥ e lil& I, #2466 0% J5 i) A< 4%t BUNDLE HLRIF[7] 44 Python JAIAS , f )5 (o 118 k5 14
A EAT SO i S

pyarmor gen key

RS A SO
Bk
pyarmor gen key <options>
HIR
-O PATH, --output PATH %} %1%
-e DATE, --expired DATE % &4 %5
--period N JE IR AT IE A TR
-b DEV, --bind-device DEV 4§ E & MIA 348 X &
--bind-data DATA 77 [ & s T4 8]
ik
XA IR A o121 55 91 SO, BT 25k Se g WA 2 iy & pyarmor gen W) F8, HARAE LB —#E,
&% L.

SN E DS —e S —b — T, WA E AR AN I S 2 G, AR AR 2
TRPEROINIEY], TTOMRE— T MATRON, T ELA AR ],

WO T SNBSS RAFAE dist /pyarmor . rkey o BI4I:

$ pyarmor gen key —-e 30
$ 1ls dist/pyarmor.rkey

(T T ) i - PRATA MR B A 21 LA A

$ pyarmor gen key -0 dist/mykey2 —-e 10
$ 1ls dist/mykey2/pyarmor.rkey

HINERE AR S FR0E pyarmor . rkey , EARETEAT QAT REATIE M. E2 T DA S L B SO EA T A
B, R A EINRE S SIS ARBE O sky . 1ic:
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$ pyarmor cfg outer_ keyname=sky.lic
$ pyarmor gen key -e 30
$ 1s dist/sky.lic

SRS AR ] AP A (2, PRz AT AR S U A 4R T T e e A
o AT H %

o INEEAFE PYARMOR _RKEY $8EWIMAE, MEAMPARREE .., BHAREHRESWLT, A%k
FEE— NN AL, Bl /var/data

* HTH
WRAEA L H S P A E] pyarmor . rkey , SEFH RGN

o MFTHPATCF R BEAFR + . pyarmor . rkey , B4l dist/foo/foo.exe.pyarmor.rkey
WERATFAE, IR 2B RIB T -

pyarmor cfg

/R AIBLE Pyarmor I #R45
H i
pyarmor cfg <options> [OPT[=VALUE]] ...

HEI
-h, --help SRR B E S A IR 1
-p NAME 6 7E AL E R4 FR
-g, --global PR #EERAE & R fe 5 FitfT
-r, --reset (A RCERTTOE NN E
--encoding ENCODING 57 4TI BLEL SCIF 425
ik
P T I AT T I

$ pyarmor cfg

HAEFE— 1T obf_module:

$ pyarmor cfg obf_module

HARIA VA obf JF K
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$ pyarmor cfg obf*

BB EE, WA N ARy

$ pyarmor cfg obf_module 0

$ pyarmor cfg obf module=0
$ pyarmor cfg obf_module =0
$ pyarmor cfg obf_module = 0

B R TR L A

$ pyarmor cfg wrap_mode 0

$ pyarmor cfg wrap mode=1

B AT H C B A

$ pyarmor cfg outer_keyname "sky.lic"

$ pyarmor cfg outer_keyname = "sky.lic"

Hm— A 215 R AECE T R + . Bl

$ pyarmor cfg pyexts + ".pym"

Current settings

pyexts = .py .pyw .pym

B —A~m O - o Bildn:

" "

$ pyarmor cfg pyexts - ".pym

Current settings

pyexts = .py .pyw

BIM—ATRIRCES N~ Bl

$ pyarmor cfg rft_excludes ~ "/win.*/"

Current settings
rft_excludes = super

/win.*/

PRI PE BT ERINE, AT RAGE T i A — s =X

$ pyarmor cfg rft_excludes ""

$ pyarmor cfg rft_excludes=""

$ pyarmor cfg -r rft_excludes
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FeE IR e A P T2 group: o BB finder FRYELE T excludes:

$ pyarmor cfg finder:excludes "ast"

WEREA U/ finder |, IAHAMH T EEI excludes BN,
Tie, & 41
e MIEIES, HHNEA
+ finder: AR HA
* builder: WA A, SHI LI AEX B
* runtime: WA G2 A AT B L RLE AT 4]
T3 INEA TUAAE R4
* mix.str: AT EARETE BN I AT R
+ assert.call: HIATEHERR SO R AL
* assert.import: AT P TF L LRAF A B LR
* bee: Q%1 Python pRECHC AL
-p NAME
FeoE pas AL e BT R
8 FSKA TR TR AL FRAE TR AR, 3K SRR ARASE B 5 88 P AN [+ F) o 25 .
A B BC B B AR R A I e p AN HL A B .
TR, FEM EERAPRRIGE, I pkgname . modname . submodule

BIan, XPAMEER joker/__init_ .py Ml joker/card.py NEAEMLHR, A0 B i H A HEL 1]
s

$ pyarmor cfg —-p joker._ init__ restrict _module = 0
$ pyarmor cfg -p joker.card restrict_module = 0
$ pyarmor gen -r —-restrict joker

-g, ——global
PR #RAEERAE 2 R & hitfT
B TREX NI, FrA R R R A i 5 o, e - /. pyarmor/ o F8E TRXMED, Frf
MHRIERE 2 Rie 5 H, @ wle ~/ .pyarmor/config/
-r, ——reset

PR T B I BRI
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pyarmor reg

WO, FEMERIEZL Pyarmor
&%
pyarmor reg [OPTIONS] [FILENAME]

IR

-h, --help R ] SRS B 5 EARE IR

-p NAME, --product NAME 5 & ¥ R UEZH E 147 it 24 7

-u, --upgrade TR E A Pyarmor VAT HIE

-g ID, --device ID 5@ NI & ST, AN TR RVF ] UL}
S8

SHU FILENAME 02 R MR — RS0
* pyarmor-regcode—xxxx.txt G CH:, — AR KV IR JG 4 A1 2R AS
* pyarmor-regfile-xxxx.zip YEMISCHE, WIIEEICZ )G A AN

PRV,
=2
5%

8 24 B A A A R

$ pyarmor -v

G

WHRECME R NS, FemafReaim A, SRR M PR NaME T AERDI AR S I 4
f}'j( non-profits:

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

VIHREAC T JG o BAH N 12 HE S pyarmor—-regfile—xxxx.zip , FEHAMK A PA KIS SE 00 H M
XA SO, I BT AT M4 FR:

$ pyarmor reg pyarmor-regfile-xxxx.zip

T4Vl
THEAE R TR a2, Herp - g BR JRER I rT RS E A PR — 20, AR — B0 S g 2

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

THR S e A A B 72 i L4 pyarmor-regfile-xxxx.zip , FEHANB ARG SN (]
XA, I HATE B A A4 5K
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$ pyarmor reg pyarmor-regfile—-xxxx.zip

ARVl ik

B RVFATIE L TFF A A P2 AL g AT oI Eis, I AR B 2 M S pyarmor-regfile-xxxx.
zip

—MERRVF IR Z 1 100 SR, - MNREHA 195, M 1EF 100,
N T AE LB BN Pyarmor, F5EONRE— G870 Bl AL U I B A S
B, S — G R B A SO, B SE — G R IsAT PR Ay, RN A SO

pyarmor—-group-device.l:

$ pyarmor reg -g 1

SR G TEIX A SO DL BB T iR B e i ALgs L, HF A8 2 H Sk . pyarmor/group/ N, FEAT
TR BB L S pyarmor—-device-regfile—xxxx.1.zip:

$ mkdir -p .pyarmor/group

$ cp pyarmor-group-device.l .pyarmor/group/

$ pyarmor reg —-g 1 pyarmor-regfile-xxxx.zip

P DA B SIEM SRS — B Bess, as AT Ry a5 T s 2

$ pyarmor reg pyarmor-device-regfile-xxxx.l.zip

MTH G, BEE%RE, WRREETHN AR, RS AUk g .
-p NAME, —-product NAME
B . txt SCPFAIT TS E VAT IESR 5 HY 7 i 44 ¢
- zip SCUREIH BB AN T3 B0 T X A3 0
JERDI AL ot 6 TR B A4 R non-profits
SR —URTE N B THR A I 22 VP AT ISR E 1Y 7 i 44 B
PR AR — HBCE Z TR, B 7 — R4 PR TBD

MR A FRBLE N TBD |, IBATEAND H Z W AT ATE RS S — K o XA FZ T b e KB B, HoR#E
AFRPIHEGE, e e U & 2 iR B SO IEF R AR RS A 2 IR A T, R4
Foh IR B3 E N non-profits , FHANRELERE L.

A BRI & ZERVF T UER 7 i 44 B ABIGSE A TBD , FRRVFRTIE, PA SRR PTUER A0 45 7 S B
o 7 I 24 K

-u, -—--upgrade

T A BV AT IR R Pyarmor 8 Fi{34 AT IE
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A2 A B A B VP AT IEAR AT AT RBRCAS , 3578 8 +T 42 X Ao 7T 1 BT TH
-g ID, —--group ID

e A NS, DOE TR BIRFATIE

AHREH 1 F] 100

MEE

fein

FINFRBAS R AT A AL N A 14 i 2 {3
PYARMOR_HOME

WE T ERES pyarmor ——home fH[H
FEARREARE &, WREHH 78T pyarmor ——home , XAIIRAS B4 20
PYARMOR_PLATFORM

W HE Pyarmor [/):i247-F & £ K
B K SR SERRASIE 1T Pyarmor {H2 JOHEIEH R BT 5 2 RN R 5
PYARMOR_CC

WEBCCH X HHMIC FiiFds
PYARMOR_CLI

24752 Pyarmor 7.x S A G 1T
WSR2 T Pyarmor 8, {EUJE AR LRI Pyarmor 7.x FIFRZASME, GIIIAE BOBR R BRI A 2 R
ATRER I E SRR R R T .

Bi4n, £ Linux 5(# Apple Fi:

export PYARMOR_CLI=7

pyarmor -—h

PYARMOR_CLI=7 pyarmor —h

1£ Windows 7, 4

set PYARMOR_CLI=7

pyarmor -h

TGPt i B B iy % pyarmor-7 KA Pyarmor 7.x fRHEFAEA .
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3.3.3 &R nFEHAIFE

X BB T M4 pyarmor K I A —Y).
B pyarmor i THETT L HLE EIE, fi Hsupported Python versions i&FTHEIX Eesupported platforms
AT, B H AR, e Ea B AN T Rl LEERBAS R MR 4 pyarmor HIFTH .

JIA ) iy AT B TUMIAH S PR AS LA & & - A TR A -

¥y Python R
20 £-1. RIFIZIRE SRR Python Hiu 43R
Python 27 | 3.0~34 | 35~36 | 3.7~3.10 | 3.11 | 3.12+ | &iF
RFT iz No | No No Y Y N/y !
BCC #i=t No | No No Y Y Ny
pyarmor 8 EAtINEE | No | No No Y Y N/y
pyarmor-7 Y Y Y Y No No
XENFES
%< 3: Table-2. AN[A|PJHECFF-F-HF15R
oS Windows Apple Linux
Arch x86/x86_64 | x86_64 | arm64 | x86/x86_64 | aarch64 | armv7 | armv6
Themida ££3 Y No No No No No No
RFT ##i:X Y Y Y Y Y Y No
BCC #={ Y Y Y Y Y N/y No
pyarmor 8 FREIIAE | Y Y Y Y Y Y No
pyarmor-7~ Y Y Y Y Y Y Y
e

W% pyarmor-7 ;2 Pyarmor 7.x [ BB IEIRAS, W SCREE A4 T IE

S EE HTTP 401 error

TEHCAS Y 1 AT IE ™ T 66 71 T g

UN/y BREIAEEAR SR, (RS R
? pyarmor-7 SCRFEZ V-5, £ Pyarmor 7.x IHY.
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B B 3

B =R B S

o i E X, —A - ini ARSI ~/ . pyarmor/config/global

o AsbEE S, —A L ini WM . pyarmor/config

o AR R E G MERATDAH B CIARAATICE, AP A E W E SN
{1 fir &pyarmor cfg A7 AR B BC E SCIFEI .

hnZ ¢

1E 8.2 RATIA.

T2 —A> Python JHIAS, FEAE iU SCPFZ S BRI, T AT SCPFERT — 2 oM RS, B m] DA
(ERUE T IR

IR 5 P 37 5
o S TS PR Ak
 EEOMEIA A GE TR i, DA AR S A TR
o NIVERR(E BB SN S0 4T SO, kT R 1 SNSRI B T B
o HGETRBN A P Y pyarmor_runtime MR, DA A TG

o (i [ install_name_tool 1EIRY JEAELHL pyarmor_runtime WML, fEYLG LL Darwin IREE Lk g P
JEARLEL () 7]

— IR AT PASE LB 2GRS, R SURME a1l ok th A b SCRFE(TE
R, VoA AR IEAE

IR E TR
class PluginName
static post_build (ctx, inputs, outputs, pack=None)
WESRAZITIEAFAE , BT s SR AL B 5 S tipyarmor gen i ]
S8
s ctx (Context) - NI
* inputs (1ist)-- Jrfy i QAT R AR A4 55
» outputs (1ist)-- & HRE

* pack (str) - Z2J2¢ None, BRI -——pack f7E M XIFH
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static post_key (ctx, keyfile, **keyinfo)
W EAAE, ALY 903035 40 ST 2 TG B pyarmor gen key i
ZH
s ctx (Context) - JIZEFFEE
* keyfile (str) - fi th SN A ST
* keyinfo (dict) -- MBS E IEE
ZH keyinfo PRREMIIHA

Key expired
None 5# A%l (epoch)

Key devices

None 5 i & B 5112

Key data
None #2457 AL HHE (Bytes)

Key period
None B{# 2 & IR AT I TR0 A 1 (7))

static post_runtime (ctx, source, dest, platform)

ISR TEAFLE WS4 40— AT P4 03 R pyarmor_runt ime Bk i 2 J £ipyarmor
gen I, WISRRAME T-GIIA, ETRIRTZK.

SH
e ctx (Context) -- MEHIE
* source (str) - FGFHY RIS R
* dest (str) - K th P RIS 2 R
* platform (str) - JREHRX WV E 4T & A FR
N RRAEEA, FEHTHCE. ENNEAFERAY RS oy, HIREHMAZTR. G

$ pyarmor cfg plugins + "script name"

Pyarmor #% B8 IR V2 2R 7] 44 B A
* MHEHE
o K¥fLHE Hf, HEE .pyarmor/
o Ak E Hik, WHEEE ~/ . pyarmor/

X A — NG A fooplugin. py
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_all__ = ['EchoPlugin']

class EchoPlugin:

@staticmethod

def post_runtime (ctx, source, dest, platform):
print ('-———————- test fooplugin -—-————-———- ")
print ('ctx is', ctx)
print ('source is', source)
print ('dest is', dest)
print ('platform is', platform)

BEHEEST .pyarmor/fooplugin.py FEME:

$ pyarmor cfg plugins + "fooplugin"

ngg—ARAS, FEREH G AT A RSPRS00 A5 R

$ pyarmor gen foo.py

SR ARG T A g =K

$ pyarmor cfg plugins - "fooplugin"

BIAFT

1E 8.2 FATNA.

AN T /2 —1> Python IS, FENN % Y IMBER A B I AS A B BTET , AH 2 T E AL AR BT AL T4 F
PR, RN A AT IR & v Se AT AR

I AR B, Pyarmor 7R A B Fl 4 Ffic E H NHIES A IRA KIS hooks , WAAMIE, B
LXERA A IE AL, AR gdm AR A+

Bil4n, .pyarmor/hooks/foo.py #f@ foo.py W4T, MM .pyarmor/hooks/joker.card.py &
joker/card.py BIAM] .

JEIAS 8 T Bt — AN %) Python I AR, {H & B R DA WIS FRIR I N B R E__pyarmor () and
__assert_armored__ () RM—SU s ARG 1 .

TR AN T e E A S AR G SR ACRS R, FTAESE e A R 2, S T RO I AR A AT .
S

__pyarmor__ () __assert_armorred__ ()
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3.3.4 ZTTINERAIFE

I MABATAE S 7 % & Bl

% #5689 Python X Ff1FE S

TBAT NG B S HF 0T 65 Al Python JRASHI A& as o 55 Bt A 04 3155 J&—FERY o

MEEE

X L PR AL B S N B A6 P SR e — S iE A TR
LANG
BVERGIAETAE R, N A B R g B A T 2 A S
PYARMOR_LANG
FH R BB A T 2 AT S R
WA RAFAE, W4 LANG 29520
PYARMOR_RKEY
WEE RN 7 MR

BRI

XTI HafgRgas (140 Jython 45 ) DSl Id ik A Python C/C-++ fURLH I i HHJZIK, HB =y iR A e

g1 CPython 4 & 4% Hess, AT AGE IR A . 207 5 =07 ARE O SCRY

PR,
EL I — L8 i
* PyPy JeilisATina As, ROAESEE AT CPython .

&1 3 FF CPython [

 Y£ Linux "N %% 2 Python B3 % libpythonXY.so HIBHE dlopen Wo/ii% B RTLD_GLOBAL , 5 W% A%

FeikistT.

* Boost::python, FRIA$# Python Bl /2 %A & & RTLD_GLOAL IY), izf7 I A i) i 2> #i 45 "No
PyCode_Type found” . fi#de )y a2 AE I AE AL IR 5 ¥2: sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5E

] DAL S S A Y R ORI AL

o L ctypes WAETEF: H. ctypes.pythonapi._handle W75 4 1% B>}y Python i35 4 AR

%A 3R EL Python C API [y Hihil:

* WASM H RIASCRR, PO T 24T AR AU 4 138 WASM, {H2 WASM

PyArmor <3833

AR Ty RS

IR AR C AR, S T ek, A H RIS SR WASM T . SR S 2 1 1 PR XK
KRB RII—MRERBIETTE, HECREgistT RET BN, (B2 B andBea I 20kl
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MEZEMERNEEL

1E 8.2 JRAIA.
AWK R TCHR A, WAEEIEME AP G, @i —RNTER A 40T .
__pyarmor__ (arg, kwarg, name, flag)
BH
* name (bytes) - I b'hdinfo' 8{# b'keyinfo'

e flag (int)-- Wil 1

A% 100224 1 5 A5 B 1 B
24 name %F b'hdinfo' BHME, 8 HXAKET AIRECY Bi s 68 1115 B
SH

* arg (int) -- RPCRFEIZRA W REE, ARE: 0, 1, 2, 3
» kwarg (str)-- None, B{FE X% R
B
arg A 0 1R [W] 1§ 5 5 515
Y 1]
arg >A 1 3R [0] 9] < A ikt
B
arg 4 2 ik [u] IPv4 Mk
Sy 1]
arg A 3 3R [m] 24 i i A8 ) 24 B
R n| R
TR

B,

__pyarmor__ (0, None, b'hdinfo', 1)
__pyarmor__ (1, None, b'hdinfo', 1)

& Linux 248, kwarg nfDAMIRAGE M- REE A& 40k, ild:

__pyarmor__ (0, "/dev/vda2", b'hdinfo', 1)
__pyarmor__ (1, "eth2", b'hdinfo', 1)

1E Windows R4, kwarg if ] DA AAS 2 4B - o e F i A 5 2. Bilan:
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__pyarmor__ (0, "/0", b'hdinfo', 1) # First disk
__pyarmor__ (0, "/1", b'hdinfo', 1) # Second disk

__pyarmor__ (1, "*", b'hdinfo', 1)
__pyarmor__ (1, "*", b'hdinfo', 1)

A ifis 1 PIvh B AT 0V
¥ name T b'keyinfo' MM, JHHXA BT ARBURFTH ST P 5 S
SH
* arg (int) - fEERPUNMEE, ARUE: 0, 1
* kwarg -- None, i {1

PEA ]
arg 4y 0 3R MLEATEEHSEE ARG B, 1A 98 BdER I b
A B AR
Bytes
Bzl
arg fy 1 3R BLEFTEEHIYA RN (epoch), IRBA B EA UM [A] -1
B
Long
B
W R AR, AB41%[A None
B,
print ('bind data is', __pyarmor__ (0, None, b'keyinfo', 1))
print ('expired epoch is' __pyarmor__ (1, None, b'keyinfo', 1))

__assert_armored__ (arg)

S8
arg (object) - MEH ¥ %K
B
WS arg FEE MG YOS SN, I2RE arg B 5, FHWHHH TR
Bilan
m = __import__ ('abc')

__assert_armored__ (m)

def hello (msg):

[y
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(% L0

print (msg)

__assert_armored__ (hello)

hello('abc'")

3.3.5 #IRIHE

X HLB T I RS AT 0 A B I R B AR SR, I ELAS T B SR S A A T RE D P DA R fi ek

P

IR R G BB X BARE], P2 — B UL R X MR A & Pyarmor 524, AT REE A R GRS EA
R, SRKRG U o X5 I AT 2 Pyarmor ST, HEHEIREIRCE R, b
R AR T AR B . XX SRAL A A, S BRI AT AT R T 15, RS RN IE SR A ok

UE S

IEEREBIEIRED

T i W PR R

IRzt T S pyarmor MR LR, 0 AT AR R AT

A -1 B R {5 B

HIRER

[FERFFRT R

out of license

(o PP P 24 i P IR AT ) D e
N ES e R Rk

not machine id

R A R A L A 2R T A T R S X B
HE B 24 AT A YA Pyarmor A RAf# R )5

query machine id
failed

WERTEFAREE Y BB s A RAE R R, SRR

relative import

”%s” overflow

S E MR, ER AR B TR AR )
LR 5 EEIN R A IER B (H %), A& SRl s — 43X

TN B S

T EI R AT Pyarmor IR (S B
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5 R-L1 R IR B R

EIRER FERMBRAR

HTTP Error 400: Bad Request | & 71-4% % Pyarmor 8.2+, PAE/RIEHMAR(E R, R)G REUH N i o 7
22
A=<

HTTP Error 401: Unautho-

rized

T A B VF R UE R B pyarmor-7 iy 4
B MY S, pyarmor-7 A SCRFE ARV AT IIE

HTTP Error 503: Service Tem-

porarily Unavailable

1E 173 ehZ AR T 2 Ui ar &
VAT S5 A% — 0 PP 2 W B 2 SR A4~ TP [ —IKIEeK, i Z iRk
[ 503 iR

unknown license type OLD

{£ Pyarmor 8 H{ifi i & WA B/ AT IE
TS X P FH Ut T A X Ao i 7T i
R TR &S pyarmor-7

This code has been used too

many times

WSR2 7E Cl/Docker H{i Ji] Pyarmor, i i1 1% 1T FRAGTE M HRAG Sk 1T B A5
S pyarmor@163.com DAMREIZIT

BITNERAERES

Pyarmor #2351 55547 B

X BB A AT B AR B R Pyarmor 1 B9 E U(5 B, B0 T RERY ISR R R 7 56
ANRAZIH A B RACRD AR AT DARE I B AU XX AN B AT E B AL A AL AL B . A R AU Y

ST TE -
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% 6 2 BATME AN (5 B3 (Pyarmor)
IR HIRER [REFRR TR
error code out of range Internal error
error_1 this license key is expired
error_2 this license key is not for this machine
error_3 missing license key to run the script
error_4 unauthorized use of script
error_5 this Python version is not supported
error_6 the script doesn’t work in this system
error_7 the format of obfuscated script is in- | R] G R A
correct L0 A 2 ol H A e
) Pyarmor AR, T
HORT A Pyarmor BEAT I
2. TR ARAF IS AT 3 B A B A
Rk, X R
error_8 the format of obfuscated function is
incorrect
RuntimeError: Resource temporar- | & & | NS HAKE R, HE
ily unavailable TeE 7 e [ IR 55 5 20 i i
XA TCIE R, A A
HuIFa], FE2 A AT
H T
Python #2155 E 2
WFEOR, XA RAZ Pyarmor & R .
ARV L A FL A 5% Python HOSCRS, SEAEIASE R IS, T DA, (7T DA

FEE# Python A 3¢ AU 3% W il 3k 1) &5 &

R T R AR AR 555 B2 (Python)

HIRER

FEMBERG R

parent package

ImportError: attempted relative import with no known

import

1. from .pyarmor_runtime_000000

__pyarmor___

fRURTT S ANE -1 B3 - -prefix FME A
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3.4 RATHE

3.4.1 MEILEFR

AR SO TR A
o BRIATE I TC VA 5 FE 0 285 I AS (1) PR BB B 22 42 T oK
o s RS TN R AR L
B A SOR 5 52— 1) Python Bfili, T/ Shell AR, FRIGAZ #HFAH I .

— B PHERVE RGP AP H SR, BROANE UL pyarmor 12T AR A L B AN RO SCHE S AP L . HE fi
AT T iy A O H SR O

$ echo SHOME/.pyarmor

sCEAEAr TR A python fi4%, FTJF Python #5ifil & , 5247 1 i Hy78/A):

>>> import os

>>> print (os.path.expanduser ("~/.pyarmor"))

ik ARSI RBIACESH, PA S IF 3K s SHR2 Shell fiv4>, MDA »> IT 3K AYHRZAE Python 15 512171
AR TEA o

AR, SRS ~/ . pyarmor/ FIRiXAH .

FATE S T — o R s ay £

$ pyarmor gen foo.py

IBATSEMZ G, B A H % dist/ "R TaT, it A SO

dist/
foo.py

pyarmor_runtime.so

FERX A~ R, pyarmor T H 2087
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REETINE
pyarmor G EEITIREE, ERMSTI T
1. QIHSEFTIREE otx, KRAEA R FSC IR BT I
2. WM H A -pyarmor/config ik, [ RIFRIOREIEIL cix

3. BEBUARATIETN, BB ITI ctx

EREA

1k pyarmor MRYE AT AT AR SO H %, JFIGRFEME K A A .
BLE I pyexts FIH TRREMENMAY L, BAZ [.py, .pyw]
Yo, AT ARIAS, BIEY FEEARLE pyexts Z 1, gl 375 Z0 25 i AR 51 % ctx.resources
H, T AR ER RHE, Y RATE pyexts Z RIS NE 51k
SRR T AN ECE T, P T IRV

o YEIi--recursive BT EIAR T HF

* BEUl —-find-all AHPTARBABIRANE (AR

TR A E 1%

XA Dy HE N A 9B
M --find-all WWIBCERIIEE, 2 H 3 &R A H) RBHIHRI A .
pyarmor 1§ JoisE R AR
* 47K H i Python RS E MR RIKE
 JEEEIT pypaths FHEE R AR B R R
o JELFTH B E| R 5%
R P T TS A AR AR foo M S
1. EIA foo.py fEATAE UEVEM tree
2. 2R T4 1Y import/from...import 154)
3. B S ARBLEAE g
4. RAEHRZ PRI R ERAS, AN WA S
5. AEBLHSCE I AR FF 2N A i A 81 2%

AL RS R ARBISICIR A BRI, K S (AR AN ST A B A 4. B AR R RIS
PF—BoR A TAE, JEHBOSC e WA PR EI 4] £inder N, B4
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[finder]
includes = a.py b/c d.pt

JEVAS LI S 4 i 48 R AR A 0T & R TR RN, 5 D) TE e £ A
o ~/.pyarmor/config/foo.rules 17 HUAE4 JRTL & H 5% rules " T[4 [\ 44 44
s .pyarmor/foo.rules *4HIBCE. H 5% T 9 4% A rules {y[H] 44 301

URANISCAEATAE , 820X BRI R MBS AN SO & BEEA T A B, I HLANSR A2 T RARM SCIE4 9%,
BIEY B2 ANFERLE T . pyexts Wb s nas) £ b

R E

RN FEAE A AL S, N 2R KOO R RAR A PR AR I T Ak 2
PRACHE B b PR 2 P R
o BEBOCHENES, RIS res
o PRI RCE A R AL RS UL BB RSO
o REPRSE L S AR G i3 A TR A A
SCPFE S B B 2 RSB AR BEIBOCH B i B 5, B A C B S YR encoding , BUE IEH
M.

REXERALIRER

B TEAC AL PRAS I IR AL B, BOA B T EY

PR A 2 2 2 1 B fE IR ACRD T — AT & # pyarmor: FAFHIEN AT, IXRE T DA R 1Y
RIS A BN, SR EA T

# pyarmor: print ('inline pyarmor code')
def foo():

i=2

# pyarmor: 1 += 1

print ('i is', 1)

APRSEZ )5, ARSI N A AN

print ('inline pyarmor code')
def foo():

i=2

i+=1

print ('i is', 1)
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XA IR R A R T Z AT — 2 A RRTE I A T A GBS T U, SRRE SO I R e, Gk
RARATT A FrASEAEXH R AR s, eI Z AHEEERE F gh 4.

EERE

PRACH AL BSE IR 2 ), it A2 DRACRE X B2 ast. Module TESEAR -
TEVEAN B AL BRAE R P PR

o MEPMFRCE, R PA TEAR AL EE 2%

o PP A TRIAM AL B, HKUCAR BB IRSCIE

o SR R R A A BREHE B ) TEA A

HT AN, TEARSEITE, S NAESERE . IRIEERAC SR M SR ARG R, &
FEHHAT I SR

B MERAC BRI 2 I A L TR AL BRI R, T DA T PR TR AL AR AL B TEA R T REA S5 4)
AIEACRS H A2

B RTEAR AL PG F2H A
o BB ALTRSS, AL IE T ast.Call, ALY A A SR AU Zad I 1
o FPABHAEH G, W2 astImport, PR A BB 2 i

R ELE

B HTEE R AL B 52 B I, B B ERE 1 ast. Module TEIERY . 32 F Al AP EH AR 4T b PHL:

* MREAFRE, REFAWERRGLES

* HEFEEMAER ARG R meo

* R AERRBLES, RRLEFEXFHERREG R nco
*REREHEEZAILNNERBEREHERRD R

5 R A T AL A M AR b MBI AL BRI , FFOARR T35 MU AL BRSO,
AL B4 A moo T RERIIE WA miree K3

WERIBR A AL B A A
o AL ESS, BRI AN EMAERTE, WL, BRI AR
o M AHEAL RS, TR XX R AT % Ab T

Z 0

—-—obf-code ——mix—-str ——enable-rft ——enable-bcc
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I A A R

AR KBTI WA A AT 4 8 e 195K
¢ ——prefix

e -1

B & M A 0% h B =

WERATAER] 4 B4, i

pyarmor gen a/foo.py b/foo.py

CNIN I

e a/foo.py ->dist/foo.py

e b/foo.py ->dist-1/foo.py
ETTHHBD SO A R

eI ——enable—themida fMl-—plat form P& T a7 B 0 S5 AR s 52

3.4.2 FNT EnE A

A SR 32— 10 Python LR, T Shell B, FRETARAEH XA

nEMFR = LE Python T

Pyarmor Jill% 5 B IAS S 2 A4 1) .oy SCHEMI—AN 2474680 & o BATFIEE Python BEBk—FE, T PARL
Python f eI 04T, Xt 2 Pyarmor f— NIRRT, WT DARE FMNGE 5 ) B AR TCAE R 6 SR (4 AU AS

(R0 B A 58 S A0 2 5B P Python JIAS—, G4, GMI MR BB AT

python dist/foo.py

B SO AT I A A, ERAAE—BT:

from pyarmor_runtime import _ pyarmor_

__pyarmor__ (__name_ , _ file_ , b'\x28\x83....")

A LA B — KR AR A R pyarmor_runtime , B AN ASLEAR [F] H %R B9 SCHE
pyarmor_runtime.so . § I pyarmor_runtime ANJEAAURIINE M AHAE—&, REEHFAET
Python f RIHRAYITATEEAS, fiEHk Python S AIERE, I A w vl PAIEH (4
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WFBATINE AR I PR B pyarmor_runtime JoiA#RE], HCEREIENY EHOCIE, RIGTEY
JEBEHRSCPE BT H S B G Python fRRERS S A X ML

cd dist/
python

>>> import pyarmor_runtime

WERARBRIER A, UEHISCHAURIERS, A T 24 1P &1 Python fitA<.

PRRLE “HERIR SIS, AR R, AT AR AT, I 2 5 TCIRIE T AR IR NIET T
PREE TR B AN 7 FIC R o XA Dl B T A B A SR, BB A TEREE AV I AR
HERT AIEF A TIE IAS  FUIWTIZA T IR R 15 SRV N RS R B I R A AT — A R G A b5 DL 5] 24
HIH %, BREGTA.

TEFAY A pyarmor_runtime Z R, FrAfS##R e Python 1 BT, A Pyarmor FIHIA 75N
AR KA. DK B B G A 2 24 ) Python A CHYHIH, sl Python g ANl s 4
PREARZR AR Y AR -

PR pyarmor_runtime H—IRPC R ARBME, SIAT—LAIIRLTAR, OFAETEN %, IR
IR, ABAH0H SRR

PRI B

WAL IE R SR, IRAPATINE AR 26 AT 68, R R e AR __pyarmor_ HK5¢
JOGH I AR 14 2 AR

TR e M2 5, B 45 5245 Python fiRERS , PATHIRE 5 AR .

24 Python fFRREAR IR FH N4 BRBRA I, 3 HIBUE 45 9 BB pyarmor_runtime #HATMRES, MW e )G
3& [ Python R AR AKSEIAT .

PR BRI AR [ 2 B, S AN B 4 R pyarmor_runtime JEATIIEEAME —LeRIPIE I TAE, s
FEiR [0l Python fERERRARELINAT -

BITHENE

T I AR A AT T AR, SEBRINGE 2 S YRR pyarmor_runtime RAE—NEATAI B & B
1, AERATER TN ER HR—H T

$ pyarmor gen foo.py

$ 1s dist/

foo.py pyarmor_runtime_000000

$ 1s dist/pyarmor_runtime_000000

[y
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(% L0

__init__ .py

pyarmor_runtime.so

XH dist/pyarmor_runtime_000000 @@z friditd, MEfr /e LR TR HHEZ 15
BTN A, AT AHE B R A R -5 4 Rk pyarmor_runtime #RAFHEI W H X T, A5
fE__init_ .py HEMREEAFE-G, SAMNF-G 0P RS, X ] AL MAZ T2 AT
T -

BT AR — N IEE K Python @, , EARRLATHINE MAALE—E, HZHE Python LG ALY
K, EMTLAFIAEAT fT 5 o

BT B AL T DARE AR S AR T35, ] RAGE I 205 AR 7 3. Pyarmor 21 7 10— 1 Fll ——prefix
KA BN A A BRI R ATE R . WREA BB L 755K, WTLAH S 1o % 46 1 SRIEEUINE AT S A
ER), TR RE S A BT T A2

BITEA

(i

IEF TR X I A 1) 2 A5 B VA LA i — 2 A T i
BT A B e, (2 n] AR S B S -
P RRBBAEYI IR AR IR B IEIE TS, IR MO B R AR, BRI s 2 5 A 2 R EERAT

BT ISR AR R A A iR AL O HBEEA TG UE , FU2 P PARC B A — IR S A I A BB A T
ISAIE, O n] DARC B R & I A TR

AR AR B SO, T ATE HSK TR AR A LA AT SCA R, X X SR, AN BN B A
PRSI ] PABEBGEA T B AR B, AT — LM AL 2

AP MEBT S AL A B (B KA —E MR, A RERL 4K), SRS G e A4 T FE N
AR O R SR, AT S BRI A A KR A AN 2400 . X HL A A RS XA 55 22 i 4l JiT
H O, Pyarmor FUZARAL X fy AL .

L)RIEX

LSRR RS I AR A T — SE A 2 R AN R A«

BN LA R SEVFRS I8 5 i AR EA T 1B P

i ——private ZJG A SRVFAMEBIIA AN A

i ——restrict ZJFABATHNE AR AN A ooy ik
WERFFEE N TR LR, (1 R Ry 2

$ pyarmor cfg restrict_module 0
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—MIEOLT, X R AR A 200, T HA R A L ARANAR | SRR L A I R B A Y AR
He:

$ pyarmor cfg —-p NAME restrict_module 0

Tz B F IR SR R 2 ) (X 31

I A TSR AR EE . AP R 91— LE A -

IS Python WUAYHERY, GINIGEIT Python 3.5 WS04, FAEW Python 3.5 23547, TR
WU Python 3.6 FIET, (LR ATABEHIAIANT 09 3.5 1.

o MEMAZ -G, BN T35, SR FHEMN-FEESE. FERIERIERS,
CPU Zef 3 g4 X 51, Bin 32 {37 X86 Windows, Linux Aarch64,

o HATINE A1) Python NEE IR, MERAIMUL, NEEZ 1 E T Py_TRACE_REFS u{# Py_DEBUG £
Hf Python

e ffiff] sys.settrace, sys.setprofile, threading.settrace fll threading.setprofile i%

P [0 ] ] B 5 S BAVAS R RE 2, T DA i o 5k 2 i 5 T TR IR A

o B inspect FHAMAL M =T7 GLA1RAK & U7 N A Byte Code 5 FLEE S I AU X} G 4t
JEE, B, AR B AR A

o M cPickle BB IUL T M TIRG G, (682 i TS T R TCvE E 24
* sys._getframe ([n]) AJREMSEIRAZINERYIZATHESR,, [ROMINE A nl RESE I BN ATHESE .
o I AR SR A TS AN EOR I AR TEAS BTG DL &R —FE
« RERIGIREE £ile  FEMBMALR <frozen name> , MREIHATR, RIS EIAHS X
B4R~ <frozen name>
THETEMN RN __file_ MAIFSRM—FE, ESCHAFR. & T HEMA-Z1T, el
PAE 2y H 45 R AN TR

def hello(msqg) :
print (msqg)

# The output will be 'foo.py'
print (__file_ )

# The output will be '<frozen foo>'

print (hello. file )

Ay BETE I AR 2 5 R B AR B P R SGA

* pyarmor cfg mix_argname=1 £5F{ annotations JL¥E{H
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S

o foT AR 5 = 75 B3 R e e K A AR 04 19) A

BRI

YT = i REds (B4 Jython %) DAKGH ik A Python C/C++ AU TH N IAS , HBE88 = J5 il Redn
REAS I CPython 4 & #8d A%, WUnT AME A IS RIA . 1 BATE B S = R SO, N E 26 S0k
CPython [ 4 AL .
T — L8 i) i
* PyPy JLYEIZATINE A, B 54 AR T CPython .
« ¥¥ Linux "N TE 2%, Python 3354 libpythonXY.so [HE dlopen W /5% B RTLD_GLOBAL , £ W) N% H4x
TVEIBL T
* Boost::python, BRiA%E#L Python Zh75 12 A W E RTLD_GLOAL ), A7 /in%% AR i i 2> 3 45" No
PyCode_Type found” . #5220 G A0 I8 F 5 sys.setdlopenflags(os.RTLD_GLOBAL) , X FERE
AT DAL S 5 A L 1) R RN A o
o JB crypes WATAFAEF H. ctypes.pythonapi._handle Va5 1% B>~ Python Zh3 &M AJ%, PyArmor £ ot
Z/A)R3REL Python C API (bl .
* WASM HHIASZHRE, P 35 ST E AU R WASM, (H 2 WASM 2R 25 7 witwl I 4 ik
WA ESRE C RS, AT e, FrPAHBsA SR WASM 13Tk A 20 H P ARk,
F BN RBBITE, HCRREEa1T REFT BN 4, (H2 H Rt A I it 4.

3.4.3 RO MILE TR NS B A

{84 Pyarmor 8.0 A HURT DNSSEIZATAGMERHIAS , A0/3T ST PyTnstaller SEBIACAT GLM 3R T HAFT S
TR FE, IR L AT IS PEB AL ~pack 6 pyarmor gen Fe 55

pyinstaller foo.py
pyarmor gen —--pack dist/foo/foo foo.py

WERBA I - -pack , FUBEMAEITINGE . 2 TAHARGINE , WS Fpyarmor gen HiiH], X HEAL
ERsI)IR TR

WA I - —pack , I2ABNHH H®Z .pyarmor/pack/dist , FEMETEMZ J5, WHAT T HIES
Kb FH:

o PRBTIATIC R A AEE] NI H SR . pyarmor/pack/

o R A AR il g SR (] 44 0 R o R A

o O BIAS (2 AT 40 ) SUEE SN EBNIG E St

o AR H B A BB ARSI AT SO, R EOR A ] AT S
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A a3 THT m s EA

RGP LY st LB, ST G T SRR BLAT RS, 54 O TG Iy 6 AT
A

KT EAR T Winl {7 1] PyInstaller A1 41 fi] spec file , GNSEIRAFITE UM, W s aEses > A .
AT TR BB AT F BhF T i A /path/to/src/foo.py
o BSEM A Pyarmor XN HIAR

cd /path/to/src

pyarmor gen -0 obfdist —-a foo.py

« WRIGIEZATH o) & BB HT H R

mv obfdist/pyarmor_runtime_000000 ./

s WRELH foo.spec, FELBITHBIEMEMNE] hiddenimports

a = Analysis(

hiddenimports=['pyarmor_ runtime_000000"'],

o AR BN, BRI A4 foo . spec’:

pyi-makespec —--hidden-import pyarmor_runtime_000000 foo.py

o Bl foo.spec, FHAXNT IEE] a = Analysis ZJ5, X—H 2N

a = Analysis(

# Patched by PyArmor
_src = r'/path/to/src'
_obf = r'/path/to/src/obfdist’

_count = 0
for i in range(len(a.scripts)):
if a.scripts[i][1l].startswith(_src):

x = a.scripts([i][1l].replace(_src, _obf)

(A

! Tfﬁﬂi‘ﬁilﬁ i Ml-—prefix FEMA, HAbEW AT PAZER
X0 B 8RR T I ELE Pyinstaller B4R 3384745 WAL T AN 75 B8 4 SNk 72
3 Hofth PyInstaller g 36371 1 ] DATE 1 B8
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(% L0
if os.path.exists(x):
a.scripts[i] = a.scripts[i][0], x, a.scripts([i][2]
_count += 1
if _count ==
raise RuntimeError ('No obfuscated script found')
for i in range(len(a.pure)):
if a.pure[i][1].startswith(_src):
x = a.pure[i] [1].replace(_src, _obf)
if os.path.exists (x):
if hasattr(a.pure, '_code_cache'):
with open(x) as f:
a.pure._code_cachela.pure[i] [0]] = compile(f.read(), a.pureli][1],

— 'exec')
a.pure[i] = a.pure[i][0], x, a.pureli][2]
# Patch end.

pyz = PYZ(a.pure, a.zipped_data, cipher=block_cipher)

o RJEHEEMMITIEANTH foo. spec RATH:

pyinstaller foo.spec

AR AR O, B T B
o [ sEkR H & /path/to/src
o i ] SE PR 4 BRI pyarmor_runtime_000000
Sl S MEFT ALk 2 ik I s AR
Jiik—, WIPME foo.spec HANT AUTHIEII—LE print 154, BN A C 280 e T IR0k A
TEZ, ATATE AR I — Lol B 2T FIW, 4

print ('this is _ pyarmor_ ', __ pyarmor__)

WERAE A, XER S, ATENE A A GEIEHATE
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&t
3.4.4 FATH RFT =

Pyarmor fy RFT $LC AU ABEOIIOIEL, %6, ik, JabE, BRI EMS, S TRRRERE T
L BRI AR AT

JE RET B2 5, BB T e SR PR R A A, A BIAS Ry ok JEOR I 24 AR 2B T L.
R I LE A RGO AR, REAE b E X a1l XHHS A SRS

RFT BB 5144 5
. K
s ik
© EJRAER
o JRrRAE
© WEHAK
« FAZIZFR
RFT BN S22 44 75
o U JH B R IR A0 P ) S A 4 R
o BEHBHUEYE __all_ S A Era 46K
* FTAVA IR R

i/ RET B i, AU I (8 1 0 B AR A7 [R]— 2 fir 2 JEA TN . Pyarmor 2343 Al A 22 (8] (14 )
KEZ, XA EIATIER R a4 . P10

src/
foo.py
Jjoker/
__init__.py
card.py

{8 RFT KA 4 foo.py VALt joker [y - IF:

pyarmor gen —--enable-rft foo.py src/Jjoker/

Pyarmor {1/ PYEEAY E1 IR TRETERGINA ST, FEAEFT T . S48 RFT B0 E 20T o)
USRS BN, (LR TRAOMIATIGL, 1558 &P E A BT BERAL SR . (4% Python 575 £ 5
{528, Pyarmor TEARIK T DARREIST: 1 SALTIITA ROREL, BROARPRIARA , ASAUEERT A TR AL,
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RET #E08 H me AW i sest: L sh N, TR 6E A S BRI RS, BERS A Sl AL MU RSB B,
P X H 2 2 P A N TR

XTI BAS, AN E Pyarmor & H B TALBATA TR L. AN,

foo () .stack[2] .count = 3
(at+b) .tostr () .get ()

MXTEIE stack , count , tostr Ml get MATHAIAIE? TEALWHILT, MHSHKERIRATE
HIWT R L 2R, PN SRk s U R AR B ST R IRRR E /Y, B2 — b s STE AR R Y
THOL T IR AN R Y 2

T AR B AP OL, RET SR T PRl ik:

¢ rft-auto-exclude

HEHEERAR RN, X 2EINTTIE.

AT IE R AR A F A P A S e, AR M E R R A PR TR . IR ATEX RS
FREMEIHERRJE R B SRR R A E AT AT A T #RA S R a4

ﬂF%}%[‘ﬁt’“%@ﬁﬁiE‘]ﬁ({ﬁF%W% .pyarmor/rft_exclude_table

$—UiatT RET B A R, X251, RET BT A, IR B
JEME, SR ERmMEX AR YA SR G, X AR BB R BT TR AL
B PR -

X BRI RET B A R SO A, ST AGRIE BT A AR TR v, BAA S
H LA PRI E AT R -

RFT B & A EMBRIX % . pyarmor/rft_exclude_table , M@ AW m AR 2] 1
T o AR TR, ATDMEEN R, SREERIT— e E iy 4 .

AR LR T B, (R AT BB HER IR A PR, AR HERR B M n] ATIE IR 2L J 24 PRl O R
KT

rft-auto-include
H i 44 I 2R

AN AT, SRR PR, EROE TR TE A, TR LS R RE R E
o

XEFARLE R MRS IR AL B R PR AR, PR RAIEATAL B

M THEIBATINE A, AR B PREE R, B AL 2 IR N T AT HRRR s G N TR A7
HEBR -

RBTES FadBBR, EEA AR R L.
RXAITIARERS E a4 KR I B, (R R R BRI TAE.

98
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5 RFT &

iR T 62 8 RET mode:

$ pyarmor gen —--enable-rft foo.py

WA A ] pyarmor cfqg it it B SCFE A

$ pyarmor cfg enable_rft=1
$ pyarmor gen foo.py

J& f rft-auto-include 5 EiE 25 rft_auto_exclude:

$ pyarmor cfg rft_auto_exclude=0

B 5 rft-auto-exclude J5 1

$ pyarmor cfg rft_auto_exclude=1
EEEDAZEHNTERAE

] RET BUB R M AR ST RE I 2 LR 27 WREFR28E T
7. Python 3.9+ JE /i RFT BREFI, AT DA i AHEY A I

$ pyarmor cfg trace_rft 1
$ pyarmor gen —--enable-rft foo.py
$ 1s .pyarmor/rft

foo.py e JaXt M AE . pyarmor/rft/foo.py:

$ cat .pyarmor/rft/foo.py

S R AR 2 RET BRI B TR BB, HASEEE 0 T s i A,
BT IHAALE . B0 docstring BRAERPREE A, (HZ ARG 1T v PRy I 2 0

B2 BN I

$ pyarmor cfg optimize 2

I A e A S LT DocString JHER -

#41E: Python 3.8 DA K Z B IRAS A SLRHZ I RE -
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EEEGSNER

WER TR E R IR L R Fdiv 44, AT DA JE ] H A5 SR ER AT RFT BR % Ik B 2 R R B H AR .
pyarmor/pyarmor.trace.log , HHA AW EML HE:

$ pyarmor cfg enable_ trace=1 trace_rft=1

$ pyarmor gen —--enable-rft foo.py

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:1 (import sys as pyarmor__ 1)

trace.rft foo:12 (self.wScan->self.pyarmor__4)

F—NHBEILRT sys #iEmM4 N pyarmor__1
B HEICTE T B wScan #EM4L N pyarmor__ 4
AT HRR B 2R

AR i 4 A B R R, R fRT R P Ak Oy Ol X A4 R N T HERR ’dz/ﬁdnzzwé TEFTA 1 B A
REXNAPR (@) MABATEGS . THE6GHSEAHK mouse_keybd fRH

$ pyarmor cfg rft_excludes + "mouse_keybd"

$ pyarmor gen —--enable-rft foo.py

WERFF R BRI AR R pyarmor_ 22 ROFERIMN, IR Soilad BRER H G B A4k th ORI 44 5K

$ grep pyarmor__22 .pyarmor/pyarmor.trace.log

trace.rft foo:65 (self.height->self.pyarmor__ 22)
trace.rft foo:81 (self.height->self.pyarmor__22)

B, L@+ height j& pyarmor_ 22 JFURMAFR, HR2 MR HIH fir &P B X 44

$ pyarmor cfg rft_excludes + "height"
$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

R T EAC XL N T HER R 2 ARG R, B T T i 2

$ pyarmor cfg rft_excludes ""
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SIBRREM __all

BEEIE __all  HOE LA SRE Tk, AT A PR IA G o i, "NIRAYER %L foo &
PR E N RA A TE S

all = ['foo']

def foo(msgqg):
print (msg)

def _private_foo (msg):

print (msg)

IR 22, AR T IENBIE R S BR TR
A ] RERE 2 a4 B A SRR T3, AT AGE ] R IaT ) ik RFT B2 __all_ HE W24 Fk:

$ pyarmor cfg rft_export__all__ 0

WBEHBFAED

AT PR —from module import * —&iEfT4RSRAALEL.,
WASE N — IR LT AT 24558, IR RFT e B AR I B2 @ a1l Ay 2.

RIS AT 25K, B4 RFT A &2 B S AR, If B2 5 20U v
_all__ ., WRFARMK, &S EHRFTBIREHRE . fEXAEN T, T2 E 54 & PYTHONPATH 5§,
FHAMATAT Rk Python 7] DASE AR AMEHE .

WERBHRE a1l BAE S, LB PTA B AR A _ Tk AR e AR .

3.4.5 ®ATHE BCC &£

BCC B AR B B EL R AR o — HE I AURD , FEARAS Bt S i Python BRI %K.

BCC B BRLELC S8, AT Linox il Darwin i, —BRREIATIE, HERIM goo f clang
RETARRATIA. 2 Windows SKSE R, TBABEA FIGHER—HOrsUiE: clang. exe , HACESIRER
i

o WMRELH clang.exe , HEFEHEBEEHIZIEIT clang. exe ABHETEAT A, WRSCHEFLE, HZ
TEEA B EZiztT, W DARCE % AS i PYARMOR_CC K48 X A, filan:

set PYARMOR_CC=C:\path\to\clang.exe

o M LLVM B M 82 g A
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M Pyarmor ‘B T # clang-9.0.zip , A R/NZH 26M 2ty , B S A — AT AT 30, M G
AR B & R, ERIAZ $HOMES/ .pyarmor

& BCC #=%

BB gmias 2 ha, %5 - —enable-bee 8 M BCC #ixl:

$ pyarmor gen —--enable-bcc foo.py

BRGNS S B S C B RR%, A AT AR R BRG] T AR R, AR SR
NC BB, X ABA B BCC BN ) R Ko ARG e 0t 1 HA 7 5 A 7 o

EE# BCC RAMEME L

Jo P R A T DAYE R B H 3 S0 . pyarmor/pyarmor. trace. log FEsRARLL B BFES BN TC B
. Bl

$ pyarmor cfg enable trace=1
$ pyarmor gen —--enable-bcc foo.py

ERBREHEREH trace.bec RN E:

$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main

ﬂ%~m FICRAT 2 foo.py 5 5 T RREL hello #iEH sl C BREEE — 25 H BRI foo.py 6 917
PREL sum2 Pkl C pREL

FERERERFE L

8] BCC B A H AR S8 MR I BIARR AT, ARzt BCC BEaUhn s A th B 7 3fese ke, R
DSRRTT SR AR E R, Bl R R S ) BR K
N G AR IAS X L AR A B RS IR U ER Y B

ik BCC KX 22— M5 pkgname . modname I I iy &

$ pyarmor cfg -p pkgname.modname bcc:disabled=1

WA R R T Y i
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$ pyarmor cfg —-p pkgname.modname bcc:excludes + "function name"

RS B 22 1 R R

$ pyarmor cfg -p foo bcc:excludes + "hello foo2"

FATTVUS IR ER 3, ERXEIEARRCR, AR X LA KLU 1550 9 BCC fiAE B, fildn:

$ pyarmor cfg enable_trace 1
$ pyarmor gen —--enable-bcc foo.py

$ grep trace.bcc .pyarmor/pyarmor.trace.log

TG, W joker/card.py HR2 I BCC B joker MG

$ pyarmor cfg -p joker.card bcc:disabled=1
$ pyarmor gen —-—-enable-bcc /path/to/pkg/joker

AN E Y bec:excludes fl bee:disabled A DA/ E R HERRA®E BCC B2 FRpgnD, A
T PR LAt B A BB IE 35 (i F BCC #5217

B BRI A
{1 BCC A0 o B AS A R ) AR AE— LR MR AN []
o ISR RN E B AR A

o WERARAERF AL PR E T, IR A SR raise i 1Y 57 H AU
BRI H

>>> raise

RuntimeError: No active exception to reraise

£ BCC Az 1) Jl A v

>>> raise

UnboundlocalError: local variable referenced before assignment

o KBS ENE, TTHRASURRIZI AR R, Bl __qualname_ S59%, (ERARMCH C B )5
HOAFAAE, ) IX S8 M ) R IO 2% )5 To ik I AR
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g Lo

B TR AR ) R BT IR AR A C B AL

unsupport_nodes = (

ast.ExtSlice,

ast.AsyncFunctionDef, ast.AsyncFor, ast.AsyncWith,

ast.Await, ast.Yield, ast.YieldFrom, ast.GeneratorExp,

ast .NamedExpr,

ast.MatchValue, ast.MatchSingleton, ast.MatchSequence,

ast.MatchMapping, ast.MatchClass, ast.MatchStar,
ast.MatchAs, ast.MatchOr

AR T FIUERE NP ERE, B 2% R E TR U C R
. exec,
. eval
« super
« locals
« sys._getframe

* sys.exc_info

BN, T R RS AN S il AR, RO EATSEE G A SRR, BRI TN SCRFI B8

i

async def nested():

return 42

def fool():

for n range (10):

yield n
def foo2():
frame = sys._getframe (2)
print ('parent frame is', frame)
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3.4.6 MHEEFIRZS
Ke i bk

Pyarmor {1200 H fE /2 PR3 Python BIATCIAR S 4% , e 2 oA n] i g pEsi se B, EL 42 RERE 5L BA Python
FAIAS T AT A 7 558 4 S i3t R

WARARF B NEFRREAS I A# Pyarmor, I EEE% & b o ot e RERIARET m] A f5cms 6 4 ik
TN —A R B S5 AR, ARG Sl G ) B i i 5 dA AN TR AT - AR BERS WA . 4T Python
JiiAs, Pyarmor BYMRAS, 4TIV, AT, 25 AR DA BRI )55 & 1% ) pyarmor@163.com

Pyarmor f BEAT S PO 7 KO G R RBRAG 2 AR, BB AT EE 24, Pyarmor 41 AERF I 4 TE
VEBRE RA ORI . (LT B PR A R ) TR o M S A B AT, DA TR P 4
Wi, USSR HUR . TR TSR ARG , SRR EL4 A Pyarmor $L{EAY T DA K 1 1
SR T AR R IGY, EANBEI B 12075 70 21 40 B0 5 2l

% Tk
Pyarmor H2{Jt T ACREEIORT- UL AR RIS b, PP DURAR A5 SR LT 3 L9181 A 5
IETDA B HOR 22 AR R U TS0

T SRR AR R AA, AR R 5, AR BP0 BB SE il REA R KA . X AT
PEREMA AR AR R LT R — A S p DA, AR MR R AR R R 2K, 33 B R B A 3 S A AR A
i, XEMERA—EASHENE.

FEIBATAEAT Python JIAZ 1y, BRAFFFHIBEI, HRELHIRMARI R __pycache o XA~ H A7 AN b
pyc , WERSEASHRAAAE, ARG AT IR BT A 6 & gk AR A a], E2%A (py->pyc) 22
Rl ZE BRI R, R R SRATIS IR B, AR — R

M4 benchmark . py BN

import sys

class BenTest (object) :

def _ init_ (self):
self.a =1
self.b = "b"
self.c = []
self.d = {}

def fool():
ret = []
for i in range (100000) :

ret.extend(sys.version_info[:2])
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(€AY

ret.append (BenTest ())

return len (ret)

FHIA testben. py AU

import benchmark
import sys

import time

def metric (func):
if not hasattr(time, 'process_time'):

time.process_time = time.clock

def wrap(*args, **kwargs):

tl = time.process_time ()

result = func(*args, **kwargs)

t2 = time.process_time ()

print (' : ms' % (func._ name_ , ((t2 — t1) * 1000)))

return result

return wrap

def test_import():
tl = time.process_time ()
import benchmark2 as m2
t2 = time.process_time ()
print (' : ms' % ('test_import', ((t2 - t1) * 1000)))

return m2

@metric
def test_foo():

benchmark. foo ()

if name_ == '_ main___
print ('Python . ' % sys.version_info[:2])
test_import ()
test_foo ()

BRI A iy P i
T SE LA [] Python AR FA RIS I LA 4 1 i

106

Chapter 3. HZ




Pyarmor Documentation, & {Tha7 8.2.0

(EAE I AT O 1B S o | 2
__pycache__ FILFHREHL T A H):

LA 0 RN YR AR T O

Hr

B s AT B 2 H AR IS AR AE

$ rm —-rf dist _ pycache_

$ cp benchmark.py benchmark2.py

$ python testben.py

Python 3.7

test_import : 1.30
test_foo : 250.36
$ python testben.py
Python 3.7

test_import : 0.29
test_foo . 252.27

3 ms

0 ms

0 ms

3 ms

$ pyarmor gen testben.py benchmark.py benchmark?2.py

$ python dist/testben.py

Python 3.7
test_import : 0.90
test_foo : 311.07

$ python dist/testben.py

Python 3.7
test_import : 0.45
test_foo : 359.13

7 ms

6 ms

4 ms

8 ms

7 8: &-1. N[i] Python AR 415 B AR 1 BRI 1k

FHS (ZR) | SNERAT (8 BNERATE 2 HATE LR 8]
Python fRZx | Kin% | = Kz | KN | Mg
3.7 1303 | 0.907 | 0.290 0.454 2522 | 311.0
3.8 1305 | 0.790 | 0.286 0.338 272.232 | 295.973
3.9 1.198 | 1.681 | 0.265 0.449 267.561 | 331.668
3.10 1.070 | 1.026 | 0.408 0.300 281.603 | 322.608
3.11 1510 | 0.832 | 0.464 0.616 164.104 | 289.866

WPARRI R, MZHTRARI L, T RAT R BRI ) Python 3.11 Flinfs s A TARZ . WTRERIE M

TR GAFHIPEREIAL A K&
RFT BEATEfE
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RFT K0 FE IR A R, 38, DTAAAS I T Gy, FTDAA RS nabERE . X HLRATH Y2
TN 5 B JIAS T RET AL i AP RERCH . T 2 P A 5l 2 0 I8 T ) U AR 2R A5 1)

$ rm —-rf dist
$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

$ rm —-rf dist
$ pyarmor gen —--enable-rft testben.py benchmark.py benchmark2.py
$ python dist/testben.py

2 90 -2, BUA RET B REN A

HC (7)) | SAEHREE HAT S ] &t
Python fis | fmZ | RFT 483t | m® | RFT &=t

3.7 1.083 1.317 334.313 | 324.023

3.8 0.774 1.109 239.217 | 241.697

3.9 0.775 0.809 304.838 | 301.789

3.10 2.182 1.049 310.046 | 339.414

3.11 0.882 0.984 258.309 | 264.070

FRAR, FATLLE RFT B - —obf-code Jy 0 XHMIAIEATING , SRS RIBCA I A b —FrEdg. T
I Bt O T I B AR SR A 1

$ rm -rf dist __pycache_
$ python testben.py

$ pyarmor gen —--enable-rft —--obf-code=0 testben.py benchmark.py benchmark?2.py
$ python testben.py

% 10: -2.1 204 RFT AxMERE I

B (Z4)) | SNRSREE AT R R i) &iF
Python i | k% | AEERK | RE | AGEK

3.7 0.757 | 1.844 307.325 | 272.672

3.8 0.791 | 0.747 276.865 | 243.436

3.9 1.276 | 0.986 246.407 | 236.138

3.10 2.563 | 1.142 256.583 | 260.196

3.11 0952 | 0.938 185.435 | 154.390

BCC BTk

BCC A LR R B N C pREL, MOZAHRE I R — 28 BB TR I TR B b — 22, TR
H A RS 8 I T ) DB AR A )
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$ rm —-rf dist _ pycache_
$ python testben.py
$ python testben.py

$ pyarmor gen —--enable-bcc testben.py benchmark.py benchmark2.py
$ python dist/testben.py
$ python dist/testben.py

# 11: 3-3. AN[d] Python i) BCC A BEN i

FHS (ZR)) | SNESRAT(E B N\ERATE 2 HATE LR 18]
Python i | K% | m= KmE | KINE | E
3.7 1.086 | 1.177 | 0.342 0.391 344.640 | 271.426
3.8 1.099 | 1.397 | 0.351 0.400 291.244 | 251.520
3.9 1229 | 1.076 | 0.538 0.362 306.594 | 254.458
3.10 1267 | 0.999 | 0.255 0.796 302.398 | 247.154
3.11 1.146 | 1.056 | 0.273 0.536 206.311 | 189.582

ANIR] T Pk
AN FERET M, A TETRR, SOV A R , BRI RIE LA A
BN, ¥ ——no-wrap MHEALITR:

$ rm -rf dist __pycache__
$ pyarmor testben.py

$ pyarmor gen —--no-wrap testben.py benchmark.py benchmark?2.py
$ pyarmor dist/testben.py

Python 3.7
test_import : 0.971 ms
test_foo : 306.261 ms
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120 -4 R TA] BRI M REAN L 4 VY 52 )

priad] TEEERS MM Za

-—no-wrap Hehn i RE WAkl A bk

——obf-module 0 MMPERERC AR | Rk 4t

—-—obf-code 0 WEPERE BERI et

--obf-code 2 WM fE BRI A

-—enable-rft AR LR | BERaeat

-—enable-themida | BFFELMERE RERM AN, MR R TR
-—mix—-str ¥ I R Emiaet, FEERYP TR EE
—-—assert-call MRk aE Pemeatt, FEH2 P 1AM Monkey Trick
-—assert-import | BffFEIkMEE P e, FEB2P5 1A Monkey Trice
--private P AP fiE P ety ROy BRI A R
--restrict WA fE Pty FROE) IR RSN AR 5

3.4.7 FipftFuE R TIERE

ERAHIPAL S H SR R messages. cfg %A WA 4 HECE H & FH P messages.cfg
ERAAE R BRI B SO, IR0 s A7 22 1 T4 B A B
FIFRE B SO il BN ut £-8 , WSR TR A A gm i X, (5 R f iy 3 TRl

$ pyarmor cfg messages=messages.cfg:gbk

S
k-2, IBAT e B M A0y 45715 8. & (Pyarmor)

BITMEMARSE
B BRINTE
s Y4 FH PYARMOR _LANG
« HiIKEF LANG
ERERAFIREE, HRLRES, REERA RN
B HEN AR B R B R 15 B
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3.5 WaEX U aliE

o FITHEX
- RRHFTIER AP &

o FHBE PR ARIFTIE

— BB IHRE) AR

3.5.1 &

AR SCRYGE T Pyarmor 8.0 2 JFHIMRA .

TR ZREARRAFR B A2 VT, G A AR e R

(1) e S REXT R A K /INA BRG], AN BB I 258 1o B 1) A

Q) RBEFAFER I RLE U TCE A .

(3) RFT i, BCC AL = UTCHE B -

(@) ATDAGE AR g ER I R A, REVFURAS TRk R

(5) ZATH B2 FR”pyarmor_runtime_000000” N ] DA 15 - Fi& 1

(6) ANH] AR AR AT AT T B R 55, AN ad A b AR 1 A2 1 4 IR 55«
(7) ANSZHF obf-code KT 1 FAEARI I A

U BUAS Fh Uy REBR ], 508 o VP AT B BOR AR BIAR X RE .

3.5.2 O

VF AT AN G S0 A W SR A R UESR AR, WA S Tk v DAGE o i 5 P 6 0 5K
ARBAFFRME=FIVFRIE, 2 AN ] Y 2 e

o FERIGF T IE

ELRIRVF AU R H (1) (2) (5) (D).

Tz A B B0 85 S SRS VF AT Ik
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o BRIRVFAIE
LHRMAFAIEEBRE (1D (2) 3) @) ) (D.
T A 8 0% 5 B RV AT IR

o SEHIVF AT IE
SR O TR BER F1 (D) (2) 3) 4) (5) (D).
T B AR AN T A LR U Tk

AEWR—FFANIE, BTN AR AR IC TR I VFATIE , AR T 0 B AR 518 AT A A AT R
il o

BNV — A 18 (PR EME— S, TR AR . matevt, Efm—F
AR BT ORI 7 A A CME—ROVFRTIES S, S SEVFRIRIOA )7 i G A ] B 1 AT IR S

IR A Z R0 ot HE G5 — Ry i Sk TV RTIE, AR 22 P 268 R s B B B A/ N T 24 BT
ATUESE I 10 4%, ARAEE g al DA IR B — o i VR RIE . — BB P RTIE SR A 10
SR AL A 3K B SRR . XA T P AR A

— 7 A E AN NS R AR B R AL B R AR T ALy, SRR AR A P, DARERIESR R S5
#r, miRgass. —M AR MRS B D SERA, PARCRESRAYTHURAS . — iyl tho A 55 B il
INREATE AL A RIS IR D RE T MU A [RURCAR IR 7 i, IR0 it AR AL @ A AT SME 2 R4, B
e S B 4 PR SR UEAT X A

(] —NVF AT R, [ AR 1A 5 H R 100 A, [ AR P AR 501 2 45 M BRAE FFHATE 24 /NI 1N
B Z55Z T pyarmor £ ARG, 3 LR A 2 P4 208 Pyarmor 48 ] Pyarmor X B HEF TN B 103045, A 12
FRIBATINGE A2 AL -

KT VPRI R SEVEARERA , 5 B3E Pyarmor S22 /Al P4
Kb Rhy= i s BB
AT ER T Python JHIAKSE T — AR ™ i non-profits
Pyarmor @ —Fj" i, ‘EFFELE
* Pyarmor JAEHT, & ZMURIEE R T Pyarmor iX—F7= i
« pyarmor-webui, >y Pyarmor ${Jt P S hi {1 T, 1)@ T Pyarmor iX—7Ff7= i
* Pyarmor [ /5 &G 11 RS A django FF A H—AMESF, X LJE T Pyarmor iX—Fjj i
* J¥&% Pyarmor il I 2L A G, M Pyarmor (/I &AL, VASIBTTIE G IT ARG 2 M55 44D
J& T Pyarmor jX—F7" i
« Pyarmor 7.x il Pyarmor 8.x t#S /& T Pyarmor —Fj7= 7 .
Microsoft Office 7= it A& —Fh =i, ‘BALFER 472, 111 Microsoft Word FI Microsoft Excel 23 E 5%

EAFE WA=, FrPA Microsoft Office /N J&—F= . 1 Microsoft Word J&—#fr= i, ‘BRI&AA R
Micorsoft Word 2003, Word 2007 £ t3.5R & T Microsoft word 1X—F1 7= it
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FEFEER I RETIR

2213 F-1. FANIEY)RE R
Ihee K AR K SHMR | &iEHA
FAIN T fE !
JHIAS AT 2530
G B
JIT {4
Themedia {4
Assert {47
R FEA A
T EReiT
obf-code > 1
RET fi#gsi=
BCC fin &5

o
EE
=
3
&

2

3

4

o | off ot | ot | off |2 | 2| 2 |2t |t |
off | off (@b | @ | o |t | | |2 | |
b | 2 |2 | 2 | 2| 2 | 2| D | 2| 2| 2F| Al
af | 2 |2t | 2 | 2f | 2 | 2F | 2 | 2F | 2F | 2

notes

3.5.3 ML

FER YE & T IT Pyarmor ‘B AP 4, SCRAMAGE NSRS
https://pyarmor.dashingsoft.com/cart/order.html
TENGW) 2 TR BT VR AR A, SR, T 52T .

IATRIIZ G, AR H 2 PN SO AR BT HRAR , 335 48 REAE S v iR YA RN D IR 52 iR
WiE, BESLXHE Mot B TE .

W KA VR T B B T — RN B, T DK ATE KA IR RCA R ), ARV T UE ] REAEAR T — 1
THRAS Rk, Pyarmor ANZRTEVE RTUER] PATE 4 J5 I AT B THRBCAS Hh 1

UEABEIIRE, AU (AT AT 0 4 i S fE -

2 ACHRON, EAERER BRI WA T A RO T fE .

SUNESIRA, JEIRREE IR BN MAS I TR E A Th B

SIIT e, A5 00 A ShASARTAE LT 2 AR AT R PP A B i

5 Themedia {47, 2F50# 5 = T Themedia %I Widnows ZZS TR T fE .

6 Assert {71, EAGHIINB AN S AL T AR PR

TRBIASCHE, RIS RA RN, T FORAREMEREA, B FoRA AN KA.

SIRVE AT, BRSO A A AT B AT IS SR B D RE

® M Pyarmor 8.2 JF U, obf-code i il 2 Fh AN 7] J7 3t sk Bk AT 0 2%

ORFT i, RIS Eama AT EE, 25, FEAERRAFE AR,

U BCC hn#tat, EFEH Python 4 Hh3 o R B e o X RZ A0 C BB, TRl g I3 B A LA AR, AT S AR A SR
g,
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F 14 K2 AR sIR (PE)

BER | FEBNE (ARTT) | &80 (ARMIT) | A
AR 298 359
LRI 512 562
R 868 918

QSRR G R e Paypal HE4T 324, WTPAE #EAE MyCommerce B W HEA T SK, 33X HLAG A BT 2 8
Jt, HHARETFENIER A, NIt ERE AR A (T, KM %S4 H MyCommerce 4k
FH)

https://order.mycommerce.com/product?vendorid=200089125&productid=301044051

F 15 K3 AFE R sIR (E5H)

R | AEmmE (Ex) | 1A
HRbp | 52

LR | 89

MR 158

3.5.4 FR{EMAITOIE

AN AT B RRAR 1 VF T UEER AT LATH R B VT IE o
FEE ORI ERASVF AL ] LAS 3% 124 2] Pyarmor i nT ik -
o BOEHHY Pyarmor s 2 /Rl AL
o JORAIVFANIES 572 PA pyarmor—vax— JF k)
o JEORVF AR S pyarmor-regeode—xxxx . txt f77E HARER (I H I 100 ¥
MR TSRS BRI, W ST R 1 Al IE .
ERATIVF ATUEA SCRp T 3 % ZMRAN R AT«

REHAREIER

B A 2 Sk U T RS SO pyarmor-regcode—xxxx .t Xt
SR 5 %% Pyarmor 8.2+

BB Pyarmor S Z )1 VR  FREN R AV E P A TR . X MBS, MR TR
BOUT 2R G, THRZ ot BB T H A —A, Hofby™ i 75 B0 S v Tk

TEE (VR AT ™ s B XXX, IR AT T iy 2B A7 T2

114 Chapter 3. HZ


https://order.mycommerce.com/product?vendorid=200089125&productid=301044051
https://github.com/dashingsoft/pyarmor/blob/master/LICENSE-ZH
https://github.com/dashingsoft/pyarmor/blob/master/LICENSE-ZH

Pyarmor Documentation, & {Tha7 8.2.0

$ pyarmor reg -u —-p "XXX" pyarmor-regcode-xXxxXx.txt

THPIRINZ 5 B Ry 2 S A
TEHA B A B B By 2 0 ST+ EA T

$ pyarmor reg pyarmor-regfile—-xxxX.zip

BT N A KA THUE IV T L

$ pyarmor -v

FEWHISE 2 J5 BT RN R A B S R 2 B VF AT, A — U AR T S0 R B0 AR v AT I

3.6 W el

3.6.1 #0{F7 Github Fi&(d

Pyarmor j2— Ay A7 T A, #2487 F 5 BRI AR MR O XTI R, 6 BRI BT T A
TAE, AFREAJ W] Pyarmor. (HI2XHT L@ ZiThfe, S LWESIRMIV T, JEHRR TR
B =7 R I B AR, R B BRI 2R ST R T A R e T, 5 4 3k S eI 2 A o o
FE A

L f R B £ B B R %, SR 2 Pyarmor (1) Bug, % AT A5 ASB BRI 0 2 SR B T
e KRS R 9 5 AW BI-4R 5 Pyarmor s IR AL, B2 F12:% Pyarmor (1) fi
AT AR EE T

Pyarmor Team A2 15 Uit SAE N 2 8B L fig g g L A b s, J)ms %0 C2% 2] Pyarmor
IS RESUARE N, FFRE 1 CR e S e A 2 2

Pyarmor A7 52 ¥ SCRI R SE . AT B DI REFNEIUAT O 2876 SCR A, Pyarmor Team RESSIFARRY, X 2L 30,
S 2 Ui

FERRIZ 0, W E e NIRRT 5, X VAR RRIS MR IR, S ELiE S 14 S E A Y 1) A
o QR 2 4 pyarmor—7 B3 Pyarmor < 8.0, 2[5 Pyarmor 7.x 1Lk S
« W FAEE A&
o WRERA SN 22, HIEATIBREE T, RGN 5, SO RGN AU
i
« SF LRI 8 BIH ARG SRR 2
o QSRR pack JrTHIRY IR, 15 2 3% A% 7T ik S iE AT o 2 i
« WFRRERRFT 42X R, WS 51k A RET 4250 % Fp A pro
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o WERRMABCC X WM, 5S4k A BCC 4 X Ao % i A pro
« MRRBZFEIEEFETHMBMA, S5 40T ik 5 =7 iR A0 3 b A A A0 952
o WAL AR KB M, S aefo s &
o PYE—FATUS N2
o BATECA BRI, BRORBCA N 2 By A e IE W BT
o QRANE R RSV, G e S AR, AT R IR e B S A
o EMEEAE, REHE, EEHemNESER, Fad HEGER, Sl
o QR R BB ICA Y Pyarmor, 3§ THRE Fof A
o WR—T Ml
o R ihielX
WRARAREAE TR IS (8] 25 P B2 SCRY, WA 1HE X $2 1), {H2 Pyarmor Team F A CRUE—E [R5 773 1 BT A 1)

A
WERAR KB Pyarmor HAFAE Bug, THHEACE] T

Pyarmor Team ¥ FLIE 1) Bug ik, I Ho R MFHLIX 28 Bug. 45 Bug w4t 21 (5 B LAfE Pyarmor
Team BEf% IR, XA B TP MR e i) 8, JCvE Pyarmor Team 5 B (Y [V 51 il phe b ok 75 2 B 1) JH)
W. Bt 1pyarmor gen Gy ARG, 4T & HIPYAT L BN (8 FHAGRETE, Pyarmor [ RRUA{F S, Python fHR
AREE, PAECYHINEIT TG, 55U ASCARRTEAHE VX PUfT8] Bug #i55 . X ICiAE B Bug fii4h
Pyarmor Team £X{EE 54 ABITHE I, DASW DAE B I%, 655 1 5 Bug JF4REL03E . > T )7 4L #E Bug,
TR AN AR, MR B DSORGB, — R 5 B i DA R T 46

Rl i O A T R

$ pyarmor cfg wrap_mode 1

$ pyarmor gen —--assert-call foo.py

INFO Python 3.9.0
INFO Pyarmor 8.1.6 (pro), 005068, boot armor
INFO Platform darwin.x86_64
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3.6.2 # 3 o] R

S _EAT i Pyarmor 1¥) 1T.H ? i) Pyarmor eI, 1k iX Bk i 1. 310 ?

Pyarmor — B & KPEM T X LEBR TR, e 20 THF5T CPython RYPEAUM, PAMHERAK
Rl Ak, BTVABCAH IME B ] X R )

FPABE R, Pyarmor 42t 7 Z AR BRI A, MSEE ESRL, 2R T REIE N AR
SN SRR AR o

WBH R % e Ae i oii , M R AR IE — RPN SH WA, fin

import sys

def fib(n):
a, b =0, 1
while a < n:
print (a, end=' ")
a, b =Db, atb
print ()

print ('python version:', sys.version_info[:2])

print ('this is £fib(10)"', £ib(10))

IR W _E TSR O iR T R A TR A

QR BRI BRI AE, EHE Python itAC, Pyarmor WJRAS, i=fTHI~F-&, MMM HRES, S%[A
DA SRR R 51 K 3% 3 pyarmor@163.com

THANEAE Pyarmor b R ATALAM A% T HLAYBER:

Pyarmor [{#%/0o 2 e B LN AL I ﬁﬁ%%ﬁLﬁIﬁﬁ%%Wﬁ%ﬂ,ﬁﬁVﬁW
FrGEIL I AR 20 B B B R IR KT U X s A T B b A T BRAP i T 56,
FARIP EAT %) 09 2B 2 A

3.6.3 A EI4EX Bl

PRITIPE S AVF nTUESU AT HUT A W, Fonitp e Je LRI s — A~ Ay 2

PRATDME “— A= B eson “—Rhi=im” SR TEIAR, — M M da i @ o S & el
AUy, BRI KT R AR, PASARMSRrMIRIs &, sS4, —F e s
A BIAS , PISRAS, PARCRESRIGTIEURA . — b= it th AL Bt Sh REAN ), LA Al 45k
THRETT T BN [RUBCAR R ™ iy, R0 i AR AL @ AN [ A S 2 Fr— 4, Ho il i B 4
PREERIBEFTIR 3o

PEABE BRI T 5% 74 T 40 X 4o % T iz
S 5T AR G S B ) o

3.6. H el
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AR

Pyarmor Jg—4~/NTH, KA/ DI RELE R b T DAAS BN gk . 6T — 28 okl i 902
fE, F%e RFT AUH BCC B, 3k SRR T DA A 0 i 20 AN SRR A 78 20 I AS 2 e
AT . WElevl, HESHSEIMIRLE, BI1E2 ] PAT/ER.
EMMHMTACH CICD, FHEAEBAGR MR T M, B 20X 0 3 G AN g R FT BRI 5 2l
“pyarmor register pyarmor-regcode-xxxx.txt” X} pyarmor $E577 0} 7 M 101G CICD 2k ¥ Lk %, IR
2R B HEAT register #1110 TR & 2580 pyarmor (148 1]?
UG SCAF yarmor-regeode-xxxx.txt — i KT T8 — IR, T 2 e o VA e it
Frift. 1E CICD Wi tg i 1 Mg TR BT, (ER AN BRI XA SO, AT RAGEJH S — R EMT
AT R U — A zip B A SO

BRI 1RGS2 2 M Aot B 5 =T i B B R4 T UE A A B
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pyarmor, 60
pyarmor.cli, 60
pyarmor.cli.core, 60

pyarmor.cli.runtime, 60
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]

#e

_ _assert_armored__ ()
W B ® 82

__pyarmor__ ()

WERH, 81

pyarmor-gen #r44T# T, 63
——assert-call

pyarmor-gen 4T, 68
—-—assert—-import

pyarmor-gen fr44T# T, 68
--bind-data

pyarmor-gen #rATH#T, 66
——bind-device

pyarmor-gen f#r44T# T, 65
—-—debug

pyarmor #4A4THI, 61
——enable

pyarmor-gen #HA&{T#I, 68
——enable-bcc

pyarmor-gen #r4&4T# T, 68
——enable—-jit

pyarmor-gen #HA{T#I, 68
——enable-rft

pyarmor-gen #r4fT# T, 68
——enable-themida

pyarmor-gen #HA{T#I, 68
——expired

pyarmor-gen #r4&AT# I, 64
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