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o hofT i AT A I

Pyarmor Z{t4

Pyarmor J&—> 1T MR Python AR TE . EREBABITIN LRI Python AU AWt sE , BE
TN JE BIAS R G IR, 0 s A 2R . R EAFREAF 5L

IfERs sl
o JCEPR: IS AR IR Z— AR oy SUPF, AERZ GO0 T AT A LR e sk 1Y py BIAS
NS BAS ] -

o Byt FEOt T W AR IO A AR RE , REAZ I L R 2 B0 T2 PRI BE R 2K
o Al B EEE a4 I PR R, 36, Tk, ARSI

o Beikh C AR RERSIERLER Ay s BN C AURS, AR5 Bl e DA e 0 L B i i C ACRE ML
w2 A PRI Python pREL

o BRI BAAC iR {5 FHYG L mT DAZE s Jon s B A 28104 1740 18 % 3 180 8 o o B AR 1 o 33
o Themida f#47: {#i F§ Themida {#3P 125 A~ ({X Windows & 0] B )
K

Pyarmor J&—~%&A7E PyPL ¥ Python f, 5y (Y7 202 ELE M fin % pip #EAT 2%
£ Linux 5% Apple V-5, BRI &, SRR PAT R ar <

$ pip install -U pyarmor

& Windows NI, ] win—r ¥l ey O RAME, A emd Z FEIESTIERI G, EIEH G AL a2

C:\> pip install -U pyarmor

LASENZ G, M A4 pyarmor ——version JflZEPhifT. WRZH NI, & E/RHE Pyarmor B MUAE
/%\G

AR -G Pyarmor SCRF, FrA SCRFIF-6 AIAATE £ R £ i 25 i R 09 752
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Iz 2

NIRRT RN A, HORIE A foo . py:

$ pyarmor gen foo.py

T s gen RSB BN g B(# generate:

$ pyarmor g foo.py

$ pyarmor generate foo.py

XA AN A dist/foo.py , XLE—NIEH Y Python BIZ, W DAL FEM# ] Python fifH¢
AT

$ python dist/foo.py

BH A LR St

$ 1s dist/
foo.py

pyarmor_runtime_000000

BT e lA Ah, ATPAE EIIEA I3 Ah—A~H 5k pyarmor_runtime_000000 , iX/@izfT s A< i
H—~Python ¢,

EfmmERA

RV MA dist/foo.py AR % F ik & RIVEBATHY, WAL I H R FHZAT408) & —kE
gL AT LA,

FAAWe? H—FMEMA dist/foo.py N T:

from pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name_, _ file , ...)

I AT ZM pyarmor_runtime 000000 FAME __pyarmor_, XMLt it BIAS (O£,
T B AR AT AR AR — A IR HE A RO 2 pyarmor_runtime 000000 SRS

T PUONHOBIfL pyarmor_runtime 000000 & Atk | BroAma A Heeferi R4t , B
AR A) Python A fEiadT. AR ZE 7 % & Wt TIREEA—FE, 752l HAS - 5 0 e 101 .

ks RHH G Pyarmor 1% 7 3% &, ETINEEHARF% Pyarmor

3.1. [EHHIE 9
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nEa

BRI — A, BT -0 B 7 Ah— A th H ok dist2:

$ pyarmor gen -0 dist2 src/mypkg

R ML

$ 1s dist2/

mypkg
pyarmor_runtime_000000

$ 1ls dist2/mypkg/
__init__.py

MR — N SAMEENE dist2/mypkg:

$ cd dist2/
$ python -C '"import mypkg'

TR HL T A AT H SRR, AR M eI - R B 3 R AR

$ pyarmor gen -0 dist2 -r src/mypkg

AfmES

IR DMEEAE S dist2 HEE R E P it s HE0A —FEGm s, M- sfrsh ik
FFEI L H SR A

$ pyarmor gen -0 dist3 -r -i src/mypkg

A H %

$ 1s dist3/
mypkg

$ 1s dist3/mypkg/
__init__ .py

pyarmor_runtime_000000

BUFE A 5 295 DU SCHERRAE N B dist3/mypkg Wi, HZREAEH SR DIEE Pk & Eiistn] bA
IE

i A PAHE —F dist3/mypkg/__init_ .py FI_b—72E B A 0% S dist2/mypkg/

10 Chapter 3. HZ
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__init__ .py WA ZHY T MRS/ .

HEMED

K, I RIS st 2 15 # 1F) Python JHIZS | JiF DA sk 51244 Python IR T 5., #i40 distutils, setuptools,
PAJ wheel # R DA FH e d5f 25 Jin 2 i A

Rt mypkg B H AT

projects/
— src/
— mypkg/
F— _ init_ .py
F— utils.py

L— config.json

BN H % projects/dist 6 JRMRAFINE

$ cd projects
$ mkdir disté6

IR TR B SRS D 2

$ cp -a src/mypkg dist6/

BERAREMME R, EHAIER oy SRR H SR L py:

$ pyarmor gen -O dist6 -i src/mypkg

AT

projects/
— README.md
L— src/
— mypkg/
F— _ init_ .py

F— utils.py

L— config.json

L— disté/
L— mypkg/
F— __init_ .py
F—— utils.py
F— config.json
L— pyarmor_runtime_000000/__init__ .py

3.1. [EHHIE 11
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F—F src/mypkg Hil dist6/mypkg , ME—HIXGI@/EEZ T— 1 HE pyarmor_runtime_000000 ,
S B = i AR AR 1 R dist 6/mypkg

AT RG] B Python 1.7 15253 1X B 2% 3] Python Packaging User Guide

REME AR N

(A 3EI —e T RAT SRR BN AR A 200 . Bian, BB A 200 30 K

$ pyarmor gen -0 dist4d -e 30 foo.py

BT TFHIE A dist4/ foo.py KIIF—T:

$ python dist4/foo.py

T A ) NTP fR S5 ge kb2 Gl i, A Y mris & AR s, SijeRa .
W] PAGEF 55 Ah—FiAg X yyyy-MM-DD SREEEA RGN, Flu:

$ pyarmor gen -0 dist4d -e 2020-12-31 foo.py

iBfT—F dist4/foo.py BEHITHIE:

$ python dist4/foo.py

WERANTE BRI A5 18], AT DAYEA SOV RS T2 . ok & A sl Bi4n:

$ pyarmor gen -0 dist4d -e .30 foo.py
$ pyarmor gen -0 dist4d -e .2020-12-31 foo.py

KA S ] R o A AS R BT YR R — AR, ELEEPE DUl H S distd/ B Pk G

HEWEMAFBEE RS

R % Pk & S BT

IPv4: 128.16.4.10
Enternet Addr: 00:16:3e:35:19:3d
Hard Disk Serial Number: HXS2000CN2A

I EI b RSB R E5 S B A . BN, F8%E dist5/foo.py MR LAKF HuhE:

$ pyarmor gen -0 dist5 -b 00:16:3e:35:19:3d foo.py

AR ] AR e TR 4 58 TPv4 ik R %7 5145

12 Chapter 3. HZ
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$ pyarmor gen -0 dist5 -b 128.16.4.10 foo.py
$ pyarmor gen -0 dist5 -b HXS2000CN2A foo.py

A2 g 1E(E S R T A X

$ pyarmor gen -0 dist5 -b "00:16:3e:35:19:3d HXS2000CN2A" foo.py

HARSWEEESET G ERER, SR G, BNERERL .
RATYRE BB BN A BT A D7 iR R — R, B DR H % distd/ BB Pk G
KT INE A R E

BTN AT A 23 pyarmor_runtime , BAEEf Tl pyarmor_runtime_000000 H#
N

$ 1ls dist6/mypkg/pyarmor_runtime_000000
__init__ .py

pyarmor_runtime.so

(8 AR AR R B R I AR 75 2 251 5 W P 10 T JE B pyarmor_runtime , BTRA
T A

o RGBT EiR e D2 Tdn iy REIRA-T-6 , BT SR QiS55 £ i 3 i R 0 15T

 HBEMHAIF MR CPython interpreter R REASKIZAT, BT Python 3.8 N HIHIAT, JEik# Python
3.9 i1y

o BONBERCR =5 EREAR . B4 PyPy, TronPython (3% Jython izt

A, FE Android RGN, . py MIATTDAFEALE H R NiiisT, B2y RESESSE, SunArE R4t
SEM H %R IHA BT

T—S#iE

MR T EAEA TR N — P
XA SRR R AT A

« M Github Ji 11 $:%: Pyarmor

* {A] A Python J#7< H1ifE Fl Pyarmor

. SEREHIE
BRI A sl 32 W NER:

o {1 B 22 R 8 AR 4

o AR SRR A AR B A T

3.1. [EHHIE 13
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o ARHIALEE AR R
o AT 2 Python FRETHE AT AL IZ AT AN A4
WA &AL, A RE e T R b ek
o D P RO AT N AR RET AU BCC K Pre
o EHIE R T
o [E bR AL SE DH S
o TNERE -5 BN A
RZ ] BERTIX B P 28 RS BR 3 2 4 E Ao s e b i

0 {e R A AR

Pyarmor A4 SE I SCHI ARG, 3k HLZHT B I P A0 u bRk 11 21 75 ZEAOAH 2R

o G Ak B YT Pyarmor (TP, CHLASEO RIS O T I
R R S . BATDEA A 2

o G = RRa BRI MREE R K, SEIAE Pyarmor HENAZ AR A, A ARER fir i
TASEBL. X ) P AEH 2X Pyarmor 1 Python #A —E 1) 1 i

o B E3Ra BT NBORZRA RS TRTA RS E S, Ay PN, BB A RS AR
B B T Pyarmor YR, 5 EAL AN KIS RORIICE, 7 A LE 1 BT ml (AN )
ERPE I S

o HSR A AT i EHEAMEI Pyarmor $RULHITIAE, A AITSSELRIR AR T REAN RS . B
SYA T Se A AR T Pyarmor (4T EIAG £ ERE A, DAk Python BIARHIUTILFLA MM T, il
A B0 Pyarmor HEF T AN i, DA A2 S 5 — 2R T .

o BRIy AR XA IR R A AT Pyarmor WA VAT, Pyarmor BVFATARS, AR
VFAIRAL, DA KA 2K Pyarmor V¥ lHIE.

MR —MrEn KT, BT ARG, fENELAE 8 &
B AH LR BN 4T £ Github EAR17).

3.1.2 EERRYE

o W PyPI LAk 54

- ZHRAHE

14 Chapter 3. HZ
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— 1% 8 Python f##5 3% HL4£i5 4T Pyarmor

M Github &y 3472 %

® ﬁ'—rl‘«;r 5’%{11 J'_'ﬁtlk

F£ Python fép A 18 Pyarmor

o AR

AIfRSR

Pyarmor 752 Python 2178 Z A K C i, i /EAT] Pyarmor JoyAIEH H3NiE1T.
e Linux -6, A047 2545 Python 12478l 4. BIAN, (] NI 642422 Python 3.10 2178l 8 A

$ apt install libpython3.10

Tr Darwin P&, R CfF @rpath/1ib/libpythonX.Y.dylib f#4F, XH X.Y /R Python [RA . {3
an:

@rpath/lib/libpython3.10.dylib

@rpath & FAiEZ —:
¢ @executable_path/..
¢ @loader_path/..
* /System/Library/Frameworks/Python.framework/Versions/3.10

¢ /Library/Frameworks/Python.framework/Versions/3.10

USRI XA SO, T 22 B A B (3 FH 06 ) e 10 B B g 1% Python , BUE ] install_name_tool T
Y1) Python P55, 205 ../question H QI{Alfigrle Apple I~ THI Y 15t ] &

M PYPI E#R%R

Pyarmor &AifE PyPl LT, HEE U2 i ad pip HIEZS.
7E Linux fl MacOS, HEFT AL Limitiztt P4

$ pip install pyarmor

1E Windows JRIE R, fFEMA] win-r FTIFa M AME, RIGHA emd $TIFar S8 1, Izt R a2

C:\> pip install pyarmor

3.1. [EHHIE 15
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THSEMZ G, MiAfi4 pyarmor —-version Jf[ul%, WIRZER M, & R/R 2% Pyarmor AN H
Bl

R B - 5 AT A, RS 2NN 5 1 s T

pip install pyarmor.cli.core.windows
pip install pyarmor.cli.core.themida
pip install pyarmor.cli.core.linux
pip install pyarmor.cli.core.darwin

pip install pyarmor.cli.core.freebsd

«w» v v v v »n

pip install pyarmor.cli.core.android

FHARITAN-GHSES Pyarmor,  JTAy SCRFHIsAT-F B IR £ s w5 i A 09 15T

ik R ICTE M E A Pyarmor 7 (9INRE, Ei% U pyarmor. cli MiAR LS pyarmor o] DA E /D
T AREE] . fan:

$ pip install pyarmor.cli

REMHL

* pyarmor i BB —, TR TAERAMB R, FEMENINEESE G450
* pyarmor-7 &y T FIEMAAMA M a4, EEHrT Pyarmor 7.x IE LA

* pyarmor-auth @HPIRVF UL ST FFiaf T 2 B Docker g By <o

{&F Python #2%%2% H #5511 Pyarmor

pyarmor T T 4

$ python -m pyarmor.cli

M Github FHE#{TR%E

H 8.2.9 AT .
A PAE# Pyarmor Github 222 Pyarmor., "FEKER|IAM, SRS pip JEAT4%:

$ git clone https://github.com/dashingsoft/pyarmor
$ cd pyarmor
$ pip install .

16 Chapter 3. HZ
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VRATPATLEE T 38— AR R4 SO targz B3 zip , R JSAERE pip HEAT 2%

ik A 8.2.9 FFUAHEREGE X Ay AT 228, XAl Oy AU nT RE P oA TEIR IR s AT

EEZRELRR

BT 1) Pyarmor T2 40 A AT HE PyPL , FR2M EI T 8 Bm)tl, AR)5H DB sk & .
B pyarmor.cli.core
Hk %G pyarmor {3 pyarmor.cli

BN, FE 64 1y Linxu *F& T~ Python 3.10 42%% Pyarmor:

$ pip install pyarmor.cli.core-3.2.9-cp310-none-manylinuxl_x86_64.whl
$ pip install pyarmor-8.2.9.zip

F£ Android 5% FreeBSD £%:, K N{Efpyarmor.cli.core &AW wheel , FrPAFET R ERAF VMR
fpyarmor.cli.core.android Bi#pyarmor.cli.core.freebsd . i, EAndrOId 245, 15T

THI ) il 2 25 4k 4225 Pyarmor:

$ pip install pyarmor.cli.core-3.2.9.zip
$ pip install pyarmor.cli.core.android-3.2.9-cp310-none-any.whl
$ pip install pyarmor-8.2.9.zip

R RGN, BT ELEM N AL pyarmor.cli.core. NAME

* pyarmor.cli.core.freebsd
* pyarmor.cli.core.android
* pyarmor.cli.core.windows
* pyarmor.cli.core.themida
* pyarmor.cli.core.linux

* pyarmor.cli.core.alpine

* pyarmor.cli.core.darwin

BN, 75248 H Themida FRIZITAL, WiTE B4

$ pip install pyarmor.cli.themida-3.2.9-cp310-none-any.whl

1E Linux F-& 538554746 Windows & 104, SET20%:

$ pip install pyarmor.cli.windows-3.2.9-cp310-none—-any.whl

3.1. [EHHIE 17
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WEIRANTE B E AR 4 pyarmor-7 | MitF L dipyarmor. c1i MiAEpyarmor , HiE T E FEM S
BE/NTIEE. Han:

$ pip install pyarmor.cli-8.2.9.zip

7 Python jiZ&chif H Pyarmor

BRI MERERBA, il tool. py

from pyarmor.cli.__main__ import main_entry

args = ['gen', 'foo.py']

main (args)

IRIGIATIEA A

$ python tool.py

PAE SRR AR BIEN], BAR R By i A S 40T DA I 25 by A7 123

SEEEH

81 F R A A2 AT PASE 42 1 2 Pyarmor:

$ pip uninstall pyarmor

$ pip uninstall pyarmor.cli.core

# TAWAL —RHMZE, REZEXFAAEAMAL N A

pip uninstall pyarmor.cli.runtime

pip uninstall pyarmor.cli.core.windows
pip uninstall pyarmor.cli.core.themida
pip uninstall pyarmor.cli.core.linux
pip uninstall pyarmor.cli.core.darwin

pip uninstall pyarmor.cli.core.freebsd

«“w v v v v »n »n

pip uninstall pyarmor.cli.core.android

w

rm -rf ~/.pyarmor

$ rm -rf ./.pyarmor

il ~ RUEESN RN ANE T, ATAEE AR AL A HOME 152 BRI . (R T Foshl,
1~ ATREA—1ES

18 Chapter 3. HZ
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3.1.3 Eftigi=E

o RIXBEXAoik iz B &

o LA £ % ayik FAe FER A
o MEF F % ek A E 6

o T A M

o B EEITEN

o REMFEHAE S ANEE
o A& IR M HAEATE

o dof Kb ALEEIR1E 8

o R TR LR AT R Ao S i K
B ATHAT AR
- B4R RHEX

AYRESGEN T Pyarmor 8.0+, (] T I i & R A A A B

$ pyarmor —--version

A2k Pyarmor FRRAS/INT: 8, AR 2T He AR B A SR (75 TU TR 2 1 T ARESEIR A ), B T+4% Pyarmor
FIIERARAS o

TERAEAE T, HHBBTEm T

project/

F— foo.py

— queens.py

L— joker/

F— __init_ .py
F— queens.py

L— config.json

Pyarmor {8 flparmor gen IR IOHA, EHRUET FRIGHI, AW B 5 TEREAI 47 %
GEES

XA R R —LEIRE, TSe AR ai & e i 25 ) o 45

3.1. [EHHIE 19
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R FIIRER B &

2N AR B A g, AR S A RS RT DAY B A B ORI, I T - o A A
SFTEE Z (5 S B A B o

$ pyarmor -d gen foo.py

BRI H G AT SRARLE R K Pyarmor Bl AT A 75 b AT AR Y, Balad R i oy 205

$ pyarmor cfg enable trace=1

JBHZ G, B—IRWIT 4 pyarmor gen Fye A — R L H &30 .pyarmor/pyarmor.trace. log itk
AHRBPRTE R . il

$ pyarmor gen foo.py

$ cat .pyarmor/pyarmor.trace.log

trace.co foo:1:<module>
trace.co foo:5:hello
trace.co foo:9:sum2
trace.co foo:12:main

B—ATIFKM trace. co Fn@BRIARIINEAT, 5181 B R B4 PR 2% B RO BRI R T B A T
{0 v )y O TR 2 H

$ pyarmor cfg enable_ trace=0
£ FI 58 Z B3 TN 4

XA, T DA X S eI A i 22 4

$ pyarmor gen —--enable-jit —--mix-str --assert-call —--private foo.py

WeI ——enable-jit it BHAHE A MR AR AL AL LE GBI 3 n 22 4
W ——mix-str' REEIMEB AT A KERT 8 T,

Wil - —assert-call BEMSHIERINER I H ) sRECR 2 .

W ——private BRI RN A HY JB A RE BLH 0L Python RS BIZ S AA R .
fin,

U mix—str ¥R AR T A

20 Chapter 3. HZ
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data = "abcdefgxyz"

def fib(n):

a, b =20, 1
while a < n:
print (a, end="' ")

a, b = b, atb

if name_ == '_ main__ ':
fib (n)
TR H & abcdefgxyz FIREL £ib 28 AT A= UaF AR i
data = _ mix_str_ (b"Fxrxxxm)
def fib(n):
a, b=20, 1
while a < n:
print (a, end=" ")
a, b =Db, atb
if name_ == '_ _main__ ':
__assert_call__ (fib) (n)

TR fib SN REL, P4 __assert_call__ (fib) iR[EIJFERAREL, 7 NP R,

N T ERALER BN FAF R RO, AT AR IR R B H A

$ pyarmor cfg enable trace=1

$ pyarmor gen —--mix-str —--assert-call fib.py

$ cat .pyarmor/pyarmor.trace.log

trace.assert.call fib:10:"'fib"
trace.mix.str fib:1:"abcxyz'
trace.mix.str fib:9:'_ main_ '
trace.co fib:1:<module>
trace.co fib:3:fib

3.1. ERHE
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ERESHEHMES

WERR NG Python @, ANEH I -~ private Mg HAL PR

$ pyarmor gen —--enable-jit —--mix-str --assert-call —--assert-import —--restrict Jjoker/

Wl - ~assert—import MDA ARIBLEL, B PRI oA PO LR
Wil -~ restrict W DABRERINGEREUL REAE I A NSO, A REBONTMATA .

BOAROLT __init_ . py O SCHRR ORI 2 B i AR MR B AS B T, OS5 S e BRI e A
REBONIRIAAS G o LEFRATRIE — A A dist/a. py REUE—T

import joker
print ('import joker OK'")
from joker import queens

print ('import joker.queens OK')

IBATIX I AR

$ cd dist
$ python a.py
. import joker OK

. RuntimeError: unauthorized use of script

WERFFE S A AR, AR - restrict | WARMPLERI joker . queens Kl
A

$ pyarmor cfg -p joker.queens restrict_module=0

PRI, KR AT AIE a7

$ pyarmor gen —--restrict joker/

$ cd dist/
$ python a.py
. ilmport Jjoker OK

. import joker.queens
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EIIBE

REWHA R, H Hast iR 25X L SO, (HRRBRATE UL T A &4 Pyarmor 5 DLE i h B 42 .
{H2 Pyarmor $2fft " = b7 yA ] A B A )

L TENNE Z A Fe iR 4wl bs DU B et F 5%, SRIE I AR, XN AR (U B 55 J5OR 1 . py SCE,
T e ST P A

$ mkdir dist/joker
$ cp —a joker/* dist/joker
$ pyarmor gen -O dist -r joker/

2. W ECE AT, 1k Pyarmor F Bl#E DU LI

$ pyarmor cfg data files=*

$ pyarmor gen -O dist -r joker/

3. HOYE e 461 ks DT R R Scrf

ARHEEETER

(R R iy A BRI AR, BT IR AR RR — A N E A T BT T R A

$ pyarmor gen —-period 1 foo.py

HEMEMERSMRE

BT b 22 U] DAGRE I AR B 2B

BN, WEHSS AR B, DAIKMHIHES e 66:77:88:9a:cc:fafl £8:££:c2:27:00:7F , [ T
2G5 TN A 23X 7 5 1 £

$ pyarmor gen -b "66:77:88:9a:cc:fa" -b "f8:ff:c2:27:00:7f" foo.py

fERSMER L HFERIETER

TE TN AR PR RS 2 (0 S -

$ pyarmor gen —--outer foo.py

FEXAEOLT I 5 i A Tk BT

$ python dist/foo.py
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2L ] pyarmor gen key B i— NN R4

$ pyarmor gen key -e 3

ERIR o S EBONREPISC T dist /pyarmor . rkey , #5 VXA SCAFEIEITHIBI©

$ cp dist/pyarmor.rkey dist/pyarmor_runtime_000000/

XFERT DAIE B TN A dist /foo. py:

$ python dist/foo.py

EBATEA — B T, APE S Ah—AH %

$ pyarmor gen key -0 dist/key2 -e 10

$ 1ls dist/key2/pyarmor.rkey

5 DU AT SO 227 B A 2B R A

$ cp dist/key2/pyarmor.rkey dist/pyarmor_runtime_000000/

INRIBAT I B DS — A AR, B2 RAER, BARBRSFER.
ANEI TR AR A FRERIN & pyarmor . rkey
HNERIBAT R ] DATERE HAB ER AR, 5S4 9120 % 40 Ui

I A L EIRIES

P fe EAT DAGE A i = 2EA TR e i, (A B AR 0 2 J5 mT RABRRS T B B0 BB AR L
HIAE A HTH XA # T H% .pyarmor , AFTEHHEIH M messages. cfq:

$ mkdir .pyarmor

$ vi .pyarmor/message.cfg

AR SCPF. X2 L ind MEHYSOPE, R A CIFREBU error N SR R AT B 1E S

[runtime.message]

error_1 = M A#F TiE & & T H

error 2 = I ARFTIELTH T Y & & %
error_3 = # /D EATH T LB

error_4 = 3 HEAF A MK

error_5 = AN L #F Y § Python MK

[y
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(% L0

error 6 = AR X HF LW AR L

error_7 = B R E KEB XL LA
Ao B RER XA ER

error_8

VSRR T

$ pyarmor gen foo.py

WERARAE A s TR ST RRA B AR S IR (G B, I HAR SR B DL 2 B BOAEL, B4, B2l

T

[runtime.message]

error_1 = KXFZNMEH B A
A A B A

error_2

IR E BN A B 2 A2

4 R RIS TR IR

X AT A R4 T DAE A Python BRIz AT AT AT SCF

Pyarmor 752 Ji] PyInstaller $TRLEFA T PRATICNE, SRR H: o i DA SR s 14 B AS

BEATTHRAT RN

T e Pylnstaller YEIT —F Az sli— > B A T HRAT SO

$ pyinstaller -F foo.py

IRIGHE b2 AR U AT AT SO SO dist / foo &4 Pyarmor HEATALRE:

$ pyarmor gen -0 obfdist —--pack dist/foo foo.py

AN foo.py , AN MA RS dist/foo FORMIMA, ALPRSE M FORE) dist/

foo,

24 KR dist/foo:

$ dist/foo

3.1. ERHE
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BEAEFRERK

T SEMH Pylnstaller A& i 5 H AR £

$ pyinstaller foo.py

PR =5 S SO IAE— N H SR dist/foo , HfRgP— A PAT3LMF dist/foo/foo o
HERXA A AT I %145 Pyarmor 474 FiL:

$ pyarmor gen -0 obfdist --pack dist/foo/foo foo.py

AT, 0 AR FOR A, I S I AT AT X dist/ oo/ foo
BAT— N R A AT AT S

$ dist/foo/foo

WAAT A B R, SCE TR LR T, S50 Tk 23 4709 he 55 i A

3.1.4 S4HIE

o & B RFT %X Ao 3 By R PO
o {& ] BCC ¥ Jo 58 fip K o
o EH4EIRATE S X,

o IR FEFA B

o WIEFT BRIP4 R B Ao

o BRI AR SR AT 15 o T K

s HIRFEIIHSES
o A RMIET & ER R

© XIF S A Python WAy o e A
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£/ RFT R\ R Pro

RET 42X MRy g, e eI ERS 7, PR, 26, ki gEn 4
PRUEAT T HE a4 o

i ——enable-rft J5 ] RTF #is:

$ pyarmor gen —-enable-rft foo.py

JEMERAZ G, XA

import sys

def sum2(a, b):

return a + b

def main (msg) :

a =2
b =6
c = sum2(a, b)
print (' + = "% (a, b, <))
if name_ == "'__main__ ':
main ('pass: ' % data)
pyarmor__17 = __assert_armored__ (b'\x83\xda\x03sys"')

def pyarmor_ 22(a, b):

return a + b

def pyarmor__ 16 (msg) :
pyarmor__ 23 = 2
pyarmor__ 24 = 6
pyarmor__ 25 = pyarmor__ 22 (pyarmor__23, pyarmor__24)

pyarmor__ 14 (' + = ' % (pyarmor__23, pyarmor__ 24, pyarmor__25))
if name_ == "'__main__ ':
pyarmor__16('pass: ' % pyarmor__20)

RFT AR BB Em M a1l o HAAHR, BASBRRBITGRSETR. Bl

" XATIREALAE Pyarmor % 5 T

3.1. [EHHIE 27




Pyarmor Documentation, & T4 8.2.9

import re
all___ = ['make_scanner']

def py_make_scanner (context) :

parse_obj = context.parse_object
parse_arr = context.parse_array
make_scanner = py_make_scanner
T A S A
pyarmor__3 = __assert_armored__ (b'\x83e\x9d")
all_ = ['make_scanner']

def pyarmor__1 (context) :
pyarmor__4 = context.parse_object

pyarmor__5 = context.parse_array

make_scanner = pyarmor__1

IR FEAE ARSI, AT LAR R i &5 B ER RFT R

$ pyarmor cfg trace rft=1
$ pyarmor gen —-—-enable-rft foo.py

BRI GG A S RAFEI H % . pyarmor/rft:

$ cat .pyarmor/rft/foo.py

BUEIBAT N e O A

$ python dist/foo.py

IR A RIS E RS, AT AR UOW A TN, I m] e ke — LU B o )

$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

MR BN Z S50 2 TVEIZATINE AR, S5 RN T i RET 43X R4 TR AR [

2 EANHIHEAUH T Python 3.9+
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fiEf BCC =X InERA Pr°

BCC M 2 AR s A E S —WERIACRS , FEMRA_EIREG08 J5U8h Python pR%L

BCC #iH UM EC Hiifas, X T Linux Fl Darwin Keiit, —fINTFEHTHE, HEBIAK gee #l clang
RETAERAT Ao 7E Windows 355 i, "I LAGEA FIHAER —MI7rAlCE clang. exe , HREIHEHIFGRILEAS
S

s WREAH clang.exe , HEHEHERAHEIEIT clang. exe NSV DA WERSCHAFHE, (H2
TEAAL B H ST, 1T PARC B %48 5 PYARMOR_CC K48 XA Sci:, fFln:

set PYARMOR_CC=C:\path\to\clang.exe

* M LLVM B ¥ R 3HZ 2 i 1 A

* M Pyarmor ‘B M F %% clang-9.0.zip , EEHLR/NZ R 26M 47, B A — T AT e, MG
FEAR B & T, BHARE $SHOMES/ .pyarmor

WL E TR 2 R, PRI enable-bee A BCC fiat:

$ pyarmor gen —--enable-bcc foo.py

BRGNS SN C R RR%, AR AL AR e BRG] T AR RRE, A SR
HC BB, X ABA B BCC AN ) bR K S ARG e 10 (8 1 A7 s A o

N T BRI RSN C %, BT Y7 208 TR B

$ pyarmor cfg enable trace=1

$ pyarmor gen —-—-enable-bcc foo.py

WIEARIE G, b & e e s A A R A I

$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main
BTN 5 R A

$ python dist/foo.py

USRI A S, T AR A R A R LT A T R B B, IR AL B LR BCC U BRI B KL
BIan, WERBATH R R AR AL sum2 A7 5%, AP AANFARIX AR AL

3 AT REALAE Pyarmor % 5 AT J]
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$ pyarmor cfg -p foo bcc:excludes "sum2"

Wil bec:excludes fFE BRBAHR, I —p FERRAMFR. WERBA HEEBIRGARITE, HAb PR

1) 2% BR RS x BCC S 2200 o 334 1 B 2 F) bR 50 e 8 T T i A% X

$ pyarmor cfg -p foo bcc:excludes + "hello"

WFEX I AL IR AN GEIZAT, S H RN T i BCC 12X KA

EHEIRGERX

M T C T ], BCE Y AT SR AL, ARSI AR e BOARY AL BT 2R s AT R

j‘l‘ l% ) #Em%ﬁ’fﬁau\:

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

Traceback (most recent call last):
File "dist/foo.py", line 2, in <module>
from pyarmor_runtime_000000 import __pyarmor___
File "dist/pyarmor_runtime_000000/__init__ .py", line 2, in <module>
from .pyarmor_runtime import __pyarmor_

RuntimeError: this license key is expired (1:10937)

R E A R R G E, IR LA N w0y (AT il

$ pyarmor cfg on_error=1

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

this license key is expired (1:10937)

WARFEEIGR L, ARATAEE, wlDASEFT T i iy e

$ pyarmor cfg on_error=2

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

AT AR R T AL A SR BRI AL 5 5K
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$ pyarmor cfg on_error=0

$ pyarmor cfg —--reset on_error

RXAMBEE AL IR Pyarmor HifH IR 515 EL, A2 SEME BIAS QRS A= By 4 s 14 S5

ik RN A AEPE Python FLEIAT, IXMEIT AT GETCIAA /R iR ELEGR

HiEMEF

BROAEOL N IEI ——mix—str SMERAPIA KRIERT 8 TR,
XA IR AT BE S M PERE, WEPRTEZATS, WA hl, s U178 .
AR A TFEE R BERT 10 7 4FH, T DABE R A9 A

$ pyarmor cfg mix.str:threshold 10

UERATENNE A TR __main_ Fl xyz , S NP A2 T 58

A

$ pyarmor cfg mix.str:excludes " main__ xyz"

TR TFE ISR BT 1000 B 747, AT A A& /pattern/ WYIE N ZRIRASRSCH . Flun:

$ pyarmor cfg mix.str:excludes ~ "/.{1000,}/"

FOH RSN R, R iy -

$ pyarmor cfg mix.str:excludes = ""

Un2R R BN A 8 1 32 Z[RI A AT AR, AT RAGE TR D0 ek O T iy -

$ pyarmor cfg mix.str:includes = "/.{8,32}/"

WL B2 5] DA 1A AR i H G AR ACR

T RERPM R FEDR
el ——assert-call fll--assert—import REWEXT BRERBEHLEA TR, BARTEA TSR, Mkt f
— BTN A A S TG

TR IR T E A — LERRER A FIIT, 20 PRaP— LU TN 1Y eR R B, X I et 75 2 ol — A~ ad
D)3 38 A 3 1) B ORI e HR R 25

B, Eiff--assert—import ZMEHH json Fll inspect LTI HLN:
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$ pyarmor cfg assert.import:excludes = "json inspect"

Hf-—assert-call ZMHTA A wintype_ TFk ok 56 R w4 AL

$ pyarmor cfg assert.call:excludes "/wintype_.*/"

B TR T AR BR R Z A, 53 AR A S R R A AT B SRR R I A TR S, TR
FEN AR TR IE

fiE A A BXARIR FHIE IE N B A

FEMERIAZ 1, Pyarmor 41T, ARABIZITAH WEARRTT # pyarmor: | WAKX AT THSN
ARPE: R IBRARIRAF AN S ) — 3%, DRE S T AR

B, EASHAZL B 5

print ('start ...")

# pyarmor: print ('this script is obfuscated')

# pyarmor: check_something ()

WAL IR IR T

print ('start ...")

print ('this script is obfuscated')

check_something ()

o NIRAR IR AF IS IE N B R AR () — A LB R __assert_armored  SRARIPEIAMIURI a3 s %L

BTG DL T ——assert—import REME AN import WA FARIBLBIF TR, (HRMEHHATT
ERARIBS, AR B, BRI AR B ST A B

m = __import__ ('abc')

MARIFLATT L RBI abe 2B, B AWELA, WA H % M AR A W0 E R
¥ assert_armored__ () FHE m

m = _ _import__ ('abc'")

__assert_armored__ (m)

(H 2 XA S ) B AR A AE — A 100 2 B A I s i, XA A o IE #1217, WA . B
massertfarmoredi () Rﬁﬁﬂﬂ%ﬁﬂﬂg*ﬂ‘ﬁﬁo

PIBAR ARG Ak 1 i AT, AT TS 4 AR A48 T AR A v DA 58 S ke i A 1) 7
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m = __import__ ('abc')

# pyarmor: __assert_armored__ (m)

[ FE, B BHE-——assert—call W &istim— 28535 ZAP MR AL, X B 4 w7 DA A P BR AR 3R AF
M_assert_armored__ () #47 NTARY . Bilan, FHMIHFXFREL self. foo.meth #Ef7 N TAG#:

# pyarmor: __assert_armored__ (self.foo.meth)

self.foo.meth(x, vy, z)

HIREEX/SES

Pyarmor 2 (IL55HRF BRI ZIHF RE, AIDMRIE & 7 12 & WIS R B A FTE 5 10RHR G R .
NT X LiES, HRE#E ~/ .pyarmor/messages.cfg
$ mkdir .pyarmor $ vi .pyarmor/message.cfg

EE—A L ind B0, ¥II—A runtime .message Fli%Yi languages:

[runtime.message]

languages = zh_CN zh_ TW

error_1 = invalid license

error_2 = invalid license

XA SRR AE S, HHE SR AS E LANG R BEE . R e B FRAT S d TR A
TR

e error_l: YAIEE &3

o error_2: VFR[TEA ] T 24 /i 5%

BOAHE R (G R CE N invalid license , Wil W HEEMITET 240, FE A FEREHR X R
UNE SIS

EHARE S R B A 5IFE -5 runtime .message.zh_CN #ll runtime.message.zh_TW

[runtime.message]

languages = zh_CN zh_TW

error_1 = invalid license

error_2 = invalid license

[runtime .message.zh_CN]

[y
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(% L0

error_1 = B A& & #
error_2 = ﬁiﬁ e %

[runtime .message.zh_TW]

error_1 = P S
error_2 = KA THEATHAE W& HE

IR BTN A

$ pyarmor gen foo.py

LN BHABA T B, B SRR Y TR A 1Y LANG i B BRI S R Y H R 5 S X B A2 zh_CN
80 zh TwW , AP A BN A RS E .

HIEAS B PYARMOR _LANG W] DA R G & N AR B 6 FH 05 15 BIE S .« WERX NI RRE, 24K
RGEIGEASHE LANG o Blin, {8 H T 1 A =2Gs 170 AR B2 s B rp SO AR R S

export PYARMOR_LANG=zh_TW
python dist/foo.py

4 R ES T & I A

1E 8.1 JRATIA.

A ST BB AT R N AR T R T -~ —plat form $8%E HARB A M- G 4K, IXHII 1A TRy
T8 & ZFR.

B, fe—& Darwin I A i BT T AIZATHE Windows "RTHIF I MIAS , 75 SR AT R I iy &

$ pyarmor gen --platform windows.x86_64 foo.py

Python tlpyarmor. cli. runtime fR{it T HAM- G AL 1D A, B5-1- 5 N 75 200 e 23X 0,
REA LR, SRR

WERTEME AT LASAEZ A6 b, AIAER ——plat form ZIK, fRER—MiTHFG. fla, T
THTF) iy 42 L TN B AS AT AIB A TAE 21> x86_64 HYHRAE R 4L

$ pyarmor gen —--platform windows.x86_64
——platform linux.x86_64 \
——platform darwin.x86_64 \
foo.py
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Z# %4 Python RRAByInE %

1E 8.3 AT A.
N2 — AR foo.py R B SZ 45 Python 3.8 F1 3.9 Y HE A5 B

T Je BBk Python it %% Pyarmor:

$ python3.8 -m pip install pyarmor
$ python3.9 -m pip install pyarmor

WRE LWL T Pyarmor FJVFRIIE, AR — Python A UEA LM}

$ python3.8 -m pyarmor.cli reg pyarmor-regfile-xxxx.zip

[FIFEE 2 S N B MultiPythonPlugin:

$ python3.8 -m pyarmor.cli cfg plugins + "MultiPythonPlugin"

{1141~ Python AN SN IAS , PRAFAEA R H 5%

$ python3.8 -m pyarmor.cli gen -0 distl foo.py
$ python3.9 -m pyarmor.cli gen -0 dist2 foo.py

A B A merge . py SRAFHH/NH H 5k

$ python3.8 -m pyarmor.cli.merge -O dist distl dist2

A B HIASTE dist:

$ python3.8 dist/foo.py
$ python3.9 dist/foo.py

3.1.5 ERIF0H &

& HIEATEA B L0y 4 AR

B LH 2 AR B ok

152 ) 0 55 36 P15 SR SE AT 4 B €L A9 1R R

A& A Bip KA T 9% 2 flr K %) Docker

1% R AL 248 19 AR F- R Al & i R AR

3.1. ERHE
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o (RIPIEATHII) B

o AT T H AR

Pyarmor {1 Jfl 1 #4977 (AT S IR fi
o B v Qpyarmor cfg 1B ERINRLE:
o (e G I R AR A SO T R E
o fHRI R AL T XA TN 20 B AR A T R E il

REETHE BB

1E 8.2 A A
ERINE O N2 T B 44 P52 pyarmor_runtime_xxxxxx
XA FR AT PARE L B AT SR B A FR . Bl E 4 FF A my_runtime:

pyarmor cfg package_name_format "my_runtime"

BE L HERIFH R F0EIR

1E 8.2 RATIA.

Pyarmor 8.2 i hil—MECE T auto_mode RSB H & R BRI A AL, ERIEGAEN and |
X e 98 T M AT B BCA & —FERY . and B8 SO BT A I ERAEXT R R 102 B3R BIZ 4h, a9 2

includes fll excludes {4,

WERBHED or |, WIFIRER T A SRR R EABEERZ S, 87 EARY includes HHAYR L. BN,
THRaS,, BT A SRR R AN, BESMR R £oo Al koo:

$ pyarmor cfg ast.call:auto_mode "or"

$ pyarmor cfg ast.call:includes "foo koo"

$ pyarmor gen —--assert-call foo.py

N A T AR R A A import IR B R AMMERE joker . card:

$ pyarmor cfg ast.import:auto_mode "or"

$ pyarmor cfg ast.import:includes "joker.card"

$ pyarmor gen —--assert-import Jjoker/

VIR BAAR AT ME GBS TN LI A B, IO 1N A T kI8 17
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{5 FA N2 4 4 12 1E 32 17 4 Bh B2 B9 46 51

1 8.2 RAAIA.

TEf# 1 Dawin f) 3, Q1SR Python JA ZEAERMERRAT , AR AIBATINEE IR0 TT BE 2 R R 4R AN 2] ST
¥ Python 721 HH B 2 % -

MR TS A TN IS O BRIFAE IR B, IR A 3 T A P IR 5 A T3 40 L0 0 P 0 2 7
HAERE LB EF ISE pyarmor_runtime . so WKL

$ otool -L dist/pyarmor_runtime_000000/pyarmor_runtime.so

dist/pyarmor_runtime_000000/pyarmor_runtime.so:

pyarmor_runtime.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

MR % Fi% % FEA Qrpath/1lib/libpython3.9.dylib , JMif& @rpath/lib/libpython3.9.s0
s AR 2N A TGV R 3

ﬁﬁ#@ﬂ%ﬁﬁﬁ#ﬂﬂ%ﬁﬁﬂﬂﬁ, ﬁf’ﬁﬁ‘]@*/l\fﬁﬁ:%ﬂﬁ .pyarmor/conda.py:

_all__ = ['CondaPlugin']

class CondaPlugin:

def _fixup(self, target):

from subprocess import check_call

check_call('install_name_tool -change @rpath/lib/libpython3.9.dylib @rpath/

—1lib/libpython3.9.s0 ' % target)
check_call('codesign -f —-s — ' % target)
@staticmethod

def post_runtime (ctx, source, target, platform):
if platform.startswith('darwin."'):
print ('using install_name_tool to fix ' % target)

self._fixup (target)

JE XA RS, 28R E R A

$ pyarmor cfg plugins + "conda"

$ pyarmor gen foo.py

IR LA RSP LTG5 AR DA 2 S
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S
VRS e

fE A+ T 98 E M AF] Docker

1 8.2 HRATIA.
BSFRATEAE A app . py F8E B TFEPIA Docker F1H, B id 4 5l/2 docker—al , docker-b2

W2, EHAIE— M K4 T .pyarmor/hooks/app.py

def _pyarmor_check_docker():
cid = None
with open("/proc/self/cgroup") as f:

for line in f:

if line.split(':', 2)[1] == 'name=systemd':
cid = line.strip () .split('/") [-1]
break
docker_ids = __pyarmor__ (0, None, b'keyinfo', 1).decode('utf-8")

if cid is None or cid not in docker_ids.split(',"'):

raise RuntimeError('license is not for this machine')

_pyarmor_check_docker ()

SRIGINAE A, [A]HE Docker F{5 BAFREEE 475 47

$ pyarmor gen —--bind-data "docker-al,docker-b2" app.py

TBAT NS AR DRSS AR HACR , W RARE I -—2E print BEA77E AN T 24701
Z Y
R ARANT __pyarmor__ ()

{3 PR H e P 45 B+ 181 R 55 SRAS AT 3

1E 8.2 FATIA.

SRS Pyarmor 2ok NTP 45 B W UE MBS AT A 200, W0 NTP b1 SAT TP, 4T DAl

AR T AR LA 0 25 BsF ] IR 55 K FEA TR IE
HIEBIEMA%NT .pyarmor/hooks/foo.py

def _pyarmor_check_worldtime (host, path):
from http.client import HTTPSConnection

[y
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(€AY

expired = __pyarmor__ (1, None, b'keyinfo', 1)
conn = HTTPSConnection (host)

conn.request ("GET", path)

res = conn.getresponse ()

if res.code == 200:
data = res.read()
s = data.find(b'"unixtime":")
n = data.find(b', ', s)
current = int (datal[s+11:n])

if current > expire:
raise RuntimeError('license is expired')
else:
raise RuntimeError ('got network time failed')

_pyarmor_check_worldtime ('worldtimeapi.org', '/api/timezone/Europe/Paris')

SRJE I AR, A SO A L B8 A St 1)

$ pyarmor gen -e .30 foo.py

TR AR T DA ) 5 S ) A QR G 28 ) 2% B[] o
B

i R4 T __pyarmor__ ()
RIPIBITHI BN R
TE 8.2 JRAMA.

N BT BB AT S A A TR ISR pyarmor_runtime. so BN AR PR ICA BB
BB E— N T A . pyarmor/hooks/foo.py:

def check_pyarmor_runtime (value) :

from pyarmor_runtime_000000 import pyarmor_runtime

with open (pyarmor_runtime. file , 'rb') as f:
if sum(bytearray (f.read())) != value:
raise RuntimeError ('unexpected ' % filename)

check_pyarmor_runtime (EXCEPTED_VALUE)

5% 717y EXCEPTED_VALUE g 2B i S Fme, (H2k BAFAE— 0. Bf— NS 2 st v il Bl
B pyarmor_runtime.so @ AN, FrPAAUE L Bzt T4 B RCH Y ] IS 2 H SO F 35 B A X AFAT]
I PAE I ISR SE B, AR 2 IS, BENT SR, ARIEB AN T A
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# Plugin script: .pyarmor/myplugin.py

all_ = ['RuntimePlugin', 'CondaPlugin']

class RuntimePlugin:

@staticmethod
def post_runtime (ctx, source, target, platform):

with open(target, 'rb') as f:

value = sum(bytearray (f.read()))
with open('.pyarmor/hooks/foo.py', 'r') as f:

source = f.read()
source = source.replace ('EXPECTED_VALUE', str(value))
with open('.pyarmor/hooks/foo.py', 'r') as f:

f.write (source)

class CondaPlugin:

IR Jr R XA

$ pyarmor cfg plugins + "myplugin"

e A A, TR

$ pyarmor gen foo.py
$ python dist/foo.py

DA FORE R WA B, HEASRETESE B0t H A o AR A TR IRAS A 2 7 = — R vl AR B AH B O
BET, FrPAEmE B CORA MR EMA, XA R IE R S et
S Y

=

Jir AR AT

VR EAPEIER

£ 8.2 HUATNA.

TN ARG A 91 21 5 90 SCPFAY I 2 20 S S B ATAT T AT RGP 4F, i AT RAFE SNRR S 8 SCIR B I fr
HERE, XXV T # R

Pyarmor f& 8t 1IN G F 0T AR SR SRS, R X AT AL 1 90 5 BTN I B, I
HACAROW G AR SRS -
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_all = [

for

# Plugin script: .pyarmor/myplugin.py
from datetime import datetime
'CommentPlugin']
class CommentPlugin:

@staticmethod

def post_key(ctx, keyfile, **keyinfo):

expired = None

name, value in keyinfo.items():
print (name, wvalue)
if name == 'expired':

expired = datetime.fromtimestamp (value) .isoformat ()

if expired:

print ('patching runtime key')
comment = '# expired date: \n' % expired
with open (keyfile, 'rb') as f:
keydata = f.read()
with open (keyfile, 'wb') as f:
f.write (comment.encode ())

f.write (keydata)

JE A

IR

$ pyarmor cfg plugins + "myplugin"

$ pyarmor gen key —-e 2023-05-06

HRINPEY IR

$ head -n 1 dist/pyarmor.rkey

S
e 55 J5 1

3.1. ERHE
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3.2 M FSERR

3.21 REREMMRRMERE

%

o o T A R ER 3 & A MY i R

O I REN® O SR LE N

« TR R R ey i F kR

o« B AN R Ak

IfTER SRR LM

I THT A AT AT DA SR8 22 4
« ——enable-rft JLFAEMIERE, @M
* ——enable-bce REMIMEREHATIREE, HRWRTRENNFLEL L
* ——enable-jit A[DAR; IL#ES S g
* ——enable-themida A DA ILBIASTAAY, EEXMERER W ECK, FH HALFE Windwos 7]
o —-mix—str RAPEIAR A TR R A
« ——obf-code 2 REMGIRINIEN S 4% Bytecode it &
. pyarmor cfg mix_argnames=1 (P EEE R, (FLUE ATHE S5 annotations 7 A Ji
NI REI AT ARSI B SR, SN TG EHE S AR g A
s MEMAMN ——private , MEAEWAMH--restrict
TN T ST AT DARTS L1025 AL AR 10 282 FE AR v eR BRI HC A N A F A R
« ——assert-call

¢ ——assert-import
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90fe & R A= BREG INE B A

o TR eI RT DA R RE S R IS AR, HAZ2 A 24 T pye
e ——obf-code 0
« ——obf-module 0
* pyarmor cfg restrict_module=0
MRS S a4tk (ERXF R SN BEGR K, i 2 [ I B I RFT 4%
e ——enable-rft

WERA R, IBAME ——mix-—str FRECEE IR, OO P AT AR B LI
P, AR R RSN, ATREXHERE S N S

e pyarmor cfg mix.str:includes "/regular expression/"

e ——mix—-str

%R AR E R

X TR 55 A i R IR

WERRFT 42X O & R 2e (MR ARG AR E 20 B2 4ar) , AR Nk
WA T 0

e ——enable-rft
e ——obf-code 0
e ——obf-module 0
o —mix-str FEEIESME, AR BB IE AR L MR R, A AR B
QSRR RFT 45 X, AR 24 TR, I8 4B R w5t
* ——enable-rft
* ——no-wrap
o ——mix-str MityEsu:
b T2 Ak 2 B o7
QURRFT 42X, MIBCC #X AT, IR0 R A5
e ——enable-rft
s ——enable-bcc
o ——mix-str fT gL

* ——assert—-import

3.2. R 43
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WERRFT AL X FIBCC 45 X AW, )R T ) 12899
s ——enable-jit
* ——private (MEMA), BFH--restrict (MEHW)
o ——mix-str FAESM
s ——assert-import
s ——obf-code 2
AN BRI X B o 0 S DAt AR SR B0 s A R, S TR R 1B 90

* ——assert-call , [AINGEIRERHE, BfRCHERAIRY, LB A s T A
T XX R A T AR A

WERTERE ALVFHOTE, JEHEI - —enable-themida , XL RERAFEE RIS 1EIHILAR )
eiti, AHRLRXHERE S K — Lk

EfpAEmE &M

CiRdER LN
Pyarmor fE4E B GERIRZ 5, SAUBURICH AR T RE, B 5 B i i ATy S TR A AR RS

E@X T A, RN BIKIEASIATIE, BT ARG RS A s P a4 A P AR B A
PR AR, SRJETE S AL, IXAEREMS S A

3.2.2 RIPEITHRAMBIERSM

Pyarmor {10 I fE /2 PR3 Python BIATCIAR S 4% , e 2 Mo n] i se B, EL 42 REHE 5L BE Python
AR TCE A AT A7 Ao 4 g et o (HR T AP , BLifia Tt 2 BB ke, Pyarmor 047 HEAT
RZ BRI ARG A E AR IS TN 28, A8 Al BB ) TR R BT IR

Pyarmor 1] DAR GRS PP H Python F EHALAIHL T TCVASEEIRBGE A TH ZI R85, (E2 RiHE 251 T 4
(1) Python FfERESS A JEAIHE pyarmor_runtime AN RER BB W, JUIHEAEZ AT 208 s H 8
BRI B, X EEL R R B MY A AR BRI . 3 WA PRI U
o (I HRAE RGP AL A 2544 Tk Ty A LR T I0A T SO RN B S R VA Bl e R B e
o 8 A8 =7 B AT I T ORI AR T B 40 VMProtect 254545 Python DA f% pyarmor_runtime.pyd/.so
o Pyarmor $2{it T —SERIPEETT, RRASHLE I A BIMRRERS, AP (59) LR 4 ETIhRe
o Pyarmor $2L T IAKN T, TRARIREIN B & S sREL, SRR A S5 4P B U, XFPs
BLARE )], 2Rt R m ettt WA NAE R P B @ SR RS, IR 2 5 R O
P, XHEA— AN BR R LA RR B A T R A . X T ARLE AL AR R, AR ) T AT
PAE ST
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SARIIBLL R

W HA— U2, WNsAT Python AR MRS T ABE i, 841247 %11 Python Kt sl 54 Ak vl
o FTAR AR UEE AT I AR A R AR AN RE B -

AE S B — B LN H 1) Pyarmor W BEAE B3 ——pack BLRBI, SRS 60 AN TR ARUEAE Y
AR AUE 2, XA BB B PR JCTA L% 1 Python [ B AL SR ARBGETT I 2 A Kl

B 52 #i ] PyInstaller 3749,

$ pyinstaller foo.py

A R THT A i 2 0 B AR

$ pyarmor cfg check_debugger=1 check_interp=1
$ pyarmor gen —--mix-str —--assert-call --assert—-import —--private —--pack dist/foo/foo.

—foo.py

SRIG ANy 2R AR dist/foo/ H SR RPN ATAT SRS, M TR 2 PRSP RERY
B A KA AT i i AU AN RE B IB

HLRY ) SN EB T EA codesign, VMProtect %5,

&
JHASER T
N T IR A, BT DARE AN TR 64 Pylnstaller R ERACRYD,  #f PROLICA e e

TGRSR TSI, AR EEAESH P, HF BAER [ Pylnstaller BUAS PRI BES A, AR
A SRR, ZERXRBIRE SRR AEENT .

# Hook script ".pyarmor/hooks/foo.py"

def protect_self():

from sys import modules

def check_module (name, checklist):
m = modules [name]
for attr, value in checklist.items () :
if value !'= sum(getattr(m, attr)._ code__ .co_code):

raise RuntimeError ('unexpected "% m)

(AN

! Pylnstaller ML FIHET ——one £11e 4T RMN A TTHATICH: , BSOSO R A MRIES] — NI 3 F AT, 0
HIES =0 T Aok T LI SRR L, 50 R R LA LT 20765 P AR 56 SR 3 MR A
H R

2 R7E Intel i686 ZF T4 LM AALE check _interp , MAEIUEHLEXET4 TIE,
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(% L0

checklist__frozen_importlib = {}

checklist__ frozen_importlib_external = {}

checklist_pyimodO3_importers = {}

check_module ('_frozen_importlib',

check_module('_frozen_importlib_external',

check_module ('pyimod03_importers',

checklist__ frozen_importlib)
checklist__frozen_importlib_external)

checklist_pyimod03_importers)

protect_self ()

H Fil A B T (A A ok s
[ check_module

def check_module (name, checklist):

m = modules [name]
refs = {}
for attr in dir(m):
value = getattr(m, attr)
if hasattr(value, ' _code_ '"):
refs[attr] = sum(value._ code__ .co_code)
print (' checklist__ = " % (name, refs))

BT N a2 DM B IR R A i, AU AT AT H 5

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

9800, ...}
2511, ...}
183, ...}

checklist__ frozen_importlib = {'__import__ ':
{'_calc_mode':

183,

checklist___frozen_importlib_external =

checklist_pyimod03_importers = {'imp_lock': "imp_unlock':

ARBAEN T, PRI ORI RS check_module F-0 A A AR AR S 2 ORG2E 15
F e (8 IR B T A R 2R e 2 1)

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

BT
1E 8.3 JATNA.

AP IE T AR S C A AR 250 A P 1S AT AT AT SR il AR, AU T AR Python SEBL, FE AR bR

pyarmor_runtime 2% 2% A s 5 sh1H .

(F5EfAT) , A TIRBIEIERR A R, 52T 0 N I i — B R Ao e ELE

46
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HARBE B E A .pyarmor/hooks/pyarmor_runtime.py , EX—EEbootstrap ()
RHATEIMIK A . Flan:

def bootstrap(user_data) :
from ctypes import windll
if windll.kernel32.IsDebuggerPresent () :
print ('found debugger')

return False

3.2.3 {TEEMIMBEANINE A

NI AT A YRR sre/myapp . py HAE 1 2R % 4
B 5e i ] Pylnstaller $7 (1

$ pyinstaller myapp.py

P I B A R O AT AAT SO (R () M

$ pyarmor gen —--outer --pack dist/myapp/myapp myapp.py

IR A B

$ pyarmor gen key -0 keylist -e 30

XEFATE RO A H SRR UL, —BAriGa T #9128 T B iy H 5%, fldn:

$ cp keylist/pyarmor.rkey dist/myapp/pyarmor_runtime_000000/

AL O] DAAEALA L B 247 o] 3047 3CF dist /myapp/myapp o 40

$ dist/myapp/myapp

W AT B AN ATRAT SO, — B AN SR AT AT SCPFAE AT ) F SRR T, B a4 ¥ 44T
XA EHARR F:

pyinstaller —--onefile myapp.py
pyarmor gen —--outer —--pack dist/myapp myapp.py
pyarmor gen key -0 keylist -e 30

«w v v »n

cp keylist/pyarmor.rkey dist/myapp.pyarmor.rkey

SRR AT DAFEATL R H sis A7 al AT 3, pin:

$ dist/myapp

ARG OLRAE BT TR — D AE B SRR, SRS B BREE AL oA XA H sx Bil:
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export PYARMOR_RKEY=/opt/pyarmor/runtime_data
mkdir -p /opt/pyarmor/runtime_data

cp keylist/pyarmor.rkey /opt/pyarmor/runtime_data/
dist/foo

«“w v N »n

3.2.4 ITEMEMARKA Wheel

PRI A H 450

$ tree test-project

test-project
— MANIFEST.in
F—— pyproject.toml

— setup.cfg
L— src

L parent

F— child
| L— _ init_ .py
L— _ init_ .py

SCPF MANIFEST. in (AR

recursive—include dist/parent/pyarmor_runtime_00xxxx *.so

A4 pyproject . toml

[build-system]
requires = [
"setuptools>=66.1.1",
"wheel"
]
build-backend = "setuptools.build_meta"

YA setup.cfg

[metadata]
name = parent.child

version = attr: parent.child.VERSION

[options]
package_dir =
=dist/

(AN

1

48
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(Fz E70)
packages =
parent
parent.child
parent.pyarmor_runtime_00xxxx
include_package_data = True
src/parent/__init__ .py Ml src/parent/child/__init_ .py &fH[FEH:
VERSION = '0.0.1"
TS
$ cd test-project
$ pyarmor gen —-recursive -1 src/parent
T S Y E SRES A AN
$ tree dist
dist
— parent
— child
| FA* __init__ .py
| L __pycache___
| L— _ init_ .cpython-311.pyc
FA* __init__.py
L pyarmor_runtime_00xxxx
F— __init_ .py
L— pyarmor_runtime.so
B 7 wheel:
$ python -m build —--skip-dependency-check —--no-isolation
{HR AR T
* Building sdist...
Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 81, in _
—getattr___
return next (
StopIlteration
BT

3.2. MAsEER
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(% L0

The above exception was the direct cause of the following exception:

Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 191, in.
—read_attr

return getattr (StaticModule (module_name, spec), attr_name)

KA AR AR & P )8 PTE StaticModule |, il B P U4 FRAITS, BELEH setuptools JHL
ﬁ%EF'” MRIEXL, EMAT ast.parse BT IRPUREHE FERAR &, X 450 I A iR
B N T RaX AN, T PAE AN G A dist /parent/child/__init__.py HHIN—47

from pyarmor_runtime_O0Oxxxx import _ pyarmor_

VERSION = '0.0.1"

HRECATE UL T I AR A RVFBER), A T RERSIE X AN, 75 20 R i & b7 il

$ pyarmor cfg -p parent.child._ _init_ strict_module = 0

$ pyarmor gen —-recursive -1 src/parent

H gk Wipyarmor cfg -p parent.child._ _init_ 2 HEJE X BAAEIH ) parent/child/
__init__.py MUBRE, T HARBIHUK IR i

ARG dist /parent/child/__init_  .py Z JGFUGET FHE a2 3874/

$ python —m build --skip-dependency-check —--no-isolation

HE G TRl i 71k
WERARAR B E GBI A4 A7 1ibruntime , FF HAFHE] 7 HRk parent . child N, fRFHZEEML

MANIFEST.in:

recursive—include dist/parent/child/libruntime *.so

il setup.cfg:

[options]

packages =
parent
parent.child

parent.child.libruntime

SR S T A o
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$ pyarmor cfg package_name_format "libruntime"

$ pyarmor gen —--recursive —-prefix parent.child src/parent

TEA) 7 wheel 2 B AELR{CN) dist/parent/child/__init__ .py #fFEHC:

$ python -m build --skip-dependency-check —--no-isolation

Wik

N T RS AE N SE M2 JE B BB dist/parent/child/__init__.py , #RATPABIE—A 0 E G0 .
pyarmor/myplugin.py:

all_ = ['VersionPlugin']

class VersionPlugin:

@staticmethod
def post_build(ctx, inputs, outputs, pack):

script = os.path.join(outputs[0], 'parent', 'child', '__init___.py")
with open(script, 'a') as f:
f.write ("\nVERSION = '0.0.1'")

IR e XA

$ pyarmor cfg plugins + "myplugin"

RFELAERRAT R S 20 AT R H i ar T A 17

$ pyarmor gen —--recursive —--prefix parent.child src/parent

$ python -m build --skip-dependency-check —--no-isolation

3.2.5 ITERMABEHERIF RS E

1E 8.2 JATNA.
TE 8.2.2 AN KA AT : AAEHF NI ——restrict Y --pack RIRFPRGE.

Pyarmor X {1 /il PyInstaller 3T tu/E47 2115 (77 sCHR ML TR PRArs, S A Tl A 2R 8 1 LA T i Al
PRI HSCHR B R AL P A A B a1 T 2B AT

A RB, ST — A foo . py FF R PRIFT ARG .
FATFEAE Pylnstaller FZALFITHRER S foo. py P HIMKISE .
BHEA N foo . spec:
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$ pyi-makespec foo.py

RIGB XS foo . spec:

a = Analysis(

# Patched by Pyarmor to generate file.list
_filelist = []

_package = None

for _src in sort([_src for _name, _src, _type in a.pure]):
if _src.endswith('__init__ .py'"):
_package = _src.replace('__init__.py', '")

_filelist.append(_package)

elif _package is None:
_filelist.append(_szrc)

elif not _src.startswith (_package):
_package = None
_filelist.append(_szrc)

with open('file.list', 'w') as _file:
_file.write('\n'.join(_filelist))

# End of patch

FPRMX MBS ST foo.py |, [ AL BT A HOBUR G SCIF file. 1ist:

$ pyinstaller foo.py

B (P S TR A O A ORI T

$ pyarmor gen —--assert-call —--assert-import --pack dist/foo/foo foo.py @file.list

XABIT RUE] TEREAR SEIIIAMA R, RS A SRR A H TN T RIAS I 0 B 0
VeI, WA, bl AN TAE A U A SCF £ile . 1ist

3.2.6 BRMELREPRmIDIEIR

BOABI A G ut£-8 , 2P A Bt BRgw R A 2, T DA T T4 5 LA ) SC A i 31
T THT A i T DA BN A G 25 gbk:

$ pyarmor cfg encoding=gbk

[ R AT DA R 2 il 45 %9 E SCF messages . cfg FREdmid. B, (NP GrS 0T AT B E i K515
TH B SO g%k gbk:
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$ pyarmor cfg messages=messages.cfqg:gbk

3.2.7 fiRgEIA$ Docstring

{52 FH T T P C B T LA SR o B4 DocString:

$ pyarmor cfg optimize 2

Bl &I optimize ] F{EAIVEHiES % compile

3.2.8 WN{ARER B =75 FEiE AN E I A F R (0]

M%F

« FRAE =T

— pandas

— nuitka

Pyarmor $2{{t T £ & W Il R 1 AR DA O T I8 B A R, 24 6 — N2 2 35 =5 G i A
IR, W SEAE S — RN RIE R A T, R TP R IAIER], A e LT
AR R OL BT o Pyarmor JFR LA 2 2315 Y% B8 AR A 2wt vl DASg e Ui 20 i, 1 2 ks
LM T Pyarmor, FFHRENE G B O FH AL

Python #E45 ST 51 ZRIBIN , AR5 ERE BAHNA B, M THRB, FEFaEI A,
SRR (R RSN Pyarmor JEAF. B ASROALTIN SR A PR HIOCH) SR8, TSROSO 540t R TR AL
W, R DATEI) T2 P RE Pyarmor 2/ 4 M ORIy 5.
XTI T Pyarmor FFEL, Pyarmor T A4 £ R, {ELRAT— S AR Pyarmor [ S TETAREDAT .
RS, B8 =7 1% B0 PR
« il sys._get frame KUiFIRHIGRIER, SEHMBTERNEE, (LRMERARETIESR
AE AR R
« iR inspect s HAMy AL L VI EEIGIILR (Byte code) SHIKIRYE, BB
KA Pyarmor FH Y
i pickle s SR B MR, WIFTIEREE A IR R A LRATT, (L0
R A T ) Y AU
PSS REARIET 45 = (NS T I A OL RBEAS, T MR Z AL IS 00 5 b A fo R
RATOA o S B MR, B2 A 0 PO R R B FIBCC 1, AT, 0%
A .
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KX Se e g, A e %, I RAE e N =K
o fERIRFT 42 X, Fi%Ti ——obf-code 0

RET X JLPABUE FORAR Y A FREEH , T PA— R & SECARA . i - -obf-code SEMTY
XN R T PR R N R SRS AN RS o e —FIERE R R 7 56

$ pyarmor gen —--enable-rft —--obf-code 0 /path/to/myapp

B R DI BT R LR T AR, SRR e 2 e i R e etk i

$ pyarmor gen --enable-rft --obf-code 0 —--mix-str /path/to/myapp
$ pyarmor gen —-enable-rft —--obf-code 0 —--mix-str —--assert-call /path/to/myapp

o WA TR AR

HE— SR A, AR R A B ERAFAE DR, AT AN I X e . B, iR AR config.
py AREIEH TAE, B ATRIHRALA T B 7 U R 22 i

$ pyarmor cfg -p myapp.config obf code=0
$ pyarmor gen [other options] /path/to/myapp

AT DA SR ER B T 0 s , S I 2 (o DA 4 B A e o A £

$ pyarmor gen [other options] /path/to/myapp

$ cp /path/to/myapp/config.py dist/myapp/config.py

o B =05
RS, MR 5144 myapi” K, il 404 SR, EURANGEN 514 TAEIER .

@cherrypy.expose (alias="myapi')
@cherrypy.tools. json_out ()
# pylint: disable=no-member
@cherrypy.tools.authenticate ()
@cherrypy.tools.validateOptOut ()
@cherrypy.tools.validateHttpVerbs (allowedVerbs=['POST'])
# pylint: enable=no-member
def abc_xyz(self, argl, arg2):

mrn

This is the doc string

men

SEVEIH B AET cherrypy . expose NI4T

parents = sys._getframe (1) .f_locals
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P2 sys._getframe (1) FENNEMIAR IR B A R PATHELL, JEEBBUSN T AT A
AENN G A IE 5 -

parents = sys._getframe (2).f_locals

il AR =T cheerypy WHUHAMRR M, W AN AR 2 — ARG

FRME=FE

X B T2 B 5 =07 PR LA KT RER AR R DT 58, WGHER 0 S H SR 2855, $2752 Pull request 3
TR 56 =5 o«

1R RIS R

= "E &
cherrypy | T4 i) £ [ PR 25 P T sys._getframe
pandas AT W 5 R 2 6 T sys._getframe
playwright | $7%MNT [ iZ% Al DA TAE? M A IIE

nuitka i ] restrict_module = 0 2 J5 W iZ A A TAE | MARIGIE

L)
pandas

T AN~ /2 pandas

import pandas as pd

class Sample:
def _ init_ (self):
self.df = pd.DataFrame (

data={'name': ['Alice', 'Bob', 'Dave'],
'age': [11, 15, 81,
'point': [0.9, 0.1, 0.4]}

def func(self, val: float = 0.5) -> None:

print (self.df.query('point > @val'))

ZET )

USE TR TR AT AR s A
2 A DA RET 45 X, i A
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(% L0

sampler = Sample ()

sampler.func (0.3)

TN 2 I is AT g

pandas.core.computation.ops.UndefinedVariableError: local variable 'val' is not.

—defined

] FE 75 ZEXF AT 40T, 8 pandas scope.py HLJHI ) sys._getframe (self.level) &M AN
sys._getframe (self.level+l) ,sys._getframe (self.level+2) B{# sys._getframe (self.
level+3)

nuitka

I AR VA 3 AR — R0 A Nuitka E7A0BE, (HR T 2085 H 2 it

$ pyarmor cfg restrict_module=0

MEANEH AR, SFERKE R RuntimeError: unauthorized use of script

B A BT T

$ pyarmor gen foo.py

AR I N, (LSELIHRI KM, B private , ——restrict, —-assert-call
, ——assert-import BJEETIEMH .

3.2.9 fERiFaNiE

FF
1% B L ahhe Fo AR T iR

© AR

— 5
- YRE A TIER B TR S
- EIEE A @i

— & Docker 3.4 CI pipeline ¥ ;%

1% ) & B ReF 5T HiE

56 Chapter 3. HZ




Pyarmor Documentation, & {Tha7 8.2.9

- WHEET
- A RRIR & L
— AR B RIE SR M

- BRI EEMN

- LA B BEN Y

o FHR IR ARIFTIE

AR

TEENHA IR 1, 5200 2 N2 444
1. —AMFAERSE S, A —h pyarmor-regcode—xxxx.txt , S FT X Foif 7Tk L
A VAR
2. 4% Pyarmor 8.2 DA W MRA 15 45
3. MR T B AR U 1) LK
4. W VPRTIE TR B E A AR, ASR AR AL R S, A FRE ] non-profits

5 P B Gt i 0 & SRAR ¥ BT E

B TR
L AERTS0E S TR AL, R0V PTIESE E i i A4 FR
2. WIRBRCTE I Ja o e A R R 2 A S, S At S A TR (5 X A S
3. FEHABBE A 2 A S A SR T

MaEIL

FESS—URE IO 0, 5B —p Fi VPTRESE P 4, A SRAEARRT AL 6 e 0 ) Pyarmor, 7
L RAFRBE N non-profits , WYFITERREREIN FRIM .

fEBF T UEGE 2 )™ A4 Rl XXX, IR R T iy @ 2 TR A B L

$ pyarmor reg -p "XXX" pyarmor-regcode—-xxxX.txt

Pyarmor 2 1§55 B ENHE BIFHEREAIA . WERFHIATCER, WA ves I Enter ZREE NRIRIENIP IR, HARIE
i AR 2 A .
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FACHINZ J5 2 RN A S — DR 20 S pyarmor-regfile—xxxx.zip , NSO RAEHAt %
#r LA

T AR AR 40 S TR SR, FERIIE B2 G XA SRR AL, RS AT A & by i =
WA o

HZERE IR EMN S, —BZEK, Pyarmor AR BEHE IR 55 .
—HECHE, VERTURSE 7 i & AR AN BEFE A T

VLR EEF AR

R BT K, PR IERXTHRE S, AVFRIIRICEICHIRMBESRE ™ M 4 750 TBD o Bildn:

$ pyarmor reg -p "TBD" pyarmor-regcode—-xxxX.txt

IEM T A AK N TBD WPFRTE, WAZAE AN A Z P, (0 T T P i S50 B A TR B 7 e 4

$ pyarmor reg -p "XXX" pyarmor-regcode-xxxx.txt

WERAAAZ WE A PATB S, IAT AR HEBE N non-profits , HHAREERIBNL.

AR MIRE L EEM

BV UM pyarmor-regfile—xxxx. zip B MG EIEMBRE, RIGIET T HEIE a2 2 TH):

$ pyarmor reg pyarmor-regfile—-xxxx.zip

HREMEE:

$ pyarmor -v

WP 2 J5 BT R sl S 2 BV ATk, B — YO A 5 I R B U v P IE

7t Docker ;& CI pipeline taj:#f

£ Docker 5 #% CI pipeline #13E i} Pyarmor {4 ¥ |-, (L RIHZF7A Pyarmor [ Docker ¥ BRI
RAERT 100 4>, A1 2 R AT 100 M Docker 8, M 4R VT

RNV EIF R e L EATEN} Pyarmor. MR Docker BEQ SR IKL %), WA RVAE i MY
I} Pyarmor
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{5 FA SR EA R ¥F =T E

1E 8.2 HUATIA.

B ANRAOAF TR — 4L, — D ERZ T 100 E&sis, - PMREE 19, KA 1E
100,

KU B A TS, BIAEE —GBaMT N 1, B auan 2 F5%.
AR AP RR:
L 08 SO BETRIAREE, BOEVFRIEIRE M A AR, WIIREIC S8 I e 2 A R I A 2 S 4
2. TE R Z s BRI R A 2R 8 g SO
3. FEWRM e s LR 2 A ST A B A SO A R R S
4. TERAR A BT BN SR Y, B EE M S R REAE SR st s L]

MAEIL
WSRO PTIEZ JG, — pyarmor-regcode—xxxx . txt IigE L SRR FEMHIRAE T, X430k

TSR

PR VR AU B AR5 D 7 B P B A EEAT, WAL A VF AU E Y7 A AR, X HLAS
SV TBD o BB A FRR XXX, 1817 IR Ay TR IR T

$ pyarmor reg -p XXX pyarmor-regcode—-xxxX.txt

BN Z G &I R 2 4 L pyarmor-regfile—xxxx.zip , XATEMSCOF AT M T IR SE0 T 6

4.

4 RARIREH

N TAE LB EYENE Pyarmor, 1 5GHE AL SR X I A AL 46 XM pyarmor—group-device. X , Hf
X R -

TEdE— G BABL R L2 Pyarmor | (IR —g F8E &GS, LU A& 30
Bitn, e —GEARE L, B N4 AR X pyarmor-group-device. L:

$ pyarmor reg -g 1
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4 PR EIEM

R R R A TSP
« 2% Pyarmor 8.2+ I FLTT DAYs I FLIK W e
o SEMAIIGET, HHE LA REM L4 pyarmor-regfile—xxxx.zip
- B AL A SO

8B R U A B A SCPR B LB BEAT TR B m L gy b (BUEAR T BB M B )
JEAF BCAE 4w H 5% N F H Sk .pyarmor/group/ SRR R R Ay 4 A R 2 M SCPF

pyarmor-device-regfile-xxxx.1.zip:

$ mkdir -p .pyarmor/group
$ cp pyarmor—-group-file.l .pyarmor/group/

$ pyarmor reg —-g 1 /path/to/pyarmor-regfile-xxxx.zip

XA AL U B LM SR I T ATESE — Bt BT

B iR EEM

— BA MBS AR M SR )5 Wl ASE DL s 2o BIRIEA TN, BN, fef— G sdaes b, 2ty
T Ay 2

$ pyarmor reg pyarmor-device-regfile-xxxx.l.zip

HAREMEE:

$ pyarmor -v

TR 2 S B B A 1 sl B SR IRROVF T UE RN R AN T R A B«

BITAZPR$IEY Docker F28

1E 8.3 JATNA.

GEPIIRF T IE SBT3 IR 11 Docker 7, 48—~ Docker 75 el 24 B YR BLA IO SCf: . x4
ZER0 T5 B I BRIA K Bridge W22 11, I HISA HEAT w90 B 5 175 34 Pyarmor JE3iH 31

N T T AN SZ IR 75 . Docker FHLFT %
© BTN pyarmor-device-regfile-xxxx.1.zip , &% LM LA
o 2735 Pyarmor 8.2.9+

I T o P A T U Y S B
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 Docker 41, Ubuntu x86_64, Python 3.8
» Docker Z#+, Ubuntu x86_64, Python 3.11

T4 555 DU T Y SO 2] Docker F24L:
* pyarmor-8.2.9.tar.gz
 pyarmor.cli.core-3.2.9-cp38-none-manylinux1_x86_64.whl
* pyarmor.cli.core-3.2.9-cp311-none-manylinux1_x86_64.whl
* pyarmor-device-regfile-6000.1.zip

SRIGHE Docker EAL FiafT NIy &

$ python3 —--version

Python 3.8.10

$ pip install pyarmor.cli.core-3.2.9-cp38-none-manylinuxl_x86_64.whl
$ pip install pyarmor-8.2.9.tar.bgz

FE R 5 pyarmor—auth KAl H Docker 2525 ITAIIETS >K:

$ pyarmor—auth pyarmor-device-regfile-6000.1.zip

2023-06-24 09:43:14,939: work path: /root/.pyarmor/docker
2023-06-24 09:43:14,940: register "pyarmor-device-regfile-6000.1.zip"
2023-06-24 09:43:15,016: listen container auth request on 0.0.0.0:29092

REHFEA G, BIMTI A8 DB A
iz4T Linux RG24 HE RS B0 #7240 ——add-host=host.docker.internal:host-gateway
(iz47 Windows Fl Darwin %5 N FEE)

$ docker run —--add-host=host.docker.internal:host-gateway python bash

root@86b180b28a50:/# python —--version
Python 3.11.4
root@86b180b28a50: /#

1. Docker FAL_EFTIFER =2 95 DISCIF 2 2248

$ docker cp pyarmor—-8.2.9.tar.gz 86b180b28a50:/
$ docker cp pyarmor.cli.core-3.2.9-cp3ll-none-manylinuxl_x86_64.whl 86b180b28a50:/
$ docker cp pyarmor-device-regfile-6000.1.zip 86b180b28a50:/

A 7E Docker 2548, M Pyarmor J-3E47 % il 4x:
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root@86bl180b28a50:/# pip install pyarmor.cli.core-3.2.9-cp31ll1-none-manylinuxl_x86_64.
—whl

root@86b180b28a50:/# pip install pyarmor-8.2.9.tar.gz

root@86b180b28a50: /# pyarmor reg pyarmor—-device-regfile-6000.1.zip
root@86b180b28a50:/# echo "print ('hello world')" > foo.py

root@86b180b28a50:/# pyarmor gen —--enable-rft foo.py

SRR VETEROIT I, Docker 7275 22 R 14

X SRR EE M

e 8.x HUA A I RE R AR LB

TSR BRI A A B U B I SO, 1 S T R A SO DL H 5%, SRS 1 TRk
05 0 AR IR AR I B L 0 pyarmor—-device-regfile—-xxxx.zip:

$ cp pyarmor—-group-file.l pyarmor—-group-file.2 pyarmor—-group-file.3 .pyarmor/group/

$ pyarmor reg —-g 0 /path/to/pyarmor-regfile-xxxx.zip

R MEN G — B R, S -0 SR AT TR

$ pyarmor reg —-g 1 pyarmor-device-regfile-xxxx.zip

FREREA VT ETIE

THPCE AR VE T UETE S 7%5 S 8 e AT iE

3.3 HAFH

3.3.1 HEENL

BCC IR,
— PN IV, T AR RIAS th A RS o C BB, SR 0 LA IR T i3 A LA 48 2o AT
Ty om0 R A TR, JCERE R JF R Python PR

A Ml
—MRAEMF HR T2 #— P HF .pyarmor , JRAFHCA M E, BOAAHE &1 e .
pyarmor/config

AR BT AN M C B B o & o e

S pyarmor cfg
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— Mt E M ARTE T, BUERA Ay IR

FLH %
FRAEHL Pyarmor YENHMEEL, A Jm BB SCAS A BE AR, BRINEE 00 T2 4 i bl R H S& R 1
H3 ~/.pyarmor

fii I sudo A4 1] B M Pyarmor [ H 5%

s Sk
— AT, W SKAEA] Pyarmor 75T 38 Z 5, #eA — D A0S SO AR B PHHIRAS -
WO S B T 88— E W Pyarmor 75T, Bl SCF— BSE AR EIC, SICIEEAREL A .
B BT T 2 [ AR A R 2 A U, R TR AEAT i b A T IR TR S 2 A ST

I
—Python [, FEMESAEGARNAT, 7T ARG th (9 SCPFIEAT— LA AR

S e % i

JAHN T
—~ Python A%, W ABRAZ I A, AT L8850

R AFT
JIT
JUST-IN-TIME Wj4i5 , J&—FFEsf il 2028 LA 2 0B, AT AA R 1A i it L2 XA
AT
JFEMES
SR UREALA AT Pyarmor (R4S, FEFF EMLAS EXHIAR IS T
ARG ER W] PABAT Pyarmor, T RIS T TIRERIE S 7% £ i e 2 i A0 310352
E RN
SERIBTT I AR &
KA LR TS B Pyarmor

TN
A i Crt RGP yhon Kk

BEHRLAT B B
TR A B AR IS, — e Ase i & Y HSE T, FIBIHR[E 4 /) nodule.
ruler {4

A ) e T ) AL AT LB 2 i o A 3B

Pyarmor
Pyarmor 52—~ #0155 Python A T E. .

Pyarmor [ 2H J#R 53
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¢ Pyarmor 31 B
* pyarmor ¢,

Pyarmor 11,
—/NPython ¢, , ‘BEALE A4

* pyarmor
* pyarmor.cli
* pyarmor.cli.core
* pyarmor.cli.runtime
Pyarmor 8.3 2 J5, pyarmor.cli.runtime P HARKMHE N FH4:
* pyarmor.cli.core.freebsd
* pyarmor.cli.core.android
* pyarmor.cli.core.windows
* pyarmor.cli.core.themida
* pyarmor.cli.core.linux
* pyarmor.cli.core.alpine

* pyarmor.cli.core.darwin

Pyarmor AR
—FhPyarmor 4T 12 255

Pyarmor 4 A1k
—fhPyarmor T 4 255

Pyarmor Jj )
1 H Pyarmor W EWIAG S ETF & A B

Pyarmor 5i H
T H S AFI3CE https://github.com/dashingsoft/pyarmor/

X HA Pyarmor JFYRH AR, $RAZH I MIEOHT I S .

Pyarmor - jjf
i Pyarmor Ff & A A&, F T4 Pyarmor {5 i Hit 4 H ) REBR il

TS Pyarmor ¥+ 2 X Fo 47T 4L

Pyarmor 5% il
—fhPyarmor T 4 255

Python
—MmEEIE S, B ML Python
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Python JHiIA<
—AMI 1% Python JE A S

NI & https://docs.python.org/3.11/glossary.html#term-module

Python b

Boae— " Python i A, BAR— NI Rtk
Python 1y,

HNEAR & https://docs.python.org/3.11/glossary.html#term-package
AR

P Pyarmor J2 4TI B Y 4R SO, 4R BE B SO R AUFCEE Pyarmor B4R AL e, BRIARY SO 2
~/.pyarmor/config/global

S pyarmor cfg
RFT Eisk,

—FOARTERINEA, WTRAE 44 Python A RESL, 2K, ik, RIS
LA

—MHTAHHEATH 9 BSCF, BHNAFN pyarmor . rkey
IR BT AAEJCHE ™ T AR AT — A B
o EATHI B O PTERT IR

o IRIEAS R PYARMOR_RKEY $8EMIBAT, AR AREMH .. . BHARERESRAT, — Bk
FeE— A AR, BN /var/data

o YEIERAR

BRSO METAT AT SU I B AR AR + . pyarmor . rkey
i)

—ANPython &, , ZH—f% N pyarmor_runtime_xxxxxx

& SV 1 v N ) A E P B9 E VA o o)) R e 1 S S VA OB e ) KO
s ATl Sk

SEARIA TN AR T L A o S

WEEL T ESN T, WRMEH T %59, IBataEsNEEeH
BiT Y

PRI A RS TR AR R AR R, AN A RO, WA ENRSER, WasmEdhmn

B AT R ) ARG AR

WHEE P BT HPHR AR 2 40 ) & B, (B2 DLZ— S S B ok 20 4% 41
EBirth

Pyarmor 5& X IIFREA TR, JTHRAR/RIBAT Pyarmor FINEE AR #AE R GL A CPU 4

NS T A E s TG
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* Windows
— windows.x86_64
— windows.x86

* Many Linuxs

— linux.x86_64

linux.x86

linux.aarch64

linux.armv7

Apple Intel and Silicon
— darwin.x86_64

— darwin.aarch64 or darwin.arm64

FreeBSD

— freebsd.x86_64

Alpine Linux (musl-c)
— alpine.x86_64

— alpine.aarch64

Android

android.x86_64

android.x86

android.aarch64

android.armv7

TEMESCrE
—A~ L zip MRS SCHE, BRI TR TR EICZ R B T .
SRR 500 Sk, S IR G A TR SO, 2 AT i g AR R SOt
Fritt
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3.3.2 HiSFM

M%F

* pyarmor

* pyarmor gen

* pyarmor gen key
* pyarmor cfg

* pyarmor reg

= =2

s M=

Pyarmor ${1t 1" 5= & (L TR AN 7] R PP B AR R 75K

pyarmor
Bk
pyarmor [options] <command> ...
B I
-h, --help BRI AT i IR
-v, --version SRIAAE BIFR
-q, --silent rEEHEARERHE. ..
-d, --debug ITEEZHE BT A e Ra T e . . .
--home PATH WEARE X ...

LB ] PAFE iy pyarmor 2 JR Al R A1 a4 Z Bl

gen A R AR DA B a7 i Bl S
gen key | HEIAMREYICAT

/g BRI E N B IR

reg PG I Pyarmor

fiiJf] pyarmor <command> —h KAFAG T AT HER A 3T
Hik
—q, ——-silent

ARG FTEML T H G E R
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54n:

pyarmor —-g gen foo.py

-d, --debug
TG AT BV 2 005 BT & B a2 A7 A v i gt
I A B, s A E 2 TR R, ] A I TR AR il

pyarmor —-d gen foo.py

——home PATH[, GLOBAL[,LOCAL[,REG]]]

WERR F, 2nied Hax, Akie i HRALENHE BEIER H XA B2 T — G 3w b
LR Z AR Pyarmor #5772, AT DA —PNFANIEROE — MR A T |

ENREGAE D A2
o A F & ~/.pyarmor/
» 2kfeE HkE ~/.pyarmor/config/
o A H HigRE ./.pyarmor/
BAMMFBOEN SR H s Ak B
X8 H SR E AR AT DU A I TR E . BB SR H S ~/ . pyarmor2/:

$ pyarmor —-home ~/.pyarmor2 ...

XA A2 Al HE Bl

o LB E HER ~/.pyarmor2/config/

o WENSCEE HSf2 ~/ . pyarmor2/
THEPGF RS A A E BN ~/ . pyarmor/config2/:

$ pyarmor —--home ,config2 ...

THRMmES REBM AR E HR N /var/myproject

$ pyarmor --home ,,/var/myproject/ ...

BB LM A Pyarmor VT 3E IR, ATANEE— P ARERE MR A o il

$ pyarmor —--home ~/.pyarmorl reg pyarmor-regfile-2051.zip

$ pyarmor —--home ~/.pyarmor2 reg pyarmor-regfile-2052.zip

$ pyarmor —--home ~/.pyarmorl gen projectl/foo.py
$ pyarmor —-home ~/.pyarmor2 gen project2/foo.py
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AESIEFA R IR Fell TR T RS, AR BT IR, S B AR T
REER, R SOR S MY F I . SO AT DA 5 4 R SR M 3 — R AR
BE R ACHL. Bl

$ pyarmor —--home ,x,x, gen foo.py

S

PYARMOR_HOME

pyarmor gen

A N B AR R I AS 5 SR IB A T B SO

%
pyarmor gen <options> <SCRIPT or PATH>

®IR
-h, --help RIS FRIFE
-0 PATH, --output PATH P& H. . .
-r, --recursive B R H P A .
--exclude PATTERN HE[g: A<k % 7 H 3% . . .
-e DATE, --expired DATE ¢ B A %00 . . .
-b DEV, --bind-device DEV 4 5E A F| 54 . . .

--bind-data DATA  77% [ & X BIEREF754] . . .

--period N JEHAS AR B TS . . .

--outer JE MR S

--platform NAME  J55& JIAZ 170 HARF- A 455 - -

-i PRAFIBA TR BN SCIFE) I G T - - -

~prefix PREFIX 5L S ASEITHIBY IS4 TS . .
--obf-module <0,1> JAEBAMEHK, BN ...
—obf-code <0,12> s ARIMEH, BML 1 . ..
~no-wrap SR LB

--enable <jit,rft,bce,themida> 5 AR ARIF4HAE . . .
--mix-str e .

--private JE LA B A . . .
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--restrict BN S S Wil O
--assert-import iR T A AR 2 I . . .
--assert-call B ARR FH B R B 2t s ny . . .

--pack BUNDLE (i JiJ i 4 B AR 403 T A 1 T HRAT SCIF BT A SR LA . .

&

7R

A RN AL, Fn:

pyarmor
pyarmor
pyarmor
pyarmor
pyarmor

pyarmor

gen
gen
gen
gen
gen

gen

foo.py

foo.py goo.py koo.py

src/mypkg

src/pkgl src/pkg2 libs/dbpkg

-r src/mypkg

-r main.py src/*.py libs/utils.py libs/dbpkg

PR AAE A ATH I B SR B0 Python IAIEAT NS, RITEERY A AR py -

A i A TH ) H SRR R A TN, E1% SR R T oy SUPFRBONsE, GRS 1 H %
e BN, BT - - R T H oK.

AE pyarmor gen src/* SRHIE- ML, XS H SRR WAL
M 822 IR, SCRFH SIS A 5 A A AR A A, SR 5 I AT 2R @ SR LI isef:, pin:

pyarmor gen -r @filelist

S filelist FIH T REENE B WA BIASFI A4

src/foo.

src/utils.py

Py

libs/dbpkg

libs/config

-0 PATH,

——output PATH

BCE N A R AR, BOAER dist

-r, —--recursive

BBV R H S T IHIY Python A, 5 8 22 1 1 H 5% N I 1A
--exclude PATTERN

HERR A S T H 5, X ANEIAT PAE ] 2K
VERCHYALIUAT Python ARiEFE famatch (1475 202 —FERY o
HERR—N 8 E A
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$ pyarmor gen —--exclude "src/test.py" src

HEBR— MR H %

$ pyarmor gen -r —-exclude "./test" .

HEERAEAL T H SR R I A test . py:

$ pyarmor gen —-r —-—exclude "*/test.py" src

HEE AT test Ha:

$ pyarmor gen -r —-exclude "*/test" src

-i

PAFIBATRIBI SO RN LR NS B0, R ar L2 74000 & A7E] dist/mypkg HR T

$ pyarmor gen -r —i mypkg

$ 1s dist/
mypkg/

$ 1s dist/mypkg/
pyarmor_runtime_000000/

BOA XA, i Y FRE 2:

$ 1ls dist/

mypkg/
pyarmor_runtime_000000/

XA ] i 2 B AR AR T K TR, FreA R e e ], @ s iAs, A
TR AR

——prefix PREFIX

WER AT B AR HT S
FE TR 2, (B2 AT40 3 & XA — I BT, 6 e 1425 At e A IR A S A
ATt flan

$ pyarmor gen —--prefix mypkg src/mypkg mypkgl mypkg2

XA T R =, ERET B S E dist/mypkg B, IFPAFE dist/mypkg/
__init.py B, FAKRETET S AR
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from .pyarmor_runtime_ 000000 import _ pyarmor_

__pyarmor__(__name_, _ file , b'...")

MAE dist/mypkgl/__init.py B, MARE TETXSABTHE:

from mypkg.pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__(__name_, _ file , b'...")

—e DATE, ——expired DATE
BEE s AR (A 30
SRR RAR
o B, FORMIFETT IR KA
* YYYY-MM-DD, #4854 200
WA TR, IR G A R, 5 068 00 45 b )
Bilhn:

pyarmor gen —-e 30 foo.py
pyarmor gen —e 2022-12-31 foo.py

HIWT A U] 2 B NTP [ 55 aR I a), B ATESCA BRI AOHLAS EICikissT.
71T T F R X DU P A i o ) B A 2009, 90

pyarmor gen -e .30 foo.py
pyarmor gen -e .2022-12-31 foo.py

-b DEV, —--bind-device DEV

EMERAR R E NP, H RSSO E R AR5, R Mac Huhk A1 IPv4 ot fil40:

pyarmor gen -b 128.16.4.10 foo.py
pyarmor gen -b 52:38:6a:f2:c2:ff foo.py
pyarmor gen -b HXS2000CN2A foo.py

AT AR RO AL A il

pyarmor gen —-e 30 -b 128.16.4.10 foo.py

UEPRFF IR E — MR 2 MECEER, IR 2SI, Blan:

pyarmor gen -b "128.16.4.10 52:38:6a:f2:c2:ff HXS2000CN2A" foo.py

AT A 2K, ASBE I AR B [ it as , B
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pyarmor gen -b 52:38:6a:f2:c2:ff -b 66:77:88:9%a:cc:fa -b "f8:ff:c2:27:00:7f" foo.py

WA EHE HARK R, AR SR &k, filn

pyarmor gen -b "<2a:33:50:46:8f>" foo.py

LTIV 5 TETEI0F s 2 = ) e o921 2 SO T B

pyarmor gen —-b "<2a:33:50:46:8f,£0:28:69:c0:24:3a>" foo.py

£ Linux REET, bl ARE R 4532 D455, Bl

pyarmor gen —-b "ethl/fa:33:50:46:8f:3d" foo.py

AR E HA i, I A/ LR EE R AR, Bl

# EHT Windows, R A HEEF - NMEEME - DE 4
pyarmor gen -b "/0:FV994730S6LLFO07AY" foo.py
pyarmor gen -b "/1:KDX3298FS6P5AX380" foo.py

# AT Linux, HEHNHFH KX E LK "/dev/vda2"
pyarmor gen -b "/dev/vda2:KDX3298FS6P5AX380" foo.py

—-bind-data DATA
DATA 1] AR e @FILENAME

XAV ] AP AEAT AR 252 4755 90 o, (R A KRR, — et 4096 >4y, EEMTH R
Bkt AR I3, TR AR P BOSA T A P R, G B O SRR TR A A

MR ARSI @ TPk, IATBUSTE R SN, 10 EHAE S B N AR 2 T3 8 .
RNE—FFI, FEEBITH P #0 S Bytes 8741,
--period N
JEIPERIR A IZ A T SO, BRI BRATEOL T R e AN BRI I RS i TR E AR, T —
SR S5 AR, X A AT DA A5 AR AT 4
SCRPAR N BT + B, B SRR R, SO BRALIUERIA R /N

.1

o 1s

« Im

* 1h

T BTN, AR A N E T
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$ pyarmor gen —-period 1 foo.py

$ pyarmor gen —--period 3600s foo.py
$ pyarmor gen —-period 60m foo.py

$ pyarmor gen —--period 1h foo.py

ik HEOEERR IR E TXME, WSURTEB TN KB A AT A . el dR—
AN TCERIERRBEA VA LA ek B, A8 A Sl & IR A e«

——outer
R AN
ikl (B SRSl S P 6 ot S I o | e DD R VS b ch s aevioa (I A R A Sl (B
M — ELAGE G AN ST, b AU pyarmor gen key Az (RANTEHISCIE, H95 DIEIHE H 3, 15000 % 1
RIIRIEAT
SRS A FRBIA A pyarmor. rkey , AT DA FCEL SCOH B GBI, A0, BT miTTaT A5 A0

pyarmor.key:

$ pyarmor cfg outer_keyname=".pyarmor.key"

RSN SCIE 1s BEICIAEF

TR — BRIt )G, WATER A SGs T e, FORMIST R TRAE N, Rohisfy
B R A LB B E A B SO AA A

—-platform NAME
T EF-G I A s T I AR A s-F-5
XAEIAT A Z 00, WA A ALE SHE 2P 470 I
FEAFRULAE Pyarmor 5E SE AT & #4F%
ARG # ] A S FE—E A
TGRS fpyarmor. c1i. runtime , HAGWHE ZHHF-& A4 fe i A

——private

JE R AEOR LR T 25 A
JERFAREZ G, BB AFRIESATHEZE h 2B, I BN S i AR A BERCHAL A A
Wi ——restrict & BNAARA.
——restrict

FEN TR, R E R, HETE NN, AR R

XANBEW R R ——private
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BAHBUEMZIG, BT _init_.py WA, HAMBEHECA GER NI A P AFIFEH] .
B, T fr g — 2R A dist /joker:

$ pyarmor gen —-i —-restrict joker
$ 1s dist/
Jjoker/

RIFTERE— MR MER A foo.py KA

import joker
print ('import joker should be OK')
from joker import queens

print ('import joker.gqueens should fail')

IBATEEARANT:

$ cd dist
$ python foo.py
. import joker should be OK

. RuntimeError: unauthorized use of script

2R — AN TR (%), RO ANZES & A (S0F) 25, MATCE BT
--obf-module <0, 1>

ISR . pyc , BRIARE 1
--obf-code <0,1,2>

IR R — R (U ), B 1

450 2 72 Pyarmor 8.2 HOg Ny, EREM MM Bytecode JEAT S MIFHIMERL , [AIF S PEAR—miTERE. "EWTPA
B FEAP R BT RIS, Bl

obj.attr ==> getattr (obj, 'xxxx')

obj.attr = value ==> setattr(obj, 'xxxx', value)

WEOLT, 05 RET A HE, AN T5 S0 H X A%
——no-wrap
AN P B AR 3 A v o 4
o ) A0 A 285 R B0 HETE VR P R R s s eR gk, IR e U BTN 25 ek gk AR 2 S AU R L
HIfE R, BRI S JEATEIE, AT R Bt T S i . AR, X2 iir
(1) BRELT DASE R M RE
WA -—obf-code & 0 , AEAME LB A AT .
——enable <jit,rft,bcc,themida>

JE A (8] B 2
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——enable-jit

(EFHVIT SR Ak P— LE RS AR 5 22 4
——-enable-rft

FAIIRFT 35, P

--enable-bcc

JRHBCC 45, P
--enable-themida

] Themida Sef3rnss 4, 1 Windows -5 1] [
—-mix-str

TR VB A h = B i i s
--assert-call

JEH E SRS A s B, R0 2 R B A R
--assert-import

JEH B S AR RE, BRI B B B
--pack BUNDLE

67 I % i 4~ ¢ 4% BUNDLE HL[fi [ Python 4

Z:4h BUNDLE 221 ] PylInstaller A= i o] P47 30428

Pyarmor B el A, B3 % 5 i B A< 4t BUNDLE HLfirY[A] 44 Python A%, # ) (i B 2= 1
R EAT SO e IS

pyarmor gen key

RO A SR
ok
pyarmor gen key <options>
e
-0 PATH, --output PATH #j ! %1%
-e¢ DATE, --expired DATE 5 &4 %00
--period N JE W B TR
-b DEV, --bind-device DEV 4§ 5& fil %5 B 2= 5] 45 E % 5%

--bind-data DATA  77iff F & S Hi 21741
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Hik
XA R A LR 2R 5 40 SCHF, B B LRI A I iy ©pyarmor gen B T4, HAE RIS S th—FE,
HZ% LT .

SMEREE AN —e BUH —b — DRI, B AL 2SN BRG] A SRR A 2 A AU, A SRR
T BRSNS, ATDARE — AR R, LG AR ]

EH UL T IR PSR ATAE dist /pyarmor. rkey o iU

$ pyarmor gen key -e 30
$ 1s dist/pyarmor.rkey

(I T PR iy - PRAF AR 4 21 A A

$ pyarmor gen key -0 dist/mykey2 -e 10
$ 1ls dist/mykey2/pyarmor.rkey

SRR BB S 24 FRE pyarmor . rkey , ‘EAREEATATHEATIE . ER T DA S e B SCPFEA T B
Bt N IEANEE PSSR EECN sky L 1ic

$ pyarmor cfg outer_ keyname=sky.lic
$ pyarmor gen key -e 30
$ 1s dist/sky.lic

SN SR T AP TR E AL B, IS AT PR I S MRV 4 T P B A
* IEATHIBI R H %

o AR F PYARMOR_RKEY FEERIEAE, BEATHP ALY .., BIAREEESWAT, —BHX
BB N EAT, Bl /var/data

o YHTH
WERAEDA EH S M RAE] pyarmor . rkey , SAFHZ AN

o BHTAPAT S E R4 TR + . pyarmor . rkey , Ul dist/foo/foo.exe.pyarmor.rkey
WERAIAE, IR THY] -

pyarmor cfg

/R FICE Pyarmor JilI 85 ¥ 555
LS
pyarmor cfg <options> [OPT[=VALUE]] ...

BT

-h, --help R IETAIES B E B AR SR
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-p NAME T E LA BLE AR A TR
-8, --global A AR AE & B e B AT
-1, --reset AL WD EININ )
--encoding ENCODING i3 7& 1T T Be & SCHH ) g 1
Hik
A A AL BB

$ pyarmor cfg

HAEFE— 1T obf_module:

$ pyarmor cfg obf_module

BRI VA obf JF LI

$ pyarmor cfg obf*

BCE MR E U EL, R LA R AT R

$ pyarmor cfg obf_module 0

$ pyarmor cfg obf module=0
$ pyarmor cfg obf_module =0
$ pyarmor cfg obf _module = 0

B /R TR B A

$ pyarmor cfg wrap_mode 0

$ pyarmor cfg wrap mode=1

BT P B A

$ pyarmor cfg outer_keyname "sky.lic"

$ pyarmor cfg outer_keyname = "sky.lic"

Hm— A2 7 R ECE T H SR + o Bl

"

$ pyarmor cfg pyexts + ".pym

Current settings

pyexts = .py .pyw .pym

BRI - o Bl
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$ pyarmor cfg pyexts - ".pym"

Current settings

pyexts = .py .pyw

AT R RCE U ~ . Bl

$ pyarmor cfg rft_excludes ~ "/win.*/"

Current settings
rft_excludes = super

/win.*/

PRI T BB, AT RAGE ) T A — s =X

$ pyarmor cfg rft_excludes ""
$ pyarmor cfg rft_excludes=""

$ pyarmor cfg -r rft_excludes

TRE I ER A PRI group: o BIUNBHA finder HIELEI excludes:

$ pyarmor cfg finder:excludes "ast"

WA HAI finder , APAHMA P HYRCE I excludes HAPIBH.
fie, & 41
MR ZABCETES, WA
« finder: AN 2R A
* builder: QI AS, IRV ZAEX H
* runtime: Q] A G AT B ELRLE A TR
FIHNEA T 2
o mix.str: WHA[EERE TR ZIN A 4 H
* assert.call: AIATERERR SO YRR AL
* assert.import: AT PP AR AR
« bee: Qfal%E4 Python pRELKC pR%K
-p NAME
P8 AL A B H IR R
(8 FE XA T A A FRARFR AR, X SRR B T L0 FE AR [+ ) o 2 .
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A I C B B RS R AR RS AR
Xﬂ'?@iﬁﬂ@*ﬁﬁh e L %%ﬁé@%ﬂé%fﬁ, il pkgname.modname. submodule

B, EWMAER joker/__init_ .py il joker/card.py AL, A2 LI HAMALHEL 1
At

$ pyarmor cfg -p joker._ _init__ restrict_module = 0
$ pyarmor cfg -p joker.card restrict module = 0
$ pyarmor gen -r —-restrict joker

-g, ——global
JA B ERR AR & By B ifeA T

BOAFHERX N EITG, FrA B R ki & o, lw e - /. pyarmor/ o FE VXD, A
MHRIERE 2 Ae 5 o, @ wle ~/ .pyarmor/config/

-r, ——-reset

PR T B I BRI

pyarmor reg

WO, M Pyarmor
BB
pyarmor reg [OPTIONS] [FILENAME]

®IR

-h, --help SR ] IR B (5 B AR F R

-p NAME, --product NAME i8¢ Vf- I UEZ i 147 fit 44 Bk

-u, --upgrade THREIRA) Pyarmor 17 ] IE

-gID, --device ID  JEEHNE A AT, N THBIREFTIEAN}
S8

ZHU FILENAME WA T AL E— M SC i
* pyarmor-regcode-xxxx.txt Wi XM, —MRIEMSEVFATIEZ 52 Ak 2 FENHHRAS
* pyarmor-regfile-xxxx.zip WM, WIIREICZ G A SIER

ik

Rt IR ScgibPE sl NEYSE

$ pyarmor -v
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LSk aTy
WIREC N NS, MR, S SRR A AR NAME T ARRDLAL T T 4

R non-profits:

$ pyarmor reg -p NAME pyarmor-regcode—-xxxx.txt

VIR EACSE I Jn A A ) 22 ST pyarmor-regfile-xxxx.zip , FEHAMBA DA KSEEREMY
XA S, I HATREH AT 24 F5:

$ pyarmor reg pyarmor-regfile—-xxxx.zip

T+ VFluE
THEAE R TR a2, Herp ™ i BRI SR BV FTUESEE A R — B0, AR — Byl S 0 20

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

THRSEMZ m A AR 2 0 S 4 pyarmor-regfile—xxxx.zip , FEHAMBEA ALREERHM I 6
AR, FHHATE B AT W25k

$ pyarmor reg pyarmor-regfile-xxxx.zip

AR VE vl e
SEH R AT IR TR A A 2 bl EaE T oI ia5ie, AR U B2 A S pyarmor-regfile-xxxx.

zip
—AMRMIBGA LR 2 (] 100 ME L, B DREHa— %5, M1 100,

N TAE R L BN Pyarmor,  F5 2R ARG B 7 B A IR LY S L SO

B, NGB M AN SO, BORES BRI T i Ay, A 4L BB S

pyarmor—group-device. l:

$ pyarmor reg —-g 1

SRJGHEIEAS SRS LR A TR A B iC L L, I AAEdE € H 5% . pyarmor/group/ R, FMHT
ﬁlﬁ’\]ﬁ*ﬁé\’j&ﬁk%?ﬁ&ﬂﬂ‘i{# pyarmor—-device-regfile-xxxx.l.zip:

$ mkdir -p .pyarmor/group

$ cp pyarmor—-group-device.l .pyarmor/group/

$ pyarmor reg -g 1 pyarmor-regfile-xxxx.zip

VXA EEAEM SR — B iess, @17 Tyt T B4t
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$ pyarmor reg pyarmor—-device-regfile-xxxx.l.zip

MTH G, BaFRs, WHREIATHMARME, B AR IS .
-p NAME, —--product NAME
B . et SOOI A A2 VAT IIESR 5 1Y 7 i 44
A . zip SCPRAEM I PG 75 A0 T X A 303
FERDL AL R E A4 RN non-profits
SR UM TR NG S VP AT IEZE & 7 i 44 B
PER AR — HBCEZ R IR, B T — R4 P8 TBD

R AA PRI E N TBD |, ARATEANAH Z WA ATEAB I —IR o XA FEEH T =il fE T KW By, 1 AR &
ARRRIRHERE ], e i IE U 2 H e BB MO IER R - A FR . WERASAS H 2 Nk e i ek, 84
FEMA RS H X E N non-profits , I HABELEGHIE L.

SRR ROMI % SRS R E A7 i 24 0] PARISEE S TBD |, THRVFATIE, DA SCHEATIRGA TR 25T 4 5 Sk b
B i A K

-u, —-upgrade

THR A VAT Ik A Pyarmor 8 91/ ] IE
A2 A B A B VP AT AR AT AT BCAS , 3578 8 +T 42 X Ao 77T 1 BT TH
-g ID, —--group ID

T E BRI NS, DOE TR BIBF AT IE

AHRAEH 1 F] 100

MEE

fein

OSSR AT A AL EE N A R e 2 i 3
PYARMOR_HOME

W VERES pyarmor ——home fH[F]
FEARBCEARR &, WRMA TikWpyarmor ——home , IXNIEIAS 1 20
PYARMOR_PLATFORM

W E Pyarmor [)i247-F & ZFR
TR AP — LRSIz AT Pyarmor [HJg TLIKIEHHIREIF- 5 S AR R 4L
PYARMOR_CC

WEBCC 42X I C idesds
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PYARMOR_CLI
(475 2 Pyarmor 7.x SEA A g i 11

WNSARLE T Pyarmor 8, {HUZ XA BARFFAI Pyarmor 7.x (AN, BIATAE SUSOR A IR I I ASE, K

AT I CE I RN T .

4, #F Linux B3 Apple T

export PYARMOR_CLI=7

pyarmor -h

PYARMOR_CLI=7 pyarmor -h

1£ Windows N, A R H 4

set PYARMOR_CLI=7

pyarmor -h

T3t ke B B fir % pyarmor-7 KA Pyarmor 7.x fRIFAHA .

3.3.3 & mEBHAIRE

XHFH T a4 pyarmor AH K A —4].
B pyarmor afTHETT A HLE B, i [ supported Python versions isF7HEIX supported platforms
AEATIRI, Be & SCPHEb i, e ab it B AR T FI—LURREEAR S A U i % pyarmor (4T 4.

IR (A TRE BN SR BRBE2E AR 6 & - oA TRATIA -

%489 Python kg &
# 20 -1 R[FZHRESCHFY Python fRA R
Python 27 | 3.0~34 | 35~36 | 3.7~3.10 | 3.11 | 3.12+ | &iE
RFT & No | No No Y Y Ny :
BCC #i, No | No No Y Y Nly
pyarmor 8 FAtIIHEE | No | No No Y Y Ny
pyarmor-7 Y Y Y Y No No

UN/y BURE IR SR, Rk
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XFHES
% 3 22 AR EA1E (—)
0Ss Windows Apple Linux?
Arch x86/x86_64 | x86_64 | armb64 | x86/x86_64 | aarch64 | armv7 | armve
Themida {3 Y No No No No No No
RFT #3t Y Y Y Y Y Y No
BCC #ixt, Y Y Y Y Y Nly No
pyarmor 8 FAHTHEE | Y Y Y Y Y Y No
pyarmor-7° Y Y Y Y Y Y Y
* 4 3 KRR LR T-AAIR ()
oS FreeBSD | Alpine Linux Android
Arch x86_64 x86_64 | aarch64 | x86/x86_64 | aarch64 | armv7 | armv6
RFT Y Y Y Y Y Y No
BCC #iz{ Y Y Y Y Y Y No
pyarmor 8 FEAINEE | Y Y Y Y Y Y No
pyarmor-7 Y Y Y Y Y Y Y
Pt

H % pyarmor-7 52 Pyarmor 7.x F BB IEMRAS, HSCRFEMASIVF AT UE . FE AR (17 T U T8 i) mT g

SWAEE HTTP 401 error

B B 3 HFIETR

A =R RUA I E S

o kB E X, —A - ini B ~/ . pyarmor/config/global

o AsBE XF, —A - ini BT pyarmor/config

o AP EE B MERTATAA B CIFAATLE, fFITE A E HR R
S iy S pyarmor cfg R H ANV ERCE AT .

2 X LY Linux {f f] (552 glibc
3 pyarmor-7 ZHFELT-G, % Pyarmor 7.x Y.
4 R Fh 4 BAE Pyarmor 8.3 FiShNY

84
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InEE

1E 8.2 JRATIA.

I e —A> Python JHIAR, FEAE U SCPFZ SRR, T DA G SCPFREAT — S oM RS, R m] DA
(BRI SIbE I

IS 3 5t
o i H RSP TN B
o B A R AGSA TR B AR, AR RRIRI AT K
o HEMERE(E EE b or 91 S0P, AR PR SN B AS S AT AU A TIC R
o BUCEITR BT R pyarmor_runtime MIJGEE, DAREGA FRihsE

o i install_name_tool 1& XY A pyarmor_runtime ML, ffEHAG LE Darwin F35E 0L
JEEAFHL 1) 1] 5

— AR AECE R A T LASE LA EE 2GRS, RN SURME a1l Sk th AR b e R dsfT
R, A EIEEAREN

AR E LT
class PluginName
static post_build (ctx, inputs, outputs, pack=None)
WARAZITVEAFAE, A2 24T N SRR L S5 2 ipyarmor gen i H]
o ctx (Context) - BRI
* inputs (1ist)-- A a1 AR B4R 4 58
» outputs (1ist)-- & HZ
* pack (str) - B2 None, FLZ @I ——pack $§5E X4 PR
static post_key (ctx, keyfile, **keyinfo)
WAL ITEAFAE, AP A3 5 91 A R JG S Wpyarmor gen key Y]
B8
* ctx (Context) -- NI I
* keyfile (str) - fij i (U HMAR B SO
* keyinfo (dict) -- ANPEEAL I 1E E
ZH keyinfo HAREIIH A

Key expired
None 5 ZEH % (epoch)
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Key devices
None sl & B 5 B 515K
Key data
None 5 /2 45 AL A i (Bytes)
Key period
None Bl & & I & TR A A 5 (7))

static post_runtime (ctx, source, dest, platform)

WERAZTTIRATAE B AT — st T G B BBR pyarmor_runtime L2 J & ipyarmor

gen W, WRJRAEMZ A A, BRI 2.

ZH

* ctx (Context) -- MG

* source (str) - FZIEFHY BB Fr

* dest (str) - K th 9 AR SCIE 4 5K

» platform (str) -- ¥ JREIHXS W 192 7-F & HFR

N ERAEEA, FETHE. KEMRREATEMAY Y oy . EIREHMAZTR. Fa:

$ pyarmor cfg plugins + "script name"

Pyarmor #i I8 TR U4 2R 7] 44 (1 A
« HETEAE
o R¥Ee¥ Hix, #iHE .pyarmor/
s AkficE B, W2 ~/ .pyarmor/

XA ROESH A fooplugin. py

_all__ = ['EchoPlugin']

class EchoPlugin:

@staticmethod

def post_runtime (ctx, source, dest, platform):
print ('———————— test fooplugin —-————————- ")
print ('ctx is', ctx)
print ('source is', source)
print ('dest is', dest)
print ('platform is', platform)

EARFSF| .pyarmor/fooplugin.py HEHE:
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$ pyarmor cfg plugins + "fooplugin"

I — AN, AEREH G AR BBt TR AR B

$ pyarmor gen foo.py

SR ARG T Ay 5K

$ pyarmor cfg plugins - "fooplugin"

BIAEFNT

1E 8.2 JATNA.

AN T 52—~ Python IS, YN A MR R A 2 AR B BTAT, A4 T EEAE AR Bia A 16
PR, SRR A B AT Il 2 i S AT AU

I AR, Pyarmor SfEAMAL A M2 i E H FHARA A hooks , WA, AR
ARBERAEAIE AR LS, AR Pdam AR A+

B0, .pyarmor/hooks/foo.py i foo.py M%AMT, 1M .pyarmor/hooks/joker.card.py s&
joker/card.py W4T .

B A 4D T Rt 2 — AN @ ) Python I AR, (H 2 & o] A AN HF 5K 0 N B BB 8__pyarmor () and
__assert_armored__ () RM—S8 s AR .

LR R AN T E A AR AR BRI S, BT DASERE SR A AR o, SR T ORI A AT
S W:

__pyarmor__ () __assert_armorred__ ()

AT

1E 8.3 fATNA.

— R AN T2 AR T A, GRS TN 8 A 2 Bt T— 2 SR S kA, R
2R B RRI I ASHN T . pyarmor /hooks/pyarmor_runtime.py , XA HIAKN T 0] DAE KAERN
B AP T 2 R R e ] P ) e

BRI A .pyarmor/hooks/pyarmor_runtime.py , RGEX—NHEbootstrap () , XA HREL
TEY SR pyarmor_runtime YIAG AR R A, LA A ER 2 4 20

bootstrap (user_data)

BH
user_data (bytes) - iz T840 B P B & S8
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B
Un2RIR o] False , ARAYFEAHR pyarmor_runtime FI4GA R, I FLAM H PRy S5 aR o]
AR, AESEIRAT N A

Pk
* SystemExit -- F#RH, NE/RTE R
» ohter Exception -- iE I H 2~ 18 itk

An example script:

def bootstrap (user_data) :
#FURERBABRRANTENAR, TEERERLAFAN
import sys
import time

from struct import calcsize

print ('user data is', user_data)

PREFL, TEH 32 4
if sys.platform == 'win32' and calcsize('P'.encode()) * 8 == 32:

raise SystemExit ('no support for 32-bit windows')

# f£ Windows FETHRERZEFT AR RKEF &
if sys.platform == 'win32':
from ctypes import windll
if windll.kernel32.IsDebuggerPresent () :
print ('found debugger')

return False

# EXANBFF, EANEG B EXHEEEE R
if time.time () > int (user_data.decode()):

return False

BAE— N X ANIAR, B 9e#s DX AN A% . pyarmor/hooks/pyarmor_runtime.py , SRJFIAT T IE

L

$ pyarmor gen —--bind-data 12345 foo.py
$ python dist/foo.py

user data is b'12345'
Traceback (most recent call last):

File "dist/foo.py", line 2, in <module>

RuntimeError: unauthorized use of script (1:10325)
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3.3.4 ZTTINERAIFE

I MABATAE S 7 % & Bl

% #5689 Python X Ff1FE S

TBAT NG B S HF 0T 65 Al Python JRASHI A& as o 55 Bt A 04 3155 J&—FERY o

MEEE

X L PR AL B S N B A6 P SR e — S iE A TR
LANG
BVERGIAETAE R, N A B R g B A T 2 A S
PYARMOR_LANG
FH R BB A T 2 AT S R
WA RAFAE, W4 LANG 29520
PYARMOR_RKEY
WEE RN 7 MR

BRI

XFER =i RE Ry (B4 Jython 45 ) PAKGEILHRA Python C/C++ fURIR A IAS, N 258 =7 i e A fig
5 F1 CPython 4 & 4% FAT, WEAT AR INEE A . A28 =7 flREdR i OB, #RINE /275 33 CPython
PR,

CL I — 28 )
* PyPy JLEisATME AT, HAEEEARIE T CPython .
* 7F Linux F %5 %, Python ZhZ8 1 libpythonXY.so (1B dlopen /5% & RTLD_GLOBAL , 5 N5 4
JeVEIBAT o
* Boost::python, ERiA%#E Python Zi75 % /& %A B RTLD_GLOAL Y], inf 7% B4 iy ief 48 2 i 4" No

PyCode_Type found” . fi#de )y a2 AE I AE AL IR 5 ¥2: sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5E
T[/J\/\%dj EF%JEHE’J@?&%H# i

o B ctypes WLEAEF: H. ctypes.pythonapi._handle W75 1% B>}y Python ZZS M AJHK, PyArmor £ i
%A 3R EL Python C API [y Hihil:

* WASM H AR, i R 2HEIEA7 R AU A i il WASM, {HU2 WASM g AR 25 ) il S 2 1%
IR AR C AR, S T ek, A H RIS SR WASM T . SR S 2 1 1 PR XK
KRB RII—MRERBIETTE, HECREgistT RET BN, (B2 B andBea I 20kl
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MEZEMERNEEL

1E 8.2 JRATIA.
HWAERPI R EET S, TPAE A S AR R, EEeq— B A4 T .

pyarmor___ (arg, kwarg, name, flag)

S
* name (bytes) - I b'hdinfo' 8{# b'keyinfo'
e flag (int) - WAIE 1
A i M i B RS B
Y name S5F b'hdinfo' BHME, WHXAPRET PAIRBCY H 2 6 45 5
S8
* arg (int) -- RPCRFEIZRA W REE, ARE: 0, 1, 2, 3
» kwarg (str)-- None, B{FE X% R
B
arg “A 0 3 W] fifi 35 515
Y 1]
arg >A 1 3R [0] 9] < A ikt
B
arg 4 2 ik [u] IPv4 Mk
Sy 1]
arg A 3 3R [m] 24 i i A8 ) 24 B
R n| R
TR

B,

__pyarmor__ (0, None, b'hdinfo', 1)

__pyarmor__ (1, None, b'hdinfo', 1)

& Linux 248, kwarg nfDAMIRAGE M- REE A& 40k, ild:

__pyarmor__ (0, "/dev/vda2", b'hdinfo', 1)
__pyarmor__ (1, "eth2", b'hdinfo', 1)

1E Windows R4, kwarg if ] DA AAS 2 4B - o e F i A 5 2. Bilan:
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__pyarmor__ (0, "/0", b'hdinfo', 1) # First disk
__pyarmor__ (0, "/1", b'hdinfo', 1) # Second disk

__pyarmor__ (1, "*", b'hdinfo', 1)
__pyarmor__ (1, "*", b'hdinfo', 1)

A ifis 1 PIvh B AT 0V
¥ name T b'keyinfo' MM, JHHXA BT ARBURFTH ST P 5 S
SH
* arg (int) - fEERPUNMEE, ARUE: 0, 1
* kwarg -- None, i {1

PEA ]
arg 4y 0 3R MLEATEEHSEE ARG B, 1A 98 BdER I b
A B AR
Bytes
Bzl
arg fy 1 3R BLEFTEEHIYA RN (epoch), IRBA B EA UM [A] -1
B
Long
B
W R AR, AB41%[A None
B,
print ('bind data is', __pyarmor__ (0, None, b'keyinfo', 1))
print ('expired epoch is' __pyarmor__ (1, None, b'keyinfo', 1))

__assert_armored__ (arg)

S8
arg (object) - MEH ¥ %K
B
WS arg FEE MG YOS SN, I2RE arg B 5, FHWHHH TR
Bilan
m = __import__ ('abc')

__assert_armored__ (m)

def hello (msg):

[y

3.3. BARFH
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(% L0

print (msg)

__assert_armored__ (hello)

hello('abc'")

3.3.5 #IRIHE

X HLB T I RS AT 0 A B I R B AR SR, I ELAS T B SR S A A T RE D P DA R fi ek

P

IR R G BB X BARE], P2 — B UL R X MR A & Pyarmor 524, AT REE A R GRS EA
R, SRKRG U o X5 I AT 2 Pyarmor ST, HEHEIREIRCE R, b
R AR T AR B . XX SRAL A A, S BRI AT AT R T 15, RS RN IE SR A ok

UE S

IEEREBIEIRED

T i W PR R

IRzt T S pyarmor MR LR, 0 AT AR R AT

5 -1 I B R {5 Bk

HIRER

[FERFFRT R

out of license

(o PP P 24 i P IR AT ) D e
N ES e R Rk

not machine id

R A R A L A 2R T A T R S X B
HE B 24 AT A YA Pyarmor A RAf# R )5

query machine id
failed

WERTEFAREE Y BB s A RAE R R, SRR

relative import

”%s” overflow

S E MR, ER AR B TR AR )
LR 5 EEIN R A IER B (H %), A& SRl s — 43X

TN B S

T EI R AT Pyarmor IR (S B

92
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F 60 R-L1 YRR IR B R

EIRER FERMBRAR

HTTP Error 400: Bad Request | & 71-4% % Pyarmor 8.2+, PAE/RIEHMAR(E R, R)G REUH N i o 7
22
A=<

HTTP Error 401:

rized

Unautho-

T A B VF R UE R B pyarmor-7 iy 4
B MY S, pyarmor-7 A SCRFE ARV AT IIE

HTTP Error 503: Service Tem-

porarily Unavailable

1E 173 ehZ AR T 2 Ui ar &
VAT S5 A% — 0 PP 2 W B 2 SR A4~ TP [ —IKIEeK, i Z iRk
1] 503 Fix

unknown license type OLD

{£ Pyarmor 8 H{ifi i & WA B/ AT IE
TS X P FH Ut T A X Ao i 7T i
R TR &S pyarmor-7

This code has been used too

many times

WSR2 7E Cl/Docker H{i Ji] Pyarmor, i i1 1% 1T FRAGTE M HRAG Sk 1T B A5

S pyarmor@163.com DAMREIZIT

update license token failed

IHHIAR KRR IR, BB TR S A B B IR FREE A T 4L

BITNERANERES

Pyarmor 2 %5 (55 D447 B

X HLA )@ m ATInsE BAS (Y I Pyarmor it AR RAFE, B0 AT BERY IR IR AR R T 56
WSS B A S DARS , A8  FT DA B AR X SV R AT I PR AL A A AR B . A B R AR Y

B JCEIEA T RE

3.3. BARFH
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P T 2 BTN AN A RE B & (Pyarmor)

IR HIRER [REFRR TR
error code out of range Internal error
error_1 this license key is expired
error_2 this license key is not for this machine
error_3 missing license key to run the script
error_4 unauthorized use of script
error_5 this Python version is not supported
error_6 the script doesn’t work in this system
error_7 the format of obfuscated script is in- | R] G R A
correct L. T B A 2 ply HC A RS e 4%
) Pyarmor AR, T
HORT A Pyarmor BEAT I
2. TR ARAF IS AT 3 B A B A
Bk, e X MR
error_8 the format of obfuscated function is

incorrect

RuntimeError: Resource temporar-

ily unavailable

WE T MEMANER, B2
TeE 7 e [ IR 55 5 20 i i
XA TR, A A
B, B2 M P e A AT
H o3I

Protection Exception

wmooR W T ik
Ifi-—assert—-call I
assert—import , #f 4

= A HAL ) IR E R
oy R Aot R IRHERR Y
FEL, 2 R ) R R

Python i 15 AR 15 5L
HWHAEOLT
iy HLR A 5 282 7% Python B3RS, RN A 11 8 il

FEiRAN & Pyarmor 185 81 o

JE 53 Python # K HIEIE M B HREIH 5 o

AR, AT AR D, AT DA A

94
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% 8 F-2. 1 ImATIE AR 198515 3% (Python)
HIRER FEEMBERG R

ImportError: attempted relative import with no known

1. from .pyarmor_runtime_000000

parent package )
import __ pyarmor__

fRURDT 5 ANE 1 B3 - —prefix KME A

3.4 RATHE

3.4.1 ELEFR

AR SO TR A
o BRIATE I TO VA 5 FE 0 285 I AS (1) PR BB B 22 4 T oK
o I AR H BTN R AR L
B A SORY 58— 1) Python Jfili, T/ Shell AR, FRIGAZ #HAFAH I .

— R PR B E RGN P H SR, BOIATE DL pyarmor i2 4T i REA Bl BRI SUPE S AR B, fE
AT T i A O H SR O

$ echo SHOME/.pyarmor

sCEAEAr T4 A python i<, FTJF Python #5ifil & , 5z 47 1 i H 78 /AJ:

>>> import os

>>> print (os.path.expanduser ("~/.pyarmor"))

Frik: AR BT, DA S IT 3K fir S HR2 Shell i<, MDA »> IT 3K AYHRZAE Python 15 512171
JAEA]

AR, JETSE ~/ . pyarmor/ FIRiEXAH .

FATESCFE T e — R ay &

$ pyarmor gen foo.py

IBATSE N N AR H 5% dist/ R 1T, A 04 SO

dist/
foo.py

pyarmor_runtime.so
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FERXA~d R, pyarmor A2 87

REEB{TIME

pyarmor 1 Joi ELEATINGE, LR IRAT
L. QUELBATINE ctx, WG4l B SCHF A TR G

2. QAR HTHSRAFAE . pyarmor/config SO, (I AR IEIIZ L o

3. BEAT TR, B UUSATIR ctx

EREE

Tk pyarmor MR- AT AMISCAFEGE H 5%, JTIG IR R ZNE K A A

Bt B0 pyexts JH TR EIMEWHAY B4, BAZE [.py, .pyw]

WG, mATRAMBIA, HIEY A ATE pyexts Z 1, MAPHIINEITH EIN 1 451 3 ctx.resources

Hk, TR ESR T, A RALE pyexts Z B NE 51 £

SRIEIRYE PP ECE I, P T R

o kI -—recursive IBIHERIIAM T HZ

o PEW —-find-all ZRFTAMBIIEHRIE (1 ARSEH)
RE A ZE +%

XA~ e v AT

M --find-all WHIBGERIIEE, & H AR MIA R ROBHE AL .

pyarmor 1 S E AR AR
* 4k7K H B Python RGEICE A R AT
* {EAECEIT pypaths TR E MR INEE R IR
o Y] H SRR E
SRJE R T A S A AR A foo MR TR:
L. B foo.py T ISTEVAM tree
2. B A 1Y import/from...import 15/4)
3. JEH A A BB K
4. HURBHRA FRAIE R ERAR, AP AR S
5. JEBEHR SIS T B Y A8 %

96
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AR AR BTC S R SEA KB, KBS G AR A R SO B A . AR RN S
e N LA, SRS E WA FREMEI A finder NI, HI40

[finder]
includes = a.py b/c d.pt

A R0 S A4 ) i 48 FIAE TR AR 54 A T TR RN, 5 D) e e A
o ~/.pyarmor/config/foo.rules TE AL 4 JRIEE B H 5% rules | i 1Y [F] 4 SCF
* _pyarmor/foo.rules 4T E H & T 4% K rules [ 7] 44 S0/

USRI SCIEAFAE , AR A0% BRI E B BEHR AN SO S DA T A 8], I HLANSR A2 T RARR SCIF4F%,
BIEY B2 ANFERCE T . pyexts s ] s £ 4,

R DA

RN TR AL S, TP KO — A R PR ACRD BEA 7 AL 2
DRACHE B b PSRk 2 2P B

o BEBOCIENES, RIS res

o RS ECE T AR AL PR, AU BRI S

o WEPRSE N JE AR S R TR IA R

SR Gt O H 2 RGN, RSO tH I 5 1%, B O BRI encoding , B IR
HUEIERS

REXERRALIRER

BRI AR Ab PR NI R AL B, BRI

P RE AL 3 2 2 (7 B FE IR ACRD T i — AT & # pyarmor: FAFHIBNAS, IR AT DAREAR R 1Y
RS A BN, JEOR A AT

# pyarmor: print ('inline pyarmor code')
def fool():

i=2

# pyarmor: i += 1

print ('i is', 1)

AbBESEZ S5, A A AL T

print ('inline pyarmor code')
def foo():
i=2

[y
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(% L0

i+=1

print ('i is', 1)

XA BRI A I AT — 28 L REAE I A A REs AT i AT, SAETE SO I A, ke
RARATT . PreA Sl mh o R ACT R, FENN 3 SR H B e

BIERE

VAR AL BESE N2 S, R 2 PRACRS RS 1Y ast. Module TEER -
TEEA B A BRAR R BB IR

o MIEFREHCE, REIPTA WIHAR AL B2

o WP TEIEM AL B, MUAL BRSSO

o SR R I A A BREHE U ) TETAM

HTATENAE, AR BESE, SNSRI ARITEER A A R ZM SRR ARG R, &
BCHGHAT I S

B MERAE B S A A b TR PR A I, BT DA TR TR AL PR AL B TR A T REA )
AIEACRS A —EL

W ERTEAR AL P T2 —A
o RRECRTACEEGS , B ek ast.Call, G IR 10 eR DR 28 I )
o PABHULIRSS, B astImport, BT ARBIHUZ 2 N 1

R AR

A HTEERAL RS 52 2 )5, L I TS 1Y ast. Module TEIERT . 52T k2 PSR A 64 T AL 3

* REAREE, REATANERRED L HE R

* EmEEEMAE KRB G K meo

* BB TABERRDGAER, RAALEARXEHERRD N L mco
* REMEBNREAAENLERBA RN ERRE TR

FF—ERHR DAL PR 2 Z 10 g A b — MO AL SR i R, FTDARR TR — MDA B RS 2 b, ST
R AL PR A ) meo R BERIEYEM mtree AN—3K.

N E AR AL B A A
o EANIGAESE, BRI A Ea AR, WA, TR R PR
o IEAR RS, RN R TN b R
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S

—-—obf-code ——mix—-str ——enable-rft ——enable-bcc

I A A B

A KT W A S AGE AT A0 8 & BT K
¢ ——prefix

. i

Bl & i A ao% e =

UERATAER] 4 A,

pyarmor gen a/foo.py b/foo.py

BRI 23 02

e a/foo.py ->dist/foo.py

e b/foo.py ->dist-1/foo.py
iETTHHBY SO A R

eI ——enable-themida fMl--plat form PLiE T a7 B S EE IR E S

3.4.2 FANT BInE A

PABEA SRS B2 Y Python JERK, T/ Shell JIA, FREGAZ MK

EMAFRZLE Python T

Pyarmor fill % 5 H A Hh K2 A4 1) .oy SCHERI—AN 2 74i s & o BATFIREE Python BEk—FE, WAL
Python fFERESHA AT, X L2 Pyarmor f)—NINGEHF AL, AT DAGE TINS5 4 B AR JCE B 4 SR I AR .

(o o BV AS 58 4 ik ) Python JEIAS—HE, AN, R & B HGE AT

python dist/foo.py

SISO AT I A A, ERAE— BT

from pyarmor_runtime import __ pyarmor_

__pyarmor__ (__name__, __file_ , b'\x28\x83....")
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Al PAE B 5 — KB A2 AP BB pyarmor_runtime |, BHEAE AN A LE AR A H SRR S0
pyarmor_runtime.so . ¥ A pyarmor_runtime A2 AIMBE M ARE  —E, REEEET
Python #} R A(TA B84, RERE Python T AHER, MMM AR T AERE A .

WHBATINE AR PR B pyarmor_runtime JiA#RE], HLBRHENY EHOCIT, RIGTEY
JEBEHR SR PRI H S B ] Python fFRREAS S A X ML

cd dist/
python

>>> import pyarmor_runtime

WERARREIE R T, UEIISCOUORIERS, A8 T 24 5P 51 Python it

PR e “HERIR SIS, AR R, AT AR AT, I 2 R TCHRIE T AR IR hiEST
PG TCR R B TR N T JC ) o TR Dl B T A AR A SR, BB A TEREE ALV Ny Ak
U PAIEF A TN A . FIRS TR 15 SRV I8 B A 7 i AT — S R G R 8 DL 3124
HIH>, BHRIEGTA

TEFAY JEBR pyarmor_runtime ZHl, BrA SE#LZ Python 1§ &2, A Pyarmor M4 75N
WHRBA KA. DIk B B G B st ig 2 ) Python AR, 52 Python g ] A AR 4
PR AR RN AR FRBLR Y o

PR pyarmor_runtime $—IRBCFARBME, SIAT—LUIRLTAR, OfFAETEA %, IR
IR R, AR 240 S E IR Y

PR B

WERBIAAIE RSB, IR APAT I AR 26 AT TR, TR Y R i 2 AT ek __pyarmor_ K5g
IR T AR 14 8 TARE

TERHINERSE N ), WA 45 5 4 Python fERERS, TR IR IRLER .
R v

2% Python fRE A T8 B KL 5%, 50324859 JRABEBR pyarmor_runtime MEFTARG, MRHSEALZ IS
S [7] Python fRREZRALE AT -

SRR PR 2 1, # IR S 4 TR B pyarmor_runtime HEAT BRI Ly s T, Hom
{EIR 1% Python ARFESHAKSIAT.

BITHEE

TR AR A PR AT T AR, SEBRINE Z S5 Y RELR pyarmor_runtime @AE—NETAAE) & B
T, AERATERE TN ER HRS—H T %

$ pyarmor gen foo.py

$ 1s dist/

&R0
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foo.py pyarmor_runtime_000000

$ 1ls dist/pyarmor_runtime_000000
__init__.py

pyarmor_runtime.so

XH dist/pyarmor_runtime_000000 giigiafriiBitd, (M TG I 2520 TR SCRiE2 15
BRI AS, AT DB TG A FF G 9 AR pyarmor_runtime AFFEI R H 1, K5
fE__init_.py HEARGEAFK-G, ARG SR, Xl A4zt e 2 e
T o

IEATRI AR R — D IEE W Python ¢, EARLAFME AL, L2 2 Python b T ALY 2
R, BN CAFRAEAT AT

BT B A AT DABE ARG AR 755, AT PAGE I 48 %60 5 A B85 30 Pyarmor S fit 7R X482 1 Fl——prefix
KA Bl A A OE AR 1 S ATER) . WSRIEARERR 7oK, ATLAE TS 1 % 46 1 SRIE SO AR S A
WA, AT RE S AZTTHRIB .

BITEWN

IBATHIORAT XTI AR 1 29 A5 B A S R — 2 AT i

IBFTEY R A S R, (E AT DA SR B ST

P RBBAE NI IR AR IR B IEZ A TR S, Sib R M B AR . R I 2 5 A S QR EERAT -

BTSSR R AR AR A P I EATRIE , (EU2 T DARCEL O B — U AN SRR A T
Bruk, R APC BRI A TR

AR AR BT SCT AT LATE K AR A LA AT B SCAA AR, AR X SR, AN B A
PESEL AT PABEBGE T SRR AR B, AT — LB MA AL B

MR MBI E AR A B (R KA —E MRS, REEH 4K), SRIGHEM A A AT TN
JRIAS ORI SRl AT S BN n 8 A O R A AN 2000 3 HL T A S A XA 5522 i 4wl JH
H O 5, Pyarmor FUZSRAL TaXFpy AL .

L)REX

LS RS N AR A T— S O 2R AN B«
BRI SOV X S5 A A T I

i —-private ZJGA SRVFANEBIIA S AN A

(il ——restrict ZJa At AN MIA s I 0 A o7 ik
AR AR AR 9, N i
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$ pyarmor cfg restrict_module 0

—BAEOLE X AR AT AR, i A B A R ZUHRORAE SR B I R A B A

e

$ pyarmor cfg -p NAME restrict_module O

Tz B2 F [ SR R 2 1) X 31

I AFEOR AR EE , AP R 91— LE AR -

Tz A2 Python HUARE R, BIANFEA Python 3.5 HsE YA, JRE(IH Python 3.5 Kiz47, Wit
¥Lf# 1 Python 3.6 KizfT, (HZWLABEIARFANT ) 3.5 A

o IERASR G, POVEN B TEESE, ARG HEEMMA GRS, FaRERERS,

CPU Zuf sk #4750, filan 32 157 X86 Windows, Linux Aarch64,

PATINE fA A7) Python ANREZ M, MERAMIUL, AREZ 1 E T Py_TRACE_REFS 53 Py_DEBUG 4:
S Python

ffif] sys.settrace, sys.setprofile, threading.settrace fll threading.setprofile ik

B 1 R R RS T T AR R 2, T DA AR fo P T 28 R 80 TR IEIRIE T A

fEdt inspect FIHAMATAT S =T AN U5 % B 45 ¥ Byte Code B34 EL4 15 M) AR X R fy AL L1
JEME, i, KRNEEER R R R RS

1] cPickle B HAhFHIL TR @i Xt g, &2 J5 i) AU Xt gl e Toik I w9 ia 17

* sys._getframe ([n]) AEEMREIR NI ERBITHESL, P INa MIAwT RES N T BSMIB A THESL .
o I AL R S AT SR ORI ASTEAS S DL T A —FE

R JEdE __file TEM#MAR <frozen name> , MIARIIFHI, TEFHEEH2EE
B4 /R <frozen name>

TET RN EE RN __file WAIFSRM—FE, ESCIFAFR. NS T MMA 217, #nl
PAE B0 S5 R A A

def hello(msgqg) :
print (msg)

# The output will be 'foo.py'
print (__file_ )

# The output will be '<frozen foo>'

print (hello. file )

A BRIt 2 52 R F AR A A RS H4:
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e pyarmor cfg mix_argname=1 £ 5F{ annotations FCH{H
S

Lo Aok 56 = 7 A P o T e A A 4 191 B

B=H BRI

K58 =5 W fgRERs (Bl Jython 45) DA KGE ALk A Python C/C++ fCHS I A BIA, HUEEE = fikéas
AEASFN CPython 4 & 42 s, wLPT AT I IA . 6 BATEE S = R SO, N E R & S0k
CPython [1J4" JRELHL .
T — L8 i) i
* PyPy JoasfiTing A, B e e R ET CPython .
» ¥£ Linux "R %% 2 Python B3 libpythonXY.so HIHE dlopen WoA5i% B RTLD_GLOBAL , 5 W25 A<
TL¥RIEAT
* Boost::python, BRIAZEzk Python i FE }& A W& RTLD_GLOAL 1), 3z47 /% B AS 1) iof i 25 i 48" No
PyCode_Type found” . i 5 a2 1E W86 I8 B ¥ sys.setdlopenflags(os.RTLD_GLOBAL) , X FERE
AT DAL S 2 A L 1) R RN A
o FEH crypes WMNAFAEF H. crypes.pythonapi._handle Vo554 1% &>~ Python ZhA %M AJH%, PyArmor £k
ZAIFER L Python C API [k .
o WASM HHiA S, B FEEfT E I R 1A WASM, (2 WASM 218 25 5) il S 4 12
BUMERI C RS, AT L4, FrPAH A SCR WASM 3R] ansia 5 2 09 H P XA Ra ek,
DF BN ERBITIE, R CRRE821T RET BN 4, (B2 B 5k A I & 114

3.4.3 FRETIHILE{TRYINZE R4

{li /] Pyarmor 8.0 Az i AT ASMSZAZ AT BIAS , 025015 Seif i PyInstaller K BIASST 60180 B Y T S0AT SCHE
SHEFTRE A ESE, RIS A B T AT OB eI - —pack teidZipyarmor gen FIEH:

pyinstaller foo.py
pyarmor gen —-pack dist/foo/foo foo.py

WERBLA I - —pack , FUREHATITINGE . 2TIRLBAGINE , HSHpyarmor gen Fiih], XHEAL
| SIINE H

WRA I - —pack , IPAERINEH HRZE .pyarmor/pack/dist , TEMESER L G, BHAT T TH A
Ab ¥

o PEROTPAT SO N MR H 5% . pyarmor/pack/
o {5 Jn % A AR At s I S H TRD 44 1) AR o 4% e A
o B BIA I AT B S BB G E SR
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o MRAEACIG I H &b B WA SR AL BT AT SCHE, IFRR B OR A AT AT SO
A L8 T mss A

AR T S B, SE T AR P T SO BB T R, IR AE B R T =X E ST
A

DT EAR T A 4] (] Pylnstaller A1 44l (i F spec file , WNSRIEAHEAMAIEE A, 35 S 4ERE ST H1HE
R FRATIE AN R P A F ST S A /path/to/src/foo.py
o B SCM ] Pyarmor X AN AR

cd /path/to/src
pyarmor gen -0 obfdist —-a foo.py

SRJEHE T4 8 & BB M /T H SR

mv obfdist/pyarmor_runtime_000000 ./

s MPBELH foo.spec, FHEIEITHIBEIEMNE] hiddenimports

a = Analysis(

hiddenimports=['pyarmor_runtime_000000"],

o AR BN, BRI A4 foo . spec’:

pyi-makespec —--hidden-import pyarmor_runtime_000000 foo.py

o Bk foo.spec , FHAANT IEE] a = Analysis ZJ5, X 2EMN

a = Analysis(

# Patched by PyArmor
_src = r'/path/to/src'
_obf = r'/path/to/src/obfdist’

_count = 0
for i in range(len(a.scripts)):

if a.scripts[i][1l].startswith(_src):

(AN

VRS AW — 1 Ml ——prefix MEERAS, HAbpEw af A2
2 X2 A SRR T 7 L Pylnstaller BERSTR 23277 B AL IR T S AR AN B A%
3 HoAth PyInstaller ({3635t T PATE % FAS 1
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x = a.scripts([i][1].replace(_src, _obf)
if os.path.exists (x):
a.scripts[i] = a.scripts([i][0], x, a.scripts[i][2]
_count += 1
if _count ==

raise RuntimeError ('No obfuscated script found')

for i in range(len(a.pure)):
if a.puref[i][1].startswith(_src):
x = a.pure[i] [1].replace(_src, _obf)
if os.path.exists (x):
if hasattr(a.pure, '_code_cache'):

with open(x) as f:

a.pure._code_cachel[a.pure[i] [0]] = compile(f.read(), a.purel[i][1],

— 'exec')
a.pure[i] = a.pure[i] [0], x, a.pureli][2]

# Patch end.

pyz = PYZ(a.pure, a.zipped_data, cipher=block_cipher)

o I E B HITHANT ) foo. spec RATHL:

pyinstaller foo.spec

AR R BAR RO, T B
o fiHISEER H Sk /path/to/src
o i PR AR pyarmor_runtime_000000
TS EFT A0 25 A s AR
Jrki—, FILME foo.spec AN T HIGHIIN—LY print 154, LN WA C 286 T ROk A
TiVE, PIATE F B ARG I — S s B T R, il

print ('this is __ _pyarmor__ ', __pyarmor__)

WERAE M AS, XAER S, RAATENE A4 GEIEFATE
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105




Pyarmor Documentation, & T4 8.2.9

&iE
Apple M1 4 segment fault

£ Apple M1 T4, URA ™ A AR IS T I 2 A st i i ek dns t T Bl i 4E 4

$ codesign -v dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

MR AR, WERETEA:

$ codesign -f -s dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

WRAE T ——enable-bcc 8{#H ——enable-jit #HF7INIEE, BFAMRTFE S Allow Execution of JIT-compiled
Code Entitlement

S U

Using the latest code signature format

3.44 FEANTHE RFT &£
Pyarmor ) RFT B GBI H i ek ke, 28, Tk, J@tk, ARSI TEG S, M TREH IS T
—F, BreAREF N R

JEM RET B2 J5 , BB ) T 7 SR PR R A A, AN BIAS Ry ok sk I A AR b T AL
SRt B LA RN R IAS G I, SRR E a1l XHESH A SRS PR

RFT #2518 0N 51 44 7
< %
« ik
o BJRE R
o JRAL B
© WEAHK
« FAFLFR
RET N A5 2 i) 24 7
o A FH BRI R A S 1 17 S B 44
o SRR ME a1l MR 4R
* FTAVA _ FFRIAFR
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1) RFT AR, w258 BT B B B A R ) — 2% i AT . Pyarmor 2 707 AR 2 16 F) 35
KA, MR ARAPREIATIEFREaRS . Bl

src/
foo.py
Jjoker/
__init__.py
card.py

I RET A0 B 4% foo.py DAL joker - 4nF:

pyarmor gen —-enable-rft foo.py src/joker/

Pyarmor f# /] N B4 H SALIAIN TRCE AN AT IIA, FHFEfr a4 . BIR RET By 5 S ALl A
AEPRR Z B O, (HRN TRARMEARIG, € S — LA M3 POERAL L. [N Python 1575 H &
(45, Pyarmor FARIAN AT AFREISE B S AL BEBTA BT L, Bt AXSHRRIRIGOL, A EEE AT N T e AL
RET KL H e AW se s Hsh N, 3T 6E A s BERE Sy, BeMS B 3h AR RS H R,
P X He 2 2 e A N TR

XTI A, ANEHE Pyarmor & H B I TALBATA R OL. Hild,

foo () .stack[2] .count = 3
(atb) .tostr () .get ()

X EYE stack , count , tostr fll get #ATEMANE? FEA LG, (HESIIEESRA T
FIWTE T AE ) AR R B, RO Se Rk R B 2 Bl S P TRIHERf 2 1Y, 2 [H]— A SHERH
THOL TR BN [R] 28
AT A AME O, RET B T A i4:

¢ rft-auto-exclude

HZhHERR A @ YE, X2 BRI .

XA AR RITA WA D A RS, WERBEMITEN R A FRICER A, AN EEA

PRy HERR B, B BeHERR ) S A L AAT ] AR HR AN S B EE 4

Helg @ M B S 4 W72 . pyarmor/rft_exclude_table

H—WizfT RET Bl AR HE, XANFESEH . RFT BRI HAS, &I TCEAHRY

JEME, R ERMBIXA R AErE BB SE R IR, 3XAN 2 LR A 44 FRE 2 B E TovE AL

H e A R

X HHEFRR () RET A5 AR S E0m e A4S, whin] DVRIERTA AR FE YR A s, EARAS

I FREDE B R

RFT B A2 A3 HERIX 3% .pyarmor/rft_exclude_table , TE AW hH g ARk E 2] 5

M. GARAFEMGE, W RAEXASEMERE, REEH G Em AR,
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BTV LU T B, (R T RE S HER R A0, AR HERR B M nT DATIE AR 28 J 144 PR PR
KT

¢ rft-auto-include
H i 44 e 2SR i .

R R ST AT, JERIA PR, FERT A TR T E A4, BRI LE A R RE B
o

XFFARLE R PG TCIR AL PR R A AR, PR R A AT AL

M PR ELEAT M A, AR A AR R, IR AIERXBE A AR THEATHERR , B G N TR BEA T
HEF -

AWESE ERPIR, R AR
XTI BERS H 4 KR AR, (R EE SR T A
/5 RFT &z

5 H R 1 B 6y2 5 A RET mode:

$ pyarmor gen —-enable-rft foo.py

WA LA pyarmor cfqg il i fic B SCF S

$ pyarmor cfg enable rft=1
$ pyarmor gen foo.py

J&= H rft-auto-include 7535425 rft_auto_exclude:

$ pyarmor cfg rft_auto_exclude=0

5 A rft-auto-exclude J5:

$ pyarmor cfg rft_auto_exclude=1
EEERBZENTERE

1) RFT BB 5 A AR ST ST REAG 1 2 L AT 287 WRETR 258 — T .
F£ Python 3.9+ & Ji] RFT BREF, AT DA HAHRY ) B4

$ pyarmor cfg trace_rft 1
$ pyarmor gen —-enable-rft foo.py
$ 1ls .pyarmor/rft
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foo.py ¥R EX NI HIAR .pyarmor/rft/foo.py:

$ cat .pyarmor/rft/foo.py

FAUG AR 1 2 RET B r b AT A B e, FEASE e TN S IAS, Eik & 5% NS i 1 ik
BT AL EE . Bl docstring BATEAOR B, (HR AR T 7 T ) P S0

$ pyarmor cfg optimize 2

I A g A 2 LT DocString MR .

#ril: Python 3.8 DA Z BRI ASAS SCRFZ I BE

EEEGENER

MR R BB A PR A 4%, T DAIRIE S A H A SR B R RFT PR ERBEI, X EMES A UREE H & .
pyarmor/pyarmor.trace.log , HEGA M EM HE:

$ pyarmor cfg enable_trace=1 trace_rft=1
$ pyarmor gen --enable-rft foo.py

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:1 (import sys as pyarmor__ 1)

trace.rft foo:12 (self.wScan->self.pyarmor__4)

F—NHFBILRT sys #iE MmN pyarmor__1
B A HFICRTEME wScan #{EM A N pyarmor__4
AT HREMER

ﬁn%ﬁu% H B A B PR, e B R s S R X A AR AN TR, W RUl, FERra BB A+
PREBXAZHR (EtE) A TEMS . FHHSELH mouse_keybd 8 Fk:

$ pyarmor cfg rft_excludes + "mouse_keybd"

$ pyarmor gen —--—enable-rft foo.py

IR R BRI AR R pyarmor_ 22 RIS, IRA B Soilad BRER H A5 S 24 th ORI 44 55

$ grep pyarmor__ 22 .pyarmor/pyarmor.trace.log

trace.rft foo:65 (self.height->self.pyarmor__22)
trace.rft foo:81 (self.height->self.pyarmor__22)
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Bian, BB height J& pyarmor_ 22 JFORBIZFR, HRAMM TR iy 0R B X4 B

$ pyarmor cfg rft_excludes + "height"
$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

IR EHE X LN THEBR I A AR B, B T iy a4

$ pyarmor cfg rft_excludes ""

SIRRREM __all

BEHEIE __all e AR SBRE TR, AT R A PN IA G . B, FIAYEREL foo &
PR BT RA A TE A4

all__ = ['foo']

def foo(msgqg) :
print (msg)

def _private_foo (msqg) :

print (msg)

IR R A2, IBAEP I I IEMBIE R S B R B Tk
A BT BB B A T IR, TARH T e RET B 200 a1l g SR 44 Fk:

$ pyarmor cfg rft_export__all__ 0

WEBFHHFAED

SAETL IR IER]—from module import * —&EfTIRikIgALEE,
AR — AN B S AT 288, B4 RFT S HEMTIRAM T BR8N __all_ e L.

RN — AN AT AR, R4 RFT B S22 H i S A, I H 20058 28 1
_all . WRSAKRM, 458 RFT BREHRE . FEXFMENL T, TFEGENEEAS & PYTHONPATH &Y
FHH AT 7 2E Python ] LS A /MR,

WERBH R a1l WA E X, IABURKFTA R A RA _ TR A PR 2 e AR .
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3.4.5 FANTHE BCC X

BCC B AL TR B A AL R AR o — HE R AURD , FEARAS Bt Sl i Python BRI %K.

BCC BiATREMEC HiFAs, WT Linux Fl Darwin Kji, —BATEIATHCE, REBAR gec Fl clang
BETAFRLFT Ao 7E Windows PR55 R, WIASE FIHAEE A5 B E clang. exe , HAHERIFGHEAN
SR

« ARE LA clang.exe , REFEHERAHILETT clang. exe AT A. WRIFAAE, HE
TERAEAE B AR HHGEAT, AIARCE P B PYARMOR_CC SRASEX 3L/, Bildn:

set PYARMOR_CC=C:\path\to\clang.exe

* M LLVM B ¥ R 8HZ 2 i 1 A

* M Pyarmor ‘B M F % clang-9.0.zip , EHEHL R/ ML R 26M A4, B HA— Nl a7 e, s
FEAR B & R, BHARE $SHOMES/ .pyarmor

J5H BCC &

BCE b i Z 5, 1LY - —enable-bee Jg ] BCC i

$ pyarmor gen —--enable-bcc foo.py

BRI AR A LA NN C MR %, BRG] eR BRI A PSCR R, A SR
HC BB, X ABA B BCC AR ) ek Ko ARG e T8 1 HA D7 5 C A7 %

EE# BCC XA mEH)H K

JE R ER AT DAEBR B H 53U . pyarmor/pyarmor. trace. log HHLRIARLE AN T C bR
K. i

$ pyarmor cfg enable trace=1

$ pyarmor gen —--enable-bcc foo.py

TARBREHEREH trace.bec gk NE:

$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main

P HEILRAZ foo.py 4 5 fTHIRREL hello PN C BBUERE 4% HEILRIZ foo.py & 91T
R sum2 Bl C %L
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FHERSERERFIRE

i ] BCC B A AN @ 52 & FFOR B BIAS 2, andiizdT BCC B s B i 31 1 He s v, 18
L SRY T ZE R N B IO, B R R 1) R AR

T R M AR AN X B AR A B E SR B BRSSO R

ik BCC A MM pkgname . modname filf I R Y iy 2

$ pyarmor cfg —-p pkgname.modname bcc:disabled=1

A R R R P T T iy

$ pyarmor cfg -p pkgname.modname bcc:excludes + "function name"

$ pyarmor cfg -p foo bcc:excludes + "hello foo2"

FATATAS IR ER B, ERXEIEARIRCR, AR X A R AU 55 9 BCC b, filhn:

$ pyarmor cfg enable_trace 1
$ pyarmor gen —--enable-bcc foo.py

$ grep trace.bcc .pyarmor/pyarmor.trace.log

HI—AIT, 2 Joker/card.py {HZMH] BCC Bt joker HYHABBIER:

$ pyarmor cfg -p joker.card bcc:disabled=1
$ pyarmor gen —-—enable-bcc /path/to/pkg/joker

WA ECE I bec:excludes fll beec:disabled W] PAf/NREEAGHE: A 9 BCC A2 # Ao 0, AT
Hff LA B A BB 1E 3 £ F BCC #5347

BEFblES

{5 P} BOC 552 A A SR A A £ — S M S ]
« SNSRI RSO A
o HRURRAE SR AR ERAG AR, R B B raise Lt 1O 574 2R ]
e sk i)

>>> raise

RuntimeError: No active exception to reraise

& BCC B i A

112 Chapter 3. HZ



Pyarmor Documentation, & {Tha7 8.2.9

>>> raise

UnboundlocalError: local variable referenced before assignment

o KB GMENE, TTHRASURRIZIHAI R, Bl __qualname_ 259, {ERARMCH C B G

HOAFAAE, T IX L8R M A R O 2% )5 To vk IR AR

E-E51:0ES

B TR SRR R BT IR AR A C e %L

unsupport_nodes = (

ast.ExtSlice,

ast.AsyncFunctionDef, ast.AsyncFor, ast.AsyncWith,

ast.Await, ast.Yield, ast.YieldFrom, ast.GeneratorExp,

ast .NamedExpr,

ast.MatchValue, ast.MatchSingleton, ast.MatchSequence,

ast.MatchMapping, ast.MatchClass, ast.MatchStar,

ast.MatchAs, ast.MatchOr

WERH T TFIMER— D NEREL, AR IR SN C e KL

exec,

eval

super

locals
sys._getframe

sys.exc_info

BN, T R RS AN Sl AR, RO EATSEE G AN SRR, B R TN SCRFIN BR

i

async def nested():

def

return 42

fool () :
for n range (10):

yield n

(A
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(% L0
def foo2():
frame = sys._getframe (2)
print ('parent frame is', frame)

3.4.6 MHEEFIRZS
KeFae etk

Pyarmor [{ 1%L I fE/2 PR3 Python BIATCIAR S 4% , e 2 oA n] s s Bl , B4 RERE 5L BE Python
FAIAS e (AT A 7 558 4 S 2 i3t o

WERARE B NEFRREB R BSE Pyarmor, § 1555 &% Atk Ao el it SRR Al i ey 4k
TN A B S5 AR, ARG Sl B ) B i i 75 9A A TR e T - AR BERS WA . 4L Python
fiAs, Pyarmor [IRAS, 147G, INEMEHIAEDT, 2% A A R i) 759k K15 %) pyarmor@163.com

Pyarmor 1% 45 Y (5B (4 FUAR O S VR (0, B AT S SE 97, Pyarmor Ak (RF I8 B T
YRR A RTS8 07  ECe  A B TR, A JA IR 20 P
i, TERA SRR R BUR . TR A ERAE , ABRhA 4% A Pyarmor SR TIAE DA B4 1T K
i VR T AR AT, DA S 3732 ot 204 308 42 ot

% Tk
Pyarmor H2{Jt T ACREEIORT-UFHE RIS b, PP DURAR A6 SR IO 1S90 T A 5
BT DA SR B 4 PERIPERE Iy 0 R0

T SRR RA R A, AR RIS, AR BP0 B B SEma nl REA R KA AT . X A BT A
PERE MR 2 BT[] — AN B A A, R REA R SR, 335 6 T AR N A 37 S AT AR A 7
W, XENERA—EGSHNHE.

FEIBATAEAT Python JIAZ 1y, BRAFFFHIBEI, #RELHRIRM AR RN __pycache o XA~ H A7 AN B
-pyc , WERSEASHRAAAE, ARG AT IR BT A 6 & ik AR At a], (E2gMA (py->pyc) %2
Rl BRIl R, AR R SRATIS IR B, AR — R

M4 benchmark . py BINZALTR

import sys

class BenTest (object) :

def _ init_ (self):
self.a =1
self.b = "b"
self.c = []
self.d = {}

EET )
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(€AY

def fool():

[]
for i in range (100000) :

ret =
ret.extend(sys.version_info[:2])
ret.append (BenTest ())

return len (ret)

FHIA testben. py IHEUT

import benchmark
import sys

import time

def metric (func):

if not hasattr(time, 'process_time'):

time.process_time time.clock

def wrap(*args, **kwargs):

tl

time.process_time ()

result

t2

= func(*args, **kwargs)

time.process_time ()

LI

print ('%-16s: %10.3f ms s (func._ name_ ,

return result

return wrap

def test_import():

tl

time.process_time ()
import benchmark2 as m2
t2

time.process_time ()

o

print ('$-16 ms' % ('test_import', ((t2

return m2

@metric
def test_foo():

benchmark. foo ()

name

if

print ('Python $s.%s' % sys.version_info[:2])

((t2 - tl1) * 1000)))

- t1) * 1000)))

[y
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(Fz E70)
test_import ()
test_foo ()
2RI s WAL A iy e fig

T e LA [] Python AR T B BRI I LA 4 1 E

(EA T ANTTN O 1B S o | B

__pycache__ &L T HRE S AR H]:

B NS RN % B B AR W O, Hod

B AT 32 H A2 AR AE

$ rm -rf dist __pycache_

$ cp benchmark.py benchmark2.py

$ python testben.py

Python 3.7
test_import : 1.
test_foo : 250.

$ python testben.py

Python 3.7
test_import : 0.
test_foo : 252.

$ pyarmor gen testben.

303 ms
360 ms

290 ms
273 ms

py benchmark.py benchmark2.py

$ python dist/testben.py

Python 3.7

test_import : 0.907 ms

test_foo : 311.076 ms

$ python dist/testben.py

Python 3.7

test_import : 0.454 ms

test_foo : 359.138 ms
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# 9: F-1. K] Python HAS 4 4 I AS 14 BE I 12

RHE (ZF) | SNESREE B NEREE 2 AT R LR (8]
Python iR | KNz | m= Kmz | xmz | mE
3.7 1.303 | 0.907 | 0.290 0.454 2522 | 311.0
3.8 1305 | 0.790 | 0.286 0.338 272.232 | 295.973
3.9 1.198 | 1.681 | 0.265 0.449 267.561 | 331.668
3.10 1.070 | 1.026 | 0.408 0.300 281.603 | 322.608
3.11 1510 | 0.832 | 0.464 0.616 164.104 | 289.866

FPARRI R, FMZHRARLL, KT AAT A ) Python 3.11 FUANZ SR AR TARZ . ATRERIE MY
TR GAFAMERE LA KA

RFT BEANEfE

RFT B0 EIEIR A R, 28, TnkmnAc |t s a4, oA ixa@ntiae. RN Z
TN J B RS RET R 25 4 B AR PERE R T 2 P B i B T 0 OB A 3R A1

$ rm —-rf dist
$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

$ rm —-rf dist
$ pyarmor gen —--enable-rft testben.py benchmark.py benchmark2.py
$ python dist/testben.py

2 10: 322, BRIA RET B P REN L

B (Z4)) | SNRSRESE HLAT & EH A 8] &iE
Python gz | fn& | RFT 4R | hn#& RFT 423X

3.7 1.083 | 1.317 334313 | 324.023

3.8 0.774 | 1.109 239.217 | 241.697

3.9 0.775 | 0.809 304.838 | 301.789

3.10 2.182 | 1.049 310.046 | 339.414

3.11 0.882 | 0.984 258.309 | 264.070

TR, BATAE RFT BLAH - —obf-code Jy 0 XHMIAIEATING , AAERIBA IS RA R LT HERE. T
2 R RS2 (0 T T ) I AR A

$ rm -rf dist _ pycache_
$ python testben.py

$ pyarmor gen —--enable-rft —--obf-code=0 testben.py benchmark.py benchmark2.py
$ python testben.py
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11 2621 A6 RET AR

B (Z4)) | SNRERAE HLAT &R HH A 8] &iE
Python gz | kin® | AGH#EK | k% | AKX

3.7 0.757 | 1.844 307.325 | 272.672

3.8 0.791 | 0.747 276.865 | 243.436

3.9 1276 | 0.986 246.407 | 236.138

3.10 2.563 | 1.142 256.583 | 260.196

3.11 0952 | 0.938 185.435 | 154.390

BCC Bk fiE

BCC R fUHR 7 bR B e il C pREL, BAZA R I RIS — 28 B BIAAT A IR TR] B e — 22, TR
H RS (8 T T ) B AR AR )

$ rm —-rf dist _ _pycache_
$ python testben.py
$ python testben.py

$ pyarmor gen —-—-enable-bcc testben.py benchmark.py benchmark?2.py
$ python dist/testben.py
$ python dist/testben.py

# 12: 3-3. AN[d] Python A BCC A AEN i

FHC (ZR)) | SNESRAT(E] S \ERATE 2 HATE A 8]
Python fRZ | Kin% | = Kmz | mE xmzE |
3.7 1.086 | 1.177 | 0.342 0.391 344.640 | 271.426
3.8 1.099 | 1.397 | 0351 0.400 291.244 | 251.520
3.9 1229 | 1.076 | 0.538 0.362 306.594 | 254.458
3.10 1267 | 0.999 | 0.255 0.796 302.398 | 247.154
3.11 1.146 | 1.056 | 0.273 0.536 206311 | 189.582

Al S P i
AR AL, T T A, BRIV AT RERYHER S G, ERARRR I DL AL A O o
BIan, P ——no—wrap BN T:

$ rm —-rf dist _ pycache_
$ pyarmor testben.py

$ pyarmor gen —-no-wrap testben.py benchmark.py benchmark2.py
$ pyarmor dist/testben.py

GANY
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AW
Python 3.7
test_import 0.971 ms
test_foo 306.261 ms
130 F-4. NIRRT P BE AN 22 At ) 52 1R
L] THEER M TEM
-—no-wrap HombEse A2 4k
——obf-module 0 WHERERZ A K | SRl 2 At
——obf-code 0 S N e WEBEALE A
-—obf-code 2 AR SR A
—-—enable-rft FEAR G g ig&ﬁg‘fé’f
—-—enable—-themida E%F‘%ﬂi@ﬁ? ?E ?5 , ﬁ)&]@flﬁfilﬂﬁti
——mix-str Bkt aE 3‘E' e, E%E%?F A
—-assert-call WA fiE PR AE, FERN AR Monkey Trick
—-assert—import | RUEEARIERE | PEEEArE, TR IETEAF Monkey Trice
--private WA fiE PR ATE, TR IR Il N AN 5
--restrict AR fE P e, FERR P BRI MR AR B

3.4.7 FipftFuE R TIERE

mELE

FARAMBCE FH R T messages . cfg A MRS RACE H X T messages . cfg

UNSRAFAEE I B SCHE . IR T B A 2 A i B & B

FTIFH R 4 77 BN ut £-8

LUE ST S R R e W 0l TN i

THCE:

$ pyarmor cfg messages=messages.cfg:gbk

AW

=

-2, IBAT I AR AG 4R TE

8.%  (Pyarmor)
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BITMEEAITTRE

t e BRAATE =

s Y4cEFH PYARMOR _LANG

o HIRFFE LANG
EHE BRI R, ERLEES, RS R
B H 2 AL B R BT R 15 B

3.5 FaHEX 0¥ aliE

o FTHX
- RRFTIEa AT K

o FHBR R AT
- R IHRE R AR

3.5.1 &

AR SCRYALEE F T Pyarmor 8.0 2 J5 A HUA .

R A AR B S VR, A 0 e B

(1) INEEDIRER AN BRG], S BRI 1 B ] A R A

) RIETFAFER I BETE I I TCIE B

(3) RFT %X, BCC M A E = TG -

(4) W DARE AR R & A, RS VF RS TR .

(5) 1FTHi B B 44 7K pyarmor_runtime_000000” /A AR i ELAIE #L

(6) A LA AR BUAEATE XA B IR 55, AR Y AR I 2 9 24 IR 55«
(7) R3CHF obf-code KT 1 AR N AL

A D BERR ], 75 B AL VF AT BOR R X R .
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3.5.2 FO[HEX

VAT AS 5 20 A W SR 2 RS P MRS BRI, ) S T Ik v DA ok i 5 F) I8 A 3K
AR BE=FDFATE, 3 SRR [ R 2D g

o BRI RTIE

FERE G TR B R ] (1) (2) @) (5) (D).

T A 4 IS5 5 S SRSV AT Ik

o BRRFATIE

LR BAFAREEERE (1) (2) (3) ) ) (D).

T A 4 IS5 5 S SRSV AT Ik

o SRR RTIE

S RGF PT IR B R ] (1) (2) B) (4) (5) (D).

P ATIE S RFIE A T AN 2 BRI ) Docker,  FEAARUF % ZBGA AT UEAE — R Z WERZ 21T 100 K.

T B AR AN T A LR U Tk

AER—FFANIE, B TN AR AR IC TR I VR AL, AR T 0 8 B AR B 18 AT A AR AT R
il o

BV A 18 (P AT K EME 25, HRAGA HRG M. tgiid, (Lff—f
S AHAF BT DR 7 A A COME— ROV RTIESR S, S SEVFRIRIOA )7 i G A ] B VP AT IR S 5

U A Z R ot HE G — Ry Sk TV RTIE, AR 224 F P28 b s B B B A/ N T 2 BT
ATUESE HIEY 10 4%, RS A e al DA IR 5 — R i VR RTIE . — B BRI Y RTIE SR A 10
SR AL A 3K SR RTIE . SXAEUHE FT  AB TA

— AP TEAS S PR A ML B R T AU, SRR R R SR, ARSI SRR IR 55
fr, RS A — R R AR S HICA, D SROA, PABCRER I THRAS . — Tyl 0 B B Al
DIREAHIE] , LA RIRPA BE TR MU AN [ AR 7l , S 07 it AR SR AN (R OAS O S 4 Fr— . L
Je e I 44 R A R AT IX 4

[ — AT R, [ I AR B A R AR 100 A, [ IR P AR B S 48 BRAE TFEATE 24 /NI
B 25551 pyarmor fr AR, X IR A SR8 2% Pyarmor F48 ] Pyarmor X HIAHEATINBS 14, A2
TRIBITINE AR P LS

KT VFATHYETEAIBERA , 5 B Pyarmor 55261/ m] X

KT —Hy™ s Bl ]

AT R PR Python JIAKSET —FhFF& Y7 il non—profits
Pyarmor 2 —Ff= i, BRI

* Pyarmor SEAHARC, & ZR AR T Pyarmor X — 7™ i
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* pyarmor-webui, >y Pyarmor 2 {lt IS T A, th)ET Pyarmor X" i

* Pyarmor [Ja G 1T HL ARG M django JF K —ME)Y, X L& T Pyarmor X —Fhj= /i

* JF% Pyarmor i Jl B 2EACA NG, i Pyarmor (I & AL, PARIEATIG G 1T ARG = I 5548

J& T Pyarmor iX—F77 i}

 Pyarmor 7.x il Pyarmor 8.x tHERJ& T Pyarmor — =1 .

Microsoft Office = BN E—Fr= i, BEIERS T 5, BIUn Microsoft Word £l Microsoft Excel J2 B fE5¢
AR, FrPA Microsoft Office A&7t . il Microsoft Word J&—Ff™= i, BRI UAS 2251
Micorsoft Word 2003, Word 2007 Z&t.%[J& T Microsoft word iX—F1 77 i

RE¥FEHER T EETIE

% 14: F-1. IR fE

Thge

X AR

iy
E
=

==

Vol
h

ETeil

#iEini

FA I Dhhe

1

BIAA R

2

HERIB

T {39

Themedia {37

Assert {47

RIS

IR

obf-code > 1

RFT fif# i

BCC fina izt

TEBR ] Docker

B (o | oH | of | of | off | 2 |2 |2t | | o |y

Df | off | of | 2| 2 | & | 2| 2 |2 | 2t | 2| b

7 g s e e e s e s e e e P

i s e e s g s

VARG, SRR B AR I T RE .
2 AU, AR AENE IR N WA T BN T e .
S YRERIBA, SRR ARSI W AZ T TR B A T T R

ST {347, R4 G BhAS AU AL O L3 2 A A TER I S i

5 Themedia {47, 24418 55 =75 TH Themedia X} Widnows g7 FE#ATERI I TIRE .
6 Assert {371, EAEEETOINE BIAS A SRR AR AR h BE

TRASC, A AR SN —E M, T FORARIMERMA, B FoRm UK.

SRR, SRR WA P A R R TR IR O DI RE
9 W\ Pyarmor 8.2 JF 4, obf-code SR 2 Rl [y 20 B RLHEA T

'O RFT s, 2l Ea s WA iR, 28, HiEmAs s A BRI A T ge .

' BCC R, SZHEHE Python JHIAR thifs o sk ACHAS SO IV 1 C BRAL, W13 B A ODLAR IR 105, AT B A T ER P 1

Tifig.

12 54T il S A Pyarmor 8.3 FF4 KR, SR FTE AT DAGZAT /RS2 19 Docker,  BERRIRI% 5000 —F 2 PR Z45 T Docker 255

100 K% o
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notes

3.5.3 ML

TER A% T IT Pyarmor B MRYIEHI 4, SCRFRUE AT S
https://pyarmor.dashingsoft.com/cart/order.html
TEMW ) DU PR EE R VP AIE R A, HE M PR, 58 AT

SR Z S AE—ATAE B Z BSOS Sas BITE AR, 3549 MG SOPF 07 iR B e 1 A
i, WESH XA T IE

WA SRERPEVE AT (R B D — Ui B, T DR ATEN SKARBR P F IS A AR rp ], (R VRl IE vl REAEAT o] — A
THERAS 8%, Pyarmor AR TEVE FTUER] PATE 4 J5 BT A B THRBCAS Hh (1]

F 15 K2 AF R sIR (PE)

BER | FEBNE (ARMT) | @8 (ARMT) | B
ELAAR 298 359
LRI 512 562
AR 868 918

AR TR EAE G R e Paypal #E47 324, BTPAE #AE MyCommerce ‘B W HEATIE K, 3 LAY H 4% B4 A2 56
JC, FEHANBETFE AR A5, FEROLE PR A A2 (TT 8, A ZEAH 23 H 4% MyCommerce 4k
B

https://order.mycommerce.com/product?vendorid=200089125&productid=301044051

% 160 -3, R EREL ISR (5

ERE | AEmng (£Ex) | 1A
HAhR | 52

LR | 89

Szl 158

3.5.4 FRHEMAITEE

A2 AT B RRAR (1 VF R UL AT LATHR R B VAT IE o
FEE AN FR B RARVE AT UE AT LA 3% 7125 Pyarmor BRIV Al L :
o BRHHY Pyarmor i & VR AT MY
o JFORIIVFANIES 52 A pyarmor-vax— JFKH
o JEORVE AR M S pyarmor-regeode—xxxx . txt f77E HARERL (A 100 )
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o JEORMVFTIERY K HAE 2023 45 6 H 1 HZ i, 50 _EAE Pyarmor 8 A7 2 Ja e IH I SK IR € 1 Tk
AT

WERICIE R THI, WM SR VRl
ERATIVF ATUEA SCRT T2 & FRAN R AT«

REHREIEIR

B S 2 Sk U T RIS SO pyarmor-regcode—xxxx .t Xt
SR )5G%-%E Pyarmor 8.2+

e WOHTHY Pyarmor s 2] VAT, FREENRE—DVFRIERSE T AR X WEWRE , WARCEVF I
PORTZ A= iis, TR el R Ae T H R A, oAt i 5 2 SR B VR I

TBE (VR AT ™ i B XX, IR AT TR fir 2B A7 T2

$ pyarmor reg -u —-p "XXX" pyarmor-regcode-xXxXx.txt

THPIRINZ 5 2 BB iRy 2 7 S
TEHA B A8 LA B B 2 0 ST+ AT

$ pyarmor reg pyarmor-regfile—-xxxX.zip

BT N Ay KA THU S AV AT

$ pyarmor -v

HEWHSE 2 5 B RN B SR 2 B VF AT, A — U A S5 I 0 B0 LR v AT I

3.6 W ElRE

3.6.1 #0{F7 Github Fi&(a

Pyarmor & A7 THL, $4E T 8 TR X RO AL AT R B, G BRI Tt T D)
T, B MG Pyarmor, {HEXHT S gyt s MBS, IR FH K
5 = T IR AS, PP R O] 52 ST RGP A Rt 201 Ak M AR 5
L,

SR 1 A%, 35K — 2 Pyarmor 1 Bug, 75 AT Aok A A 0 P BRA RO TR LB 2 T
. BORRALF A 4TI B8] Pyarmor MRHCEC N FIBEIOETURIRER, XAt %A 5% Pyarmor [
LM ARE .

Pyarmor Team /2 5 Ui il 2 M 24 B 050 el s ek RS SN J8, 1170 8 £1 212 3] Pyarmor
[ 45 A RESTA T BE P, R0 P LI 252 B O 2550
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Pyarmor A7 52 B SCRI AR SE . Iy RO D REFNEIUAT L 2876 SCR A, Pyarmor Team RESSIFARRY, X 2L 30,
R 24 Ui

TEPEIZHT, el PRy 58, X RO RS MR R i 00 A, o ELIE S 1 B A8 s A 17 [
o QR 2 6 pyarmor—7 B Pyarmor < 8.0, 2[5 Pyarmor 7.x 7Lk S
o WE—TFTXAAE R R
o WRSREAT BRI A G | WAL, AR RR TR T, ORI AL A A
i
o S LR 8 B ARG B AR 5
o QUARRAE pack Jy TR IR, TS5 A7 5T 1 S 3E AT 04 e 25 o A
o WERRBMMRFT 2K R, SR REFT 12X 0% i A pro
o MR REABCC A WA, SRR BCC X e % i A pro
o QAR IR IE RN AN, TE S e T AR 5o = 7 PR e 5 R A A 1P AL
o WAL AR KB M, WS A Ao &
o W —FATUS T N
o BT INER A, BRORBCH N Z BTy A BERS IE W Y217
o QRIS G E SN B AR, BA BT [R5 I RE S LA
o EHEEASE, RS, EEH e ESER, A HEER, FARErE
o QRGBSR EHT A Pyarmor, 1§ THRE Fo A
o WR—T MR
o WMR—N B
WERARAAEAE SR I 0] 25 P SRy, 357E 1HE X 421, {H/& Pyarmor Team F A JRilE— g 8] ik FR4-9 FT A 7]

A
QR AR A B Pyarmor FRAFAE Bug, T§HEAH] M

Pyarmor Team ¥CGHFIER) Bug i, FF H o PRI L Bug, it Bug #2201 5 B PAGE Pyarmor
Team FEMS I M, XARA B T PUOd ok )8,  Joyk9E Pyarmor Team # B 11 )8 ph e S 5 2 19 4]
W smtspyarmor gen iy BB, P G B RTPUAT 6L S I G I AYET, Pyarmor FIMUAEEL, Python HY/R
AAFE, PASCYRETIIZATF &, 555 ASCARRIE RS DX PUFTH] Bug i . 0T ILiAE LAY Bug i,
Pyarmor Team BB AZITHEIX, PAJGATAE IS, R4 0 F) Bug H-4RZeAb P, 175 AL HE Bug,
TR AN R, T B VSO BN, — R R DA R 5 U iR

R 3 N T R

$ pyarmor cfg wrap_mode 1

$ pyarmor gen -—-assert-call foo.py
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(Fz E70)
INFO Python 3.9.0
INFO Pyarmor 8.1.6 (pro), 005068, boot armor
INFO Platform darwin.x86_64

3.6.2 # 3 o]’

A I _EATRER Pyarmor i K ? 5] Pyarmor GEASE) ihiX Henifi 1M ?

Pyarmor —ffiA 2 KEM T MR LERH T 5., 20 THFSE CPython BJEAUHS, PAMBER LK
P, B CABCH K B ] X I

" AR E RS, Pyarmor 427 AR RE R INEA, MSEE EARTE, AT REIE N AR
SN SR AR o

WEH s e A Al SRR B e B e S s — AR S A, Bl

import sys

def fib(n):
a, b=20, 1
while a < n:
print (a, end="' ")
a, b =D, atb
print ()

print ('python version:', sys.version_info[:2])

print ('this is fib (10)', £fib(10))

IR el I e i A T B A T

WAL BENS LR, 548 Python R4S, Pyarmor WMUAS, 2705, MRS, %A
DA KBS 1) ¥ K 1% %] pyarmor @ 163.com

T NEEAE Pyarmor | & A ATl Al T2 ) 8% o

Pyarmor H1%/0- I RERE B 1IN A GA I, XA Fodi ) TAIER NAFFE L, BERE A
FEERE I A RS E T BRI . X T Az AT B AT PR R T 5, 155
F R EATE 2] 09 2B = bk
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3.6.3 Apple _E#J Segment fault

I BT, X2ENAILEMMI code signature
QSR 2 N 5 VR B A A T R, T2 Y R pytransform3. so BHIA 4!

$ codesign -s - -f /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.

SO

IR ATINE BAS A g A A T, IO A pyarmor_runtime. so A

$ codesign -s - —-f dist/pyarmor_runtime_000000/pyarmor_runtime.so

1527 Apple ‘B 7 XY Using the latest code signature format
2. {#iFf] otool FI install_name_tool fiE k44 i J2E )

DRI DAy i 196 PR FRRASE R 5 25— LU 7R, AR (9 D EANKT i) REECHE ATt . Bl otool -LmlPAE
B U

$ otool -L /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

/path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so:
pytransform3.so (compatibility wversion 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

T RGEZ AN, FE5E Python 135 /% @rpath/1ib/1libpython3.9.dylib , FHEMABREN rpath
SR

$ install_name_tool -id pytrnsform3.so \
—change S$deplib @rpath/lib/libpython$ver.dylib \
—add_rpath @executable_path/.. \
-add_rpath @loader_path/.. \
—add_rpath /System/Library/Frameworks/Python.framework/Versions/Sver \
—add_rpath /Library/Frameworks/Python.framework/Versions/$ver \
build/$host/libs/cp$ver/$name.so

WA PAGE ) R fiy & A2 F rpath:

$ otool -1 /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

KA Y H RSB AAAE Crpath/1lib/libpython3.9.dylib , WERANFELEXAS SCHTE, 7FZAMH
install_name_tool &M HiAY) Python ZZ3E¥fHE, fRi& Python #MZJE R /usr/local/Python.
framework/Versions/3.9/Python:
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$ install_name_tool -change Qrpath/lib/libpython3.9.dylib /usr/local/Python.framework/
—Versions/3.9/Python \

/path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.so

NPT dist/pyarmor_runtime_000000/pyarmor_runtime.so W 2[EIFEN, WA IR & EBAEAE,
T A TIE BB TR

AT E 24 1] Python ARREAS XTIV SIS, W HATIRRE SR . TEEA W40 Python ¥4 (2%, I
LR TCFIBATINE AR, T5 B H B 1 SRR B S R RRAS .

1527 Apple ‘B 7 R4 Run-Path Dependent Libraries
3. W RG22 T 24 Python, B4 2 IE A 80 S %

BN, % T %4 Python3.9 2 4p, iff{#i I anaconda3 %7 %% | Python 3.9 £ /Users/my_username/
anaconda3/bin/python

Wi /Users/my_username/anaconda3/bin/python a7 % M A BHE, EESERIT

dist/pyarmor_runtime_000000/pyarmor_runtime.so , X BN Python 2457 , % B &4
Bk /Users/my_username/anaconda3/bin/python/../lib/libpython3.9.dylib , U
ANSERTEIE, PBLSYEEFR /Library/Frameworks/Python. framework/Versions/3.9/1ib/
libpython3.9.dylib , WUEREASAEAE, ABA M RSEH) Python ZhZS A S, JXHETT BEME 238 50U

15t i)t

X SO B85 22 {d ] install_name_tool &2 dist/pyarmor_runtime_000000/pyarmor_runtime.
so ALY HI B TR ﬁzﬁ%@%éﬁ anaconda3 XJ LY [ Python #7522, Pyarmor BRAIE LAY 2 F 4t Python
. I HATRE H SE T A B T3 5E, T2 AR R R TS L -

4. AR

Pyarmor ffi [ T JIT A RSEm %41, 7F Apple M1, X A[REFTZIX) Python #EFTHELE1 . i T Ar
7% Python 1 entitlements F AT AT B

$ codesign -d --entitlements - $(which python)

1527 Apple ‘B 77 304 Allow Execution of JIT-compiled Code Entitlement

5. e FE— T Apple [1) segment fault H &, HRIERRWEIRIG SR MR MO TR

3.6.4 & AV OI4E X )=

Bl R F e TR — A, TR RS F0E 7
Pyarmor 2—/T. R, AGSNEITHAMAE, Pyarmor 5 2] /7 n] WSl it £ 7 S0P
VAT 142 S —A VT UEE AU AT H AT — A N, it B G NR s — A A 2

PRATDAE “—A i Bfielion “— My SREEATEIE, — ™ g iR M A R T
PRy, WIETT AR RSB, ARSI 4%, sl aess. — Mt e isr™
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R A RICAS, DTS A, PABCRERBTHERAS . —Fiy™ SRR A ), 2 AR [l Rk
SHRET T BN [RUBCAR R ™ iy, X i A AL @ AN R A S 2 R — 4, Hoil i B 4
PREERIEFTIR I3 o
FEAUERATI B T35S % 4 o] AR X Fo i 7T 1

AR T DO KSR P vl ik
Afefit.

Pyarmor Jg—~/NTH, Kl i BEAE iU O 2 nl DA BB AE . X T — LIkl i e 2 2h
fiE, %02 RFT #i3UR1 BCC B, X Sl T DA 1 e B 2 M AT SCFRFAG R 7 B A 5 e
AT . il REE B E, ENLER A PATARR .

LA CH CICD, HH%AEBGR MRS EAT N, B 20X 0 0 B A BN e SR FT BRI i S ik
“pyarmor register pyarmor-regcode-xxxx.txt” &%t pyarmor e 7 I CICD 2wy bb i ze, IR
2R LB AT register YT L& 2338 pyarmor fY {812

Wi S yarmor-regeode-xxxx.txt — i H TS — RGN, (RS TR Z e ik fE it
Frift. 7E CICD AR AN i s g 2, @A REG XA, AT RAGE 55—k}
AR A Y — A zip A% A S

FAARME 6 275 17 7T 18 BLE AT R A3

AT 12 i i3 J111¥) Pyarmor 6.8.1 A A TR B SOTIN A ANGS U, BRAEAVEE M B2, (HH Rl B A
253 8.0+, JBiXA™ Z il 6.8.1 A A2 AL 2% A ff ey 31

Un et s e 1) Pyarmor 8 2 FIFRIRCAS, A W 95 GUTAT AT RASGEFRI SKE HOASVF AT Ik o
SR BRI VF AL & AR 2 Pyarmor 7.7.4
ANSREEAE Pyarmor 8.0+ Wi -E A B VFATIIE, 75208 1] fiv% pyarmor-7
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pyarmor,
pyarmor.
pyarmor
pyarmor
pyarmor
pyarmor
pyarmor
pyarmor
pyarmor
pyarmor.

pyarmor.

.cli
.cli

.cli

.cli

66

cli,

.cli.

.cli.

.cli.

cli

cli

66
core, 66

core.alpine, 66

.core.android, 66
.core.darwin, 66

.core.freebsd, 66

core.linux, 66

.core.themida, 66
.core.windows, 66

.runtime, 66
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]

#e

_ _assert_armored__ ()
WE &, 91

__pyarmor__ ()

W& &4, 90

pyarmor-gen 4 T#H, 70
——assert-call

pyarmor-gen #4&{T# I, 76
—-—assert—-import

pyarmor—gen 4 {T# I, 76
—-bind-data

pyarmor-gen #4T#%, 73
——bind-device

pyarmor—gen 44 {T# I, 72
—-—debug

pyarmor #fT#I, 68
—-—enable

pyarmor-gen #r4&4TH I, 75
——enable-bcc

pyarmor—-gen #@A4{T# M, 76
——enable—-jit

pyarmor-gen #r4&ATH# T, 76
——enable-rft

pyarmor—-gen #@A4T# M, 76
——enable-themida

pyarmor-gen #r4&ATH# T, 76
——exclude

pyarmor-gen #4T#H, 70

——expired

pyarmor-gen w4 4T# T, 72
—-—global

pyarmor-cfqg 44T, 80
—-—group

pyarmor-reg #44T# I, 82
——home

pyarmor 44T, 68
——mix-str

pyarmor—gen #44T# I, 76
—-no-wrap

pyarmor—gen A4TH# T, 75
——obf-code

pyarmor—gen #A4T# I, 75
——obf-module

pyarmor—gen wAfT#H I, 75
—-—outer

pyarmor—gen #A4T#H I, 74
——output

pyarmor—gen wA4T# I, 70
—-—pack

pyarmor—gen #44T# I, 76
—-period

pyarmor—-gen AT, 73
——platform

pyarmor—gen #r44T#H I, 74
——prefix

pyarmor—gen #A4T#HI, 71
——private

pyarmor—gen w2447, 74
——product
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pyarmor-reg 41T, 82
——-recursive

pyarmor—-gen 44T, 70
—-—reset

pyarmor-cfg #44T# T, 80
—-restrict

pyarmor—-gen AT, 74
—-silent

pyarmor 44T, 67
—-—upgrade

pyarmor-req AT, 82
-b

pyarmor—gen #4&1TH#H 7, 72

L

LANG, 33, 34, 89, 120

P

PluginName (K& %) ,
post_build () (PluglnName wAFHE) L85
post_key () (PluglnName BRAFTHE) ,
post_runtime () (PluginName #AF %) , 86
Pyarmor, 63
pyarmor

3k, 66
Pyarmor & XM, 64
Pyarmor 4, 64

-d Pyarmor Z:alhk, 64
pyarmor 44T, 68 Pyarmor [/, 64

-e Pyarmor # Wi, 64
pyarmor-gen 4T, 72 Pyarmor % [RHK, 64

-g Pyarmor I H, 64
pyarmor-cfg 44T, 80 pyarmor.cli
pyarmor-reg #4{T#&M, 82 HH, 66

-1 pyarmor.cli.core
pyarmor—gen @ {THI, 71 3k, 66

-p pyarmor.cli.core.alpine
pyarmor—cfg #44THM, 79 HHk, 66
pyarmor-reqg 44T, 82 pyarmor.cli.core.android

-q Ik, 66
pyarmor #A4T#, 67 pyarmor.cli.core.darwin

-r HH, 66
pyarmor-cfqg AT T, 80 pyarmor.cli.core.freebsd
pyarmor—gen #4247, 70 HHk, 66

-u pyarmor.cli.core.linux
pyarmor-reqg #4782 Ik, 66

B pyarmor.cli.core.themida

3k, 66

BCC # =, 62 pyarmor.cli.core.windows

bootstrap () 66
P A 87 pyarmor.cli.runtime

c %, 66

C. 63 PYARMOR_HOME, 69

PYARMOR_LANG, 34, 120

J PYARMOR_RKEY, 65, 77

JIT, 63 pyarmor-cfqg 4TI
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pyarmor-gen 4T

pyarmor-reg 4 AT#HM

—-—global, 80
--reset, 80
-qg, 80
-p, 79
-r, 80

-0,70

——assert-call, 76
—-—assert-import, 76
—--bind-data, 73
—-bind-device, 72

—-—enable, 75

—-—enable-bcc, 76
—-—enable-jit, 76
——enable-rft, 76
-—enable-themida, 76
——exclude, 70
——expired, 72
—--mix-str, 76
—-—-no-wrap, 75
——obf-code, 75
——obf-module, 75

—-—-outer, 74
—--output, 70
—--pack, 76

——period, 73

--platform, 74

—-prefix, 71

--private, 74
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