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o hofT i AT A I

Pyarmor Z{t4

Pyarmor J&—> 1T MR Python AR TE . EREBABITIN LRI Python AU AWt sE , BE
TN JE BIAS R G IR, 0 s A 2R . R EAFREAF 5L

IfERs sl
o JCEPR: IS AR IR Z— AR oy SUPF, AERZ GO0 T AT A LR e sk 1Y py BIAS
NS BAS ] -

o Byt FEOt T W AR IO A AR RE , REAZ I L R 2 B0 T2 PRI BE R 2K
o Al B EEE a4 I PR R, 36, Tk, ARSI

o Beikh C AR RERSIERLER Ay s BN C AURS, AR5 Bl e DA e 0 L B i i C ACRE ML
w2 A PRI Python pREL

o BRI BAAC iR {5 FHYG L mT DAZE s Jon s B A 28104 1740 18 % 3 180 8 o o B AR 1 o 33
o Themida f#47: {#i F§ Themida {#3P 125 A~ ({X Windows & 0] B )
K

Pyarmor J&—~%&A7E PyPL ¥ Python f, 5y (Y7 202 ELE M fin % pip #EAT 2%
£ Linux 5% Apple V-5, BRI &, SRR PAT R ar <

$ pip install -U pyarmor

& Windows NI, ] win—r ¥l ey O RAME, A emd Z FEIESTIERI G, EIEH G AL a2

C:\> pip install -U pyarmor

LASENZ G, M A4 pyarmor ——version JflZEPhifT. WRZH NI, & E/RHE Pyarmor B MUAE
/%\G

AR -G Pyarmor SCRF, FrA SCRFIF-6 AIAATE £ R £ i 25 i R 09 752
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Iz 2

NIRRT RN A, HORIE A foo . py:

$ pyarmor gen foo.py

T s gen RSB BN g B(# generate:

$ pyarmor g foo.py

$ pyarmor generate foo.py

XA AN A dist/foo.py , XLE—NIEH Y Python BIZ, W DAL FEM# ] Python fifH¢
AT

$ python dist/foo.py

BH A LR St

$ 1s dist/
foo.py

pyarmor_runtime_000000

BT e lA Ah, ATPAE EIIEA I3 Ah—A~H 5k pyarmor_runtime_000000 , iX/@izfT s A< i
H—~Python ¢,

EfmmERA

RV MA dist/foo.py AR % F ik & RIVEBATHY, WAL I H R FHZAT408) & —kE
gL AT LA,

FAAWe? H—FMEMA dist/foo.py N T:

from pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name_, _ file , ...)

I AT ZM pyarmor_runtime 000000 FAME __pyarmor_, XMLt it BIAS (O£,
T B AR AT AR AR — A IR HE A RO 2 pyarmor_runtime 000000 SRS

T PUONHOBIfL pyarmor_runtime 000000 & Atk | BroAma A Heeferi R4t , B
AR A) Python A fEiadT. AR ZE 7 % & Wt TIREEA—FE, 752l HAS - 5 0 e 101 .

ks RHH G Pyarmor 1% 7 3% &, ETINEEHARF% Pyarmor
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nEa

BRI — A, BT -0 B 7 Ah— A th H ok dist2:

$ pyarmor gen -0 dist2 src/mypkg

R ML

$ 1s dist2/

mypkg
pyarmor_runtime_000000

$ 1ls dist2/mypkg/
__init__.py

MR — N SAMEENE dist2/mypkg:

$ cd dist2/
$ python -C '"import mypkg'

TR HL T A AT H SRR, AR M eI - R B 3 R AR

$ pyarmor gen -0 dist2 -r src/mypkg

AfmES

IR DMEEAE S dist2 HEE R E P it s HE0A —FEGm s, M- sfrsh ik
FFEI L H SR A

$ pyarmor gen -0 dist3 -r -i src/mypkg

A H %

$ 1s dist3/
mypkg

$ 1s dist3/mypkg/
__init__ .py

pyarmor_runtime_000000

BUFE A 5 295 DU SCHERRAE N B dist3/mypkg Wi, HZREAEH SR DIEE Pk & Eiistn] bA
IE

i A PAHE —F dist3/mypkg/__init_ .py FI_b—72E B A 0% S dist2/mypkg/

10 Chapter 3. HZ
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__init__ .py WA ZHY T MRS/ .

HEMED

K, I RIS st 2 15 # 1F) Python JHIZS | JiF DA sk 51244 Python IR T 5., #i40 distutils, setuptools,
PAJ wheel # R DA FH e d5f 25 Jin 2 i A

Rt mypkg B H AT

projects/
— src/
— mypkg/
F— _ init_ .py
F— utils.py

L— config.json

BN H % projects/dist 6 JRMRAFINE

$ cd projects
$ mkdir disté6

IR TR B SRS D 2

$ cp -a src/mypkg dist6/

BERAREMME R, EHAIER oy SRR H SR L py:

$ pyarmor gen -O dist6 -i src/mypkg

AT

projects/
— README.md
L— src/
— mypkg/
F— _ init_ .py

F— utils.py

L— config.json

L— disté/
L— mypkg/
F— __init_ .py
F—— utils.py
F— config.json
L— pyarmor_runtime_000000/__init__ .py

3.1. [EHHIE 11
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F—F src/mypkg Hil dist6/mypkg , ME—HIXGI@/EEZ T— 1 HE pyarmor_runtime_000000 ,
S B = i AR AR 1 R dist 6/mypkg

AT RG] B Python 1.7 15253 1X B 2% 3] Python Packaging User Guide

REME AR N

(A 3EI —e T RAT SRR BN AR A 200 . Bian, BB A 200 30 K

$ pyarmor gen -0 dist4d -e 30 foo.py

BT TFHIE A dist4/ foo.py KIIF—T:

$ python dist4/foo.py

T A ) NTP fR S5 ge kb2 Gl i, A Y mris & AR s, SijeRa .
W] PAGEF 55 Ah—FiAg X yyyy-MM-DD SREEEA RGN, Flu:

$ pyarmor gen -0 dist4d -e 2020-12-31 foo.py

iBfT—F dist4/foo.py BEHITHIE:

$ python dist4/foo.py

WERANTE BRI A5 18], AT DAYEA SOV RS T2 . ok & A sl Bi4n:

$ pyarmor gen -0 dist4d -e .30 foo.py
$ pyarmor gen -0 dist4d -e .2020-12-31 foo.py

KA S ] R o A AS R BT YR R — AR, ELEEPE DUl H S distd/ B Pk G

HEWEMAFBEE RS

R % Pk & S BT

IPv4: 128.16.4.10
Enternet Addr: 00:16:3e:35:19:3d
Hard Disk Serial Number: HXS2000CN2A

I EI b RSB R E5 S B A . BN, F8%E dist5/foo.py MR LAKF HuhE:

$ pyarmor gen -0 dist5 -b 00:16:3e:35:19:3d foo.py

AR ] AR e TR 4 58 TPv4 ik R %7 5145

12 Chapter 3. HZ
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$ pyarmor gen -0 dist5 -b 128.16.4.10 foo.py
$ pyarmor gen -0 dist5 -b HXS2000CN2A foo.py

A2 g 1E(E S R T A X

$ pyarmor gen -0 dist5 -b "00:16:3e:35:19:3d HXS2000CN2A" foo.py

HARSWEEESET G ERER, SR G, BNERERL .
RATYRE BB BN A BT A D7 iR R — R, B DR H % distd/ BB Pk G
KT INE A R E

BTN AT A 23 pyarmor_runtime , BAEEf Tl pyarmor_runtime_000000 H#
N

$ 1ls dist6/mypkg/pyarmor_runtime_000000
__init__ .py

pyarmor_runtime.so

(8 AR AR R B R I AR 75 2 251 5 W P 10 T JE B pyarmor_runtime , BTRA
T A

o RGBT EiR e D2 Tdn iy REIRA-T-6 , BT SR QiS55 £ i 3 i R 0 15T

 HBEMHAIF MR CPython interpreter R REASKIZAT, BT Python 3.8 N HIHIAT, JEik# Python
3.9 i1y

o BONBERCR =5 EREAR . B4 PyPy, TronPython (3% Jython izt

A, FE Android RGN, . py MIATTDAFEALE H R NiiisT, B2y RESESSE, SunArE R4t
SEM H %R IHA BT

T—S#iE

MR T EAEA TR N — P
XA SRR R AT A

« M Github Ji 11 $:%: Pyarmor

o ] A Python i 4< HifE A Pyarmor

. SEREHIE
BRI A sl 32 W NER:

o {1 B 22 R 8 AR 4

o AR SRR A AR B A T

3.1. [EHHIE 13
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o ARHIALEE AR R
o AT 2 Python FRETHE AT AL IZ AT AN A4
WA &AL, A RE e T R b ek
o D P RO AT N AR RET AU BCC K Pre
o EHIE R T
o [E bR AL SE DH S
o TNERE -5 BN A
RZ ] BERTIX B P 28 RS BR 3 2 4 E Ao s e b i

0 {e R A AR

Pyarmor A4 SE I SCHI ARG, 3k HLZHT B I P A0 u bRk 11 21 75 ZEAOAH 2R

o G Ak B YT Pyarmor (TP, CHLASEO RIS O T I
R R S . BATDEA A 2

o G = RRa BRI MREE R K, SEIAE Pyarmor HENAZ AR A, A ARER fir i
TASEBL. X ) P AEH 2X Pyarmor 1 Python #A —E 1) 1 i

o B E3Ra BT NBORZRA RS TRTA RS E S, Ay PN, BB A RS AR
B B T Pyarmor YR, 5 EAL AN KIS RORIICE, 7 A LE 1 BT ml (AN )
ERPE I S

o HSR A AT i EHEAMEI Pyarmor $RULHITIAE, A AITSSELRIR AR T REAN RS . B
SYA T Se A AR T Pyarmor (4T EIAG £ ERE A, DAk Python BIARHIUTILFLA MM T, il
A B0 Pyarmor HEF T AN i, DA A2 S 5 — 2R T .

o BRIy AR XA IR R A AT Pyarmor WA VAT, Pyarmor BVFATARS, AR
VFAIRAL, DA KA 2K Pyarmor V¥ lHIE.

MR —MrEn KT, BT ARG, fENELAE 8 &
B AH LR BN 4T £ Github EAR17).

3.1.2 EERRYE

o W PyPI LAk 54

- ZHRAHE

14 Chapter 3. HZ
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— 1% 8 Python f##5 3% HL4£i5 4T Pyarmor
o I Github £ #3473 %

e {& Python & A8 H Pyarmor

o TAHEK

AIfRSR

Pyarmor F5%E Python 2478 I FELA K C 1, S/ B AT Pyarmor JoikiE & 8517

+
e Linux -6, A0 25245 Python iZ4T8hA& 4. BIAN, {1 NI 64422 Python 3.10 YBT3 &

$ apt install libpython3.10

1 Darwin ¥4, #{# X @rpath/1ib/libpythonX.Y.dylib fffF, X H X.Y /R Python [ liAs. 7l
:

@rpath/lib/libpython3.10.dylib

@rpath & MAE{iEZ —:
* @executable_path/..
¢ @loader_path/..
* /System/Library/Frameworks/Python.framework/Versions/3.10

* /Library/Frameworks/Python.framework/Versions/3.10

BB XA, 5 A HE R A B 1 A0 B A e X0 E 5 2 56 Python,

M PYPI B

Pyarmor KAFTE PyPL_ETHT, ) (A7 sURt R T 6 4 pip FLHEEEE.
76 Linux Fl MacOS,  HBATIF iy 4 A MIHET F 4

$ pip install -U pyarmor

1 Windows P55, FE M win-r FTIFar SMIAME, RIGHA emd STIFaSE 1T, FHEfT R <

C:\> pip install -U pyarmor

THSEINZ G, A4 pyarmor —-version Jf[u| %, MR, & WIR ) Pyarmor (AN

/o

AR FEES 5 KB, BFELR I pyarmor. cli. runtime:

3.1. [EHHIE 15
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$ pip install pyarmor.cli.runtime

AR B GHF SR Pyarmor, FIrA SCRFIISATF- G IE & £ w5 i A 09 850

RREI®

* pyarmor R HE B —4>, Fram TAERAAMEREM, HMAEMNINREESE G450
* pyarmor-7 2 [ MIEEMAMA N a4, EEHT Pyarmor 7.x IEIE AR

fi£/ Python @R 28 H 1T Pyarmor

pyarmor ST IR 4

$ python -m pyarmor.cli

M Github FE#{TRE

AT PAEL#Z M Pyarmor Github 222 Pyarmor. FEKFER|IAM, SRS pip JEAT 4%

$ git clone https://github.com/dashingsoft/pyarmor
$ cd pyarmor
$ pip install .

VRATPAELEE R 38— AN I 4 SO targz B0 zip , MR JAER pip UEFT 236

7£ Python jZ&<chi@ F Pyarmor

HEaE—MER A, Bl tool. py

from pyarmor.cli._ _main__ import main_entry

args = ['gen', 'foo.py']

main (args)

Rt T AR

$ python tool.py

PAER AR B , B ey i BRI S 40T DA i 25 M b AT 1% 3k«

16 Chapter 3.
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SEEEE

o1 R I A2 AT PASE 42 1 28 Pyarmor:

pip uninstall pyarmor
pip uninstall pyarmor.cli.core
pip uninstall pyarmor.cli.runtime

rm -rf ~/.pyarmor

“w v v v »n

rm -rf ./.pyarmor

3.1.3 Eifiti#i=

o XX AoRIER E

o £ B % a4k 3 e R A

AL S ey g

0 B3 LA

B A EAR & B AT E A

GRE N ERARE S AL L

152 A 91 3R A B AR AT B A

JofT ARbALSE 213 8

AR T Ak LI AT BY e 5 A

— FATIAT AR,
- #ABFHEX

APAE QLT T Pyarmor 8.0+, (] T AT iy KA A AR B

$ pyarmor —--version

AR Pyarmor MRRAS/INT 8, AR 255 Be AN BRI AS ) SO (FE DT I 2 F T ARESRARAS ), 8 7+4% Pyarmor
FIIERARAS o

TERAHAE S, S RBI T4 anT:

project/

F—f foo.py

F— queens.py

(A

3.1. EHHE 17
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(% L0

L— joker/

F— __init_ .py
F— queens.py
L— config.json

Pyarmor i [l pyarmor gen IEEARRIRIEIA, BAHEBET AR AREI0,  DAW AR B 56T REAN 2 427 THI 4%

GEES
B OO R TR, T Se R S T 4 5
BB A &

20 AR B A A, R AR S A RS RT DAY B S BRI, T R - A A
SFTEVEE Z 15 SO B A BRA R

$ pyarmor -d gen foo.py

BRI H G AR RARLL R K Pyarmor B AT 475 b AT 7ARYP, Balad Ry oy 205 H:

$ pyarmor cfg enable trace=1

JBHZIG, KT pyarmor gen e — AR ER HE X . pyarmor/pyarmor. trace. log itk
FHRA BRI R L Biln:

$ pyarmor gen foo.py

$ cat .pyarmor/pyarmor.trace.log

trace.co foo:1:<module>
trace.co foo:5:hello
trace.co foo:9:sum2
trace.co foo:12:main

i FFIFRHY trace . co Fm RBARY MBS , 5T 19 5508 B Ao BLBE A BRI 7 sk EA T s
R A 72k 42 P B

18 Chapter 3. HZ
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$ pyarmor cfg enable trace=0

fE FE SH9E TN E B A

XFF A, AT DA X S IR 1 22 4

$ pyarmor gen —--enable-jit —-—-mix-str —--assert-call —--private foo.py

Pl ——enable-jit il M BhAHE A A AR A B SE AR R4 I 22
P ——mix—str' GRS RIA TG KERT 8 MFFFH.

Wi ——assert—call REAGHRERINGE AR b i R AR SR it .

Wl -~ private R HHERINE MIZA K JEIEA RE YL Python RS B S AAE
B,

data = "abcdefgxyz"

def fib(n):
a, b =20, 1
while a < n:
print (a, end="' ")

a, b = Db, atb

if _ name_ ==

fib (n)

PR i abode faxyz B £1b SHIANIT 7Tty

data = __mix_str_ (b"***xxxx")

def fib(n):
a, b =20, 1
while a < n:
print (a, end="' ")
a, b =Db, atb
if name_ == '__main__ ':

__assert_call__ (fib) (n)

TR RS fib 2% EEL, B4 __assert_call__ (fib) iR[EJFSRAREL, 7 NI AR H .

N T BRI RPN AR ORD, T RAS AR AR R H
U —mix-str TERART AR AT

3.1. [EHHIE 19
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$ pyarmor cfg enable trace=1
$ pyarmor gen —--mix-str —--assert-call fib.py

$ cat .pyarmor/pyarmor.trace.log

trace.assert.call fib:10:"'fib"'
trace.mix.str fib:1:'abecxyz'
trace.mix.str fib:9:'_ _main_ '
trace.co fib:1:<module>
trace.co fib:3:fib
fERE S MEDNE 8

RN Python &, , ANEAFEHEI ——private [ 2 HAL A~ L0

$ pyarmor gen —--enable-jit —--mix-str --assert-call --assert-import --restrict Jjoker/

Wi - —assert—import MV ARG, i ORI BoA PO I a iR
Wil ——restrict W DABI GRS REAEN S A SO, A REBO T MIATA .

BOAOLT __init_ . py " SCRRR BRI 2 e i AR AS B P 11, LA SEE e SCA el BRI 44 P A
REBONIRIAIA N o LEFRATRIE— A A dist/a. py REUE—T

import joker
print ('import joker OK')
from joker import queens

print ('import joker.queens OK')

BT AR

$ cd dist
$ python a.py
. import joker OK

. RuntimeError: unauthorized use of script

IR S AR A, BRI - restrict | EARMBEBIR joker . queens AHH]
AP S

$ pyarmor cfg -p joker.queens restrict_module=0

PRI, KR AR # a7

$ pyarmor gen —--restrict joker/

$ cd dist/

[y

20 Chapter 3. HZ
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(% L0

$ python a.py
. import joker OK

. import Jjoker.queens

LR

R ARSI, H Bzt R 20X L8 SOrF, (HRBRATE OL T A 24 Pyarmor 5 DUEI 4 i %42 .
{H 2 Pyarmor 42 {1t 1" =5 & ] AR BRI A 17

L AEINSEZ i e U I Ay DU B i F SR, ARSI A, X R B A DU S JFOR 1 py SCPF,
TR SO AR B AN AL

$ mkdir dist/joker
$ cp —a joker/* dist/joker
$ pyarmor gen -0 dist -r joker/

2. WEAECE SR, ik Pyarmor [ Zi¥5 DK SCF

$ pyarmor cfg data files=*

$ pyarmor gen -0 dist -r joker/

3. HOHE e Rys DT B R S

RN EETER

(S P T g A B I A, i A TR I 2 B B — A NI X2 A T A T — R

$ pyarmor gen —-period 1 foo.py

AEWEMEBSNEE

(I b 22 AT DASE B A3 24> o

B, MEEE AR B, DUKMHEIE S HIE 66:77:88:9a:cc:fafl £8:£f:¢c2:27:00:7f , Il FIE
A0 7 I AR 15X 7 a8

$ pyarmor gen -b "66:77:88:9a:cc:fa" -b "f8:ff:c2:27:00:7f" foo.py

3.1. [EHHIE 21




Pyarmor Documentation, & T4 8.2.2

ERAM R HERIEITER

B

TE TN A A A 72 (8 FH S -

$ pyarmor gen —--outer foo.py

TEXFPEOLT N e 0 A ek B RGs AT

$ python dist/foo.py

LRI F pyarmor gen key Bl @—AN N4

$ pyarmor gen key -e 3

Eh iy S AN E SIS dist /pyarmor. rkey , PEILXANSFELE THIB A

$ cp dist/pyarmor.rkey dist/pyarmor_runtime_000000/

EFER] PAIEF BT ME A4S dist/foo.py:

$ python dist/foo.py

A A BB TR IS, e A4 H e

$ pyarmor gen key -0 dist/key2 -e 10

$ 1s dist/key2/pyarmor.rkey

P8 DU ASHT S 22 7l B A 2B R

$ cp dist/key2/pyarmor.rkey dist/pyarmor_runtime_000000/

SN T B DA AR, HARARN, HARBHER.
HNRIBAT I A FRERIAZ pyarmor . rkey

HNESIBAT R BI AT DM HA AR, 35S 902025 91 PRI

AR BILEIRIER

BT R AT BT AR A & R e il G an s B AT 1 2 J5 T AR R P B S8 1 IR
B4 ETH R E T H% cpyarmor , AREHEH T EIE X messages. cfq:

$ mkdir .pyarmor

$ vi .pyarmor/message.cfg

XA ICME . X2 L ind MEHYSCPE, IR E ST EB U error N SR R AYHE D(E S

22 Chapter 3. HZ
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[runtime.message]

error_1 = M A # ik & 4 i1 #

error_2 = M AFTIEL T H T Y # & &
error_3 = # /& AT T XA

error_4 = F HFE MWK

error_5 = B AR X #H Y H Python M &
error_6 = AR XF YW 2 4%

error_7 = fu F Bk HE K XL EH
error_8 = % B B HEK XL EH

IR T LTI A

$ pyarmor gen foo.py

WERARAR A WA T P B DR /R AR AR R, TSR S i 2 G EOAE, 84, B
NIRRT

[runtime.message]

error_1 = RKBEREH B X
error_2 = X TN ME A MK

IR EH N AR 2 2

4 BT ILE TR INE B A

X HLRFT AR5 A ] AZESEA Python PREEA S AT ] AT 3L
Pyarmor 52 1] PyInstaller $TRLEFRT I PATICNE, SRJG R i BADAS SR 4 B AS

EATTHIT RN

T 5E M Pylnstaller B —F A il— A B B T AT S0/

$ pyinstaller -F foo.py

IRJEAE bR U T AT SO SO dist/ £oo &4 Pyarmor JEfTALBE:

$ pyarmor gen -0 obfdist —--pack dist/foo foo.py

A XM foo.py , HMAME G AT dist/foo FORMMAS, ALBSEMEHLFOR Y dist/

foo,
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24 KA dist/foo:

$ dist/foo

BEANEFREX

Bl Pylnstaller A2 g8 H SRR AL

$ pyinstaller foo.py

Fiv A 5 B ST — N H Sk dist/foo , HARAP— AT AT dist/foo/foo s
A ARS TS FL 345 Pyarmor JEFTALPE:

$ pyarmor gen -0 obfdist —--pack dist/foo/foo foo.py

FI_EH—HE, I AR EOR A, I S 9 AT AT X dist/£oo/ foo
IBAT— N R JE A B AT HRAT S

$ dist/foo/foo

AT B A, ST RAEZ R T/, TS5 Tk i A7) o 5 i A

3.1.4 BEHE

o 1% ) RFT X o5 fp A Pro
o {8 BCC ¥ X o B p A o
o EHFIRAIZF X,

o HEMEFIFB

o WTIEE BRI 09 HE ARk

o BA R IRATIRAFAS E A 5 e A
« HRELEEFSIET
o ERIETE I E A

o 335 A Python RRAKHY e 5% il A
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£/ RFT R\ R Pro

RET 42X MRy g, e eI ERS 7, PR, 26, ki gEn 4
PRUEAT T HE a4 o

i ——enable-rft J5 ] RTF #is:

$ pyarmor gen —-enable-rft foo.py

JEMERAZ G, XA

import sys

def sum2(a, b):

return a + b

def main (msg) :

a =2
b =6
c = sum2(a, b)
print (' + = "% (a, b, <))
if name_ == "'__main__ ':
main ('pass: ' % data)
pyarmor__17 = __assert_armored__ (b'\x83\xda\x03sys"')

def pyarmor_ 22(a, b):

return a + b

def pyarmor__ 16 (msg) :
pyarmor__ 23 = 2
pyarmor__ 24 = 6
pyarmor__ 25 = pyarmor__ 22 (pyarmor__23, pyarmor__24)

pyarmor__ 14 (' + = ' % (pyarmor__23, pyarmor__ 24, pyarmor__25))
if name_ == "'__main__ ':
pyarmor__16('pass: ' % pyarmor__20)

RFT AR BB Em M a1l o HAAHR, BASBRRBITGRSETR. Bl

" XATIREALAE Pyarmor % 5 T
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import re
all___ = ['make_scanner']

def py_make_scanner (context) :

parse_obj = context.parse_object
parse_arr = context.parse_array
make_scanner = py_make_scanner
T A S A
pyarmor__3 = __assert_armored__ (b'\x83e\x9d")
all_ = ['make_scanner']

def pyarmor__1 (context) :
pyarmor__4 = context.parse_object

pyarmor__5 = context.parse_array

make_scanner = pyarmor__1

IR FEAE ARSI, AT LAR R i &5 B ER RFT R

$ pyarmor cfg trace rft=1
$ pyarmor gen —-—-enable-rft foo.py

BRI GG A S RAFEI H % . pyarmor/rft:

$ cat .pyarmor/rft/foo.py

BUEIBAT N e O A

$ python dist/foo.py

IR A RIS E RS, AT AR UOW A TN, I m] e ke — LU B o )

$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

MR BN Z S50 2 TVEIZATINE AR, S5 RN T i RET 43X R4 TR AR [

2 EANHIHEAUH T Python 3.9+
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fiEf BCC =X InERA Pr°

BCC M 2 AR s A E S —WERIACRS , FEMRA_EIREG08 J5U8h Python pR%L

BCC #iH UM EC Hiifas, X T Linux Fl Darwin Keiit, —fINTFEHTHE, HEBIAK gee #l clang
RETAERAT Ao 7E Windows 355 i, "I LAGEA FIHAER —MI7rAlCE clang. exe , HREIHEHIFGRILEAS
S

s WREAH clang.exe , HEHEHERAHEIEIT clang. exe NSV DA WERSCHAFHE, (H2
TEAAL B H ST, 1T PARC B %48 5 PYARMOR_CC K48 XA Sci:, fFln:

set PYARMOR_CC=C:\path\to\clang.exe

* M LLVM B ¥ R 3HZ 2 i 1 A

* M Pyarmor ‘B M F %% clang-9.0.zip , EEHLR/NZ R 26M 47, B A — T AT e, MG
FEAR B & T, BHARE $SHOMES/ .pyarmor

WL E TR 2 R, PRI enable-bee A BCC fiat:

$ pyarmor gen —--enable-bcc foo.py

BRGNS SN C R RR%, AR AL AR e BRG] T AR RRE, A SR
HC BB, X ABA B BCC AN ) bR K S ARG e 10 (8 1 A7 s A o

N T BRI RSN C %, BT Y7 208 TR B

$ pyarmor cfg enable trace=1

$ pyarmor gen —-—-enable-bcc foo.py

WIEARIE G, b & e e s A A R A I

$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main
BTN 5 R A

$ python dist/foo.py

USRI A S, T AR A R A R LT A T R B B, IR AL B LR BCC U BRI B KL
BIan, WERBATH R R AR AL sum2 A7 5%, AP AANFARIX AR AL

3 AT REALAE Pyarmor % 5 AT J]
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$ pyarmor cfg -p foo bcc:excludes "sum2"

Wil bec:excludes fFE BRBAHR, I —p FERRAMFR. WERBA HEEBIRGARITE, HAb PR

1) 2% BR RS x BCC S 2200 o 334 1 B 2 F) bR 50 e 8 T T i A% X

$ pyarmor cfg -p foo bcc:excludes + "hello"

WFEX I AL IR AN GEIZAT, S H RN T i BCC 12X KA

EHEIRGERX

M T C T ], BCE Y AT SR AL, ARSI AR e BOARY AL BT 2R s AT R

j‘l‘ l% ) #Em%ﬁ’fﬁau\:

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

Traceback (most recent call last):
File "dist/foo.py", line 2, in <module>
from pyarmor_runtime_000000 import __pyarmor___
File "dist/pyarmor_runtime_000000/__init__ .py", line 2, in <module>
from .pyarmor_runtime import __pyarmor_

RuntimeError: this license key is expired (1:10937)

R E A R R G E, IR LA N w0y (AT il

$ pyarmor cfg on_error=1

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

this license key is expired (1:10937)

WARFEEIGR L, ARATAEE, wlDASEFT T i iy e

$ pyarmor cfg on_error=2

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

AT AR R T AL A SR BRI AL 5 5K
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$ pyarmor cfg on_error=0

$ pyarmor cfg —--reset on_error

RXAMBEE AL IR Pyarmor HifH IR 515 EL, A2 SEME BIAS QRS A= By 4 s 14 S5

ik RN A AEPE Python FLEIAT, IXMEIT AT GETCIAA /R iR ELEGR

HiEMEF

BROAEOL N IEI ——mix—str SMERAPIA KRIERT 8 TR,
XA IR AT BE S M PERE, WEPRTEZATS, WA hl, s U178 .
AR A TFEE R BERT 10 7 4FH, T DABE R A9 A

$ pyarmor cfg mix.str:threshold 10

UERATENNE A TR __main_ Fl xyz , S NP A2 T 58

A

$ pyarmor cfg mix.str:excludes " main__ xyz"

TR TFE ISR BT 1000 B 747, AT A A& /pattern/ WYIE N ZRIRASRSCH . Flun:

$ pyarmor cfg mix.str:excludes ~ "/.{1000,}/"

FOH RSN R, R iy -

$ pyarmor cfg mix.str:excludes = ""

Un2R R BN A 8 1 32 Z[RI A AT AR, AT RAGE TR D0 ek O T iy -

$ pyarmor cfg mix.str:includes = "/.{8,32}/"

WL B2 5] DA 1A AR i H G AR ACR

T RERPM R FEDR
el ——assert-call fll--assert—import REWEXT BRERBEHLEA TR, BARTEA TSR, Mkt f
— BTN A A S TG

TR IR T E A — LERRER A FIIT, 20 PRaP— LU TN 1Y eR R B, X I et 75 2 ol — A~ ad
D)3 38 A 3 1) B ORI e HR R 25

B, Eiff--assert—import ZMEHH json Fll inspect LTI HLN:
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$ pyarmor cfg assert.import:excludes = "json inspect"

Hf-—assert-call ZMHTA A wintype_ TFk ok 56 R w4 AL

$ pyarmor cfg assert.call:excludes "/wintype_.*/"

B TR T AR BR R Z A, 53 AR A S R R A AT B SRR R I A TR S, TR
FEN AR TR IE

fiE A A BXARIR FHIE IE N B A

FEMERIAZ 1, Pyarmor 41T, ARABIZITAH WEARRTT # pyarmor: | WAKX AT THSN
ARPE: R IBRARIRAF AN S ) — 3%, DRE S T AR

B, EASHAZL B 5

print ('start ...")

# pyarmor: print ('this script is obfuscated')

# pyarmor: check_something ()

WAL IR IR T

print ('start ...")

print ('this script is obfuscated')

check_something ()

o NIRAR IR AF IS IE N B R AR () — A LB R __assert_armored  SRARIPEIAMIURI a3 s %L

BTG DL T ——assert—import REME AN import WA FARIBLBIF TR, (HRMEHHATT
ERARIBS, AR B, BRI AR B ST A B

m = __import__ ('abc')

MARIFLATT L RBI abe 2B, B AWELA, WA H % M AR A W0 E R
¥ assert_armored__ () FHE m

m = _ _import__ ('abc'")

__assert_armored__ (m)

(H 2 XA S ) B AR A AE — A 100 2 B A I s i, XA A o IE #1217, WA . B
massertfarmoredi () Rﬁﬁﬂﬂ%ﬁﬂﬂg*ﬂ‘ﬁﬁo

PIBAR ARG Ak 1 i AT, AT TS 4 AR A48 T AR A v DA 58 S ke i A 1) 7
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m = __import__ ('abc')

# pyarmor: __assert_armored__ (m)

[ FE, B BHE-——assert—call W &istim— 28535 ZAP MR AL, X B 4 w7 DA A P BR AR 3R AF
M_assert_armored__ () #47 NTARY . Bilan, FHMIHFXFREL self. foo.meth #Ef7 N TAG#:

# pyarmor: __assert_armored__ (self.foo.meth)

self.foo.meth(x, vy, z)

HIREEX/SES

Pyarmor 2 (IL55HRF BRI ZIHF RE, AIDMRIE & 7 12 & WIS R B A FTE 5 10RHR G R .
NT X LiES, HRE#E ~/ .pyarmor/messages.cfg
$ mkdir .pyarmor $ vi .pyarmor/message.cfg

EE—A L ind B0, ¥II—A runtime .message Fli%Yi languages:

[runtime.message]

languages = zh_CN zh_ TW

error_1 = invalid license

error_2 = invalid license

XA SRR AE S, HHE SR AS E LANG R BEE . R e B FRAT S d TR A
TR

e error_l: YAIEE &3

o error_2: VFR[TEA ] T 24 /i 5%

BOAHE R (G R CE N invalid license , Wil W HEEMITET 240, FE A FEREHR X R
UNE SIS

EHARE S R B A 5IFE -5 runtime .message.zh_CN #ll runtime.message.zh_TW

[runtime.message]

languages = zh_CN zh_TW

error_1 = invalid license

error_2 = invalid license

[runtime .message.zh_CN]

[y
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(% L0

error_1 = B A& & #
error_2 = ﬁiﬁ e %

[runtime .message.zh_TW]

error_1 = P S
error_2 = KA THEATHAE W& HE

IR BTN A

$ pyarmor gen foo.py

LN BHABA T B, B SRR Y TR A 1Y LANG i B BRI S R Y H R 5 S X B A2 zh_CN
80 zh TwW , AP A BN A RS E .

HIEAS B PYARMOR _LANG W] DA R G & N AR B 6 FH 05 15 BIE S .« WERX NI RRE, 24K
RGEIGEASHE LANG o Blin, {8 H T 1 A =2Gs 170 AR B2 s B rp SO AR R S

export PYARMOR_LANG=zh_TW
python dist/foo.py

4 R ES T & I A

1E 8.1 JRATIA.

A ST BB AT R N AR T R T -~ —plat form $8%E HARB A M- G 4K, IXHII 1A TRy
T8 & ZFR.

B, fe—& Darwin I A i BT T AIZATHE Windows "RTHIF I MIAS , 75 SR AT R I iy &

$ pyarmor gen --platform windows.x86_64 foo.py

Python tlpyarmor. cli. runtime fR{it T HAM- G AL 1D A, B5-1- 5 N 75 200 e 23X 0,
REA LR, SRR

WERTEME AT LASAEZ A6 b, AIAER ——plat form ZIK, fRER—MiTHFG. fla, T
THTF) iy 42 L TN B AS AT AIB A TAE 21> x86_64 HYHRAE R 4L

$ pyarmor gen —--platform windows.x86_64
——platform linux.x86_64 \
——platform darwin.x86_64 \
foo.py
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Z# %4 Python RRAByInE %

TE 8.x HUAA: I RE M AR LI

3.1.5 EHFY R

o R EEATHIB) 09 AR

B & SLE IR0 R B Aok

28 e 5 3G I SR AT B & A IR # IR

A% ) P A AT 4R € P AR F] Docker

1% B A R 258 18) AR 5 R 40 & i R 2L

PRAPIZAT A B ARk

feSh 3R b 2 Ao A

Pyarmor i J " i ) 75 UHEAT € il A0 g
o B A pyarmor cfg EUERIANLE:
o fd Ao A A I RE A SO T R E il
o SRR AT XS ATI 20 AR AT R E il

REETHE BB

1 8.2 AMA!
BOANE UL 2 T B I 2 72 pyarmor_runtime_xxxxxx
XA FRA] ARC B SO AT SRR A AR BIANE A A7 my_runt ime:

pyarmor cfg package_name_format "my_runtime"

U AR W DMEBUE TR B U A B, BRI A T E AT
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BE L HERIFH R IR

1E 8.2 HUATIA.

Pyarmor 8.2 Fi# il —ANEC B auto_mode FRSLH H & L7 BARP B BRI, BERBIAEN and ,
EIHEE LT 8 7 A PART AR —HRE . and 8 SR FTA I EREXT S8 T 2 A SR B2 oh, B 200 2

includes fll excludes k{4,

WERBEBCHAE A or , WIFIRER T A SRR BRI Z b, IEFHFEARY includes HHRY KA. HIHN,
TS, , BT A SRR R AN, BRI AL £oo Al koo:

$ pyarmor cfg ast.call:auto_mode "or"

$ pyarmor cfg ast.call:includes "foo koo"

$ pyarmor gen —--assert-call foo.py

R A T AR RS A import IR AWM joker . card:

$ pyarmor cfg ast.import:auto_mode "or"

$ pyarmor cfg ast.import:includes "joker.card"

$ pyarmor gen —--assert-import Jjoker/

{5 P DN 48 1 12 1E 33 174 BY B B9 AR 3R

TE 8.2 JATNA.

FEAH FH Dawin A4, AR Python 3% LR FEARIE RS AL, R A4 TIN5 A 5 B mT i £ DR A R AS 2 44 it
i Python i 32 1M H PRAR 2R A 15

R TT EB AT INE B A B PR AP, A2 AE 0 B AR 14 IR G 08 T A el Bl B ) 5 126 (028
HIER LT B L 3ISE pyarmor_runtime. so IR

$ otool -L dist/pyarmor_runtime_000000/pyarmor_runtime.so
dist/pyarmor_runtime_000000/pyarmor_runtime.so:
pyarmor_runtime.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

W% %% A @rpath/lib/libpython3.9.dylib , M4 @rpath/lib/libpython3.9.s0
, AR AR TCE A
T H A8 P DAE A 6 4 R AB TR XA ), ESe R E—NME A . pyarmor/conda. py:
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_all = ['CondaPlugin']

class CondaPlugin:

def _fixup(self, target):

from subprocess import check_call

check_call('install_name_tool -change @rpath/lib/libpython3.9.dylib @rpath/

—1lib/libpython3.9.s0 %s' % target)
check_call('codesign -f -s - 2s' % target)
@staticmethod

def post_runtime (ctx, source, target, platform):
if platform.startswith('darwin.'):
print ('using install_name_tool to fix %s' % target)

self._fixup (target)

JE AR A, 28R E R A

$ pyarmor cfg plugins + "conda"

$ pyarmor gen foo.py

T AR LA ) B 1 e P 2 BRI AS DA R
S
e 55 J5 1

{5 A A4 T 4B E il 4<E| Docker

1 8.2 RANIA.
R I TEAL A app . py SR IBITHEM A Docker 1T, EATHY id 43512 docker-al , docker-b2

M2, HREAE— I AH T .pyarmor/hooks/app.py

def _pyarmor_check_docker():
cid = None
with open("/proc/self/cgroup") as f:

for line in f:

if line.split(':"', 2)[1] == 'name=systemd':
cid = line.strip() .split ('/") [-1]
break
docker_ids = __pyarmor__ (0, None, b'keyinfo', 1).decode('utf-8")

if cid is None or cid not in docker_ids.split(',"'):

raise RuntimeError('license is not for this machine')

[y
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(% L0

_pyarmor_check_docker ()

RGNS IAS , [R]IHE Docker {5 BAFMHENE 4725 41 o

$ pyarmor gen --bind-data "docker-al,docker-b2" app.py

AT A DABGIE LR . AT ARG N —2E print (5/A)7E AN T #E7 701
.

5

W

i A4 T __pyarmor_ ()

158 I | 1t P 25 B 1B) AR S5 SRS E R AR B0

TE 8.2 FATNA.

BOATE UL T Pyarmor 213K NTP AR5 g St i B A i A 25038, sk NTP s 1 3A TR, AR LA

AT el P A 1 2% i (1) iR 95 4 R A T IR
HIERIEMARN] .pyarmor/hooks/foo.py

def _pyarmor_check_worldtime (host, path):

from http.client import HTTPSConnection
expired = __pyarmor__ (1, None, b'keyinfo', 1)
conn = HTTPSConnection (host)
conn.request ("GET", path)
res = conn.getresponse ()
if res.code == 200:

data = res.read()

s = data.find(b'"unixtime":")

n = data.find(b', ', s)

current = int (datal[s+11:n])

if current > expire:

raise RuntimeError('license is expired')

else:

raise RuntimeError ('got network time failed')

_pyarmor_check_worldtime ('worldtimeapi.org', '/api/timezone/Europe/Paris')

SRR A, A RO B BB B 1 AR L )

$ pyarmor gen -e .30 foo.py

SRR ET DAfSE S i 4 ARG 5 19 25 ]
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S

MpARAMT __pyarmor__ ()
RIFBITHIBN R
1E 8.2 HUASTIA.

N T BT BB AT S A A TR ISR pyarmor_runtime. so B NASRA SR A BB
B E— N T A . pyarmor/hooks/foo.py:

def check_pyarmor_runtime (value) :

from pyarmor_runtime_000000 import pyarmor_runtime

with open (pyarmor_runtime. file , 'rb') as f:
if sum(bytearray (f.read())) != value:
raise RuntimeError ('unexpected $s' % filename)

check_pyarmor_runtime (EXCEPTED_VALUE)

%5 71THY EXCEPTED_VALUE FRZEMEH S LB, B2k AP — . B— RN 2 G s T B
Bt pyarmor_runtime.so JEANIEIR, FTLARAHIAE AL WS A T4 BIASTER i ] i A5 21 B SO R . XA FAT]
DA B S e SE B, AEA R B SO E, BETETAT R, RGBT A

# Plugin script: .pyarmor/myplugin.py

all___ = ['RuntimePlugin', 'CondaPlugin']

class RuntimePlugin:

@staticmethod
def post_runtime (ctx, source, target, platform):

with open(target, 'rb') as f:

value = sum(bytearray (f.read()))
with open('.pyarmor/hooks/foo.py', 'r') as f:
source = f.read()
source = source.replace ('EXPECTED_VALUE', str(value))

with open('.pyarmor/hooks/foo.py', 'r') as f:

f.write (source)

class CondaPlugin:

SRR XA
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$ pyarmor cfg plugins + "myplugin"

B A O A, TR

$ pyarmor gen foo.py
$ python dist/foo.py

XA BB R T 5, FFANBETESE BRI H A S o AR TS 4G 27 30— RS T AR EI A R 19 7

VG, FTPAES H ORA R ERA, XFA REEIEWE R L.
UL

Jir AR AT

TESMER B S AP N

1E 8.2 fATNA.

TN ARG A 91 21 5 90 SCPFAY I 2 2208 S S AT AT T AT DAY “F A, i AT RAFE SNRR S B SCIR 0 I dr

HERE, XA AT # R

Pyarmor §2{{t T I E 1 T DA R XS SN ST RE . N DX A1 AL B A B0 E 5 BT VR bRds:, IF

HACHROW G AR SN EGI -

# Plugin script: .pyarmor/myplugin.py

from datetime import datetime

all___ = ['CommentPlugin']

class CommentPlugin:

@staticmethod
def post_key(ctx, keyfile, **keyinfo):
expired = None
for name, value in keyinfo.items():
print (name, wvalue)
if name == 'expired':

expired = datetime.fromtimestamp (value) .isoformat ()

if expired:
print ('patching runtime key')
comment = '# expired date: \n' % expired
with open (keyfile, 'rb') as f:
keydata = f.read()
with open (keyfile, 'wb') as f:

[y
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(% L0

f.write (comment.encode ())

f.write (keydata)

JEEANENE, ARG A — AN

$ pyarmor cfg plugins + "myplugin"
$ pyarmor gen key —e 2023-05-06

AR SN BT R

$ head -n 1 dist/pyarmor.rkey

S
o i

3.2 RMFSEER

3.21 REREMHNRRMEE

N%

o o feT A R HR 5 2 A 8 B R

o o T A px sk BB e R B R
o TR KR SR G F LR
o THIHPRIG Ao bk

TR RER LA

T A3 TER W] DA Sk e vk
o ——enable-rft JLFAEMERE, EHEFEE
e ——enable-bcc REXENNRAPATHE, (HE

e ——enable-jitH ] PART IEER S 1%

e ——enable-themida Al PAB IEBASTHIALS, HEXTER

o —-mix-str GRAPEIAK T TR H R R

e ——obf-code 2 fE

1]

g

FEHWN LS

B LK, I HAKE Windwos A H

% [ IR 0 52 2515 Bytecode FXESE

3.2. MAsEER
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* pyarmor cfg mix_argnames=1 fR{F RS HL, (Hi2A]fiEFEL annotations A AT H
TSR] DARSEOIN B SR, SMRIA IO IR EE S ARG I A

s MEMAM ——private , MEAEAMM-——restrict
TN THI B I RT DAY 1105 AL AR 10 282 FE AR e pR BRI HC At N A 1 B R

e ——assert-call

e ——assert-import
W0 e 4 R i IR B9 D0 B AR

(o TR BT RT DA G RE S e A N B AR, HAZ2 A 24 T pye
« ——obf-code 0
+ ——obf-module 0
* pyarmor cfg restrict_module=0
WERF LS e, (R R SORNELE MR, SRR RN S I RFT 42 X,
« ——enable-rft

WERA BRI, IBAM - -mix-str FNBELIERE, USRI LA
P, AT R RIS, ATREXHERE S N S

e pyarmor cfg mix.str:includes "/regular expression/"

e ——mix—-str

A EIZE R A Y T

XTI 55 8 i R L 3

WERRFT 42X O & 2B e (MR ER G AR E 20 RS2 4r) , AR AR Tk
WA T 0

+ ——enable-rft
+ ——obf-code 0
+ ——obf-module 0
o —-mix-str AUEIRAAE, AR BCE RS CFRER R EREEOR, AT AR
WA B RET 5% X ANBEI R LA T5oK, BB T e 1 5
+ ——enable-rft

* ——no-wrap

o ——mix-str flE LA
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Xt HAl K 2 Bt i ]

WRRFT 42X FIBCC 42X /T A, AR M8 H 71 ThD Ay e 20
e ——enable-rft
e ——enable-bcc
o ——mix-str ML
e ——assert—-import

WERRFT 45X FABCC AL X RA ], ) T Y 20
e ——enable-jit
s ——private (MMEMA), BHF-—restrict (MEHL)
o —-mix-str fEAN
e ——assert-import
e ——obf-code 2

TSR L LR X B o Al e A M A 45 SR 50 N8 T B S, o8 1R TR ) 3R 0

e ——assert-call , [RIRKEAMREHE, MORCERERIRY, DERRMEME HZ1T o AL
T XX SR ﬁtﬂ‘ﬁ%}F

WERPERESLVFINTE, SR ——enable-themida , XABEIA R REMRKRE LI 1A% 1)
eiti, AHRRXHERE S R — L

EfpAEmE &M

i A
Pyarmor fE4¢ B GERIR 2 5, SAUBURICH AR UEA T BE, B 5 B i g ATy s e A AR RS

E@X T A, RN BIKIEASHATIE, BT ARG RS A 2 P a4 A P AR 2 A
BRI, SRJETE S A LA, XAERENS S A

3.2.2 {RPEITRZINEEL M

Pyarmor {10 I fE /2 PR3 Python BIATCIAR R A% , e 2 Mo n] il se B, EL 42 RERE 5L BE Python
BAS TR AT Ay 3058 4 S g i th ok o AHS2 X AR, B dfiafr I m Bia fjir, Pyarmor 35047 HEAT
RZ PR MR BRI T SIS T 2R, AR 2 SN TR TOR Y

Pyarmor W] DL {44 A Python [ B BEAGHLRITE AR ARUE (20N ML, (L2 R BL RIS N
fg Python )R 2 A4 AL pyarmor_runtime RREMEER Sk B IS0, A BCIRAEZ AT A0 68 T b B B 1
WIS, R B AM J  T LA R . 35 IR IRy A

o SRR R G R A B4 Bk J5 SR PR 1] AT ST RN Bh 22 A ok e 1B e
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o i 58 =7 BT ST ST RO RSP BB VMProtect 254537 Python DA & pyarmor_runtime.pyd/.so
. Pyarmor LT —SSIRIPYET, AEGSEEIIAEIRRER, ROUAIAZE (39) WURLSIIE

* Pyarmor §2{t T IIZAHKN T, ATDARIRESIN A € SCHYBREL, BEATR RIS 4525 Fh B 2 LR PRer, XAl
WLAHIRETs, (AieRefe it R g My e att, B AAGE M A& SCRIBRI AR, BRI 2 1 B o
I, LA RER R T AL PRI (R LB . T THRSE A JE M R BOR TR iy A ]
PAE RS

KA S B

i LU EM— U2, WANEAT Python JIARHMRE & vl DARE ], A8 412747 %I Python Kl 54 Ak vl

o AT EAR RS AT I AR A R AR AN RE DR -

AESEBX — r B B REC H 1) Pyarmor H @ BRI I ——pack RLRABI, SRS 6 AN TR ARIEAL AY

SR RERCR AN, AR BER W R JCTA B Python F B AL R FRIBGZSAT I 20 ) 54 -

G52 ] PylInstaller 3749,

$ pyinstaller foo.py

P (R T A i 2 2 AR

$ pyarmor cfg check_debugger=1 check_interp=1
$ pyarmor gen —--mix-str —--assert-call --assert—-import —--private —--pack dist/foo/foo.
—~foo.py

SR S AT 2R AR dist/foo/ HSR N IHFTA W AT AT SCIFMI A, AN TR SRR R Eh &5 A BEBE
B DA BAE I A T I AR AN BERIZ 24

AL S T HAG codesign, VMProtect £,

&iE
JHASER T
N T A, AT DABE I BIASAN TR A6 2 PyInstaller PR ERACHS , A PRHA BIRH -

R T ORISR E B R GUT, 9 FLAERT Pylnstaller J5A<h i A2 4, AR
P ORI, 5% N ROIRE B RA RN .

# Hook script ".pyarmor/hooks/foo.py"

def protect_self():

EET D)

! Pylnstaller JI R IREN ——onefile $TRBUNEAATHATSCIR, XA SUPFFESA T 22 ARE S — I H 3R RT, R
R =07 TR BG4 TRXMRERGR SR RE R S BL ORI, B2 BA BRAP ORI, I IR M3 1 4540 X SUP A E X A S 1Y
H %R

? REAE Intel 1686 ANV LAHECEI check_interp , XARTULIELERLET-5 TAF.
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(% L0

from sys import modules

def check_module (name, checklist):
m = modules[name]
for attr, value in checklist.items () :
if value != sum(getattr(m, attr). code_ .co_code):
raise RuntimeError ('unexpected "% m)
checklist__ frozen_importlib = {}
checklist__ frozen_importlib_external = {}

checklist_pyimodO03_importers = {}
check_module ('_frozen_importlib', checklist___frozen_importlib)
check_module (' _frozen_ importlib_external', checklist__frozen_importlib_external)

check_module ('pyimod03_importers', checklist_pyimodO3_importers)

protect_self ()

H A B kA mon s (RseifT), A TSI EIEMR A S, FF2 e i R — MR HE
I check_module

def check_module (name, checklist):

m = modules [name]

refs = {}
for attr in dir(m):
value = getattr(m, attr)
if hasattr(value, '__ _code_ "):
refs[attr] = sum(value._ code__ .co_code)
print (' checklist__ = ' % (name, refs))

BT N a4 DM B IR R A L, AU AT AT H 5

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

checklist__ frozen_importlib = {'__import__': 9800, ...}
checklist___frozen_importlib_external = {'_calc_mode': 2511, ...}
checklist_pyimod03_importers = {'imp_lock': 183, 'imp_unlock': 183, ...}

SERBAEN T, PR JEORBREL check_module F0 A A AR AR B 4 (RG2S 15
F i (8 IR A T A e 2 e 2 1)
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$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

B T
TE 8.x AT I RE AR LI

PR A% S B & B ARRS S A A JH i ae A H AT AT s A RS, AR v DAGE A Python A1 C SE8L, 729
TRt pyarmor_runtime i 2% 2% (1 iHeE B shE H -

HARGRE 2O E— A .pyarmor/hooks/pyarmor_runtime.py {3 X4 .pyarmor/hooks/
pyarmor_runtime.c , XMHIARSHIRAZZITH T, I HAEP R pyarmor_runtime ) 44 i i i
51T,

3.2.3 {TEERIMBEARINEEA

N SR AT N T AN R sre/myapp . py A 4SR5 4
B4 fdi ] Pylnstaller (1

$ pyinstaller myapp.py

B I B AR O AT AT SO (R (o M e

$ pyarmor gen —--outer —--pack dist/myapp/myapp myapp.py

IRJe AN

$ pyarmor gen key -0 keylist -e 30

XEFATE BN A H SRR L, — AP iGa T 912 B iy H 5%, flan:

$ cp keylist/pyarmor.rkey dist/myapp/pyarmor_runtime_000000/

R AT AEATL AW (0 Bz 4T Al A4 T30 dist /myapp/myapp « Bil4H:

$ dist/myapp/myapp

W AT B A AN ATRAT SO, — B AR SR AT AT SO AR ) F SRR T, o B a0 ¥ 44T
XK. EH AR F:

$ pyinstaller —--onefile myapp.py

$ pyarmor gen --outer --pack dist/myapp myapp.py
$ pyarmor gen key -0 keylist -e 30

$ cp keylist/pyarmor.rkey dist/myapp.pyarmor.rkey

SR AR AT DAL H SRis AT nl AT Se - i

44 Chapter 3. HZ




Pyarmor Documentation, & {Tha7 8.2.2

$ dist/myapp

ARG OL AL B TR E SRR, AR5 B EREAL oRAg E XA H s Bil:

export PYARMOR_RKEY=/opt/pyarmor/runtime_data
mkdir -p /opt/pyarmor/runtime_data

cp keylist/pyarmor.rkey /opt/pyarmor/runtime_data/
dist/foo

«w »n» v v

3.2.4 TEMERAERKA Wheel

PR A H SRE5 a0

$ tree test-project

t-project
MANIFEST.in
pyproject.toml
setup.cfg

[TTTE

src

L— parent

F— child
| L— _ init_ .py

— __init__ .py

S MANTFEST. in (AR

recursive—include dist/parent/pyarmor_runtime_00xxxx *.so

A4 pyproject .toml

[build-system]
requires = [
"setuptools>=66.1.1",
"wheel"
]
build-backend = "setuptools.build_meta"

A setup.cfg

[metadatal]
name = parent.child
version attr: parent.child.VERSION

[y
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(Fz E70)
[options]
package_dir =
=dist/
packages =
parent
parent.child
parent.pyarmor_runtime_00xxxx
include_package_data = True
src/parent/__init__ .py Ml src/parent/child/__init_ .py EH[FIAY:
VERSION = '0.0.1"
A
$ cd test-project
$ pyarmor gen —--recursive -1 src/parent
T M 2 FE ) SR G AR
$ tree dist
dist
L— parent
F— child
| F— _ _init_ .py
| L— _ pycache_
| L— _ init__ .cpython-311.pyc
F— _ init__ .py
L— pyarmor_runtime_00xxxx
FA* __init__ .py
L— pyarmor_runtime.so
B A wheel:
$ python -m build --skip-dependency-check —--no-isolation
EPSFAIE S
* Building sdist...
Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 81, in ___
BT

46
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(% L)

—getattr___
return next (

AAAAA

StopIlteration

The above exception was the direct cause of the following exception:

Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 191, in.
—read_attr

return getattr (StaticModule (module_name, spec), attr_name)

KA Al R AR & B0 A 8T BRTE StaticModule |, it S8 SR FRFITTS, ABLER setuptools Pt
XA EE XL, BEMH T ast.parse HIEMEHTIRAASIRBUR LR R AN B, X 24 RS A P AT AN
WHY. AT R, WA NG A dist /parent /child/__init__ .py HImM—4F7

from pyarmor_runtime_0O0xxxx import _ pyarmor_

VERSION = '0.0.1"

ERECATOL T I AR A RVFBER), AT RSB O AT, 75 2 R B0 iy & EA 7 T

$ pyarmor cfg -p parent.child._ _init__ restrict_module = 0

$ pyarmor gen —-recursive -1 src/parent

H gk Wipyarmor cfg -p parent.child._ _init_ 2 HE X BAAHIH ) parent/child/
__init_ .py PR, i HABALEK IR 2.

AR dist /parent/child/__init_ .py ZJEFYET FE a2 3874/

$ python -m build --skip-dependency-check —--no-isolation

i SLis ATl A #5k
ERARAE A SGE TR B 4 5508 Libruntime , Hf HAFHE 7 HR parent . child N, {RFFZEL

MANIFEST.in:

recursive—-include dist/parent/child/libruntime *.so

il setup.cfg:

[options]

packages =

parent

[y
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(% L0

parent.child

parent.child.libruntime

SR o I P A

$ pyarmor cfg package_name_format "libruntime"

$ pyarmor gen —--recursive —-prefix parent.child src/parent

TEQ) 7 wheel 2 B AZLR{CN) dist/parent/child/__init__ .py ##fFEHC:

$ python -m build --skip-dependency-check —--no-isolation

Wik

N T RS AE N SE M2 JE B BB dist/parent/child/__init__.py , #RATPABIE—A 0 E G4 .
pyarmor/myplugin.py:

all = ['VersionPlugin']

class VersionPlugin:

@staticmethod
def post_build(ctx, inputs, outputs, pack):

script = os.path.join(outputs[0], 'parent', 'child', '__init___.py")
with open(script, 'a') as f:
f.write ("\nVERSION = '0.0.1'")

IR e XA

$ pyarmor cfg plugins + "myplugin"

RFELAERRAT R 20 AT R H i ar T A 17

$ pyarmor gen —--recursive —--prefix parent.child src/parent

$ python -m build --skip-dependency-check —--no-isolation
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3.2.5 ITBRIARIHERIF REE

1E 8.2 FRATNA.
T 8.2.2 JUA KA ASH: A I ——rest rict A1y ——pack KRR RGE.

Pyarmor X} {1 /il PyInstaller 3T (347 %A1 i 7 sCHR ML TR A BRAPT, XA T T A 2R 58 e HEA T n Al
PRI S H R R R AL BT A RO B a1 T AT

TR ARG, BTN — AR foo . py I [RIHERYT R GEHCH 2.
FATFFEE Pylnstaller $2ALATIBERFIH foo. py A BIHIE .
B foo. spec:

$ pyi-makespec foo.py

RIGIBEUEXS foo. spec:

a = Analysis(

# Patched by Pyarmor to generate file.list
_filelist = []

_package = None

for _src in sort([_src for _name, _src, _type in a.pure]):
if _src.endswith('__init___.py"):
_package = _src.replace('__init__.py', '")

_filelist.append(_package)

elif _package is None:
_filelist.append(_src)

elif not _src.startswith (_package):
_package = None
_filelist.append(_src)

with open('file.list', 'w') as _file:
_file.write('\n'.join(_filelist))

# End of patch

R X MBSV ST foo.py , [ AL & A MR R SCIF £1le . 1ist:

$ pyinstaller foo.py

e P S TR e A 3 A BT

$ pyarmor gen —--assert-call —--assert-import --pack dist/foo/foo foo.py @file.list
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XA R T AR SEBI AR R, AR E O RSP DL E TR T RIAS I e 2
PO, WA, SRR AN TAEBUE MU ST £1le. 1ist
3.2.6 RMEBLEPRILEIR

BONR AR GRS ut £-8 2 BIAS A I 1 B A A i, T DAGE Y E BI04 0 TR 4 SO i o (0
TN T i 2 T AT E N B A G B 4 5l gbk:

$ pyarmor cfg encoding=gbk

[l LT AR € i ) B R B SO messages . cfg FREMBD . BIAN, (1A fiv & T AL L€ i 4 e
TH S 2R ISA gbk:

$ pyarmor cfg messages=messages.cfqg:gbk

3.2.7 figIA Docstring

(o T 4T 5 T DA fin % 4= - DocString:

$ pyarmor cfg optimize 2

Bl &I optimize H] F{EAVEHES % compile

3.2.8 fnfalfg R 58 =75 = 1A FA W02 B A 75 72 1Y o R

M%

s EAMH =

— pandas

— nuitka

Pyarmor §2{{t 1 £ & AL T2 0 1 AR DA O T 1B B A IR, 24 6 — N 2R 3 =05 SR i A
BRI, TS S RE R AT, R T R IAIE ], AL L T
AR BB o Pyarmor JFR LA 2 2345 Y % 08 AR AS 2wt vl CASige e Ui 2Urey i, i 2 AR5
BRI T Pyarmor, FHEE G A O/ ZATLET

Python YEAA UG Z R, ARL WL ZVORERBA Nid. XTHR, AeiFIE—14E,
IR PRHLRERS A Pyarmor 78, Sl HAYALETT 20U I PR A O R, AR R F B4 TS5 4 BTl 94X
B, FATLARE Bh 7 ALty T BEA Pyarmor B 2E i 59 4 AR R IR T 58

Xt )& Pyarmor {11/, Pyarmor JF &SRR, (H2A —LL 82 Pyarmor B & JCIAMRRT .
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WHEOLR, M2 =05 F 2 S0 MR A
o fliJl sys._getframe KUjHREN R R, S HALSITERMGEE, (HR2 ARz iR
TR P A S AN — R
 flif] inspect B HAM T B2V M R B IS (Byte code) SEAHCJEME, BTV M JEMEIE
bt 3t Pyarmor {47
* fiH pickle B RMAIAEIFI S NE KL, SRIGIEINE R K2 45 Hh b AR ol AR AT, (H2
R BOR TR Sl T IR ALY

XL [ R T2 =7 A B T A B IRE N G, BRI Z AEE S e 5 i A e Rk
Aag Ao QR PUE IR, s B R, FERL 2 BCC AL X ST IR A, e
MNEHZ

X s, A R %, AT RAE e N i =
o i RFT 42X, A% ——obf-code 0

RFT #2 X WP SR FRBIAS AREEHY . BrbA— e & FECR A, (] ——obf-code ZAAY
KPR EIINEAIE R T PR R N R RS AN RS o e — iR R R 7 56

$ pyarmor gen —--enable-rft —--obf-code 0 /path/to/myapp

el DI R R AR, AR e 2 i eI L e k. filn

$ pyarmor gen —--enable-rft --obf-code 0 —--mix-str /path/to/myapp

$ pyarmor gen —--enable-rft —--obf-code 0 —--mix-str —--assert-call /path/to/myapp

o ZWEAT L R

TE— SR A, AR R A B ERAFAE B, AT AN I X e . B, AR AR config.
py AREIEH TAE, BRI HRALA T B 7 U IR 22

$ pyarmor cfg -p myapp.config obf_ code=0

$ pyarmor gen [other options] /path/to/myapp

AT AR BUSOR BT IR, RSN 2 J5 6 DA ) AR B F i 3 B A f:

$ pyarmor gen [other options] /path/to/myapp
$ cp /path/to/myapp/config.py dist/myapp/config.py

o B =05
X AEEG AR A4 "myapi” KRAT, il 404 B, HEAEA TAERH

@cherrypy.expose (alias="myapi')
@cherrypy.tools. json_out ()
# pylint: disable=no-member
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(% L0

@cherrypy.tools.authenticate ()
@cherrypy.tools.validateOptOut ()
@cherrypy.tools.validateHttpVerbs (allowedVerbs=['POST'])
# pylint: enable=no-member

def abc_xyz(self, argl, arg2):

men

This is the doc string

mn

SEVEIH B AET cherrypy . expose NI4T

parents = sys._getframe(l).f_locals

P2 sys._getframe (1) FEMNEMIAIR B A R PATHESL, JEEB SO T AT )T A
TN A I 755 i

parents = sys._getframe(2).f_locals

#il: WARHE =T cheerypy WHHAMRR A, AN MA G E— AT

FRME=ZFE

XN L 5 =05 R AT RERI AR DT 58, WOHR 7y S H S BT 2855, $252 Pull request 3
TR 56 =5 Fi o

1R WNE I ESR

B KE #®iF

cherrypy | #T#MT"! R R 2 T sys._getframe
pandas TR T ! fia) 51 Jit PR FH T sys._getframe
playwright | 7%k R/ %A DAL AR i AR IR IE

nuitka i ] restrict_module = 0 2 J5 W iZ A DA TAE | MARIGIE

USEIEATAN TR ST DAKE i AR
> W DAMHEFIRET 45 X, i A
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5EA
pandas

73—l pandas

import pandas as pd

class Sample:
def _ init_ (self):
self.df = pd.DataFrame (

data={'name': ['Alice', 'Bob', 'Dave'l],
'age': [11, 15, 81,
'point': [0.9, 0.1, 0.4]1}

def func(self, val: float = 0.5) —-> None:
print (self.df.query('point > @val'))

sampler = Sample ()

sampler. func (0.3)

TN 2 I s T

pandas.core.computation.ops.UndefinedVariableError: local variable 'val' is not.

—defined

] 75 2% HAT#h T, 8 pandas scope.py HLE ) sys._getframe (self.level) &N
sys._getframe (self.level+l) ,sys._getframe (self.level+2) B{# sys._getframe (self.
level+3)

nuitka

SE I RASA A 8 AR — A£G Nuitka JEATARER, (R 75248 I A epiak:

$ pyarmor cfg restrict_module=0

MRERNZEH AT, SRERELS1R RuntimeError: unauthorized use of script

EE NN A b Eylk

$ pyarmor gen foo.py

IR IGAE 2l S 23k T, [H R A e X B 56T , Bl --private , ——restrict , ——assert-call
, ——assert—import AJRETCYEIE .
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3.2.9 EMF0E AT EIE

« ATREM
o AR AR Ao F FRFT IR
- LR
— YRR R E AT R Y 7 oo
- EHAIEE B i A
— & Docker 334 CI pipeline ¥ ;%
o A2 & H R T IE
- W
- AR & I
- AR B &I &M A
- BARIREGEM

- LR E KR

o FHRH IR Tz

AIfRSR

TEFEMHFPTIEZ B, 75 280 L R 51 5 A F
L —ANFANER 0SS, AN pyarmor-regcode-xxxx.txt , ZHFTHX Foif T K
EBERVFRIE
2. 4% Pyarmor 8.2 DA WA %45,
3. TR  ERENS U ) IR
4. BEVFANETT R ER AR, SRR AL P T, A PR non-profits
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5 A B it i 0 & SR 7 BT E
BAM IR

L (08 ST TR ERAL, BOE VF TSR E 17 i 24 B
2. FIURECSE L G o A A 2 M SCPE RS S IR (8 P kAN SO
3. FEHAB A 2 W S R T

MisEiC

TES— UM R, 75 BT —p $8E VT UESEE i A Bk, ERAE AR AL i FH 9 661 Pyarmor, R
ATMAPRBGE N non-profits , R ATUEABESY TR .

TERBCF T UEGE 5 1™ A Rl XXX, IR AT T i) a2 TR R B e

$ pyarmor reg -p "XXX" pyarmor-regcode-xxxx.txt

Pyarmor 2 1555 B NHE BIFHERIAIA, WERBHIATCER, A ves I Enter QREE NHIRHENIPIR, HALLE
kg AR 21 A

BAC I 2 Ja & R — MR R 2 M UM pyarmor-regfile-xxxx.zip , XA SCH#E A RAE HA %
% B A

WA BEEIR A 08 S TR SR, FERIRECZ G A SRR AL, SRS AT e g s i o=
WL

THZBRE IR EN S, —HZEK, Pyarmor HFASRBEH I R 55 .
— ECHE, VERTURSEE 7 I &4 AR RS BETEHEA T2 4

SRV ElIE R E R FF A B0

W= BT e, BOA IERTHAE R, AVFRIIRILEIC I MBS E ™ M 4 K TBD o Bildn:

$ pyarmor reg -p "TBD" pyarmor-regcode-xxxx.txt

BRER A FK N TBD WVFRTIE, AR NS H 2Z 09, (8 T THI P i -0 B A T B et 4

$ pyarmor reg -p "XXX" pyarmor-regcode—-xxxX.txt

WERANNHZ NBEAETBS, IRA/ ARS8 H 3 E N non—profits , JHABIERIE -
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AR MRS LI

PBILEAM LM pyarmor-regfile-xxxx.zip FIHAFTFEEMABLA, AEafr NHmarS 2 d-:

$ pyarmor reg pyarmor-regfile—-xxxx.zip

HAREMEE:

$ pyarmor -v

HEWHSE 2 J5 BT A RN R B SR 2 B VF AT, A — YO AR T S0 ) B0 AR v AT I

7t Docker & CI pipeline o #

1 Docker 5(# CI pipeline H1{1:/J} Pyarmor (345 4[m] |, {HZ [FFHZ4TH Pyarmor (1) Docker 0547 PR ,
ANfEHEE 100 4~

R VAEIF R Bed L2 it Pyarmor. MR Docker B4 WR KL% ), M2 FCVFAE L 22 HITE
I} Pyarmor

{5 FA SR R VF BT E

1E 8.2 FRATNA.

B NEFABFRERR A, — DR Z A 100 MELis, B MEEA MRS, KR 1 E]
100,

AR B i gt Ao, BIESE—aBtaam o 1, B auEn 2 F%.
FEA PR
L 08 S TR EIL, BOEVFRTIEEE I M A RR, MIIREICSE M Ja S A R AR 72 A S A
2. TERZi s EAR MR R A 2 i A SO
3. FEHRM B s bR 2 A S R B SO A B R S
4. BB LA B LM S AT, BN SO RS E Y i b

MisEiC
W SKARMIBGA L 5, —> pyarmor-regcode-xxxx. txt W& LI SARERENHRATF, X430k

AT — RN

LG TR R AR B C R B A M 48 i a BB AT, BIAREIC R E Y nUE SR 1 m 2 K, XA
SV TBD o[RBT AR XXX, s fT PR a2 TR IR AL
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$ pyarmor reg -p XXX pyarmor-regcode—-xxxX.txt

AL Z G AR 2 4 U pyarmor-regfile—xxxx.zip , XM SO AT R 2er HE Mt gy

Z

R ARREXH

N TAERS L EYENT Pyarmor, 15 JerR B B AR B I 41846 U1 pyarmor—group-device. X , Hrf
X BRI -

TEdE— 6 BABLR L2 Pyarmor | (IR —g F8E &S, LU B 30

B, e G R L, s Tl a4 A B & T pyarmor-group-device. L:

$ pyarmor reg -g 1

4 ik R EIE M

P R A VSR 2
* 2% Pyarmor 8.2+ 3 FLRT DAV ) HERISFY 35 4
o SERMIAEIT, HHE LA M pyarmor-regfile—xxxx. zip
o BB AL A S

B 2R A I AL B A SR DL B EAT W0 IR B D o pL A b (B AR B e B R &)
JEAFRCAE 2wl H S N F H Sk .pyarmor/group/ SRR R R A 4 A AR 2 M SO

pyarmor—-device-regfile-xxxx.1l.zip:

$ mkdir -p .pyarmor/group
$ cp pyarmor—-group-file.l .pyarmor/group/

$ pyarmor reg -g 1 /path/to/pyarmor-regfile-xxxx.zip

XA A U B TR SO A T ATESE — e B

B iR EER

— BRSBTS 5 nT DAYE DL B s st s AT . BN, e -G Eskis b, BT
TN Ay

$ pyarmor reg pyarmor-device-regfile-xxxx.l.zip

BRI E:
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$ pyarmor -v

TEW D2 S B B A B sl B SR IRROVF T RN R AN T R B8«

X SRR B M

TE 8.x WA I HE M AR LB

R FE TR A R A A L — R U B S, e S I AR A SR DL B H ok, AR a1 Ak
HE 0 g ] BB LEM M pyarmor-device-regfile—xxxx.zip:

$ cp pyarmor-group-file.l pyarmor-group-file.2 pyarmor—-group—-file.3 .pyarmor/group/

$ pyarmor reg —-g 0 /path/to/pyarmor-regfile-xxxx.zip

RIaHE N2 R G i, (TH o fEE B m 5 I T

$ pyarmor reg —g 1 pyarmor-device-regfile-xxxx.zip

FRERA VAT E

THRERAS I VF FTIETE 275 7F 282 i A5 T 1

3.3 HAFHM

3.3.1 BEENL

BCC KX
—FINE R ITIR AT DAMERA A i) e B SO C RS, AR5 B DA e 10 g 3 A IS LR 2o X
M NS R ECR AT, oI A JFOR Y Python pREL .

A M v
—RAEYETH SR S 8I# N HR .pyarmor |, IRAFHCARMIEE, BUAAMECE B3R

pyarmor/config
FHIRI LT ) A M e B > B o & oy e 3

Z:2 pyarmor cfg

— At E M GARTE T, BUERIA R Ay IIERE
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HH 5%
FRAFAL Pyarmor YEMHME K, ARELE SCHSEM A, BOAKE 00T & Y4 mral H P 9 B s e+
H3% ~/.pyarmor

fi i sudo iy 4] BB MAE Pyarmor AR H 5%
s S
— SRS, WSATAT] Pyarmor 17T Z 5, #REA— AR R A0S SO A& 2 TEWHIRAE .
W SO A T — RN Pyarmor 1457458 | & SCF— BSE AR R, SUTCIEAEARSEE T .
FIRREAC IS S 2 [ I A R R 2 A S At SR TIEAT (e s bR AR R B 2 0 S

I
—APython A, AEME LA , R LARH A SCPFEE T — SE AN A0

7% fo 5 i1

JEASED T
—> Python J{IA%, W LABHR A A, AT LBIMIRE AL

R AAT
JIT
JUST-IN-TIME 405, J&—FireiafTil ZILE LA 2 0 FAR o] DA 3B 1S I 4 i T2 XA
AT AT
RS
SEFREAEMIBAT Pyarmor 1Ay, FEFFAMLAS EXHRIA I T
ARG ES AT LAZAT Pyarmor,  FTAG SCREMIBA TINS5 £ i e 25 i A 0 315
BT
SR A R &
% Fsess BN TR E4 % Pyarmor
PR
— AN C 8 C++ 1EF G5 1Y Python #23k
B R AT I
B MINEBRTT A A A LS, — R A & I HSK NI, FIBHRE %1 module.
ruler 4

HA eI ) AL AT LB 7 o A i 5

Pyarmor
Pyarmor J&—>F K 1% Python JHI4<fy T A,
Pyarmor {120 153550

» Pyarmor i B

* pyarmor ¢,
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Pyarmor 1,
—Python &, "EHE T

* pyarmor
* pyarmor.cli
* pyarmor.cli.core

* pyarmor.cli.runtime

Pyarmor AR
—FhPyarmor 4T i 255

Pyarmor 421k
—Fh Pyarmor T 4 255

Pyarmor J )
5 F Pyarmor W LM & H & N 51

Pyarmor Wi H
T H SR https://github.com/dashingsoft/pyarmor/

X HUA Pyarmor JRUEG AU, $RAZ ()71 1 AR B i) SR

Pyarmor {FW[ilE
Hi Pyarmor % BB\ &, F T4 Pyarmor 3 504 Hr D) g R il

1552 Pyarmor 1% 5] 2 X Ao 1§ 7T 4

Pyarmor %5tk
—Fh Pyarmor T 4 255

Python
— MRS, B ML Python

Python JHiA<
—/MU 5 Python A1 SCHF:

HNERIE S https://docs.python.org/3.11/glossary.html#term-module

Python {5
E/AZE'E*/I\P}’Ihon Hi]?jri , E/A%#/]\jf%ﬁéik—

Python 1y,
ANEBE S https://docs.python.org/3.11/glossary.html#term-package

AR

P Pyarmor J24THE B 42 Jmy SO, ARG B SCPF AL AF HICHE Pyarmor FAR B e, BRIARY SCIE 24 e

~/.pyarmor/config/global

S pyarmor cfg
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RFT i
— PR R, ATRATE fr4s Python BIAS RS, 25, Wik, RS
3 P

— M THAEEATE 9 B, BHRATEN pyarmor . rkey
ST T ATFICEE T T AT AT — i A
s SEATHE) O PTER R

o IRIEASRY PYARMOR RKEY $8EMIAT, P AREMA .. . BIHARERES AT, — Ak
FBE NN AL, Bl /var/data

o YEIERAR
BUE RSO META AT S 2 R4 R + . pyarmor . rkey
i
—APython &, , ZFR—N pyarmor_runtime_xxxxxx
— A UM AR A, oA A N R TR AL, BTN A T B Y s T B

TS
SRS TN AR TG 200 A HoA SO
WEREL N ESENTE A e, MREH T sE9 , At
BT Y
PRAT IS AR s AT R B A R AR, SFRMA AR, FASEmRaEE, Wafiain
AT ARG

GO IS EPIBHR A TE 47400 e BUm, (R AT AR — AN SR AR o 20 5 1
EAPER
Pyarmor 7 SIIBREZ TR, HIRAR7RIE1T Pyarmor HIANGE B AS 1 #:1E R A CPU 2844
NS TR E X st TG
* Windows
— windows.x86_64
— windows.x86
* Many Linuxs
— linux.x86_64
— linux.x86
— linux.aarch64
— linux.armv7

¢ Apple Intel and Silicon
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— darwin.x86_64
— darwin.aarch64 or darwin.arm64
HEME Ak
—~ Lzip BRGSO, REH TR TR S ETA T

BRI BT B S0E U WS I Z R R RN SO, 2 SRR B A AR St
ATt

3.3.2 %< FMH

MN%

e pyarmor

* pyarmor gen
 pyarmor gen key
e pyarmor cfg

* pyarmor reg

. THEE

Pyarmor $i{3t 1" 4= 5 1 Ve IR 9 S AN 7] 2 A P i B AR R 755K

pyarmor
A
pyarmor [options] <command> ...
®IR
-h, --help BRI AR T R
-v, --version R IRAE IR
-, --silent TEREAERHE. ..
-d, --debug FTEEZ R E BT K AT . . .
--home PATH HERAE ...

XL AT PAFE iy - pyarmor 2 J IR 81 14 Z HiT
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gen A SN AR DA Bz A T B S
gen key | Az BUAMEREE B S

ofg R AN B0 B P

reg s AN} Pyarmor

fliJl] pyarmor <command> —h R&EF Ty HTIRER A 1
ik
—q, ——silent
AESE R G FT LA H &5 S
Biltn:

pyarmor —-g gen foo.py

-d, --debug
TEFE S ST E 2 1915 B T A& Bl ar 2 T 2 Hh 7]
T A B, sCE AR 2 TR AR, AT DA % e I TR AR i

pyarmor —-d gen foo.py

——home PATH[,GLOBAL[, LOCAL[,REG]]]

WEARA G, 2niE Hak, Axkied JRUASENHME BT H R A T— 5 s bF
LR Z AR Pyarmor 75T £, AT DA — PN ANIEBROE — MR A T

ENTHBGAME S 2
« X HF & ~/.pyarmor/
o BB E HRsE ~/.pyarmor/config/
o At H Higl ./.pyarmor/
BAAFIOE M SR H o2 AR B
X8 H SR E AR AT DU AR I TR BB AR H S ~/ . pyarmor2/:

$ pyarmor —-home ~/.pyarmor2 ...

XA A2 Al HE PR

o okt E HiE ~/.pyarmor2/config/

o VM SCHERTAEH %52 ~/ .pyarmor2/
THEMT Rk e FieE HRA ~/ . pyarmor/config2/:
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$ pyarmor —-home

,config2 ...

THER S HAER AR E HE N /var/myproject

$ pyarmor --home ,,/var/myproject/ ...

WAL 6 B LA Pyarmor T35 MRHE, TAR&—MAAHERE MR A 2 . i

$ pyarmor —-home

$ pyarmor —-home

$ pyarmor —-home

$ pyarmor —-home

~/.pyarmorl

~/.pyarmor?2

~/.pyarmorl

~/.pyarmor?2

reg pyarmor-regfile-2051.zip
reg pyarmor-regfile-2052.zip

gen projectl/foo.py
gen project2/foo.py

FESEPR R, FATTRE S T RZECE, AR BB S, 75200k I (R e 2 e 10
IEE, (@A ECYAIRYECE . X T DA B B4 R B H SR e B H SR 2 — AR

PR SCHL. fn:

$ pyarmor —-home

,X,%X, gen foo.py

S

PYARMOR_HOME

pyarmor gen

PRI B AR R A 5 R A T B Ao

LS
pyarmor gen <options> <SCRIPT or PATH>
e |
-h, --help BRIETS FIFR
-O PATH, --output PATH X EHHEHE. ..
-r, --recursive HIHERE FPR . ..
-e DATE, --expired DATE ¢ 8 HIAG %0 . . .
-b DEV, --bind-device DEV 45 EMAFK 4. . .
--bind-data DATA 77 [ & XEHERZF T84 . . .
--period N SRR A B TR - .
--outer JE SNBSS .
--platform NAME 55 IAZ TH) HARF 5 475K . -
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-i BALBATIR B S I L RS . .
--prefix PREFIX 83 st A migi s s . . .
--obf-module <0,1> FEEMRBNERL, BRIAZEL ...
--obf-code <0,1,2> 55 (LR IMAR, BIAZ T . ..
--no-wrap SHmAEmER . ..

--enable <jit,rft,bcc,themida> & AN [E ARERAE . . .

--mix-str RIETAFHTE . ..

--private R B A . .
--restrict SRR . .
--assert-import iR T AR AR L R . . .
--assert-call B PRI Y BR B2 2 I - -

--pack BUNDLE (i JiJ i )5 4 A AR 40 T A J0h T HRAT SCPF BT A SR I A . .

A IR AL, Fn:

pyarmor gen foo.py

pyarmor gen foo.py goo.py koo.py

pyarmor gen src/mypkg

pyarmor gen src/pkgl src/pkg2 libs/dbpkg
pyarmor gen -r src/mypkg

pyarmor gen —-r main.py src/*.py libs/utils.py libs/dbpkg

BrAAEar AT B SO iAo Python IAHEATINE, RITEERIY A AR .y -

BrA e AT H SR WA RTINS , 7% AR N HMPTE oy XFSPONE, MRS THX
i BN, I - SR BT T H %

AE] pyarmor gen src/* RANE— M, XFESINE H R HEALASC
M 822 TFUG,  SCRFH SCIFS A 5 B A A A4, SR 5 T RT 2R @ SR esise . filn:

pyarmor gen -r @filelist

S £ilelist M 17 BN I P BEAS R A~

src/foo.py
src/utils.py
libs/dbpkg
libs/config
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-0 PATH, --output PATH

BCE N A A, BOAER dist

-r, —-—recursive

EEIFHE R H S R Python A, 7RI IR Z i H Sk R I A

-i

PRAFA TR B SCPEEI IR S . B, "R ay a7 40 20 & f7K 3] dist/mypkg H 3% N

$ pyarmor gen -r -1 mypkg

$ 1s dist/
mypkg/

$ 1ls dist/mypkg/
pyarmor_runtime_000000/

BRI, i Hh i H SR 2

$ 1s dist/

mypkg/
pyarmor_runtime_000000/

XAV 5] i) 22 B AR S AR 7 A GBS AT B, IreA R BETE & b i, R s A, R
LRSI

——prefix PREFIX
BES AT R 2H

ERNW TR IS, (H2E 74080 & XA — B, (A% i f A S AT IR A 5 A
IBATRB L. fIn:

$ pyarmor gen --prefix mypkg src/mypkg mypkgl mypkg2

XA AT RS =40, HEBTME S AE dist/mypkg B, #BATE dist/mypkg/
__init.py B, AR RGBT

from .pyarmor_runtime_ 000000 import _ pyarmor_

__pyarmor__ (_ _name_ , _ file , b'...")

MAE dist/mypkgl/__init.py B, (AR TS AIZ T HiB)

from mypkg.pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__(__name_ , _ file , b'...")

66 Chapter 3. HZ




Pyarmor Documentation, & {Tha7 8.2.2

-e DATE, —-expired DATE
BN A A )
SCRpAR
o B, FORMIETF IR RAEL
* YYYY-MM-DD, H #4850
R AR FA57, IRAZS B AR (5] T, 75 0] il ) 9 45 1 )
Bilhn:

pyarmor gen —-e 30 foo.py
pyarmor gen -e 2022-12-31 foo.py

HFIWTZ A7 10 & 5 NTP iR 55 2R ibita], B AZESCA R rHLas _EFoikiz T
713 TR e X U AR b s ) 35 A 25000, 3l

pyarmor gen —-e .30 foo.py
pyarmor gen -—-e .2022-12-31 foo.py

-b DEV, —--bind-device DEV

SEMERA R E YL, H RSSO E SRR S5, MR Mac Huhk Al IPv4 #uht. Fin:

pyarmor gen -b 128.16.4.10 foo.py
pyarmor gen -b 52:38:6a:f2:c2:ff foo.py
pyarmor gen -b HXS2000CN2A foo.py

AT AR O AL A ik

pyarmor gen —-e 30 -b 128.16.4.10 foo.py

R R I E — R R 2 AR, AR ST 450, fian

pyarmor gen -b "128.16.4.10 52:38:6a:f2:c2:ff HXS2000CN2A" foo.py

AT AT A2, ASBE I AR B R it s, B

pyarmor gen —-b 52:38:6a:f2:c2:ff -b 66:77:88:9%a:cc:fa -b "f8:ff:c2:27:00:7f" foo.py

R T E I E HAUM R, IBAGE A LMt Stk filan:

pyvarmor gen -b "<2a:33:50:46:8f>" foo.py

Wl AR R R G0 — S LS B aul@E i MR, pildn
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pyarmor gen -b "<2a:33:50:46:8f£,£0:28:69:c0:24:3a>" foo.py

£ Linux RGET, b nl AR RE Y 9 2632 1R 2 8%, B an:

pyarmor gen -b "ethl/fa:33:50:46:8f:3d" foo.py

R LI HANRE R, AR B e iR P,

# EHT wWindows, R A HEE - MEEME Z P E
pyarmor gen -b "/0:FV994730S6LLFO07AY" foo.py
pyarmor gen —b "/1:KDX3298FS6P5AX380" foo.py

# EH T Linux, #HEFHEHF XL L "/dev/vdaz"
pyarmor gen -b "/dev/vda2:KDX3298FS6P5AX380" foo.py

——bind-data DATA
DATA 7] DA e QFILENAME

RXAEI ] AP REAT TR 2 47 5 91 o, (HRRA RIERR], — At 4096 535, BT H IR
BB TR, N AR P SR T B PR B, G B AR TR R AR A

WERE A ZEOA @ TPk, IR ABHUSTIISCIENE, &N EEESHI N A Ehs T E T
ANEW—FPREOL, AP EEATE Y] PR Bytes K7L,

—-period N

SRR BB A T ICE SO, B/, BOATE O 2 AR I RS A AT R R, X —
YOl IS AR, XA AT AN T B A A P 4

SCRPAR HONECY + BOL, BAALSCREI Y, oA BRI ERIA A /N
.1
. 1s
« Im

e 1h

N BT AR, AR A N E T

$ pyarmor gen —--period 1 foo.py

$ pyarmor gen —--period 3600s foo.py
$ pyarmor gen —--period 60m foo.py

$ pyarmor gen —-period 1h foo.py

ik HEOEERR AR IE TXME, WSURTEB TN KB A AT A . el dR—
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AN TCERIERRBEA VA AT AT ek B, A8 A S SR A

——outer
JE AN
TN A IR BT AN G, AL IR I G A2 I, A5 WA SR A -
1 — B G AN S, b AU pyarmor gen key A= RANTEHISCIE, H#5 DIEHE H 3, 150004 1
ARICIEIBAT -
HNEREE ISR A FREIAA pyarmor . rkey , AT DA PO E SCUH B BRI, A, B miTET A A0

pyarmor.key:

$ pyarmor cfg outer_keyname=".pyarmor.key"

RSN SCIF 1s BEICIAEF .

i SRR BBUEIS 2 s, DA s TR B, FORI ST B R AE M, Ao isfT
B R A AR B S B SR AA A

—-platform NAME
HT -6 M AR E st WA His-r-&
AR A Z 00, WA A AT SHE 25 A R0 I
T B AR Pyarmor i SLZATF & 455
WA -G # ] A S —E Y
BTG RS g fpyarmor. c1i . runtime , HAG MBI 196 A4 fe i A

—-—-private

JE T FLA B A i 2 A
ARG, RPN ARIEPATHER P20, H BN S i A WA B A A
W —-restrict & RRARAAR.
——restrict
FEN TR A, R R, HRRE AT, R Reg MBI
XA S -—private
MAGREMNZ G, BT __init_.py $iMAFRZ AN, HAWBHEA GRS A ARG o
Blan, AR G — MR AL dist / joker:

$ pyarmor gen —-i —-restrict joker
$ 1s dist/
joker/
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RFAERE— MR MER A foo. py ZRAMEA:

import joker
print ('import joker should be OK')
from joker import queens

print ('import joker.queens should fail')

IBATERANT:

$ cd dist
$ python foo.py
. import joker should be OK

. RuntimeError: unauthorized use of script

PR — R H A FmE . (%), MR RZEmpmmeEml4as (o) 25, MATEEEREETT.
——obf-module <0, 1>

INEERBTRATRY. . pyc , BRILE 1
——obf-code <0,1,2>

IR R — AR (), BRI 1
530 2 /& Pyarmor 8.2 Hli Y, EREH I Bytecode #E47 S 4 iFMIMERE , [AIIf PR AR— i PERE.
--no-wrap

AN ) A AR o 2 A e b 5
A5 AR 2 R A2 7 R P R 0 A AR pR S, R P 5 L R 0 R AR 2R 2 S R R
MR R g, A SE I JEAFE NS, PSR Bt O iR . S8R maeiial, X 2T
¥ SR ESCAT AR i 1 B
W ——obrf-code J& 0, XM HBEI A EATIEN .

——enable <jit,rft,bcc,themida>

JE AR A i
——enable-jit

EFHJIT S ab B — AR DAY 3 22 4o
——enable-rft

FAIIRFT 4%, 7

——enable-bcc
FFIBCC 4, 7
——enable-themida

1] Themida SRARGFINE AT, X Windows -5 1] Ji]
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——mix-str

TR A s R i gt b
——assert-call

R A S R RE, BN R R e
—-assert-import

B B ERIIRE, BRI A B B
—-pack BUNDLE

fdE A1 N %% A< 6t BUNDLE HLHi ) Python Al 4%
Z4J(rh BUNDLE J2 (i JT] PyInstaller A4 Ji{ iy rl AT SC1F

Pyarmor ¥ el A, 13 B 0% J5 i) A< 4% BUNDLE HURiF( [] 44 Python A4S, f ) (I8 k5 19
AP SO O

pyarmor gen key

AL 2R AR SO
%
pyarmor gen key <options>
¥
-0 PATH, --output PATH ;11112
-e¢ DATE, --expired DATE {5 & 45 %500]
--period N JE I B4 T8 B
-b DEV, --bind-device DEV 4§ & %5 B A 2| 45 2 58 4%
--bind-data DATA 77 H i CEAE BT840
#R
XA I RA 20 40 SO, BT BIIX ek IR A 2 fiy L pyarmor gen (1548, FAE AN SCHB—HE,
W% IR .

SNEERIL TS DL —e i —b ARSI, AT AL AR R R S A BT RO A K, SRl 2
FALCREIANAEY], AL E TR, I ELE A

B O T IR PSR AFAE dist /pyarmor. rkey o iU

$ pyarmor gen key -e 30
$ 1s dist/pyarmor.rkey

(T T PR iy - PRAT MR 4 21 HL A e A
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$ pyarmor gen key -0 dist/mykey2 -e 10
$ 1s dist/mykey2/pyarmor.rkey

SRR BB S PR pyarmor . rkey , ‘EANRETEATATHEATIE . ER2 AT DA S e B SCFEA T B

B, Ry AEANRE S S AR SCR sky - 1ic:

$ pyarmor cfg outer_ keyname=sky.lic
$ pyarmor gen key -e 30
$ 1s dist/sky.lic

AN B SO T AT HA AL, s AT B i 2 U 3 ThI A e A
* JEATHIBN R H %

o IREEAS R PYARMOR_RKEY ${EMIISAE, AT ARES .., BHAREEES ST, —Mik

HE— T SAE, Bl /var/data
o MEFIHF
WARFEPA EH SR F A E| pyarmor . rkey , B FBAAFE

o I PAT S BRI FR + .pyarmor . rkey , Bl dist/foo/foo.exe.pyarmor.rkey

WERATFAE, MBI T -

pyarmor cfg

SR FIECE Pyarmor Jil% 345
i
pyarmor cfg <options> [OPT[=VALUE]] ...

IR
-h, --help RIS B 5 B AR R
-p NAME 6 52 FAA VB R BB 44 B
-g, --global Fr A BAERR AR & By e & hibf T
-r, --reset PR T I BRAAEL
--encoding ENCODING 457 T Bl & SCAF Y 4t
#A
B F A B

$ pyarmor cfg

HEFH 4T obf_module:

72

Chapter 3. HZ




Pyarmor Documentation, & {Tha7 8.2.2

$ pyarmor cfg obf_module

FH P LA obf JF KAy

$ pyarmor cfg obf*

BCE— R BCE I E, R RAGE R AL R =

$ pyarmor cfg obf_module 0

$ pyarmor cfg obf module=0
$ pyarmor cfg obf_module =0
$ pyarmor cfg obf module = 0

BEA R B B I

$ pyarmor cfg wrap_mode 0

$ pyarmor cfg wrap_mode=1

et il e Rdliv sk

$ pyarmor cfg outer_keyname "sky.lic"

$ pyarmor cfg outer_keyname = "sky.lic"

FE NSRBI 1) AU B S EAT + . Bl

$ pyarmor cfg pyexts + ".pym"

Current settings

pyexts = .py .pyw .pym

IMER—A~m I - o Bildn:

" "

$ pyarmor cfg pyexts - ".pym

Current settings

pyexts = .py .pyw

BIM—ATRIRCE S~ Bl

$ pyarmor cfg rft_excludes ~ "/win.*/"

Current settings
rft_excludes = super

/win.*/

PRI PE BT BRI, AT RAGE T i AT — i X
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$ pyarmor cfg rft_excludes ""
$ pyarmor cfg rft excludes=""

$ pyarmor cfg -r rft_excludes

FeEEIURTER A P HIZR group: o BIANE A finder HRYRLEIN excludes:

$ pyarmor cfg finder:excludes "ast"

WS A AT finder , 2 HABHFHIFELE I excludes WAL
Tie, & 41
HARLZAMEIRES, BHRAA
* finder: QT ZRHA
* builder: WA, KFHH BT AEX H
* runtime: WA AE G2 A TR B L RLE AT 4]
T ANEA A E I
o mix.str: AR[EERETT N 174 HR
» assert.call: AIATEEHERE PR 1Y R AL
+ assert.import: AR AR IR
* bee: Q4% Python R C pRAL
-p NAME
FREAL AL e F R R
8 A TR TR AL A TR AR, X SRR RAGE Bl 5 L 88 P AN [+ f) o 25 T,
Fi A O IE B AR R T b, AN i HAAE T
TR, FEMNEERAPRRIGE, I pkgname .modname . submodule

B, XM joker/__init_ .py il joker/card.py ANEAMLATLIH, A2 LI A HAMAL AL i
At

$ pyarmor cfg —-p joker._ init__ restrict _module = 0
$ pyarmor cfg -p joker.card restrict_module = 0
$ pyarmor gen -r —-restrict joker

-g, ——global
TR B RAE 2 By e B AT

BOAFERX TG, Fra i R Ak & o, lw e - /. pyarmor/ o F%E TRXET, Frf
WRAEAAE & R 5, JlH R ~/ . pyarmor/config/
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-r, ——reset

AW R ENINED

pyarmor reg

WG, YENHFITFE Pyarmor

B
pyarmor reg [OPTIONS] [FILENAME]

Ei |

-h, --help SR ] IR Bh {5 B AR JE R

-p NAME, --product NAME i ¢ ¥ i UL & 147 it 24 7

-u, --upgrade T+ AR ) Pyarmor 1] I

-gID, --device ID  JEEHN AT, N THBIREFTIEAN}
S¥

S FILENAME WM R THATL R Fh SO
* pyarmor-regcode-xxxx.txt WiE M, —MRAEM EAVF AT UEZ 52 Sk SRR
* pyarmor-regfile-xxxx.zip WU/, WIREICZ )G B BIAE

ik

A 244 A A R

$ pyarmor -v

L4
PIREICH N NS, AR, (T SE PR A AR NAME T ARRDIL AL ) B 4

PR non-profits:

$ pyarmor reg -p NAME pyarmor-regcode-xxxx.txt

WL B TG A AH B ) 2 A SAF pyarmor-regfile-xxxx.zip , FEHAMBR A PAKGE RN
XA SO, I HARFT LR AT A Fr:

$ pyarmor reg pyarmor-regfile—-xxxx.zip

FH vl UE
THEAE R R R 2, Herp ™ S BRI EOR B VF FTUESEE A PR — B0, R — By il 20 20
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$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

THR S G S A A B 72 L4 pyarmor-regfile-xxxx.zip , TEHANB LA G SRS (]
A, I HATE B AT A4 5K

$ pyarmor reg pyarmor-regfile—-xxxX.zip

A TRV mT
B G T UE L7 B A M 2 g Las_EIEF TR0 REIE, H A A B 2 S pyarmor-regfile—xxxx.

zip
—MMERIRF IR Z U 100 B L, H—DREiAa— %5, M 13 100,

N TTER S EIENE Pyarmor, 75 B — & B8 70 Bl A URE LAY B2 SO

B, HEE—GREE BB LN S, BRES A REBIT PGS, A — 4N S S

pyarmor—-group-device.l:

$ pyarmor reg -g 1

ARG HEIX A SO DL BB T iR B e A Lgs L, R AACE 8 2 B 5% . pyarmor/group/ R, AT
T4 BB LM 0 pyarmor—device-regfile-xxxx.1.zip:

$ mkdir -p .pyarmor/group

$ cp pyarmor-group-device.l .pyarmor/group/

$ pyarmor reg —-g 1 pyarmor-regfile-xxxx.zip

P VLA ESAEM SR — BB, @47 N Ay b AT B4

$ pyarmor reg pyarmor—-device-regfile-xxxx.l.zip

MG, BERFRs, WRHREIATHMARME, B S5 DARRIE .
-p NAME, —--product NAME
B . txt SOOI RS A2 VF AT IESE 5 Y7 i 44
A . zip SCPRAEM R IG5 240 T X A0
FERDL AL R E A4 RN non-profits
SR UM TR NG S VP AT IESE E 17 i 44 B
PER AR — HBCEZ R TCIE o, B T — R4 PR TBD

R AA PRI E N TBD |, ARATEANAH Z WA ATEBI—R o XA T T =il fE T KW By, AR &
ARRRIHERE ], e i IE U e BB MO IEM R - A FR . WERSAS H 2 INE e i & ek, 84
FEMA RS H X E N non-profits , I HABLEGIE L.
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FUAT BER ORI & SR B/F AT UL 47 e 24 R AT ARRCBERE S TBD , TR ATIE, DAL BRI Rk F) o A 4 5 S B
B A AR -

-u, --upgrade

TG WA VF AT IE A Pyarmor 8 [ AT HIE
R WA R VF T UEER AT ATHRBECA , 67505 7T 42 X A1 F 7T 12 BRI % T i 1]
-g ID, —--group ID

o IR NS, DUE TR BIBGF AT IE

AREH 1 F) 100

IMEE

Ll

TNHNRREE AR R AT AU T B A I e £ o 3
PYARMOR_HOME

WE I EMES pyarmor —-home ]
FHEAPRREARR 3, WRMH TkWpyarmor —-home , XA B P2
PYARMOR_PLATFORM

W E Pyarmor [{)i2 4T-F & AR
FHAPR A — LRSI AT Pyarmor [H2 LK IEHTREI1- 5 S AR R 5L
PYARMOR_CC

BCEBCC 3% X HC iy
PYARMOR_CLI

{45 BRI Pyarmor 7.x A2 i

WA 42E 7 Pyarmor 8, {EUZ S BLRFFAI Pyarmor 7.x (ARAME, BIAIAE SRR A PRSI A, TR
At B BCE IR AN T

fil4n, #E Linux 3¢ Apple T fi:

export PYARMOR_CLI=7

pyarmor -—h

PYARMOR_CLI=7 pyarmor -h

£ Windows T, R T A4

set PYARMOR_CLI=7

pyarmor -—h

T35 Fhide Rt BB iy % pyarmor-7 KAl Pyarmor 7.x fRIFARE .
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3.3.3 &R nFEHAIFE

X BB T M4 pyarmor K I A —Y).
B pyarmor i THETT L HLE EIE, fi Hsupported Python versions i&FTHEIX Eesupported platforms
AT, B H AR, e Ea B AN T Rl LEERBAS R MR 4 pyarmor HIFTH .

JIA ) iy AT B TUMIAH S PR AS LA & & - A TR A -

¥y Python R
20 £-1. RIFIZIRE SRR Python Hiu 43R
Python 27 | 3.0~34 | 35~36 | 3.7~3.10 | 3.11 | 3.12+ | &iF
RFT iz No | No No Y Y N/y !
BCC #i=t No | No No Y Y Ny
pyarmor 8 EAtINEE | No | No No Y Y N/y
pyarmor-7 Y Y Y Y No No
XENFES
%< 3: Table-2. AN[A|PJHECFF-F-HF15R
oS Windows Apple Linux
Arch x86/x86_64 | x86_64 | arm64 | x86/x86_64 | aarch64 | armv7 | armv6
Themida ££3 Y No No No No No No
RFT ##i:X Y Y Y Y Y Y No
BCC #={ Y Y Y Y Y N/y No
pyarmor 8 FREIIAE | Y Y Y Y Y Y No
pyarmor-7~ Y Y Y Y Y Y Y
e

W% pyarmor-7 ;2 Pyarmor 7.x [ BB IEIRAS, W SCREE A4 T IE

S EE HTTP 401 error

TEHCAS Y 1 AT IE ™ T 66 71 T g

UN/y BREIAEEAR SR, (RS R
? pyarmor-7 SCRFEZ V-5, £ Pyarmor 7.x IHY.
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B B 3

B =R B S

o i E X, —A - ini ARSI ~/ . pyarmor/config/global

o AsbEE S, —A L ini WM . pyarmor/config

o AR R E G MERATDAH B CIARAATICE, AP A E W E SN
{1 fir &pyarmor cfg A7 AR B BC E SCIFEI .

hnZ ¢

1E 8.2 RATIA.

T2 —A> Python JHIAS, FEAE iU SCPFZ S BRI, T AT SCPFERT — 2 oM RS, B m] DA
(ERUE T IR

IR 5 P 37 5
o S TS PR Ak
 EEOMEIA A GE TR i, DA AR S A TR
o NIVERR(E BB SN S0 4T SO, kT R 1 SNSRI B T B
o HGETRBN A P Y pyarmor_runtime MR, DA A TG

o (i [ install_name_tool 1EIRY JEAELHL pyarmor_runtime WML, fEYLG LL Darwin IREE Lk g P
JEARLEL () 7]

— IR AT PASE LB 2GRS, R SURME a1l ok th A b SCRFE(TE
R, VoA AR IEAE

IR E TR
class PluginName
static post_build (ctx, inputs, outputs, pack=None)
WESRAZITIEAFAE , BT s SR AL B 5 S tipyarmor gen i ]
S8
s ctx (Context) - NI
* inputs (1ist)-- Jrfy i QAT R AR A4 55
» outputs (1ist)-- & HRE

* pack (str) - Z2J2¢ None, BRI -——pack f7E M XIFH
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static post_key (ctx, keyfile, **keyinfo)
W EAAE, ALY 903035 40 ST 2 TG B pyarmor gen key i
ZH
s ctx (Context) - JIZEFFEE
* keyfile (str) - fi th SN A ST
* keyinfo (dict) -- MBS E IEE
ZH keyinfo PRREMIIHA

Key expired
None 5# A%l (epoch)

Key devices

None 5 i & B 5112

Key data
None #2457 AL HHE (Bytes)

Key period
None B{# 2 & IR AT I TR0 A 1 (7))

static post_runtime (ctx, source, dest, platform)

ISR TEAFLE WS4 40— AT P4 03 R pyarmor_runt ime Bk i 2 J £ipyarmor
gen I, WISRRAME T-GIIA, ETRIRTZK.

SH
e ctx (Context) -- MEHIE
* source (str) - FGFHY RIS R
* dest (str) - K th P RIS 2 R
* platform (str) - JREHRX WV E 4T & A FR
N RRAEEA, FEHTHCE. ENNEAFERAY RS oy, HIREHMAZTR. G

$ pyarmor cfg plugins + "script name"

Pyarmor #% B8 IR V2 2R 7] 44 B A
* MHEHE
o K¥fLHE Hf, HEE .pyarmor/
o Ak E Hik, WHEEE ~/ . pyarmor/

X A — NG A fooplugin. py
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_all__ = ['EchoPlugin']

class EchoPlugin:

@staticmethod

def post_runtime (ctx, source, dest, platform):
print ('-———————- test fooplugin -—-————-———- ")
print ('ctx is', ctx)
print ('source is', source)
print ('dest is', dest)
print ('platform is', platform)

BEHEEST .pyarmor/fooplugin.py FEME:

$ pyarmor cfg plugins + "fooplugin"

ngg—ARAS, FEREH G AT A RSPRS00 A5 R

$ pyarmor gen foo.py

SR ARG T A g =K

$ pyarmor cfg plugins - "fooplugin"

BIAFT

1E 8.2 FATNA.

AN T /2 —1> Python IS, FENN % Y IMBER A B I AS A B BTET , AH 2 T E AL AR BT AL T4 F
PR, RN A AT IR & v Se AT AR

I AR B, Pyarmor 7R A B Fl 4 Ffic E H NHIES A IRA KIS hooks , WAAMIE, B
LXERA A IE AL, AR gdm AR A+

Bil4n, .pyarmor/hooks/foo.py #f@ foo.py W4T, MM .pyarmor/hooks/joker.card.py &
joker/card.py BIAM] .

JEIAS 8 T Bt — AN %) Python I AR, {H & B R DA WIS FRIR I N B R E__pyarmor () and
__assert_armored__ () RM—SU s ARG 1 .

TR AN T e E A S AR G SR ACRS R, FTAESE e A R 2, S T RO I AR A AT .
S

__pyarmor__ () __assert_armorred__ ()

3.3. HARFMH 81




Pyarmor Documentation, & T4 8.2.2

3.3.4 ZTTINERAIFE

I MABATAE S 7 % & Bl

% #5689 Python X Ff1FE S

TBAT NG B S HF 0T 65 Al Python JRASHI A& as o 55 Bt A 04 3155 J&—FERY o

MEEE

X L PR AL B S N B A6 P SR e — S iE A TR
LANG
BVERGIAETAE R, N A B R g B A T 2 A S
PYARMOR_LANG
FH R BB A T 2 AT S R
WA RAFAE, W4 LANG 29520
PYARMOR_RKEY
WEE RN 7 MR

BRI

XTI HafgRgas (140 Jython 45 ) DSl Id ik A Python C/C-++ fURLH I i HHJZIK, HB =y iR A e

g1 CPython 4 & 4% Hess, AT AGE IR A . 207 5 =07 ARE O SCRY

PR,
EL I — L8 i
* PyPy JeilisATina As, ROAESEE AT CPython .

&1 3 FF CPython [

 Y£ Linux "N %% 2 Python B3 % libpythonXY.so HIBHE dlopen Wo/ii% B RTLD_GLOBAL , 5 W% A%

FeikistT.

* Boost::python, FRIA$# Python Bl /2 %A & & RTLD_GLOAL IY), izf7 I A i) i 2> #i 45 "No
PyCode_Type found” . fi#de )y a2 AE I AE AL IR 5 ¥2: sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5E

] DAL S S A Y R ORI AL

o L ctypes WAETEF: H. ctypes.pythonapi._handle W75 4 1% B>}y Python i35 4 AR

%A 3R EL Python C API [y Hihil:

* WASM H RIASCRR, PO T 24T AR AU 4 138 WASM, {H2 WASM

PyArmor <3833

AR Ty RS

IR AR C AR, S T ek, A H RIS SR WASM T . SR S 2 1 1 PR XK
KRB RII—MRERBIETTE, HECREgistT RET BN, (B2 B andBea I 20kl

82
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MEZEMERNEEL

1E 8.2 JRAIA.
AWK R TCHR A, WAEEIEME AP G, @i —RNTER A 40T .
__pyarmor__ (arg, kwarg, name, flag)
BH
* name (bytes) - I b'hdinfo' 8{# b'keyinfo'

e flag (int)-- Wil 1

A% 100224 1 5 A5 B 1 B
24 name %F b'hdinfo' BHME, 8 HXAKET AIRECY Bi s 68 1115 B
SH

* arg (int) -- RPCRFEIZRA W REE, ARE: 0, 1, 2, 3
» kwarg (str)-- None, B{FE X% R
B
arg A 0 1R [W] 1§ 5 5 515
Y 1]
arg >A 1 3R [0] 9] < A ikt
B
arg 4 2 ik [u] IPv4 Mk
Sy 1]
arg A 3 3R [m] 24 i i A8 ) 24 B
R n| R
TR

B,

__pyarmor__ (0, None, b'hdinfo', 1)
__pyarmor__ (1, None, b'hdinfo', 1)

& Linux 248, kwarg nfDAMIRAGE M- REE A& 40k, ild:

__pyarmor__ (0, "/dev/vda2", b'hdinfo', 1)
__pyarmor__ (1, "eth2", b'hdinfo', 1)

1E Windows R4, kwarg if ] DA AAS 2 4B - o e F i A 5 2. Bilan:
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__pyarmor__ (0, "/0", b'hdinfo', 1) # First disk
__pyarmor__ (0, "/1", b'hdinfo', 1) # Second disk

__pyarmor__ (1, "*", b'hdinfo', 1)
__pyarmor__ (1, "*", b'hdinfo', 1)

A ifis 1 PIvh B AT 0V
¥ name T b'keyinfo' MM, JHHXA BT ARBURFTH ST P 5 S
S
* arg (int) - fEERPUNMEE, ARUE: 0, 1
* kwarg -- None, i {1

PEA ]
arg 2 0 IR MLEFTRHEEE AL S, BA 8 MEdR A b
A B AR
Bytes
Bzl
arg fy 1 3R BLEFTEEHIYA RN (epoch), IRBA B EA UM [A] -1
B
Long
B
IR A 555, 41218 None
B,
print ('bind data is', __pyarmor__ (0, None, b'keyinfo', 1))
print ('expired epoch is' __pyarmor__ (1, None, b'keyinfo', 1))

__assert_armored__ (arg)

S8
arg (object) - MEH ¥ %K
B
R arg FRERII SR BIME LR, I2RE arg B, 750G R 5
Bilan
m = __import__ ('abc')

__assert_armored__ (m)

def hello (msg):

[y
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(% L0

print (msg)

__assert_armored__ (hello)

hello('abc'")

3.3.5 #IRIHE

X HLB T I RS AT 0 A B I R B AR SR, I ELAS T B SR S A A T RE D P DA R fi ek

P

IR R G BB X BARE], P2 — B UL R X MR A & Pyarmor 524, AT REE A R GRS EA
R, SRKRG U o X5 I AT 2 Pyarmor ST, HEHEIREIRCE R, b
R AR T AR B . XX SRAL A A, S BRI AT AT R T 15, RS RN IE SR A ok

UE S

IEEREBIEIRED

T i W PR R

IRzt T S pyarmor MR LR, 0 AT AR R AT

A -1 B R {5 B

HIRER

[FERFFRT R

out of license

(o PP P 24 i P IR AT ) D e
N ES e R Rk

not machine id

R A R A L A 2R T A T R S X B
HE B 24 AT A YA Pyarmor A RAf# R )5

query machine id
failed

WERTEFAREE Y BB s A RAE R R, SRR

relative import

”%s” overflow

S E MR, ER AR B TR AR )
LR 5 EEIN R A IER B (H %), A& SRl s — 43X

TN B S

T EI R AT Pyarmor IR (S B
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5 R-L1 R IR B R

EIRER FERMBRAR

HTTP Error 400: Bad Request | & 71-4% % Pyarmor 8.2+, PAE/RIEHMAR(E R, R)G REUH N i o 7
22
A=<

HTTP Error 401: Unautho-

rized

T A B VF R UE R B pyarmor-7 iy 4
B MY S, pyarmor-7 A SCRFE ARV AT IIE

HTTP Error 503: Service Tem-

porarily Unavailable

1E 173 ehZ AR T 2 Ui ar &
VAT S5 A% — 0 PP 2 W B 2 SR A4~ TP [ —IKIEeK, i Z iRk
[ 503 iR

unknown license type OLD

{£ Pyarmor 8 H{ifi i & WA B/ AT IE
TS X P FH Ut T A X Ao i 7T i
R TR &S pyarmor-7

This code has been used too

many times

WSR2 7E Cl/Docker H{i Ji] Pyarmor, i i1 1% 1T FRAGTE M HRAG Sk 1T B A5
S pyarmor@163.com DAMREIZIT

BITNERAERES

Pyarmor #2351 55547 B

X BB A AT B AR B R Pyarmor 1 B9 E U(5 B, B0 T RERY ISR R R 7 56
ANRAZIH A B RACRD AR AT DARE I B AU XX AN B AT E B AL A AL AL B . A R AU Y

ST TE -

86

Chapter 3. HZ


mailto:pyarmor@163.com

Pyarmor Documentation, & {Tha7 8.2.2

% 6 2 BATME AN (5 B3 (Pyarmor)
IR HIRER [REFRR TR
error code out of range Internal error
error_1 this license key is expired
error_2 this license key is not for this machine
error_3 missing license key to run the script
error_4 unauthorized use of script
error_5 this Python version is not supported
error_6 the script doesn’t work in this system
error_7 the format of obfuscated script is in- | R] G R A
correct L0 A 2 ol H A e
) Pyarmor AR, T
HORT A Pyarmor BEAT I
2. TR ARAF IS AT 3 B A B A
Rk, X R
error_8 the format of obfuscated function is
incorrect
RuntimeError: Resource temporar- | & & | NS HAKE R, HE
ily unavailable TeE 7 e [ IR 55 5 20 i i
XA TCIE R, A A
HuIFa], FE2 A AT
H T
Python #2155 E 2
WFEOR, XA RAZ Pyarmor & R .
ARV L A FL A 5% Python HOSCRS, SEAEIASE R IS, T DA, (7T DA

FEE# Python A 3¢ AU 3% W il 3k 1) &5 &

R T R AR AR 555 B2 (Python)

HIRER

FEMBERG R

parent package

ImportError: attempted relative import with no known

import

1. from .pyarmor_runtime_000000

__pyarmor___

fRURTT S ANE -1 B3 - -prefix FME A
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3.4 RATHE

3.4.1 MEILEFR

AR SO TR A
o BRIATE I TC VA 5 FE 0 285 I AS (1) PR BB B 22 42 T oK
o s RS TN R AR L
B A SOR 5 52— 1) Python Bfili, T/ Shell AR, FRIGAZ #HFAH I .

— B PHERVE RGP AP H SR, BROANE UL pyarmor 12T AR A L B AN RO SCHE S AP L . HE fi
AT T iy A O H SR O

$ echo SHOME/.pyarmor

sCEAEAr TR A python fi4%, FTJF Python #5ifil & , 5247 1 i Hy78/A):

>>> import os

>>> print (os.path.expanduser ("~/.pyarmor"))

ks LA RO, LA S JFSRAg 6 AH0 Shell 4, TiTUA »> JFSkAGHSRAE Python Fi1 4124711
Wi

AR, SRS ~/ . pyarmor/ FIRiXAH .

FATE S T — o R s ay £

$ pyarmor gen foo.py

IBATSEMZ G, B A H % dist/ "R TaT, it A SO

dist/
foo.py

pyarmor_runtime.so

FERX A~ R, pyarmor T H 2087
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REETINE
pyarmor G EEITIREE, ERMSTI T
1. QIHSEFTIREE otx, KRAEA R FSC IR BT I
2. WM H A -pyarmor/config ik, [ RIFRIOREIEIL cix

3. BEBUARATIETN, BB ITI ctx

EREA

1k pyarmor MRYE AT AT AR SO H %, JFIGRFEME K A A .
BLE I pyexts FIH TRREMENMAY L, BAZ [.py, .pyw]
Yo, AT ARIAS, BIEY FEEARLE pyexts Z 1, gl 375 Z0 25 i AR 51 % ctx.resources
H, T AR ER RHE, Y RATE pyexts Z RIS NE 51k
SRR T AN ECE T, P T IRV

o YEIi--recursive BT EIAR T HF

* BEUl —-find-all AHPTARBABIRANE (AR

TR A E 1%

XA Dy HE N A 9B
M --find-all WWIBCERIIEE, 2 H 3 &R A H) RBHIHRI A .
pyarmor 1§ JoisE R AR
* 47K H i Python RS E MR RIKE
 JEEEIT pypaths FHEE R AR B R R
o JELFTH B E| R 5%
R P T TS A AR AR foo M S
1. EIA foo.py fEATAE UEVEM tree
2. 2R T4 1Y import/from...import 154)
3. B S ARBLEAE g
4. RAEHRZ PRI R ERAS, AN WA S
5. AEBLHSCE I AR FF 2N A i A 81 2%

AL RS R ARBISICIR A BRI, K S (AR AN ST A B A 4. B AR R RIS
PF—BoR A TAE, JEHBOSC e WA PR EI 4] £inder N, B4
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[finder]
includes = a.py b/c d.pt

JEVAS LI S 4 i 48 R AR A 0T & R TR RN, 5 D) TE e £ A
o ~/.pyarmor/config/foo.rules 17 HUAE4 JRTL & H 5% rules " T[4 [\ 44 44
s .pyarmor/foo.rules *4HIBCE. H 5% T 9 4% A rules {y[H] 44 301

URANISCAEATAE , 820X BRI R MBS AN SO & BEEA T A B, I HLANSR A2 T RARM SCIE4 9%,
BIEY B2 ANFERLE T . pyexts Wb s nas) £ b

R E

RN FEAE A AL S, N 2R KOO R RAR A PR AR I T Ak 2
PRACHE B b PR 2 P R
o BEBOCHENES, RIS res
o PRI RCE A R AL RS UL BB RSO
o REPRSE L S AR G i3 A TR A A
SCPFE S B B 2 RSB AR BEIBOCH B i B 5, B A C B S YR encoding , BUE IEH
M.

REXERALIRER

B TEAC AL PRAS I IR AL B, BOA B T EY

PR A 2 2 2 1 B fE IR ACRD T — AT & # pyarmor: FAFHIEN AT, IXRE T DA R 1Y
RIS A BN, SR EA T

# pyarmor: print ('inline pyarmor code')
def foo():

i=2

# pyarmor: 1 += 1

print ('i is', 1)

APRSEZ )5, ARSI N A AN

print ('inline pyarmor code')
def foo():

i=2

i+=1

print ('i is', 1)
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XA IR R A R T Z AT — 2 A RRTE I A T A GBS T U, SRRE SO I R e, Gk
RARATT A FrASEAEXH R AR s, eI Z AHEEERE F gh 4.

EERE

PRACH AL BSE IR 2 ), it A2 DRACRE X B2 ast. Module TESEAR -
TEVEAN B AL BRAE R P PR

o MEPMFRCE, R PA TEAR AL EE 2%

o PP A TRIAM AL B, HKUCAR BB IRSCIE

o SR R R A A BREHE B ) TEA A

HT AN, TEARSEITE, S NAESERE . IRIEERAC SR M SR ARG R, &
FEHHAT I SR

B MERAC BRI 2 I A L TR AL BRI R, T DA T PR TR AL AR AL B TEA R T REA S5 4)
AIEACRS H A2

B RTEAR AL PG F2H A
o BB ALTRSS, AL IE T ast.Call, ALY A A SR AU Zad I 1
o FPABHAEH G, W2 astImport, PR A BB 2 i

R ELE

B HTEE R AL B 52 B I, B B ERE 1 ast. Module TEIERY . 32 F Al AP EH AR 4T b PHL:

* MREAFRE, REFAWERRGLES

* HEFEEMAER ARG R meo

* R AERRBLES, RRLEFEXFHERREG R nco
*REREHEEZAILNNERBEREHERRD R

5 R A T AL A M AR b MBI AL BRI , FFOARR T35 MU AL BRSO,
AL B4 A moo T RERIIE WA miree K3

WERIBR A AL B A A
o AL ESS, BRI AN EMAERTE, WL, BRI AR
o M AHEAL RS, TR XX R AT % Ab T

Z 0

—-—obf-code ——mix—-str ——enable-rft ——enable-bcc
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I A A R

AR KBTI WA A AT 4 8 e 195K
¢ ——prefix

e -1

B & M A 0% h B =

WERATAER] 4 B4, i

pyarmor gen a/foo.py b/foo.py

CNIN I

e a/foo.py ->dist/foo.py

e b/foo.py ->dist-1/foo.py
ETTHHBD SO A R

eI ——enable—themida fMl-—plat form P& T a7 B 0 S5 AR s 52

3.4.2 FNT EnE A

A SR 32— 10 Python LR, T Shell B, FRETARAEH XA

nEMFR = LE Python T

Pyarmor Jill% 5 B IAS S 2 A4 1) .oy SCHEMI—AN 2474680 & o BATFIEE Python BEBk—FE, T PARL
Python f eI 04T, Xt 2 Pyarmor f— NIRRT, WT DARE FMNGE 5 ) B AR TCAE R 6 SR (4 AU AS

(R0 B A 58 S A0 2 5B P Python JIAS—, G4, GMI MR BB AT

python dist/foo.py

B SO AT I A A, ERAAE—BT:

from pyarmor_runtime import _ pyarmor_

__pyarmor__ (__name_ , _ file_ , b'\x28\x83....")

A LA B — KR AR A R pyarmor_runtime , B AN ASLEAR [F] H %R B9 SCHE
pyarmor_runtime.so . § I pyarmor_runtime ANJEAAURIINE M AHAE—&, REEHFAET
Python f RIHRAYITATEEAS, fiEHk Python S AIERE, I A w vl PAIEH (4
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WFBATINE AR I PR B pyarmor_runtime JoiA#RE], HCEREIENY EHOCIE, RIGTEY
JEBEHRSCPE BT H S B G Python fRRERS S A X ML

cd dist/
python

>>> import pyarmor_runtime

WERARBRIER A, UEHISCHAURIERS, A T 24 1P &1 Python fitA<.

PRRLE “HERIR SIS, AR R, AT AR AT, I 2 5 TCIRIE T AR IR NIET T
PREE TR B AN 7 FIC R o XA Dl B T A B A SR, BB A TEREE AV I AR
HERT AIEF A TIE IAS  FUIWTIZA T IR R 15 SRV N RS R B I R A AT — A R G A b5 DL 5] 24
HIH %, BREGTA.

TEFAY A pyarmor_runtime Z R, FrAfS##R e Python 1 BT, A Pyarmor FIHIA 75N
AR KA. DK B B G A 2 24 ) Python A CHYHIH, sl Python g ANl s 4
PREARZR AR Y AR -

PR pyarmor_runtime H—IRPC R ARBME, SIAT—LAIIRLTAR, OFAETEN %, IR
IR, ABAH0H SRR

PRI B

WAL IE R SR, IRAPATINE AR 26 AT 68, R R e AR __pyarmor_ HK5¢
JOGH I AR 14 2 AR

TR e M2 5, B 45 5245 Python fiRERS , PATHIRE 5 AR .

24 Python fFRREAR IR FH N4 BRBRA I, 3 HIBUE 45 9 BB pyarmor_runtime #HATMRES, MW e )G
3& [ Python R AR AKSEIAT .

PR BRI AR [ 2 B, S AN B 4 R pyarmor_runtime JEATIIEEAME —LeRIPIE I TAE, s
FEiR [0l Python fERERRARELINAT -

BITHENE

T I AR A AT T AR, SEBRINGE 2 S YRR pyarmor_runtime RAE—NEATAI B & B
1, AERATER TN ER HR—H T

$ pyarmor gen foo.py

$ 1s dist/

foo.py pyarmor_runtime_000000

$ 1s dist/pyarmor_runtime_000000

[y
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(% L0

__init__ .py

pyarmor_runtime.so

XH dist/pyarmor_runtime_000000 @@z friditd, MEfr /e LR TR HHEZ 15
BTN A, AT AHE B R A R -5 4 Rk pyarmor_runtime #RAFHEI W H X T, A5
fE__init_ .py HEMREEAFE-G, SAMNF-G 0P RS, X ] AL MAZ T2 AT
T -

BT AR — N IEE K Python @, , EARRLATHINE MAALE—E, HZHE Python LG ALY
K, EMTLAFIAEAT fT 5 o

BT B AL T DARE AR S AR T35, ] RAGE I 205 AR 7 3. Pyarmor 21 7 10— 1 Fll ——prefix
KA BN A A BRI R ATE R . WREA BB L 755K, WTLAH S 1o % 46 1 SRIEEUINE AT S A
ER), TR RE S A BT T A2

BITEA

(i

IEF TR X I A 1) 2 A5 B VA LA i — 2 A T i
BT A B e, (2 n] AR S B S -
P RRBBAEYI IR AR IR B IEIE TS, IR MO B R AR, BRI s 2 5 A 2 R EERAT

BT ISR AR R A A iR AL O HBEEA TG UE , FU2 P PARC B A — IR S A I A BB A T
ISAIE, O n] DARC B R & I A TR

AR AR B SO, T ATE HSK TR AR A LA AT SCA R, X X SR, AN BN B A
PRSI ] PABEBGEA T B AR B, AT — LM AL 2

AP MEBT S AL A B (B KA —E MR, A RERL 4K), SRS G e A4 T FE N
AR O R SR, AT S BRI A A KR A AN 2400 . X HL A A RS XA 55 22 i 4l JiT
H O, Pyarmor FUZARAL X fy AL .

L)RIEX

LSRR RS I AR A T — SE A 2 R AN R A«

BN LA R SEVFRS I8 5 i AR EA T 1B P

i ——private ZJG A SRVFAMEBIIA AN A

i ——restrict ZJFABATHNE AR AN A ooy ik
WERFFEE N TR LR, (1 R Ry 2

$ pyarmor cfg restrict_module 0
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—MIEOLT, X R AR A 200, T HA R A L ARANAR | SRR L A I R B A Y AR
He:

$ pyarmor cfg —-p NAME restrict_module 0

Tz B F IR SR R 2 ) (X 31

I A TSR AR EE . AP R 91— LE A -

IS Python WUAYHERY, GINIGEIT Python 3.5 WS04, FAEW Python 3.5 23547, TR
WU Python 3.6 FIET, (LR ATABEHIAIANT 09 3.5 1.

o MEMAZ -G, BN T35, SR FHEMN-FEESE. FERIERIERS,
CPU Zef 3 g4 X 51, Bin 32 {37 X86 Windows, Linux Aarch64,

o HATINE A1) Python NEE IR, MERAIMUL, NEEZ 1 E T Py_TRACE_REFS u{# Py_DEBUG £
Hf Python

e ffiff] sys.settrace, sys.setprofile, threading.settrace fll threading.setprofile i%

P [0 ] ] B 5 S BAVAS R RE 2, T DA i o 5k 2 i 5 T TR IR A

o B inspect FHAMAL M =T7 GLA1RAK & U7 N A Byte Code 5 FLEE S I AU X} G 4t
JEE, B, AR B AR A

o M cPickle BB IUL T M TIRG G, (682 i TS T R TCvE E 24
* sys._getframe ([n]) AJREMSEIRAZINERYIZATHESR,, [ROMINE A nl RESE I BN ATHESE .
o I AR SR A TS AN EOR I AR TEAS BTG DL &R —FE
« RERIGIREE £ile  FEMBMALR <frozen name> , MREIHATR, RIS EIAHS X
B4R~ <frozen name>
THETEMN RN __file_ MAIFSRM—FE, ESCHAFR. & T HEMA-Z1T, el
PAE 2y H 45 R AN TR

def hello(msqg) :
print (msqg)

# The output will be 'foo.py'
print (__file_ )

# The output will be '<frozen foo>'

print (hello. file )

Ay BETE I AR 2 5 R B AR B P R SGA

* pyarmor cfg mix_argname=1 £5F{ annotations JL¥E{H
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S

o foT AR 5 = 75 B3 R e e K A AR 04 19) A

BRI

YT = i REds (B4 Jython %) DAKGH ik A Python C/C++ AU TH N IAS , HBE88 = J5 il Redn
REAS I CPython 4 & #8d A%, WUnT AME A IS RIA . 1 BATE B S = R SO, N E 26 S0k
CPython [ 4 AL .
T — L8 i) i
* PyPy JLYEIZATINE A, B 54 AR T CPython .
« ¥¥ Linux "N TE 2%, Python 3354 libpythonXY.so [HE dlopen W /5% B RTLD_GLOBAL , £ W) N% H4x
TVEIBL T
* Boost::python, BRiA%E#L Python Zh75 12 A W E RTLD_GLOAL ), A7 /in%% AR i i 2> 3 45" No
PyCode_Type found” . #5220 G A0 I8 F 5 sys.setdlopenflags(os.RTLD_GLOBAL) , X FERE
AT DAL S 5 A L 1) R RN A o
o JB crypes WATAFAEF H. ctypes.pythonapi._handle Va5 1% B>~ Python Zh3 &M AJ%, PyArmor £ ot
Z/A)R3REL Python C API (bl .
* WASM HHIASZHRE, P 35 ST E AU R WASM, (H 2 WASM 2R 25 7 witwl I 4 ik
WA ESRE C RS, AT e, FrPAHBsA SR WASM 13Tk A 20 H P ARk,
F BN RBBITE, HCRREEa1T REFT BN 4, (H2 H Rt A I it 4.

3.4.3 RO MILE TR NS B A

{84 Pyarmor 8.0 A HURT DNSSEIZATAGMERHIAS , A0/3T ST PyTnstaller SEBIACAT GLM 3R T HAFT S
TR FE, IR L AT IS PEB AL ~pack 6 pyarmor gen Fe 55

pyinstaller foo.py
pyarmor gen —--pack dist/foo/foo foo.py

WERBA I - -pack , FUBEMAEITINGE . 2 TAHARGINE , WS Fpyarmor gen HiiH], X HEAL
ERsI)IR TR

WA I - —pack , I2ABNHH H®Z .pyarmor/pack/dist , FEMETEMZ J5, WHAT T HIES
Kb FH:

o PRBTIATIC R A AEE] NI H SR . pyarmor/pack/

o R A AR il g SR (] 44 0 R o R A

o O BIAS (2 AT 40 ) SUEE SN EBNIG E St

o AR H B A BB ARSI AT SO, R EOR A ] AT S
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A a3 THT m s EA

RGP LY st LB, ST G T SRR BLAT RS, 54 O TG Iy 6 AT
A

KT EAR T Winl {7 1] PyInstaller A1 41 fi] spec file , GNSEIRAFITE UM, W s aEses > A .
AT TR BB AT F BhF T i A /path/to/src/foo.py
o BSEM A Pyarmor XN HIAR

cd /path/to/src

pyarmor gen -0 obfdist —-a foo.py

« WRIGIEZATH o) & BB HT H R

mv obfdist/pyarmor_runtime_000000 ./

s WRELH foo.spec, FELBITHBIEMEMNE] hiddenimports

a = Analysis(

hiddenimports=['pyarmor_ runtime_000000"'],

o AR BN, BRI A4 foo . spec’:

pyi-makespec —--hidden-import pyarmor_runtime_000000 foo.py

o Bl foo.spec, FHAXNT IEE] a = Analysis ZJ5, X—H 2N

a = Analysis(

# Patched by PyArmor
_src = r'/path/to/src'
_obf = r'/path/to/src/obfdist’

_count = 0
for i in range(len(a.scripts)):
if a.scripts[i][1l].startswith(_src):

x = a.scripts([i][1l].replace(_src, _obf)

(A

! Tfﬁﬂi‘ﬁilﬁ i Ml-—prefix FEMA, HAbEW AT PAZER
X0 B 8RR T I ELE Pyinstaller B4R 3384745 WAL T AN 75 B8 4 SNk 72
3 Hofth PyInstaller g 36371 1 ] DATE 1 B8
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(% L0
if os.path.exists(x):
a.scripts[i] = a.scripts[i][0], x, a.scripts([i][2]
_count += 1
if _count ==
raise RuntimeError ('No obfuscated script found')
for i in range(len(a.pure)):
if a.pure[i][1].startswith(_src):
x = a.pure[i] [1].replace(_src, _obf)
if os.path.exists (x):
if hasattr(a.pure, '_code_cache'):
with open(x) as f:
a.pure._code_cachela.pure[i] [0]] = compile(f.read(), a.pureli][1],

— 'exec')
a.pure[i] = a.pure[i][0], x, a.pureli][2]
# Patch end.

pyz = PYZ(a.pure, a.zipped_data, cipher=block_cipher)

o RJEHEEMMITIEANTH foo. spec RATH:

pyinstaller foo.spec

AR AR O, B T B
o [ sEkR H & /path/to/src
o i ] SE PR 4 BRI pyarmor_runtime_000000
Sl S MEFT ALk 2 ik I s AR
Jiik—, WIPME foo.spec HANT AUTHIEII—LE print 154, BN A C 280 e T IR0k A
TEZ, ATATE AR I — Lol B 2T FIW, 4

print ('this is _ pyarmor_ ', __ pyarmor__)

WERAE A, XER S, ATENE A A GEIEHATE
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&iE
Apple M1 4 segment fault

£ Apple M1 T4, URA ™ A AR IS T I 2 A st i i ek dns t T Bl i 4E 4

$ codesign -v dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

MR AR, WERETEA:

$ codesign -f -s dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

WRAE T ——enable-bcc 8{#H ——enable-jit #HF7INIEE, BFAMRTFE S Allow Execution of JIT-compiled
Code Entitlement

S U

Using the latest code signature format

3.44 FEANTHE RFT &£
Pyarmor ) RFT B GBI H i ek ke, 28, Tk, J@tk, ARSI TEG S, M TREH IS T
—F, BreAREF N R

JEM RET B2 J5 , BB ) T 7 SR PR R A A, AN BIAS Ry ok sk I A AR b T AL
SRt B LA RN R IAS G I, SRR E a1l XHESH A SRS PR

RFT #2518 0N 51 44 7
< %
« ik
o BJRE R
o JRAL B
© WEAHK
« FAFLFR
RET N A5 2 i) 24 7
o A FH BRI R A S 1 17 S B 44
o SRR ME a1l MR 4R
* FTAVA _ FFRIAFR
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1) RFT AR, w258 BT B B B A R ) — 2% i AT . Pyarmor 2 707 AR 2 16 F) 35
KA, MR ARAPREIATIEFREaRS . Bl

src/
foo.py
Jjoker/
__init__.py
card.py

I RET A0 B 4% foo.py DAL joker - 4nF:

pyarmor gen —-enable-rft foo.py src/joker/

Pyarmor f# /] N B4 H SALIAIN TRCE AN AT IIA, FHFEfr a4 . BIR RET By 5 S ALl A
AEPRR Z B O, (HRN TRARMEARIG, € S — LA M3 POERAL L. [N Python 1575 H &
(45, Pyarmor FARIAN AT AFREISE B S AL BEBTA BT L, Bt AXSHRRIRIGOL, A EEE AT N T e AL
RET KL H e AW se s Hsh N, 3T 6E A s BERE Sy, BeMS B 3h AR RS H R,
P X He 2 2 e A N TR

XTI A, ANEHE Pyarmor & H B I TALBATA R OL. Hild,

foo () .stack[2] .count = 3
(atb) .tostr () .get ()

X EYE stack , count , tostr fll get #ATEMANE? FEA LG, (HESIIEESRA T
FIWTE T AE ) AR R B, RO Se Rk R B 2 Bl S P TRIHERf 2 1Y, 2 [H]— A SHERH
THOL TR BN [R] 28
AT A AME O, RET B T A i4:

¢ rft-auto-exclude

HZhHERR A @ YE, X2 BRI .

XA AR RITA WA D A RS, WERBEMITEN R A FRICER A, AN EEA

PRy HERR B, B BeHERR ) S A L AAT ] AR HR AN S B EE 4

Helg @ M B S 4 W72 . pyarmor/rft_exclude_table

H—WizfT RET Bl AR HE, XANFESEH . RFT BRI HAS, &I TCEAHRY

JEME, R ERMBIXA R AErE BB SE R IR, 3XAN 2 LR A 44 FRE 2 B E TovE AL

H e A R

X HHEFRR () RET A5 AR S E0m e A4S, whin] DVRIERTA AR FE YR A s, EARAS

I FREDE B R

RFT B A2 A3 HERIX 3% .pyarmor/rft_exclude_table , TE AW hH g ARk E 2] 5

M. GARAFEMGE, W RAEXASEMERE, REEH G Em AR,
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DRI OB R B, (R AT BB HER IR Z A0, AR HERR B M ] ARIE AR LE TR P24 PR g R B
KT

¢ rft-auto-include
H i 44 e 2SR i .

XANTTIE R S AR, JEA T R, AR AR T E a4, BRI LB AR BB
o

XFFARLE R PG TCIR AL PR R A AR, PR R A AT AL

M PR ELEAT M A, AR A AR R, IR AIERXBE A AR THEATHERR , B G N TR BEA T
HEF -

AWESE ERPIR, R AR
XTI BERS H 4 KR AR, (R EE SR T A
/5 RFT &z

5 H R 1 B 6y2 5 A RET mode:

$ pyarmor gen —-enable-rft foo.py

WA LA pyarmor cfqg il i fic B SCF S

$ pyarmor cfg enable rft=1

$ pyarmor gen foo.py

J&= H rft-auto-include 7535425 rft_auto_exclude:

$ pyarmor cfg rft_auto_exclude=0

5 A rft-auto-exclude J5:

$ pyarmor cfg rft_auto_exclude=1
EEERBZENTERE

1) RFT BB 5 A AR ST ST REAG 1 2 L AT 287 WRETR 258 — T .
F£ Python 3.9+ & Ji] RFT BREF, AT DA HAHRY ) B4

$ pyarmor cfg trace_rft 1
$ pyarmor gen —-enable-rft foo.py
$ 1ls .pyarmor/rft
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foo.py ¥R EX NI HIAR .pyarmor/rft/foo.py:

$ cat .pyarmor/rft/foo.py

FAUG AR 1 2 RET B r b AT A B e, FEASE e TN S IAS, Eik & 5% NS i 1 ik
BT AL EE . Bl docstring BATEAOR B, (HR AR T 7 T ) P S0

$ pyarmor cfg optimize 2

I A g A 2 LT DocString MR .

#ril: Python 3.8 DA Z BRI ASAS SCRFZ I BE

EEEGENER

MR R BB A PR A 4%, T DAIRIE S A H A SR B R RFT PR ERBEI, X EMES A UREE H & .
pyarmor/pyarmor.trace.log , HEGA M EM HE:

$ pyarmor cfg enable_trace=1 trace_rft=1
$ pyarmor gen --enable-rft foo.py

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:1 (import sys as pyarmor__ 1)

trace.rft foo:12 (self.wScan->self.pyarmor__4)

F—NHFBILRT sys #iE MmN pyarmor__1
B A HFICRTEME wScan #{EM A N pyarmor__4
AT HREMER

ﬁn%ﬁu% H B A B PR, e B R s S R X A AR AN TR, W RUl, FERra BB A+
PREBXAZHR (EtE) A TEMS . FHHSELH mouse_keybd 8 Fk:

$ pyarmor cfg rft_excludes + "mouse_keybd"

$ pyarmor gen —--—enable-rft foo.py

IR R BRI AR R pyarmor_ 22 RIS, IRA B Soilad BRER H A5 S 24 th ORI 44 55

$ grep pyarmor__ 22 .pyarmor/pyarmor.trace.log

trace.rft foo:65 (self.height->self.pyarmor__22)
trace.rft foo:81 (self.height->self.pyarmor__22)
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Bian, BB height J& pyarmor_ 22 JFORBIZFR, HRAMM TR iy 0R B X4 B

$ pyarmor cfg rft_excludes + "height"
$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

IR EHE X LN THEBR I A AR B, B T iy a4

$ pyarmor cfg rft_excludes ""

SIRRREM __all

BEHEIE __all e AR SBRE TR, AT R A PN IA G . B, FIAYEREL foo &
PR BT RA A TE A4

all__ = ['foo']

def foo(msgqg) :
print (msg)

def _private_foo (msqg) :

print (msg)

IR R A2, IBAEP I I IEMBIE R S B R B Tk
A BT BB B A T IR, TARH T e RET B 200 a1l g SR 44 Fk:

$ pyarmor cfg rft_export__all__ 0

WEBFHHFAED

SAETL IR IER]—from module import * —&EfTIRikIgALEE,
AR — AN B S AT 288, B4 RFT S HEMTIRAM T BR8N __all_ e L.

RN — AN AT AR, R4 RFT B S22 H i S A, I H 20058 28 1
_all . WRSAKRM, 458 RFT BREHRE . FEXFMENL T, TFEGENEEAS & PYTHONPATH &Y
FHH AT 7 2E Python ] LS A /MR,

WERBH R a1l WA E X, IABURKFTA R A RA _ TR A PR 2 e AR .

34. FEATHER 103




Pyarmor Documentation, & T4 8.2.2

3.4.5 FANTHE BCC X

BCC B AL TR B A AL R AR o — HE R AURD , FEARAS Bt Sl i Python BRI %K.

BCC BiATREMEC HiFAs, WT Linux Fl Darwin Kji, —BATEIATHCE, REBAR gec Fl clang
BETAFRLFT Ao 7E Windows PR55 R, WIASE FIHAEE A5 B E clang. exe , HAHERIFGHEAN
SR

« ARE LA clang.exe , REFEHERAHILETT clang. exe AT A. WRIFAAE, HE
TERAEAE B AR HHGEAT, AIARCE P B PYARMOR_CC SRASEX 3L/, Bildn:

set PYARMOR_CC=C:\path\to\clang.exe

* M LLVM B ¥ R 8HZ 2 i 1 A

* M Pyarmor ‘B M F % clang-9.0.zip , EHEHL R/ ML R 26M A4, B HA— Nl a7 e, s
FEAR B & R, BHARE $SHOMES/ .pyarmor

J5H BCC &

BCE b i Z 5, 1LY - —enable-bee Jg ] BCC i

$ pyarmor gen —--enable-bcc foo.py

BRI AR A LA NN C MR %, BRG] eR BRI A PSCR R, A SR
HC BB, X ABA B BCC AR ) ek Ko ARG e T8 1 HA D7 5 C A7 %

EE# BCC XA mEH)H K

JE R ER AT DAEBR B H 53U . pyarmor/pyarmor. trace. log HHLRIARLE AN T C bR
K. i

$ pyarmor cfg enable trace=1

$ pyarmor gen —--enable-bcc foo.py

TARBREHEREH trace.bec gk NE:

$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main

P HEILRAZ foo.py 4 5 fTHIRREL hello PN C BBUERE 4% HEILRIZ foo.py & 91T
R sum2 Bl C %L
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FHERSERERFIRE

i ] BCC B A AN @ 52 & FFOR B BIAS 2, andiizdT BCC B s B i 31 1 He s v, 18
L SRY T ZE R N B IO, B R R 1) R AR

T R M AR AN X B AR A B E SR B BRSSO R

ik BCC A MM pkgname . modname filf I R Y iy 2

$ pyarmor cfg —-p pkgname.modname bcc:disabled=1

A R R R P T T iy

$ pyarmor cfg -p pkgname.modname bcc:excludes + "function name"

$ pyarmor cfg -p foo bcc:excludes + "hello foo2"

FATATAS IR ER B, ERXEIEARIRCR, AR X A R AU 55 9 BCC b, filhn:

$ pyarmor cfg enable_trace 1
$ pyarmor gen —--enable-bcc foo.py

$ grep trace.bcc .pyarmor/pyarmor.trace.log

HI—AIT, 2 Joker/card.py {HZMH] BCC Bt joker HYHABBIER:

$ pyarmor cfg -p joker.card bcc:disabled=1
$ pyarmor gen —-—enable-bcc /path/to/pkg/joker

WA ECE I bec:excludes fll beec:disabled W] PAf/NREEAGHE: A 9 BCC A2 # Ao 0, AT
Hff LA B A BB 1E 3 £ F BCC #5347

BEFblES

{5 P} BOC 552 A A SR A A £ — S M S ]
« SNSRI RSO A
o HRURRAE SR AR ERAG AR, R B B raise Lt 1O 574 2R ]
e sk i)

>>> raise

RuntimeError: No active exception to reraise

& BCC B i A
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>>> raise

UnboundlocalError: local variable referenced before assignment

o KB GMENE, TTHRASURRIZIHAI R, Bl __qualname_ 259, {ERARMCH C B G

HOAFAAE, T IX L8R M A R O 2% )5 To vk IR AR

E-E51:0ES

B TR SRR R BT IR AR A C e %L

unsupport_nodes = (

ast.ExtSlice,

ast.AsyncFunctionDef, ast.AsyncFor, ast.AsyncWith,

ast.Await, ast.Yield, ast.YieldFrom, ast.GeneratorExp,

ast .NamedExpr,

ast.MatchValue, ast.MatchSingleton, ast.MatchSequence,

ast.MatchMapping, ast.MatchClass, ast.MatchStar,
ast.MatchAs, ast.MatchOr

WERH T TFIMER— D NEREL, AR IR SN C e KL

exec,

eval

super

locals
sys._getframe

sys.exc_info

BN, T R RS AN Sl AR, RO EATSEE G AN SRR, B R TN SCRFIN BR

i

async def nested():

def

return 42

fool () :
for n range (10):

yield n

(A
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(% L0
def foo2():
frame = sys._getframe (2)
print ('parent frame is', frame)

3.4.6 MHEEFIRZS
KeFae etk

Pyarmor [{ 1%L I fE/2 PR3 Python BIATCIAR S 4% , e 2 oA n] s s Bl , B4 RERE 5L BE Python
FAIAS e (AT A 7 558 4 S 2 i3t o

WERARE B NEFRREB R BSE Pyarmor, § 1555 &% Atk Ao el it SRR Al i ey 4k
TN A B S5 AR, ARG Sl B ) B i i 75 9A A TR e T - AR BERS WA . 4L Python
fiAs, Pyarmor [IRAS, 147G, INEMEHIAEDT, 2% A A R i) 759k K15 %) pyarmor@163.com

Pyarmor 1% 45 Y (5B (4 FUAR O S VR (0, B AT S SE 97, Pyarmor Ak (RF I8 B T
YRR A RTS8 07  ECe  A B TR, A JA IR 20 P
i, TERA SRR R BUR . TR A ERAE , ABRhA 4% A Pyarmor SR TIAE DA B4 1T K
i VR T AR AT, DA S 3732 ot 204 308 42 ot

% Tk
Pyarmor H2{Jt T ACREEIORT-UFHE RIS b, PP DURAR A6 SR IO 1S90 T A 5
BT DA SR B 4 PERIPERE Iy 0 R0

T SRR RA R A, AR RIS, AR BP0 B B SEma nl REA R KA AT . X A BT A
PERE MR 2 BT[] — AN B A A, R REA R SR, 335 6 T AR N A 37 S AT AR A 7
W, XENERA—EGSHNHE.

FEIBATAEAT Python JIAZ 1y, BRAFFFHIBEI, #RELHRIRM AR RN __pycache o XA~ H A7 AN B
-pyc , WERSEASHRAAAE, ARG AT IR BT A 6 & ik AR At a], (E2gMA (py->pyc) %2
Rl BRIl R, AR R SRATIS IR B, AR — R

M4 benchmark . py BINZALTR

import sys

class BenTest (object) :

def _ init_ (self):
self.a =1
self.b = "b"
self.c = []
self.d = {}

EET )
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(€AY

def fool():
ret = []
for i in range (100000) :
ret.extend(sys.version_info[:2])
ret.append (BenTest ())

return len (ret)

FHIA testben. py IHEUT

import benchmark
import sys

import time

def metric (func):
if not hasattr(time, 'process_time'):

time.process_time = time.clock

def wrap(*args, **kwargs):
tl = time.process_time ()
result = func(*args, **kwargs)
t2 = time.process_time ()
print (' : ms' % (func._ name_ , ((t2 - t1) * 1000)))
return result

return wrap

def test_import():
tl = time.process_time ()
import benchmark2 as m2
t2 = time.process_time ()
print (' : ms' % ('test_import', ((t2 - tl1) * 1000)))

return m2

@metric
def test_foo():

benchmark. foo ()

if  name_ == '_ main '

print ('Python . ' % sys.version_info[:2])

[y
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(Fz E70)
test_import ()
test_foo ()
2RI s WAL A iy e fig

T e LA [] Python AR T B BRI I LA 4 1 E

5 R T R B AS, A B AT B N RN R B AR v, Ho s ks AT i R H W R AR
__pycache__ [HHL N HIRH S AR H]:

$ rm -rf dist __pycache_

$ cp benchmark.py benchmark2.py
$ python testben.py

Python 3.7
test_import : 1.303 ms
test_foo : 250.360 ms

$ python testben.py

Python 3.7
test_import : 0.290 ms
test_foo : 252.273 ms

$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

Python 3.7
test_import : 0.907 ms
test_foo : 311.076 ms

$ python dist/testben.py

Python 3.7
test_import : 0.454 ms
test_foo : 359.138 ms
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7 8: F-1. K] Python HAS 4 4 I AS 14 BE I 1

RHE (ZF) | SNESREE B NEREE 2 AT R LR (8]
Python iR | KNz | m= Kmz | xmz | mE
3.7 1.303 | 0.907 | 0.290 0.454 2522 | 311.0
3.8 1305 | 0.790 | 0.286 0.338 272.232 | 295.973
3.9 1.198 | 1.681 | 0.265 0.449 267.561 | 331.668
3.10 1.070 | 1.026 | 0.408 0.300 281.603 | 322.608
3.11 1510 | 0.832 | 0.464 0.616 164.104 | 289.866

FPARRI R, FMZHRARLL, KT AAT A ) Python 3.11 FUANZ SR AR TARZ . ATRERIE MY
TR GAFAMERE LA KA

RFT BEANEfE

RFT B0 EIEIR A R, 28, TnkmnAc |t s a4, oA ixa@ntiae. RN Z
TN J B RS RET R 25 4 B AR PERE R T 2 P B i B T 0 OB A 3R A1

$ rm —-rf dist
$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

$ rm —-rf dist
$ pyarmor gen —--enable-rft testben.py benchmark.py benchmark2.py
$ python dist/testben.py

7 90 -2, A RET B REN il

B (Z4)) | SNRSRESE HLAT & EH A 8] &iE
Python gz | fn& | RFT 4R | hn#& RFT 423X

3.7 1.083 | 1.317 334313 | 324.023

3.8 0.774 | 1.109 239.217 | 241.697

3.9 0.775 | 0.809 304.838 | 301.789

3.10 2.182 | 1.049 310.046 | 339.414

3.11 0.882 | 0.984 258.309 | 264.070

TR, BATAE RFT BLAH - —obf-code Jy 0 XHMIAIEATING , AAERIBA IS RA R LT HERE. T
2 R RS2 (0 T T ) I AR A

$ rm -rf dist _ pycache_
$ python testben.py

$ pyarmor gen —--enable-rft —--obf-code=0 testben.py benchmark.py benchmark2.py
$ python testben.py
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7 10: 221 414 RFT AP

B (Z4)) | SNRERAE HLAT &R HH A 8] &iE
Python gz | kin® | AGH#EK | k% | AKX

3.7 0.757 | 1.844 307.325 | 272.672

3.8 0.791 | 0.747 276.865 | 243.436

3.9 1276 | 0.986 246.407 | 236.138

3.10 2.563 | 1.142 256.583 | 260.196

3.11 0952 | 0.938 185.435 | 154.390

BCC Bk fiE

BCC R fUHR 7 bR B e il C pREL, BAZA R I RIS — 28 B BIAAT A IR TR] B e — 22, TR
H RS (8 T T ) B AR AR )

$ rm —-rf dist _ _pycache_
$ python testben.py
$ python testben.py

$ pyarmor gen —-—-enable-bcc testben.py benchmark.py benchmark?2.py
$ python dist/testben.py
$ python dist/testben.py

# 11: 3-3. N[ Python A BCC A AEI i

FHC (ZR)) | SNESRAT(E] S \ERATE 2 HATE A 8]
Python fRZ | Kin% | = Kmz | mE xmzE |
3.7 1.086 | 1.177 | 0.342 0.391 344.640 | 271.426
3.8 1.099 | 1.397 | 0351 0.400 291.244 | 251.520
3.9 1229 | 1.076 | 0.538 0.362 306.594 | 254.458
3.10 1267 | 0.999 | 0.255 0.796 302.398 | 247.154
3.11 1.146 | 1.056 | 0.273 0.536 206311 | 189.582

Al S P i
AR AL, T T A, BRIV AT RERYHER S G, ERARRR I DL AL A O o
BIan, P ——no—wrap BN T:

$ rm —-rf dist _ pycache_
$ pyarmor testben.py

$ pyarmor gen —-no-wrap testben.py benchmark.py benchmark2.py
$ pyarmor dist/testben.py

GANY
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AW
Python 3.7
test_import : 0.971 ms
test_foo : 306.261 ms
120 F-4. NIRRT P BE AN 22 At ) 52 1)
L] THEER M TEM
-—no-wrap HombEse A2 4k
——obf-module 0 WHERERZ A K | SRl 2 At
——obf-code 0 S N e WEBEALE A
-—obf-code 2 AR SR A
—-—enable-rft FEAR G g ig&ﬁg‘fé’f
—-—enable—-themida E%F‘%ﬂi@ﬁ? ?E ?5 , ﬁ)&]@flﬁfilﬂﬁti
——mix-str Bkt aE 3‘E' e, E%E%?F A
—-assert-call WA fiE PR AE, FERN AR Monkey Trick
—-assert—import | RUEEARIERE | PEEEArE, TR IETEAF Monkey Trice
--private WA fiE PR ATE, TR IR Il N AN 5
--restrict AR fE P e, FERR P BRI MR AR B

3.4.7 FipftFuE R TIERE
mELE

FARAMBCE FH R T messages . cfg A MRS RACE H X T messages . cfg
UNSRAFAEE I B SCHE . IR T B A 2 A i B & B
TR SR 7 A2 ut£-8 , QISRTGEE A A i 7 2K, 0 T B0 iy - A T T

$ pyarmor cfg messages=messages.cfg:gbk

S UL
-2 EAT B R $51215 8. & (Pyarmor)
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BITMEEAITTRE

t e BRAATE =

s Y4cEFH PYARMOR _LANG

o HIRFFE LANG
EHE BRI R, ERLEES, RS R
B H 2 AL B R BT R 15 B

3.5 FaHEX 0¥ aliE

« FTHEX
- RREFTIEa) sk

o FHBR R AT
- R IHRE R AR

3.5.1 &

AR SCRYALEE F T Pyarmor 8.0 2 J5 A HUA .

R A AR B S VR, A 0 e B

(1) INEEDIRER AN BRG], S BRI 1 B ] A R A

) RIETFAFER I BETE I I TCIE B

(3) RFT %X, BCC M A E = TG -

(4) W DARE AR R & A, RS VF RS TR .

(5) 1FTHi B B 44 7K pyarmor_runtime_000000” /A AR i ELAIE #L

(6) A LA AR BUAEATE XA B IR 55, AR Y AR I 2 9 24 IR 55«
(7) R3CHF obf-code KT 1 AR N AL

A D BERR ], 75 B AL VF AT BOR R X R .
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3.5.2 FO[{RA

VAT AS 5 20 A W SR 2 RS P MRS BRI, ) S T Ik v DA ok i 5 F) I8 A 3K
AR BE=FDFATE, 3 SRR [ R 2D g
o BRI RTIE
FERE G TR B R ] (1) (2) @) (5) (D).
T A 4 IS5 5 S SRSV AT Ik
o BRRFATIE
LR BAFAREEERE (1) (2) (3) ) ) (D).
T A 4 IS5 5 S SRSV AT Ik
o SRR RTIE
S RGF PT IR B R ] (1) (2) B) (4) (5) (D).
TN AN R BEAE IR VT

ANEWR—FFANIE, BTN AR AR IO TR UV ATIE , AN T I0 S B AR 1 18 A7 A A R4 R
il o

BN AIEEA — A 18 MLFAFREME— ST, A H AR i, Bat2id, (Efr—Fh
o AR A T R 7 Sl A VRS S, R SRV BRI [ 7 6 A [ VR T IR SR 5«

WER A A Z 80 o HE QNS — Rl W Sk TVl 0224 PS8 M i B B A/ N T 24 B
FTUERR I 10 475, S 258 Ry i i AT IR 5 — R i A I . — B B A GRE VF AT UE SR Y 10
B, SR R AL A 2K B SR VFRATIE . XA T R AR A 7

— R RAEAS PSR R AR ML B R T AU BRI AT E R S M, ARRIE SRR 55
ar, mRFFass. — M AR M S BIAS, DS, PARCRE R THRAS o —Fofry™ fh tho B 5% B il
INREARTE], ALE A RIS IR N BE T MU AS [RUBRCAS R ™ i, IR it AR AR @ AN R A SME 2 R —HE, K
el B 4 RS R IEATIX A

] —ANVFRT T, (5] AR B BH R 100 Ao [ B A 8 N BAE T JARTE 24 /NeF Iy
B 229547 pyarmor R & . X LR £ 52 8 4 %8 Pyarmor - ] Pyarmor X AR AT I A%, A
RIS I A 2 LR o

KTV, 3§ E Pyarmor fz 2] 71/ n] P
R TRy SR Bl
AT IR T Python JIAKS & T —FhRFI& Y™ i non—profits
Pyarmor ;& —Fj" i, BT
* Pyarmor ZAHHR, & ZARAIEE A iR#ARJE T Pyarmor iX—F i
* pyarmor-webui, >y Pyarmor f2{lt FJE A EHY TH., 8T Pyarmor iIX— 71" /i
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e Pyarmor {J5 & 1] A S 2 H django T AR — M ERF, X WJET Pyarmor iX— =i

* Jt% Pyarmor i Y ICA N, I Pyarmor (I &AL, PASGZATIE & 1T R ARGH z 55 441
J&T Pyarmor 3X — 71 iy

 Pyarmor 7.x #ll Pyarmor 8.x [ & T Pyarmor —F1 7= .

Microsoft Office 7= BN E—Fr=i, BEIFENA T, U0 Microsoft Word Fll Microsoft Excel J2 B fE5¢
AP, FreA Microsoft Office g —FP7 iy, 1M Microsoft Word & —#™ /i, "ERI&MA RS
Micorsoft Word 2003, Word 2007 Z£1#] )& T+ Microsoft word 3% —F 7=/

ARV ENERITHRETIR

22 13: F-1. FFIETfE
Ihee i AR K
AN 6E
JHIA A 25
465 B A
JIT {4
Themedia /437
Assert f33
R BEAS A
WA T
obf-code > 1
RFT it
BCC i

o
EE
=
3
&

g o o e f o o o o i e A e

HhR | &iEiihA

1

2

3

4

6

ot | off | off | o | off |2 | @ | 2 |2t | |
ot | off |2 | 2| 2 | b | | o |2 | |
b | 2 |2 | 2 | 2| D | 2| D | 2| 2| 2F| Al

VEAIELIRE, SR HE A AT s A I D Rk .

2 A RGN, EAERE BRI WA T A RON Rt fE .

SUNERIRA, SRR IR EIIN M AS I TR E B A T B

IIT (R, SRS S AR A AL XN s AR A TR T e .

5 Themedia {471, 2F50f 5 = T H Themedia %I Widnows ZZFEHE TR T fE .

6 Assert {71, GRS AR S IR AR IR .

TRBASCHE, RIS EA RN, I FORAREMEREA, B FoRa AN KA .

SIRVE TR, RAER A A AT B AT IRE SR B D RE

® M Pyarmor 8.2 JF4, obf-code il F{l 2 AN 7] J7 0t sl Bl AT 0 2%

ORFT hnagteaX, BRIl Ei s A mE, 2, HEmsEr SRR my AR ThbE.

1 BCC mm#tsat, 24540 Python A F ¥/ BB X BV A C BRI, A 4 i3 i 32 SR AR d 8 A AURG , AT A RIS HEAT AR Y
itg.
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notes

3.5.3 ML

TER A% T IT Pyarmor B MRYIEHI 4, SCRFRUE AT S
https://pyarmor.dashingsoft.com/cart/order.html
TEMW ) DU PR EE R VP AIE R A, HE M PR, 58 AT

AT Z G, AE—ATAE H 2 B SO 2 At B HIRAR 37 e BRSO S A i S A2 B 5 e A
BE, BE S X BE e td A R TIE o

WA SRERPEVE AT (R B D — Ui B, T DR ATEN SKARBR P F IS A AR rp ], (R VRl IE vl REAEAT o] — A
THERAS 8%, Pyarmor AR TEVE FTUER] PATE 4 J5 BT A B THRBCAS Hh (1]

%14 K2 AFE R RsIR (PR )

BER | FEBNE (ARMT) | @8 (ARMT) | B
ELAAR 298 359
LRI 512 562
AR 868 918

AR TR EAE G R e Paypal #E47 324, BTPAE #AE MyCommerce ‘B W HEATIE K, 3 LAY H 4% B4 A2 56
JC, FEHANRETFE AR A2, HE AL E PR B A S (TT 8, A ZEAH < FHH 45 MyCommerce 4b
B

https://order.mycommerce.com/product?vendorid=200089125&productid=301044051

15 3. R BB SR (5

ERE | AEmng (£Ex) | 1A
HAhR | 52
LR | 89
Szl 158

3.5.4 FRHEMAITEE

A2 AT B RRAR (1 VF R UL AT LATHR R B VAT IE o
FEE AN FR B RARVE AT UE AT LA 3% 7125 Pyarmor BRIV Al L :
o BRHHY Pyarmor i & VR AT MY
o JFORIIVFANIES 52 A pyarmor-vax— JFKH
o JEORVE AR M S pyarmor-regeode—xxxx . txt f77E HARERL (A 100 )
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o JEORMVFTIERY K HAE 2023 45 6 H 1 HZ i, 50 _EAE Pyarmor 8 A7 2 Ja e IH I SK IR € 1 Tk
AT

WERICIE R THI, WM SR VRl
ERATIVF ATUEA SCRT T2 & FRAN R AT«

REHREIEIR

B S 2 Sk U T RIS SO pyarmor-regcode—xxxx .t Xt
SR )5G%-%E Pyarmor 8.2+

e WOHTHY Pyarmor s 2] VAT, FREENRE—DVFRIERSE T AR X WEWRE , WARCEVF I
PORTZ A= iis, TR el R Ae T H R A, oAt i 5 2 SR B VR I

TBE (VR AT ™ i B XX, IR AT TR fir 2B A7 T2

$ pyarmor reg -u —-p "XXX" pyarmor-regcode-xXxXx.txt

THPIRINZ 5 2 BB iRy 2 7 S
TEHA B A8 LA B B 2 0 ST+ AT

$ pyarmor reg pyarmor-regfile—-xxxX.zip

BT N Ay KA THU S AV AT

$ pyarmor -v

HEWHSE 2 5 B RN B SR 2 B VF AT, A — U A S5 I 0 B0 LR v AT I

3.6 W ElRE

3.6.1 #0{F7 Github Fi&(a

Pyarmor & A7 THL, $4E T 8 TR X RO AL AT R B, G BRI Tt T D)
T, B MG Pyarmor, {HEXHT S gyt s MBS, IR FH K
5 = T IR AS, PP R O] 52 ST RGP A Rt 201 Ak M AR 5
L,

SR 1 A%, 35K — 2 Pyarmor 1 Bug, 75 AT Aok A A 0 P BRA RO TR LB 2 T
. BORRALF A 4TI B8] Pyarmor MRHCEC N FIBEIOETURIRER, XAt %A 5% Pyarmor [
LM ARE .

Pyarmor Team /2 5 Ui il 2 M 24 B 050 el s ek RS SN J8, 1170 8 £1 212 3] Pyarmor
[ 45 A RESTA T BE P, R0 P LI 252 B O 2550
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Pyarmor A7 52 B SCRI AR SE . Iy RO D REFNEIUAT L 2876 SCR A, Pyarmor Team RESSIFARRY, X 2L 30,
R 24 Ui

TEPEIZHT, el PRy 58, X RO RS MR R i 00 A, o ELIE S 1 B A8 s A 17 [
o QR 2 6 pyarmor—7 B Pyarmor < 8.0, 2[5 Pyarmor 7.x 7Lk S
o WE—TFTXAAE R R
o WRSREAT BRI A G | WAL, AR RR TR T, ORI AL A A
i
o S LR 8 B ARG B AR 5
o QUARRAE pack Jy TR IR, TS5 A7 5T 1 S 3E AT 04 e 25 o A
o WERRBMMRFT 2K R, SR REFT 12X 0% i A pro
o MR REABCC A WA, SRR BCC X e % i A pro
o QAR IR IE RN AN, TE S e T AR 5o = 7 PR e 5 R A A 1P AL
o WAL AR KB M, WS A Ao &
o W —FATUS T N
o BT INER A, BRORBCH N Z BTy A BERS IE W Y217
o QRIS G E SN B AR, BA BT [R5 I RE S LA
o EHEEASE, RS, EEH e ESER, A HEER, FARErE
o QRGBSR EHT A Pyarmor, 1§ THRE Fo A
o WR—T MR
o WMR—N B
WERARAAEAE SR I 0] 25 P SRy, 357E 1HE X 421, {H/& Pyarmor Team F A JRilE— g 8] ik FR4-9 FT A 7]

A
QR AR A B Pyarmor FRAFAE Bug, T§HEAH] M

Pyarmor Team ¥CGHFIER) Bug i, FF H o PRI L Bug, it Bug #2201 5 B PAGE Pyarmor
Team FEMS I M, XARA B T PUOd ok )8,  Joyk9E Pyarmor Team # B 11 )8 ph e S 5 2 19 4]
W smtspyarmor gen iy BB, P G B RTPUAT 6L S I G I AYET, Pyarmor FIMUAEEL, Python HY/R
AAFE, PASCYRETIIZATF &, 555 ASCARRIE RS DX PUFTH] Bug i . 0T ILiAE LAY Bug i,
Pyarmor Team BB AZITHEIX, PAJGATAE IS, R4 0 F) Bug H-4RZeAb P, 175 AL HE Bug,
TR AN R, T B VSO BN, — R R DA R 5 U iR

R 3 N T R

$ pyarmor cfg wrap_mode 1

$ pyarmor gen -—-assert-call foo.py

[y
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(Fz E70)
INFO Python 3.9.0
INFO Pyarmor 8.1.6 (pro), 005068, boot armor
INFO Platform darwin.x86_64

3.6.2 # 3 o]’

A I _EATRER Pyarmor i K ? 5] Pyarmor GEASE) ihiX Henifi 1M ?

Pyarmor —ffiA 2 KEM T MR LERH T 5., 20 THFSE CPython BJEAUHS, PAMBER LK
P, B CABCH K B ] X I

" AR E RS, Pyarmor 427 AR RE R INEA, MSEE EARTE, AT REIE N AR
SN SR AR o

WEH s e A Al SRR B e B e S s — AR S A, Bl

import sys

def fib(n):
a, b=20, 1
while a < n:
print (a, end="' ")
a, b =D, atb
print ()

print ('python version:', sys.version_info[:2])

print ('this is fib (10)', £fib(10))

IR el I e i A T B A T

WAL BENS LR, 548 Python R4S, Pyarmor WMUAS, 2705, MRS, %A
DA KBS 1) ¥ K 1% %] pyarmor @ 163.com

T NEEAE Pyarmor | & A ATl Al T2 ) 8% o

Pyarmor H1%/0- I RERE B 1IN A GA I, XA Fodi ) TAIER NAFFE L, BERE A
FEERE I A RS E T BRI . X T Az AT B AT PR R T 5, 155
F R EATE 2] 09 2B = bk
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3.6.3 Apple M1 _E#Y Segment fault

WEFT, X2 HAIEHF) code signature
NSRRI BB M B R A T R, TS R pyt ransform3. so EHA4:

$ codesign -s - -f /path/to/lib/pythonX.Y/site-packages/pyarmor/cli/core/pytransform3.

SO

IR ATINE BAS A g A A T, IO A pyarmor_runtime. so A

$ codesign -s - —-f dist/pyarmor_runtime_000000/pyarmor_runtime.so

15215 Using the latest code signature format

3.6.4 fi ¥ oI 4H 5K ie) ikl

BT IR R e TR 2 — AW, TR RS FE ?

Pyarmor 2R, ANGSMEITHAMAIR, Pyarmor s 2] 74 n] sl i & 7 30

VAT I B — A VF nTUESA AT H T — A" B, Fonitp Je BRI — A Ay 2
PRATDAE “— A7 Bl “—Mo™ " SREEATIR, —Fh mhda it 2 Sr 89 & B ey
Y, WAEIT AR LSRR, ARSI 4%, siRgsaess. —Fh g™
A BIRCA, P RAs, PARCRRETHORAS . — M i B IR LR R ], A AR Rk
DIRETT IS AR CAS A, X0 i R R AN R A SN 5 24 Ak — . Uil i B4
PREERBEATIX 53«

PR UL RG] 135 25 5 T 2 X Ao i 7T 9E
S AT DA R SRS AR EF wT Uk
AL,

Pyarmor Jg—A~/NTH, KA/ I RELE R b T DAAS B3k . 61— 28 okl 1 i s 20

AE, FZLE RFT BiUF BCC i, X SUpbixUHf nT DAIH o FC 5 2 A SCRF AR A3 I AN Bl 3 R 5K

AT . WbE v, HESEEAMIELE, BI1EE R AT/ER.
EMMTACH CICD, FZEAEBAGR AR M, 20X 0E & WG AN g R FT BRI G 2l
“pyarmor register pyarmor-regcode-xxxx.txt” X} pyarmor $EF7TENF 7 I A1 CICD 2 it b Besm e, Ik
2R LB i A T register $R1EYIE LA 2358 pyarmor 1)1 )1]?

WS SO yarmor-regeode-xxxx.txt — i H TS — IR L, (A I TRk 2 Ja ek e s AE

et 7E CICD Wi i i TR 20T, (H @A BB XA SC:, AT DAfSE A 5 — it

BT IHBEAE B —A . zip A& R S

FRAE 7 i 52 2 W Ao Ak R 757 52 BT R AT IE 9 R
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pyarmor, 62
pyarmor.cli, 62
pyarmor.cli.core, 62

pyarmor.cli.runtime, 62

123



Pyarmor Documentation, & T4 8.2.2

124 Python &R FE5|



]

5 pyarmor-cfg #4{T#F, 74
_ _assert_armored__ () ~—group

KB B %, 84 pyarmor-reg AT, 77
__pyarmor__ () ——home

WERH, 83 pyarmor 44T, 63
-0 —-mix-str

pyarmor—-gen 44T, 65 pyarmor—gen 44 4T#I, 70
-—assert-call —Tno-wrap

pyarmor—gen wAfT#H I, 71 pyarmor-gen #&{T# T, 70

——obf-code

—-—assert—-import

pyarmor—gen #A4T#, 71 pyarmor—gen 44 4T#I, 70

——bind-data ——obf-module

pyarmor-gen 44T, 68 pyarmor-gen #r4&4T# T, 70
—-—bind-device ——outer

pyarmor-gen #24Ti&T, 67 pyarmor-gen A& T# T, 69
——debug ——output

pyarmor #A4T# T, 63 pyarmor-gen fr44T# I, 65
--enable ——pack

pyarmor-gen 44T, 70 pyarmor-gen AT, 71
-—enable-bcc ——period

pyarmor-gen AT, 70 pyarmor-gen 44T, 68
—-—enable-jit —-platform

pyarmor-gen 44T, 70 pyarmor-gen A4 T# T, 69
—-—enable-rft ——prefix

pyarmor—-gen #4475, 70 pyarmor-gen #r4&4T# I, 66
-—enable-themida ——private

pyarmor-gen 44T, 70 pyarmor-gen A&7, 69
——expired ——product

pyarmor—-gen 44T, 66 pyarmor-reg #r4&ATH# I, 76
-—global —-—-recursive
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pyarmor-gen #1766

——reset

pyarmor-cfg #ATHI, 74

—-—restrict

pyarmor-gen #r4&4T# T, 69

——silent

pyarmor #r-@{T# I, 63

——upgrade

-b

B

pyarmor-reg #44TH# T, 77
pyarmor-gen 4TI, 67
pyarmor #r&{T# T, 63

pyarmor—-gen 4TI, 66

pyarmor—-cfg #4T# 7, 74
pyarmor-reg @A{T#I, 77

pyarmor-gen # & 4T# K, 66

pyarmor-cfg #rA{T#HI, 74
pyarmor-reg #4&ATHI, 76

pyarmor #@AT#I, 63

pyarmor-cfg w447
pyarmor—gen # 44T, 66

pyarmor-reg TS, 77

BCC # R, 58

C

C, 58

JIT, 59

L

LANG, 31, 32,82, 113

F)

PluginName (& %) ,79
post_build()

(PluginName #AF %) ,
post_key () (PluginName ﬁ?{‘jfxf) s

79

post_runtime () (PluginName #AF %) ,80

Pyarmor, 59
pyarmor

HHk, 62
Pyarmor FZEM, 60
Pyarmor 4, 60
Pyarmor Z:afHR, 60
Pyarmor M F,60
Pyarmor i #iE, 60
Pyarmor £ RHK, 60
Pyarmor M H, 60
pyarmor.cli

Bk, 62

pyarmor.cli.core

Bk, 62

pyarmor.cli.runtime
ik, 62

PYARMOR_HOME, 64

PYARMOR_LANG, 32, 113

PYARMOR_RKEY, 61, 72

pyarmor-cfg #&ATHE
--global, 74
——-reset, 74
-g, 74
-p, 74
-r, 74

pyarmor-gen # 4 {T#M
-0, 65
—-—assert-call, 71
-—assert—-import, 71
—-bind-data, 68
—--bind-device, 67
——enable, 70
——enable-bcc, 70
——enable-jit, 70
——enable-rft, 70
——enable-themida, 70
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——expired, 66
——mix-str, 70
—-—-no-wrap, 70
—--obf-code, 70
——obf-module, 70
——-outer, 69
——-output, 65
--pack, 71
——period, 68
—--platform, 69
-—prefix, 66
—-—private, 69
——recursive, 66
-—restrict, 69
-b, 67
-e, 66
-i, 66
-r, 66
pyarmor-reg # 4 fT#H
-—group, 77
——product, 76
——upgrade, 77
-qg, 77
-p, 76
-u, 77
pyarmor 4 4T# I
——-debug, 63
——home, 63
—-—-silent, 63
-d, 63
-q, 63
Python, 60
Python 4, 60
Python #3k, 60
Python B4, 60
PYTHONPATH, 103

R
RFT # R, 61

o
A REE, 60

B
__assert_armored__ (), 84
__pyarmor__ (),83

e % 4, 59
SNER B 4, 61
P %459
F A, 59

\ 4

¥ RMSR, 59

RHFEE, 58

%, 59
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pyarmor.cli.core, 62
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M, 62
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LANG, 31,32,82,113
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PYARMOR_LANG, 32, 82, 113
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PYARMOR_RKEY, 61, 72, 82
PYTHONPATH, 103
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