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o hofT i AT A I

Pyarmor Z{t4

Pyarmor J&—> 1T MR Python AR TE . EREBABITIN LRI Python AU AWt sE , BE
TN JE BIAS R G IR, 0 s A 2R . R EAFREAF 5L

IfERs sl
o JCEPR: IS AR IR Z— AR oy SUPF, AERZ GO0 T AT A LR e sk 1Y py BIAS
NS BAS ] -

o Byt FEOt T W AR IO A AR RE , REAZ I L R 2 B0 T2 PRI BE R 2K
o Al B EEE a4 I PR R, 36, Tk, ARSI

o Beikh C AR RERSIERLER Ay s BN C AURS, AR5 Bl e DA e 0 L B i i C ACRE ML
w2 A PRI Python pREL

o BRI BAAC iR {5 FHYG L mT DAZE s Jon s B A 28104 1740 18 % 3 180 8 o o B AR 1 o 33
o Themida f#47: {#i F§ Themida {#3P 125 A~ ({X Windows & 0] B )
K

Pyarmor J&—~%&A7E PyPL ¥ Python f, 5y (Y7 202 ELE M fin % pip #EAT 2%
£ Linux 5% Apple V-5, BRI &, SRR PAT R ar <

$ pip install -U pyarmor

& Windows NI, ] win—r ¥l ey O RAME, A emd Z FEIESTIERI G, EIEH G AL a2

C:\> pip install -U pyarmor

LASENZ G, M A4 pyarmor ——version JflZEPhifT. WRZH NI, & E/RHE Pyarmor B MUAE
/%\G

AR -G Pyarmor SCRF, FrA SCRFIF-6 AIAATE £ R £ i 25 i R 09 752
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Iz 2

NIRRT RN A, HORIE A foo . py:

$ pyarmor gen foo.py

T s gen RSB BN g B(# generate:

$ pyarmor g foo.py

$ pyarmor generate foo.py

XA AN A dist/foo.py , XLE—NIEH Y Python BIZ, W DAL FEM# ] Python fifH¢
AT

$ python dist/foo.py

BH A LR St

$ 1s dist/
foo.py

pyarmor_runtime_000000

BT e lA Ah, ATPAE EIIEA I3 Ah—A~H 5k pyarmor_runtime_000000 , iX/@izfT s A< i
H—~Python ¢,

EfmmERA

RV MA dist/foo.py AR % F ik & RIVEBATHY, WAL I H R FHZAT408) & —kE
gL AT LA,

FAAWe? H—FMEMA dist/foo.py N T:

from pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name_, _ file , ...)

I AT ZM pyarmor_runtime 000000 FAME __pyarmor_, XMLt it BIAS (O£,
T B AR AT AR AR — A IR HE A RO 2 pyarmor_runtime 000000 SRS

T PUONHOBIfL pyarmor_runtime 000000 & Atk | BroAma A Heeferi R4t , B
AR A) Python A fEiadT. AR ZE 7 % & Wt TIREEA—FE, 752l HAS - 5 0 e 101 .

ks RHH G Pyarmor 1% 7 3% &, ETINEEHARF% Pyarmor

3.1. [EHHIE 9
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nEa

BRI — A, BT -0 B 7 Ah— A th H ok dist2:

$ pyarmor gen -0 dist2 src/mypkg

R ML

$ 1s dist2/

mypkg
pyarmor_runtime_000000

$ 1ls dist2/mypkg/
__init__.py

MR — N SAMEENE dist2/mypkg:

$ cd dist2/
$ python -C '"import mypkg'

TR HL T A AT H SRR, AR M eI - R B 3 R AR

$ pyarmor gen -0 dist2 -r src/mypkg

AfmES

IR DMEEAE S dist2 HEE R E P it s HE0A —FEGm s, M- sfrsh ik
FFEI L H SR A

$ pyarmor gen -0 dist3 -r -i src/mypkg

A H %

$ 1s dist3/
mypkg

$ 1s dist3/mypkg/
__init__ .py

pyarmor_runtime_000000

BUFE A 5 295 DU SCHERRAE N B dist3/mypkg Wi, HZREAEH SR DIEE Pk & Eiistn] bA
IE

i A PAHE —F dist3/mypkg/__init_ .py FI_b—72E B A 0% S dist2/mypkg/

10 Chapter 3. HZ
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__init__ .py WA ZHY T MRS/ .

HEMED

K, I RIS st 2 15 # 1F) Python JHIZS | JiF DA sk 51244 Python IR T 5., #i40 distutils, setuptools,
PAJ wheel # R DA FH e d5f 25 Jin 2 i A

Rt mypkg B H AT

projects/
— src/
— mypkg/
F— _ init_ .py
F— utils.py

L— config.json

BN H % projects/dist 6 JRMRAFINE

$ cd projects
$ mkdir disté6

IR TR B SRS D 2

$ cp -a src/mypkg dist6/

BERAREMME R, EHAIER oy SRR H SR L py:

$ pyarmor gen -O dist6 -i src/mypkg

AT

projects/
— README.md
L— src/
— mypkg/
F— _ init_ .py

F— utils.py

L— config.json

L— disté/
L— mypkg/
F— __init_ .py
F—— utils.py
F— config.json
L— pyarmor_runtime_000000/__init__ .py

3.1. [EHHIE 11
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F—F src/mypkg Hil dist6/mypkg , ME—HIXGI@/EEZ T— 1 HE pyarmor_runtime_000000 ,
S B = i AR AR 1 R dist 6/mypkg

AT RG] B Python 1.7 15253 1X B 2% 3] Python Packaging User Guide

REME AR N

(A 3EI —e T RAT SRR BN AR A 200 . Bian, BB A 200 30 K

$ pyarmor gen -0 dist4d -e 30 foo.py

BT TFHIE A dist4/ foo.py KIIF—T:

$ python dist4/foo.py

T A ) NTP fR S5 ge kb2 Gl i, A Y mris & AR s, SijeRa .
W] PAGEF 55 Ah—FiAg X yyyy-MM-DD SREEEA RGN, Flu:

$ pyarmor gen -0 dist4d -e 2020-12-31 foo.py

iBfT—F dist4/foo.py BEHITHIE:

$ python dist4/foo.py

WERANTE BRI A5 18], AT DAYEA SOV RS T2 . ok & A sl Bi4n:

$ pyarmor gen -0 dist4d -e .30 foo.py
$ pyarmor gen -0 dist4d -e .2020-12-31 foo.py

KA S ] R o A AS R BT YR R — AR, ELEEPE DUl H S distd/ B Pk G

HEWEMAFBEE RS

R % Pk & S BT

IPv4: 128.16.4.10
Enternet Addr: 00:16:3e:35:19:3d
Hard Disk Serial Number: HXS2000CN2A

I EI b RSB R E5 S B A . BN, F8%E dist5/foo.py MR LAKF HuhE:

$ pyarmor gen -0 dist5 -b 00:16:3e:35:19:3d foo.py

AR ] AR e TR 4 58 TPv4 ik R %7 5145

12 Chapter 3. HZ
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$ pyarmor gen -0 dist5 -b 128.16.4.10 foo.py
$ pyarmor gen -0 dist5 -b HXS2000CN2A foo.py

A2 g 1E(E S R T A X

$ pyarmor gen -0 dist5 -b "00:16:3e:35:19:3d HXS2000CN2A" foo.py

HARSWEEESET G ERER, SR G, BNERERL .
RATYRE BB BN A BT A D7 iR R — R, B DR H % distd/ BB Pk G
KT INE A R E

BTN AT A 23 pyarmor_runtime , BAEEf Tl pyarmor_runtime_000000 H#
N

$ 1ls dist6/mypkg/pyarmor_runtime_000000
__init__ .py

pyarmor_runtime.so

(8 AR AR R B R I AR 75 2 251 5 W P 10 T JE B pyarmor_runtime , BTRA
T A

o RGBT EiR e D2 Tdn iy REIRA-T-6 , BT SR QiS55 £ i 3 i R 0 15T

 HBEMHAIF MR CPython interpreter R REASKIZAT, BT Python 3.8 N HIHIAT, JEik# Python
3.9 i1y

o BONBERCR =5 EREAR . B4 PyPy, TronPython (3% Jython izt

A, FE Android RGN, . py MIATTDAFEALE H R NiiisT, B2y RESESSE, SunArE R4t
SEM H %R IHA BT

T—S#iE

MR T EAEA TR N — P
XA SRR R AT A

« M Github Ji 11 $:%: Pyarmor

* {A] A Python J#7< H1ifE Fl Pyarmor

. SEREHIE
BRI A sl 32 W NER:

o {1 B 22 R 8 AR 4

o AR SRR A AR B A T

3.1. [EHHIE 13
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o ARHIALEE AR R
o AT 2 Python FRETHE AT AL IZ AT AN A4
WA &AL, A RE e T R b ek
o D P RO AT N AR RET AU BCC K Pre
o EHIE R T
o [E bR AL SE DH S
o TNERE -5 BN A
RZ ] BERTIX B P 28 RS BR 3 2 4 E Ao s e b i

0 {e R A AR

Pyarmor A4 SE I SCHI ARG, 3k HLZHT B I P A0 u bRk 11 21 75 ZEAOAH 2R

o G Ak B YT Pyarmor (TP, CHLASEO RIS O T I
R R S . BATDEA A 2

o G = RRa BRI MREE R K, SEIAE Pyarmor HENAZ AR A, A ARER fir i
TASEBL. X ) P AEH 2X Pyarmor 1 Python #A —E 1) 1 i

o B E3Ra BT NBORZRA RS TRTA RS E S, Ay PN, BB A RS AR
B B T Pyarmor YR, 5 EAL AN KIS RORIICE, 7 A LE 1 BT ml (AN )
TERYFE RS 3L

o HSR A AT i EHEAMEI Pyarmor $RULHITIAE, A AITSSELRIR AR T REAN RS . B
SYA T Se A AR T Pyarmor (4T EIAG £ ERE A, DAk Python BIARHIUTILFLA MM T, il
A B0 Pyarmor HEF T AN i, DA A2 S 5 — 2R T .

o By AR Ao TR R A IR T Pyarmor MR YRR, Pyarmor BRI, ANIH]Y
VFAIRAL, DA KA 2K Pyarmor V¥ lHIE.

MR —MrEn KT, BT ARG, fENELAE 8 &
B AH LR BN 4T £ Github EAR17).

3.1.2 EERRYE

M%F

« M PYPI HLirg

R R

— 1% A Python fi##% 35 AL 3%E AT Pyarmor
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* I Github ;#3479 %
* 7 Python Ry A+ 88 Pyarmor

s

M PYPI B

Pyarmor AARAE PyPL L1, &7 (R 202 6 % pip EIZZH
f£ Linux fl MacOS, HHEATI a9 L FzfT Ny <

$ pip install -U pyarmor

1E Windows P55 R, FFEMH win-r IO AME, R A emd 3G E O, H2fT N2

C:\> pip install -U pyarmor

LR IG, M4 pyarmor —-version JH[ %, QIR N, B ZER) Pyarmor B UAF
B

PIan]

WERTFEE V-6 KTME A, BFELET I~ pyarmor. cli. runt ime:

$ pip install pyarmor.cli.runtime

TR B -G H SR Pyarmor,  FIr A SCRFIIZATF- 15 &5 4 wihe 35 i A 09 3150

RENGL

* pyarmor i BB —, FrAR TAEREAMMERZEM, ARG SE G 450
* pyarmor—7 2y T FIBMAAMA M a4, EFHrT Pyarmor 7.x IE LA

fi£/ Python @R 28 H %517 Pyarmor

pyarmor ST NI T2

$ python -m pyarmor.cli

3.1. ERHE 15
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M Github FE# TR

A PAE M Pyarmor Github 2223 Pyarmor., "N ER|IAM, SRS pip JEfT40%:

$ git clone https://github.com/dashingsoft/pyarmor
$ cd pyarmor
$ pip install .

VRAT AL HE T 38— AN R4 SO targz 8038 zip , RIEZJSAERE pip HEAT 2%

7£ Python jiZ&chifH Pyarmor

BRI MERER A, il tool. py

from pyarmor.cli._ _main__ import main_entry

args = ['gen', 'foo.py']

main (args)

st T A

$ python tool.py

PAE SRR AR BIENT, BAR R B i A S 40T DA 2% b 5 KA T 1% 3

SEEEH

i1 F T I A2 T PASE 42 1 2 Pyarmor:

pip uninstall pyarmor
pip uninstall pyarmor.cli.core
pip uninstall pyarmor.cli.runtime

rm -rf ~/.pyarmor

«w» v v v »n

rm -rf ./.pyarmor

3.1.3 Efti#i=E

o XX AIRIZ B &

o B L aYgik T E R A

16 Chapter 3. HZ
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SR S XA

0 B A

P B b AT %A

PRI E M RE S A

1 A 913 A B AR AT 5 A

Lo T RHALEEIRZ &

A AR AR S 3E AT B4 Ao 5 R
— BT HAT AR,
- BB FHEX

AP O T Pyarmor 8.0+, (] T I iy R AR RAE B

$ pyarmor —--version

A2 Pyarmor FRRAS/NT 8, AR AT PEFEMI I BRAS R SORY (72 BTG 227 A AT DATESRRRAS ), 235 TH4) Pyarmor
B IR A o

FERA AR, FH BT EA T

project/

— foo.py

F— queens.py
L— joker/

F— __init_ .py
F— queens.py
L— config.json

Pyarmor {ifi Fpyarmor gen B AR RIBIAS, EHAE T T AR, DA AR N 6 TP RE A1 224 T ) 4%

AN R HFE LR, KT e B iy & T 22 4 o &5
AR FIIRER B &

20 AR B A A, AR AR S A RS AT DAY B S B R T - A A
SFTEVEE Z 15 SO B A BRAH i

$ pyarmor —-d gen foo.py

BRI H G ARC AR LE e K Pyarmor AT 207 Xt AT 7 ARYP, il R Ay 7 205

3.1. [EHHIE 17
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$ pyarmor cfg enable trace=1

BZIG, BRI pyarmor gen e N— AR ER H X . pyarmor/pyarmor.trace. log it

HRBRIPE S Bl

$ pyarmor gen foo.py

$ cat .pyarmor/pyarmor.trace.log

trace.co foo:1l:<module>
trace.co foo:5:hello
trace.co foo:9:sum2
trace.co foo:12:main

B—A7IFKM trace. co FR@BRIARINEAT, 5181 P R B4 PR 2% R BB BRI R T B A T -

(o v ) 5 O AR 2 H

$ pyarmor cfg enable_ trace=0

fiE FE SH9iE TN E A

XFFREAS T DAE X S eI A 22 4

$ pyarmor gen —--enable-jit —--mix-str --assert-call —--private foo.py

W ——enable-7it it (B EHE L AR AL BERE L BUREI R 1 N 22 4
Wi--mix-str' RREMBMAPITAKERT 8 T4

Wi -—assert-call RERGHRERINGE AR o i BR OR S0t -

Wi --private REREHHPRINE BIAS A JE A BE BLE WL Python ARRRE: ELIE AR .
i,

-

=

data = "abcdefgxyz"

def fib(n):
a, b=20, 1
while a < n:
print (a, end=' ")
a, b =Db, atb
if name_ == '__main_ ':

fib(n)

U —mix—str PR AT

18
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AR abcdefaxyz MBI £1b SHERANTT rsLFHD"

data = _ mix_str  (pD"Hxxxxxxm)

def fib(n):
a, b =20, 1
while a < n:
print (a, end=' ")
a, b =Db, atb
if _ name_ == '_ main_ ':

__assert_call__ (fib) (n)

WERREL £ib RN REL, W4 __assert_call_ (fib) IR[EIFRATEREL, 75040 IR R .
N T ERRLEER PR FAFB AR, W AR AR ER H &5

$ pyarmor cfg enable trace=1
$ pyarmor gen —--mix-str —--assert-call fib.py

$ cat .pyarmor/pyarmor.trace.log

trace.assert.call fib:10:"'fib"
trace.mix.str fib:1:'abcxyz'
trace.mix.str fib:9:'_ _main_ '
trace.co fib:1:<module>
trace.co fib:3:fib

£ AE 2RI E B

WRZ NG Python &, ANE I -~ private M HAL PRI

$ pyarmor gen —--enable-jit —--mix-str --assert-call --assert-import --restrict Jjoker/

Wi - -assert—import MIDMGE T ARG, B ORI BoA PO iR
Wl -~ restrict AIPABRER NI S GEXE B AN TR, TARERINTA S A

BOATEOL T __init_ . py @ SCHYRREOI A B AT AR SN BIAS B T By, AR S SR el ORI 44 F@ A
REBEONIRIIAS ] o LEFRATRIE: — A A dist/a. py REUE—TF

import joker
print ('import joker OK'")
from joker import queens

print ('import joker.queens OK')

IBATIRX A AR

3.1. [EHHIE 19
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$ cd dist
$ python a.py
. import joker OK

. RuntimeError: unauthorized use of script

WERFFE S A AR, AR - —restrict | WARMPLERI joker . queens Al
AP S

$ pyarmor cfg -p joker.queens restrict_module=0

PRI AINA—T, KR AT AIE a7

$ pyarmor gen —--restrict joker/

$ cd dist/
$ python a.py
. ilmport Jjoker OK

. import joker.queens

E IR

RECUHA RS, H Hasf iR 2k L SO, (HRRBOAE 0L T A &4k Pyarmor 5 DLE i i 42 .
{H2 Pyarmor $ {7 = b7 yA m] AR B A )

L TENNE Z A Fe it 4wl bs DU B ety H ok, SRIE I AR, XN AR (U B 55 ISR 1 . py SCE,
T e S PR P A

$ mkdir dist/joker
$ cp —a joker/* dist/joker
$ pyarmor gen -O dist -r joker/

2. G ECE AT, 1k Pyarmor [ Bl#5 DA SO

$ pyarmor cfg data files=*

$ pyarmor gen -O dist -r joker/

3. HOYE e 461 R DT R R Scrf

20 Chapter 3. HZ
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RN EETER

(S TR i - A L I A, B A TR IR B 2 A B — S/ NI X B A T R A T — RS

f$
it

$ pyarmor gen —-period 1 foo.py

AEWEMEFBSNMEE

I b 22 YT DASEE I A3 24> i

Flan, WEss AR B, DAKMIHHE S H2 66:77:88:9a:cc:fafl £8:££:c2:27:00:7F , T
744 52 N2 B AR 215X 7 6 15 25

$ pyarmor gen -b "66:77:88:9a:cc:fa" -b "f8:ff:c2:27:00:7f" foo.py

ERIMBIHEREITENA

TE I A 4 IRt s B T S -

$ pyarmor gen —--outer foo.py

FEXFPIGOLT N e 0 B A ek B Rs AT

$ python dist/foo.py

L2 ] pyarmor gen key B iE— AN ANB R 4H:

$ pyarmor gen key —-e 3

Fmiay S AN E YIS dist /pyarmor . rkey , 5 DIRXAN SR ELEATHIBI A

$ cp dist/pyarmor.rkey dist/pyarmor_runtime_000000/

RN PAIE RGBT A4S dist/foo. py:

$ python dist/foo.py

RN A AN s T8I SR, APRCE R S H 3%

$ pyarmor gen key -0 dist/key2 —-e 10

$ 1ls dist/key2/pyarmor.rkey

5 DU ASHT S 287 B A 2B R -

3.1. [EHHIE 21
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$ cp dist/key2/pyarmor.rkey dist/pyarmor_runtime_000000/

SNRIBATEYIL N B DG DR, BARAB, BARREFER.
SN T A BN Z pyarmor . rkey
HNESIBA T B AT IAE A AL B — i A R T

L s THi N B T e AR

2. WEAs B PYARMOR_RKEY $&E KL

3. sys._MEIPASS 1§ E MK

4. A

AR B ATE_E IR T — AR B RS T E P, IR A SRR I

INERBILEIRIER

IBATHRR AT BT AGE A TR e ), BAnin s A I 2 J5 R AR P O BOE B DA L
B AR HH R # T HR -pyarmor , AJGAEHF R messages. cfq:

$ mkdir .pyarmor

$ vi .pyarmor/message.cfg

SRS XA L ind MEHYSCME, IR E ST EBE error N SR Y A D(E S

[runtime.message]

error 1 = B AR F TIELELH

error 2 = MAFTIELATHT Y M EH
error_3 = # & AT F M XM

error_4 = FHME B K

error_5 = M AR X # 4 1 Python M A
error_6 = AR X HF YW A4

error_7 = fun ¥ Bk H HE K XK EH
error_8 = W H N K ER XK IEH
IR T BN AR

$ pyarmor gen foo.py

ARARRE A BB T S DR B R R RER B IR R B, TSR A A Bt
T

BN, A, BUCh

22
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[runtime.message]

error_1 = K& B &
error_2 = & U1 i B &

IR EOHTIN R A B 2 A

4 R AT ALE TR IR A

X HLRFT AR A5 A ] AYESEA Python SREEASL I AT n] AT 3L
Pyarmor 52 J1] PylInstaller $TRLEFR T PATICNE, SRJG A i JADAS A i 64 B AR

EATTHAT RN

5B Pylnstaller F850 —F AR i — > B ) AT P07 30

$ pyinstaller -F foo.py

IRJEAE bR U T AT SO SO dist/ £oo &4y Pyarmor JEATALPE:

$ pyarmor gen -0 obfdist --pack dist/foo foo.py

XA LM foo.py , FMMAEHIMAE dist/ foo JFORMMAR, ALIHSE U4 FRIY dist/

foo,

A HHHMKIHE dist/foo:

$ dist/foo

BEANEFRERX

Bl Pylnstaller A4 5B H SRR L

$ pyinstaller foo.py

JI A T Z SO E— A 3% dist/foo , HA RIS ATICMF dist /foo/foo .
XA AT AL 345 Pyarmor JEATAL P

$ pyarmor gen -0 obfdist —--pack dist/foo/foo foo.py

AT —HE, IR A ORI AT, 4 S B T AT XA dist/£oo/ foo
B4 TN e A AL AT S
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$ dist/foo/foo

WAAT R B AE, sSEETUAEZH T/, TS5 Tk i 479 o 5 i A

3.14 S4RHIE

Contents

e 1 RFT #2X o E{.TH%F A Pro
° 19&)—‘?’] BCC %;Aii&f]ﬂ }JZS:H%P Z'& pro

% B ARAP b R B A ARk
Bx

o 1E ) N BRAFIRATAS B o 55 i K

s HIRIFEAIFSES
o A WMIET & ER R
L3 % /> Python RE AN o 55 B A

£/ RFT R\ nzZ R Pro

RFT 42X Je— MR R s, B THERAMERS T—i, EHPRsLL,

RIUEAT T H A4 .
i 3562 ——enable—rrt B A RTF fi !

R, IR

$ pyarmor gen --enable-rft foo.py

BERmESZ G, XA

import sys

def sum2 (a, b):

return a + b

def main (msg) :

(
a =2

XATIREALAE Pyarmor % Fps T

EETI

24
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(Fz E70)
b =6
c = sum2 (a, b)
print (' + = "% (a, b, ¢))
if _name_ == '_ main_ '
main ('pass: ' % data)
SRR N
pyarmor__ 17 = _ assert_armored__ (b'\x83\xda\x03sys')
def pyarmor__ 22 (a, b):
return a + b
def pyarmor___ 16 (msg) :
pyarmor__ 23 = 2
pyarmor__ 24 = 6
pyarmor__ 25 = pyarmor__ 22 (pyarmor__23, pyarmor__24)
pyarmor__ 14 (' + = ' % (pyarmor__23, pyarmor__ 24, pyarmor__25))
if name_ == '_ main_ "
pyarmor__ 16 ('pass: ' % pyarmor__20)
RFT AR B U EY: __all_ PoHHMAIR, MASBUREITE N SE R, filan
import re
_all__ = ['make_scanner']
def py_make_scanner (context) :
parse_obj = context.parse_object
parse_arr = context.parse_array
make_scanner = py_make_scanner
R THI Y A A R
pyarmor__3 = __ assert_armored__ (b'\x83e\x9d")
_all_ = ['make_scanner']
def pyarmor__ 1 (context):
pyarmor__4 = context.parse_object
pyarmor__5 = context.parse_array
(BRI
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(% L0

make_scanner = pyarmor__ 1

USRI A G5, T DA R TR iy 2 BRI REFT 57

$ pyarmor cfg trace rft=1
$ pyarmor gen —-enable-rft foo.py

JEHXATIREZ G 5 i A 2 R A7 5 H 5% . pyarmor/rft:

$ cat .pyarmor/rft/foo.py

BAEIBAT I J R B A

$ python dist/foo.py

AR LRI E R AR, T AR RO A TN, R T e S e — S84 Rt i [ Al

$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

WSREH OIS 2 SRR TEB AT B A, HSH RN T A RET AKX R MR RS e )

fiEF BCC &R Pr°

BCC #isU & U043 pR B B 4245 W i — IR RS, HEARAS Ll G gl R A A Python pR%R
BCC A E C i%es, XT Linux Fl Darwin ¥4, —BRAFEIATHEE, HEBIAN gec Ml clang
BE TAERR W Ao FE Windows 3345 F1fi, W LAMEH FEATEE—Ffh il E clang.exe , HETHERIFHEN
PSS
o WIRELH clang.exe , HEHFHEBAHEIEIT clang. exe NSV DA WERSCHAAHE, (H2
TEAL B H ST, 1T PARC B8 5 PYARMOR_CC K48 XA Sci:, fln:

set PYARMOR_CC=C:\path\to\clang.exe

o MLLVM ¥ "8k 256 Fii g i i A
* M Pyarmor ‘B W %K clang-9.0.zip , JEEH R/ ML R 26M A4, B HA— Nl T e, s
TEAR B & R, BRARE $HOMES/ .pyarmor

fit B iR 2 o, % -—enable—bee JE ] BCC ARa’:

2 XANThEEUR T Python 3.9+
3 XANHIREAUAE Pyarmor + 1 Hp] ]
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$ pyarmor gen —-enable-bcc foo.py

BRGNS S B i C B RR%, AR AT AR R BRG] T AR R, AR SR
HC BREL, X ABA B BCC BN ) pR Ko AR e 10 (8 1 HA 7 5l A o

N T EFRALL RN C %, BT 7 203 TR B

$ pyarmor cfg enable_trace=1

$ pyarmor gen —-enable-bcc foo.py

RIFERREEHE, HEBS B ek BT i) A AT 5

$ 1s .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main
BTN 5 A

$ python dist/foo.py

USRI A A, AT DRSS R B LIS i eR A A, IR Al B E BCC AU BT R AL
B, ﬂﬂ%ﬁﬁﬂ’]ﬁﬂﬁ%ﬁm%ﬂ Bosum2 HK, IANFEHELA KA

$ pyarmor cfg -p foo bcc:excludes "sum2"

eI bee:excludes 8@ BRELAFR, LI —p F8EBIRAFR. QRS A TR E B A FRIITE, HAl PG b
() ) 4% BR Bt 259 BCC X 2200 . 380 o 22 f) e 50 B ol I T 1) e 2 X

$ pyarmor cfg -p foo bcc:excludes + "hello"

WA AL IR AN GEIZAT, IS H RN T i BCC 12X KA i

EHEIRGERX

J:‘ll:ﬁ?%ﬂE"% S, AR ANULHED, PAROINEE AR S, BROA R AL B Ty 2R 40 B A T A 1R
7 #Em%lﬂe’fﬂauv

$ pyarmor gen -e 2020-05-05 foo.py
$ python dist/foo.py

Traceback (most recent call last):

File "dist/foo.py", line 2, in <module>

[y
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(% L0

from pyarmor_runtime_000000 import __pyarmor___
File "dist/pyarmor_runtime_000000/__init__.py", line 2, in <module>
from .pyarmor_runtime import __ pyarmor_

RuntimeError: this license key is expired (1:10937)

WERTFE AR RS, AT AGE ) T i 75 b A T e :

$ pyarmor cfg on_error=1

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

this license key is expired (1:10937)

WARFEERGRL, ARAEAEE, wTASEF T 1 i e 2

$ pyarmor cfg on_error=2

$ pyarmor gen -e 2020-05-05 foo.py
$ python dist/foo.py

T RAGE R AT R i R BA A BT 2K

$ pyarmor cfg on_error=0

$ pyarmor cfg --reset on_error

XA AL Y Pyarmor fif i 1B BRAF S, A2 SN BIAS RS A= By s 14 S5

ik AN AN 2 Python ELEEIAAT, XTI RETCIAA /R HR ELER

BN UL N IEI ——mix—str SMERAPIA KERT 8 TR,
EUZX AT I AT BE SO PERE , WPRTEZIATE, WA hl, s U8 .
R AT EME R BT 10 F4FH, AT DABE R 9L

$ pyarmor cfg mix.str:threshold 10

UWERATEINE A FAFER __main_ Fl xyz , S NP GHATLIE:
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A

$ pyarmor cfg mix.str:excludes "_ main__ xyz"

WERANTE BN KB 1000 B85, ATPARE A% /pattern/ BIEMIZRA R, Hi:

$ pyarmor cfg mix.str:excludes ~ "/.{1000,}/"

PRI BRI L EAIN 8 T iy 2

$ pyarmor cfg mix.str:excludes = ""

AR T ENE R B 8 1 32 Z (A5 4Fef AT LA I 0 ek ORI ThI ) i -

$ pyarmor cfg mix.str:includes = "/.{8,32}/"

BCE 2 5 AT DAl 1 A AR B H G R RCR

TR RERPM R FEDR
el ——assert-call fll-—assert—import REWEXT BRERBEIEA TR, B EN TR, MifikEde
— ST n 2 A A S TG

{ERRA IR AT BE S A LERR R PR, 20 PR LUy I 4 eR R B, X Bt 75 20 o — i A
DU 33X 295 A 3 ) R BRI e R 1 25

B, Eiff--assert—import ZMEHEIH json Fll inspect LTI HLN:

$ pyarmor cfg assert.import:excludes = "json inspect"

Eif-——assert-call ZBIA A wintype_ F3k 1) pREE R TH AL

$ pyarmor cfg assert.call:excludes "/wintype_.*/"

B TR TR IR R B A, 5 AR R R A BN e BN A SR B R AT R, X
BN A IR T IE

{5 FA M BX AR IR FHIS IE MDA

TEMBEMAZ B, Pyarmor £ R —4T, WEREBUZITA WIRERRFT # pyarmor: | RASX—ATHEATHISN
ALPE: R ERARIRAF IS I — A 23H%, PRE SR IT A N2

B, XA AR 5

print ('start ...")

# pyarmor: print ('this script 1is obfuscated')

# pyarmor: check_something/()
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FLSAL T R T

print ('start ...")

print ('this script is obfuscated')

check_something ()

T AR IRAF B I A — DB 2 EH] __assert_armored_ RARIFVEISNABLELEE B AL

BOATE DL ——assert—import REME A BN import A FARIBLHIF LTI, (HRMHIHATT
ERARIBS, ASEATAER. B, BRI AR BN ST A B

m = __import__ ('abc')

MARIFLATFT L RBI abe 2B, BAWEL, v PAGEH % M AR A 00 E R
¥ assert_armored__ () FHE m

m = _ _import__ ('abc')

__assert_armored__ (m)

BRI S A A LA IS, AT (E 5T, R 7 St 1R AR
B _assert_armored__ () WAHTENE AR AL,

ISR RATAR G A ke 3 X A AL, FRATTXE LT 4 BRI AR R A 7468 T A gl ] RASE Atk i )it

m = __ _import__ ('abc')

# pyarmor: __assert_armored__ (m)

M ¥E, B WfE-——assert—call W&t — 2855 B M0 R £, X W5 4 mr DA P 8K AR 30 47
M__assert_armored () AT NITARP . B, FHEAIGIFXTEE self. foo.meth 4T N LKA

# pyarmor: __assert_armored__ (self.foo.meth)

self.foo.meth(x, vy, z)

HIREEX/SES

Pyarmor $2A5IRE B ZIEFIIRE, WMREE 7% & B & OB R A F T 5 ARG B .
NTXRZEST, il ~/ . pyarmor/messages.cfg
$ mkdir .pyarmor $ vi .pyarmor/message.cfg

XA L ind B O, BII—A runtime .message Fli%Yi languages:

[runtime.message]

languages = zh_CN zh_ TW

[y
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(% L0

error_1 = invalid license

error_2 = invalid license

AT SCRFPANE S, RIS USRS & LANG FPRYIRCE R SE5ME BN EH T Rlpi- 4

il

e error_1: ¥FA[IEE &40 1
o error_2: YFRIUEA AT T4 ik &

BRINEIR(E B E N invalid license , WELRULRR THEIET 2/, TEHAME 5 IREEAL B R X A2k
N IR(EE .

EFIARE S P4 RE B2 BE W3 runt ime .message.zh_CN il runtime.message.zh_TW

[runtime.message]

languages = zh_CN zh_ TW

error_1 = invalid license

error_2 = invalid license

[runtime.message.zh_CN]

error_1 = M4 # H
error_2 = KB M % 4

[runtime.message.zh_TW]

error_1 = [Fl A% % 0 & #H
error_ 2 = B AFTHLATHARE X HE

IR T B A

$ pyarmor gen foo.py

LN AS AT I, B A BTN LANG A B EEARTE T « AR A pIERSE A TE H B A2 zh_CN
i zh TW, ARAMHBIAR R E S

AR & PYARMOR_LANG 1] DA SRFE 2 N AR B I A A5 205 B 5 . IR AR R i, 4 ms
RGRIEAS R LANG o BN, 0 R iy 207 B AR B2 R B b S AR

export PYARMOR_LANG=zh_TW
python dist/foo.py

3.1. [EHHIE 31




Pyarmor Documentation, & {Tha4 8.1.8

1E 8.1 JRATIA.

A V-G 3B A TN AR T B %00 - —plat form 88 HARE &R -G 247K, X B T CE
T 46 ZFK.

B4, FE-—& Darwin JF & B LA ] A4 7#E Windows "REIF NI4T, 7 2L R i ay <

$ pyarmor gen —--platform windows.x86_64 foo.py

Python flpyarmor. cli. runtime fRMt T HAW- 5 BT 134" A, BS-F- 5 N 5 2 e 2 x40, A
REA LN, SRR

IRFGEME AT AT FEZ AT 6 B, ATAMER ——plat form 2K, $EER—ITRT-G. B, T
AT Ay 22 B TN B AR W] A A TE 2 A x86_64 YA R 4

$ pyarmor gen —--platform windows.x86_64
——platform linux.x86_64 \
——platform darwin.x86_64 \
foo.py

Z# %1 Python kAR InE %

TE 8.x AT I RE M AR L

3.1.5 EHFY R

%

o A% ) o B IS BB AT A B € 69 IR F T

o & B B A A T 4R M K F] Docker

o A% R AL 50 18) IR Z- kA R R 2L

Pyarmor $2 {1t " /o 55 36 ¢ FIzA T A 40T 20 BRI EE
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{5 FA N2 4 4 12 1E 32 17 4 Bh B2 B9 46 51

1 8.2 RAAIA.

TEf# 1 Dawin f) 3, Q1SR Python JA ZEAERMERRAT , AR AIBATINEE IR0 TT BE 2 R R 4R AN 2] ST
¥ Python 721 HH B 2 % -

MR TS A TN IS O BRIFAE IR B, IR A 3 T A P IR 5 A T3 40 L0 0 P 0 2 7
HAERE LB EF ISE pyarmor_runtime . so WKL

$ otool -L dist/pyarmor_runtime_000000/pyarmor_runtime.so

dist/pyarmor_runtime_000000/pyarmor_runtime.so:

pyarmor_runtime.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

MR % Fi% % FEA Qrpath/1lib/libpython3.9.dylib , JMif& @rpath/lib/libpython3.9.s0
s AR 2N A TGV R 3

ﬁﬁ#@ﬂ%ﬁﬁﬁ#ﬂﬂ%ﬁﬁﬂﬂﬁ, ﬁf’ﬁﬁ‘]@*/l\fﬁﬁ:%ﬂﬁ .pyarmor/conda.py:

_all__ = ['CondaPlugin']

class CondaPlugin:

def _fixup(self, target):

from subprocess import check_call

check_call('install_name_tool -change @rpath/lib/libpython3.9.dylib @rpath/

—1lib/libpython3.9.s0 ' % target)
check_call('codesign -f —-s — ' % target)
@staticmethod

def post_runtime (ctx, source, target, platform):
if platform.startswith('darwin."'):
print ('using install_name_tool to fix ' % target)

self._fixup (target)

JE XA RS, 28R E R A

$ pyarmor cfg plugins + "conda"

$ pyarmor gen foo.py

IR LA RSP LTG5 AR DA 2 S
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S
VRS e

fE A+ T 98 E M AF] Docker

1 8.2 HRATIA.
BSFRATEAE A app . py F8E B TFEPIA Docker F1H, B id 4 5l/2 docker—al , docker-b2

W2, EHAIE— M K4 T .pyarmor/hooks/app.py

def _pyarmor_check_docker():
cid = None
with open("/proc/self/cgroup") as f:

for line in f:

if line.split(':', 2)[1] == 'name=systemd':
cid = line.strip () .split('/") [-1]
break
docker_ids = __pyarmor__ (0, None, b'keyinfo', 1).decode('utf-8")

if cid is None or cid not in docker_ids.split(',"'):

raise RuntimeError('license is not for this machine')

_pyarmor_check_docker ()

SRIGINAE A, [A]HE Docker F{5 BAFREEE 475 47

$ pyarmor gen —--bind-data "docker-al,docker-b2" app.py

TBAT NS AR DRSS AR HACR , W RARE I -—2E print BEA77E AN T 24701
Z Y
R ARANT __pyarmor__ ()

{3 PR H e P 45 B+ 181 R 55 SRAS AT 3

1E 8.2 FATIA.

SRS Pyarmor 2ok NTP 45 B W UE MBS AT A 200, W0 NTP b1 SAT TP, 4T DAl

AR T AR LA 0 25 BsF ] IR 55 K FEA TR IE
HIEBIEMA%NT .pyarmor/hooks/foo.py

def _pyarmor_check_worldtime (host, path):
from http.client import HTTPSConnection

[y
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(% L0

expired = __pyarmor__ (1, None, b'keyinfo', 1)
conn = HTTPSConnection (host)

conn.request ("GET", path)

res = conn.getresponse ()
if res.code == 200:
data = res.read()
s = data.find(b'"unixtime":")

n = data.find(b', ', s)
current = int (data[s+11:n])
if current > expire:
raise RuntimeError('license is expired')
else:
raise RuntimeError ('got network time failed')

_pyarmor_check_worldtime ('worldtimeapi.org', '/api/timezone/Europe/Paris')

RIS, A7 R0 ) L o P AR i P )

$ pyarmor gen -e .30 foo.py

TR AR T DA ) 5 S ) A QR G 28 ) 2% B[] o
B

AR T __pyarmor__ ()

321 REREMNRIRERE

Lo feT 2 R IR 84 A 0 i K

o fo A px Sr M 4 e i Rl R

R £ 2 5 R 493 ik oA
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IfTER SRR LA

N THI B I AT DA SR 0 22 4k
» ——enable-rft JLPARBINERE, 2
* —-—enable-bcc Al REL: BEHIMBLHR G AT ]
« ——enable—jit A[PAR; BRI Gi
* ——enable-themida W] PABT IEZNATRAES, (HRXTPEREE LR, H HALE Windwos HJ ]
o —-mix-str GRAPEIAR TG TR H
* pyarmor cfg mix_argnames=1 {3 ¥ SEL, {H)2 1] B8 FE annotations /]
NI BEI AT ARSI B SR, SMABIAS TG B S AR I A
© MERAGEN ——private , MEAMH -——restrict
"N THT AR T AT DARTS 148 Ao A Tt R 45 2% AR o o A ity

s ——assert-call
* ——assert—-import
B0 e 4 RY B R B9 D0 1A

(o6 TR B R RT DA R RE S e B N AR, e R Y T pye
e ——obf-code 0
e ——obf-module 0
* pyarmor cfg restrict_module=0
WARF SR LAt BRSO EE AR, e 2 [ I RFT 42 X,
e ——enable-rft

WERABURTATH, IBAME] —-mix-str FRBCEEERE, OUNE X EHRFAT . AR IR
F, FraMTAF R E RSN, T REHERE S R

* pyarmor cfg mix.str:includes "/regular expression/”

e ——mix-str
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RRXER AN RFER

XTS5 8 i R A 3

WERRFT 42X O & 2B 2a (MR ER G AR €20 RS2 4ar) , AR AR Tk
WA T 0

s ——enable-rft
+ ——obf-code 0
* ——obf-module 0
o —-mix-str FAEEPESME, WORR BRI IEA AR R IEREEOR, WA DARIE:
WREAPREI RET 5% X, AN REWE R LA TR, ARG R T A
» ——enable-rft
* ——no-wrap
o —-mix-str I EFIT
X1 HAlOR 2 B i
WRRFT 4% X, FIBCC AKX AT [, B2 08 17 T4 e 75
» ——enable-rft
» ——enable-bcc
» —-mix-str MBI
+ ——assert-import
ANSRANTTH {7 T P 23
s ——enable-jit
* ——private (MEMEA), HFH--restrict (MEHHW)
o ——mix-str ARSI
» ——assert-import
AR S T E AL, O T e

o ——assert-call, [AIARKGERERES HAE, WER SCHERECORT, DO BERIHE(E Az 7 A
TR S R A TR
WRVERE RIS, BN ——enable-themida , XAEIIAEREMR KAERE R B 11177 10
Yeily, HakExTbERE gk —2k
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3.2.2 {TEERIMBEARINEEA

HEH...

3.2.3 ITEMIABIBHERIF RS RE

TE 8.x HUA A X AT RE M ARSI

3.2.4 fRRMELEPRILEIR

o6 P TR 4 i - P AT B0 2 B AS 1 Y A 2 o e £-8:

$ pyarmor cfg encoding=utf-8

o0 1 TR ) i 20 T ATSE A T A BRI S S B T B 2 A ook

$ pyarmor cfg messages=messages.cfg:gbk

3.2.5 #ipRHIA Docstring

(ST T L T A3 Jin % 7 4= - DocString:

$ pyarmor cfg optimize 2

3.2.6 #;EF0;EM Pyarmor

Contents

o H—RIEMEIL
— RIRAEA B R M X
- ER R s P AR 0 E M X
— YRR FTIER| E AT L 0Y E o
o EHAbL & B iz At

— J& Docker 2 CI pipeline ¥ ;% #t

o & £ A RRIF T iE
o FHR R AT I

38
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F—RiEMEC

BIeSH kT 42 X Ao T WSE A @I IR WSR2 5, — N FRN pyarmor-regcode—xxxx . txt
B3 S RF AR R BRAE b, XASSCE T — R

TESE— UM e, TR B —p 38 1 T IEGE E = A AR, X AER AL = s R, i 4
R non-profits , ZRIFAEARERNY H TR,

FEWPE LT 2R 2344

PEBE AR ER AR

QRAR TR RAE NSO, A SAEALATRDL ™ P AT, o] A R w77 s

$ pyarmor reg -p non-profits pyarmor-regcode—-xxxx.txt

TR R G M A

(BB VR AT UERF BT R R it Robot  studio , HRAM R iy S U TR A L)

$ pyarmor reg -p "Robot Studio" pyarmor-regcode-xxxx.txt

Pyarmor 2 1555 B NHE BIFHERIAIA, WERBHIATCER, MiA ves I Enter QREE NHIRGHENIPIR, HARLE
g AR 2 A .

MBI Z 5 R A i~ 7 IEfBl pyarmor-regfile—xxxx. zip HyE M LA, X ANSCHGOR RS
fbise s EVEATIEMT -

E T AR PN Z S TGRSR R, SRS AT e B G S o SRR R
UM SR, —H %5, Pyarmor HAERMEHR Ul iR 55 -

— BN Z 5, Y RTIESEE i) i PR A BETEEA T I8

SR VFENIE R EFEFF A B0 &

WER BT e, BOAIERTHAREH T, AVFRIIRICEIC I MBS E ™ M 4 F5 TBD o Bildn:

$ pyarmor reg -p "TBD" pyarmor-regcode-xxxX.txt

GYERY fhA AR TBD BUVFRTUE, AZ5HE™ ShEE 2 BT, (T T i S50 TR 17 e 44 e

$ pyarmor reg -p "Robot Studio" pyarmor-regcode-xxxx.txt
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AR MRS LI

—HWIIREICTENZ G, SeBE—A 2, BE AN pyarmor-regfile—xxxx.zip

5 DU AN R4 SCPF R AR 2R e s, RIS Ia7 1 iy @ UEAT T

$ pyarmor reg pyarmor-regfile-xxxx.zip

HREMEE:

$ pyarmor -v

7£ Docker & CI pipeline g #}

7 Docker 5 # CI pipeline H133:/J} Pyarmor {3475y I, {H/2 [FHHZ4TH9 Pyarmor () Docker %054 FR 1 ,
ANfgHE T 100 4~

MRV K et 1N Pyarmor. MR Docker B4R S8R R4 % )Y, IB2A Fe VAL L e fii:
JI} Pyarmor

{5 FA SR EA R ¥F =T E

TE 8.2 A IA.

(L GREqT

W SEEEBIGAATIEZ J§, — > pyarmor-regcode—xxxx . txt W& T &R EFNENRsE S, A~ 304:
AT 58— R .

LV ROV TR 5 — IR IO TR B M g i i 4 Bk T, e Pyarmor 8.2 DA BIRA, ARJGiE1T R
a2 A TR EIL , WA B IS VAT UEGEE (= A FR, AR H " TBD”, X BB ™ i 44

2 Robot:

$ pyarmor reg —-p Robot pyarmor-regcode—-xxxxX.txt

AL Ja &4 SRR M SO pyarmor-regfile—xxxx.zip , SXAHMSCPE AT T JE 2Lt

%

BB TENE S

B AMRHROF TR 2 P PAA 100 gk st , D& A— S, KK 1 5] 100,

N TS BN Pyarmor, 5 EONEE— G 2 Bl AL U I B A S

B, s —G R B A SO, B SE — GRRIsAT P Ay S, AR LN I R SO

pyarmor—-group-device.l:
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$ pyarmor reg -g 1

SR G HEIX A SCIR#8 DL B3 T iR B e g i, R AACEF8 a2 B 5% . pyarmor/group/ R, F#AT
T A B e S pyarmor—-device-regfile—xxxx.1.zip:

$ mkdir -p .pyarmor/group
$ cp pyarmor-group-file.l .pyarmor/group/

$ pyarmor reg —-g 1 /path/to/pyarmor-regfile—-xxxx.zip

XA PITININ Z S5 2 — G R AR B AN S pyarmor—device-regfile-xxxx.1.zip
BB TN
— BA B RN S 2 5 R DAY VLB syl i BT, G247 R iy BEA T

$ pyarmor reg pyarmor—-device-regfile-xxxx.l.zip

HREMEE:

$ pyarmor -v

WAREA HA T B B A, WO e g s 2, 3. $R IR B 2 R T

FREREA T E]IE

FHR AR VT ATIETE S 7% T 202 e A5 T e

3.3 BAFH

3.3.1 BEENL

BCC BiX
— R E, AT AT BIAS AR R BRI O C B A, ARG (DA eI e 138 A L AR AR 2o BT
P N Y RO A TG, FEYRIIZ A JEOR Y Python BR%K.

A M i ¥
—RAEL AT H R T 2 BI# A HX cpyarmor , MIORAFHCAHIEE, BUAAHPECE B30

pyarmor/config
AH IR I A M L & 2 T o 2 oy e

£ pyarmor cfg
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— Mt E M ARTE T, BUERA Ay IR

FLH %
FRAEHL Pyarmor YENHMEEL, A Jm BB SCAS A BE AR, BRINEE 00 T2 4 i bl R H S& R 1
H3 ~/.pyarmor

fii I sudo A4 1] B M Pyarmor [ H 5%

s Sk
— AT, W SKAEA] Pyarmor 75T 38 Z 5, #eA — D A0S SO AR B PHHIRAS -
WO S B T 88— E W Pyarmor 75T, Bl SCF— BSE AR EIC, SICIEEAREL A .
B BT T 2 [ AR A R 2 A U, R TR AEAT i b A T IR TR S 2 A ST

I
—Python [, FEMESAEGARNAT, 7T ARG th (9 SCPFIEAT— LA AR

S e % i

JAHN T
—~ Python A%, W ABRAZ I A, AT L8850

R AFT
JIT
JUST-IN-TIME Wj4i5 , J&—FFEsf il 2028 LA 2 0B, AT AA R 1A i it L2 XA
AT
JFEMES
SR UREALA AT Pyarmor (R4S, FEFF EMLAS EXHIAR IS T
ARG ER W] PABAT Pyarmor, T RIS T TIRERIE S 7% £ i e 2 i A0 310352
E RN
SERIBTT I AR &
KA LR TS B Pyarmor

TN
A i Crt RGP yhon Kk

BEHRLAT B B
TR A B AR IS, — e Ase i & Y HSE T, FIBIHR[E 4 /) nodule.
ruler {4

A ) e T ) AL AT LB 2 i o A 3B

Pyarmor
Pyarmor 52—~ #0155 Python A T E. .

Pyarmor [ 2H J#R 53
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¢ Pyarmor 31 B
* pyarmor @,

Pyarmor £y,
—APython &, , "BAE& FH,

® pyarmor

* pyarmor.cli

* pyarmor.cli.core

* pyarmor.cli.runtime

Pyarmor JERlR
—FhPyarmor ] it 258

Pyarmor 4 A1k
—FhPyarmor ¥ i 28HL

Pyarmor )™
i ) Pyarmor WLHZHIMBCE FF K A 5L

Pyarmor M H
T H SCHEFCEE https://github.com/dashingsoft/pyarmor/

X HUA Pyarmor JFUETR M (AU, $RACHY 7RI A B ) SR o

Pyarmor - 0]l
HH Pyarmor & I BAAI &, F T4 Pyarmor 3 H (A< Hr B R KR il

5 %:% Pyarmor V7 42 X Fo 15 7T iE

Pyarmor &4 i
—FhPyarmor 7 i 28FL
Python
—FhgRTRIE S, B MHbAE Python
Python JHiIA<
— ML Python JFAHS ) SCH
HPERIE 2 https://docs.python.org/3.11/glossary. html#term-module

Python {55
BLR— " Python By &, BAR— NI ik

Python 4y,
AN https://docs.python.org/3.11/glossary. html#term-package

AR

P Pyarmor JZATRCEL A 42 R SCHF, 42 JRCEL SCIF AL ZAFTCAE Pyarmor B4R B e, BRIARYSCUR 44 Bk 2

~/.pyarmor/config/global
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S pyarmor cfg

RFT i
— PRI RS, ATRATE 4, Python IS RS, 25, ik, RS
A

—MHATHEMEATE 9 M, BENAFCN pyarmor . rkey
HNRE LA R P — B84, A BER &
o SEATHY B 6L FITTERY IR
o INEEAS R PYARMOR_RKEY 3§ E W4
* sys._MEIPASS F8EMIIKE
* HFIERAR
S FE 0]
—APython &, | %} pyarmor_runtime_xxxxxx
— A I BIAR TR, 2 A O R RIS A TR B, BT N AN TR S M N R i A TR B A
BT S
eI AT AR 5 A B A A S

WEREL N ESENTEFiam e, GEREHTMsEg , At EiTEy]

BT
PRAT IS BIAS R AT R B R AR, SRR A AR, A EMRaEE, Wi
AT R HAR RS TN

O BT EPIBHRA TS 74000 e Ui, (R AT AR — A7 SR (R o 20 5 1

Pyarmor & LAIBRHEA R, FIAAR RIZAT Pyarmor M HIA K BfE RGN CPU 244y
NS T E st
* Windows
— windows.x86_64
— windows.x86
¢ Many Linuxs
- linux.x86_64
— linux.x86
— linux.aarch64
- linux.armv7

¢ Apple Intel and Silicon

44 Chapter 3. HZ



Pyarmor Documentation, % {Th4 8.1.8

— darwin.x86_64
— darwin.aarch64 or darwin.arm64
HEME Ak
—~ Lzip BRGSO, REH TR TR S ETA T

BRI BT B S0E U WS I Z R R RN SO, 2 SRR B A AR St
ATt

3.3.2 %< FMH

MN%

e pyarmor

* pyarmor gen
 pyarmor gen key
e pyarmor cfg

* pyarmor reg

. THEE

Pyarmor $i{3t 1" 4= 5 1 Ve IR 9 S AN 7] 2 A P i B AR R 755K

pyarmor
A
pyarmor [options] <command> ...
®IR
-h, --help BRI AR T R
-v, --version R IRAE IR
-, --silent TEREAERHE. ..
-d, --debug FTEEZ R E BT K AT . . .
--home PATH HERAE ...

XL AT PAFE iy - pyarmor 2 J IR 81 14 Z HiT
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gen A SN AR DA Bz A T B S
gen key | Az BUAMEREE B S

ofg R AN B0 B P

reg s AN} Pyarmor

fliJl] pyarmor <command> —h R&EF Ty HTIRER A 1
ik
—q, ——silent
AESE R G FT LA H &5 S
Biltn:

pyarmor —-g gen foo.py

-d, --debug
TEFE S ST E 2 1915 B T A& Bl ar 2 T 2 Hh 7]
T A B, sCE AR 2 TR AR, AT DA % e I TR AR i

pyarmor —-d gen foo.py

——home PATH[,GLOBAL[, LOCAL[,REG]]]

WEARA G, 2niE Hak, Axkied JRUASENHME BT H R A T— 5 s bF
LR Z AR Pyarmor 75T £, AT DA — PN ANIEBROE — MR A T

ENTHBGAME S 2
« X HF & ~/.pyarmor/
o BB E HRsE ~/.pyarmor/config/
o At H Higl ./.pyarmor/
BAAFIOE M SR H o2 AR B
X8 H SR E AR AT DU AR I TR BB AR H S ~/ . pyarmor2/:

$ pyarmor —-home ~/.pyarmor2 ...

XA A2 Al HE PR

o okt E HiE ~/.pyarmor2/config/

o VM SCHERTAEH %52 ~/ .pyarmor2/
THEMT Rk e FieE HRA ~/ . pyarmor/config2/:
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$ pyarmor —-home

,config2 ...

THER S HAER AR E HE N /var/myproject

$ pyarmor --home ,,/var/myproject/ ...

WAL 6 B LA Pyarmor T35 MRHE, TAR&—MAAHERE MR A 2 . i

$ pyarmor —-home

$ pyarmor —-home

$ pyarmor —-home

$ pyarmor —-home

~/.pyarmorl

~/.pyarmor?2

~/.pyarmorl

~/.pyarmor?2

reg pyarmor-regfile-2051.zip
reg pyarmor-regfile-2052.zip

gen projectl/foo.py
gen project2/foo.py

FESEPR R, FATTRE S T RZECE, AR BB S, 75200k I (R e 2 e 10
IEE, (@A ECYAIRYECE . X T DA B B4 R B H SR e B H SR 2 — AR

PR SCHL. fn:

$ pyarmor —-home

,X,%X, gen foo.py

S

PYARMOR_HOME

pyarmor gen

PRI B AR R A 5 R A T B Ao

LS
pyarmor gen <options> <SCRIPT or PATH>
B T
-h, --help BRI IR
-O PATH, --output PATH X EHHEHE. ..
-r, --recursive B RE PR .

-e DATE, --expired DATE %8 HAH %Y . . .

-b DEV, --bind-device DEV 4 & AT $E45 . . .

--bind-data DATA  77fi% [ & XEIRFEFT54 . . .

--period N JIAMAS B TS . . .
--outer JE AN SO . .
--platform NAME 5@ Az 70 B iR F-54F%. . .

3.3. BARFH
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-i PRAFIZATRE B SO R s S N R - -
--prefix PREFIX 83 st A migi s s . . .
--obf-module <0,1> FEEMRBNERL, BRIAZEL ...
--obf-code <0,1>  FEMMMAHA, BAZ 1 ...
--No-wrap SR .

--enable <jit,rft,bcc,themida> & AN [E ARERAE . . .

--mix-str RIETAFHTE . ..

--private R B A . .
--restrict SRR . .
--assert-import iR T AR AR L R . . .
--assert-call B PRI Y BR B2 2 I - -

--pack BUNDLE (i JiJ i )5 4 A AR 40 T A J0h T HRAT SCPF BT A SR I A . .
SEga
-0 PATH, --output PATH
BCE N AR A, BOAER dist

-r, ——-recursive

I AR H 5% TR Python AT, 75 R ZR Y 1 H 5% T T 1A

-i

PAFIBATRIBI SO R B NS B0, R ar L2 740 80 & A7E)] dist/mypkg HR R

$ pyarmor gen -r -1 mypkg

$ 1s dist/
mypkg/

$ 1ls dist/mypkg/
pyarmor_runtime_000000/

BRI, A4 HRE5 ) 2:

$ 1s dist/
mypkg/
pyarmor_runtime_000000/

X ANEIR] 2 B AR AR T A IS TR, B AR GEAE I e (), QSR s A, A
B AN
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——prefix PREFIX
WES AT A2

EEN T RIS, B 7402 & PP RE— B, (8w R A A e IR A A
BATHIEN AL Bdn:

$ pyarmor gen —--prefix mypkg src/mypkg mypkgl mypkg2

XA M T R =4, ERETHE SR dist/mypkg B, IFPATE dist/mypkg/
__init.py B, SR TET RIS

from .pyarmor_runtime_ 000000 import _ pyarmor_

__pyarmor__ (__name_, _ file , b'...")

MifE dist/mypkgl/__init.py B, fARE TETXSABITHE:

from mypkg.pyarmor_ runtime_000000 import _ pyarmor_

__pyarmor__ (__name__, _ file , b'...")

-e DATE, —-expired DATE
TN A I R
SCRFRE
o B, FORMIETF IR RAL
* YYYY-MM-DD, F#:4EH %Y
QPR BITHEAT 4577, B A G A )T, 765 D) P 16 26 )
Bl

pyarmor gen —-e 30 foo.py
pyarmor gen —-e 2022-12-31 foo.py

HIWT R AR U] 2 S NTP [ 55 a2 a), B ATESCA BRI OHLAS EICikissT .
T TR A X U AR b s (R B e A 50, ol

pyarmor gen -—-e .30 foo.py
pyarmor gen -e .2022-12-31 foo.py

-b DEV, —--bind-device DEV

SEMERAR R E YL, H RSSO E RO RFSS, MR Mac HuhkAl IPv4 k. Gl

pyarmor gen -b 128.16.4.10 foo.py
pyarmor gen -b 52:38:6a:f2:c2:ff foo.py
pyarmor gen -b HXS2000CN2A foo.py
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A AR RO AL A il

pyarmor gen -e 30 -b 128.16.4.10 foo.py

AR TFEIF I8 E — DB Z MECEE R, IBAM ST, Bil:

pyarmor gen -b "128.16.4.10 52:38:6a:f2:c2:ff HXS2000CN2A" foo.py

AT AT AT 2K, ASRE I A B R AL, 0

pyarmor gen —-b 52:38:6a:f2:c2:ff -b 66:77:88:9%a:cc:fa -b "f8:ff:c2:27:00:7f" foo.py

R T E I E HAUM R, IRAGE A LR Stk filan:

pyarmor gen -b "<2a:33:50:46:8f>" foo.py

LTI 2 TETNEOF < 2l = ) i 3 o921 i L S T

pyarmor gen -b "<2a:33:50:46:8f,£0:28:69:c0:24:3a>" foo.py

£ Linux REET, bl ARE R 4532 45K, il

pyarmor gen -b "ethl/fa:33:50:46:8f:3d" foo.py

PRI E HA i, P2/ R EE R 2R, Bl

# R T windows, R A A EE - MEEME Z P E L
pyarmor gen -b "/0:FV994730S6LLFO07AY" foo.py
pyarmor gen -b "/1:KDX3298FS6P5AX380" foo.py

# EHT Linux, H T FH R E LK "/dev/vda2"
pyarmor gen —-b "/dev/vda2:KDX3298FS6P5AX380" foo.py

—-bind-data DATA

DATA 7] AR F/F R B # @FILENAME

AT AP AEAT A RAR R 2 47 5 90 v, (R REERRG], — oAl 4096 A1y, LT H Y&
BBzt IR T, FEE AR rh O S P, (T H R RE R TR A A

R ARIZHOA @ I3k, IPARBURTIRSCENE, S EEIES BN A E =T .
AEW—FPIGOL, AP RS T T2 Bytes 2824,

——period N

SRR BB A T ICE SCPE, B/, BROATE BT 2 AR I RS A A TR R, X —
YOl IS, XA AT AN T B A A 4

SCRPRE AT + BAAL, BRSO AD A B MIERIA R /N -
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1

e 1s
e Im
e 1h

BRI, AR A N R

$ pyarmor gen —--period 1 foo.py

$ pyarmor gen —--period 3600s foo.py
$ pyarmor gen —--period 60m foo.py

$ pyarmor gen —--period 1lh foo.py

il HEEEAR AR BE TXAME, IR TN R A B TR A . AR, W —
ANTCERIERRBEA VA AT AT R 2, B A S S EAGA «

-—outer
JE AR

TN RS AP R T S AN, AR N B B I e s X e 0, 5 U AP AR BN A I

il — B S ANIRE S, b AL pyarmor gen key "EISANEEGISCHE, HH5 DIEIHRE Hox, #0005

ARITRIBAT

SR YIS A FRBIA N pyarmor. rkey , W] DA OB SCOH B ORI, A0, BT w4 4580

pyarmor.key:

$ pyarmor cfg outer_keyname=".pyarmor.key"

ARSI 1s WTCIREE

T EE R R — BRI 2 )G, AT SOt T e, ORISR TERAE N, RohissT
B R A U B E I B SO 2 A

—-platform NAME
HT -6 s A E st T WA His-F-5
AR AT A Z 0, WA A AL SHE 2 PG 40T
-5 £ FRaAJ R Pyarmor S LIz 47 & A FK
ARPA B G #R AT A A — B K AT
A B R R Wpyarmor. c1i. runtime , AW R SCFRF-G A4 BRG]

——private

JE AL LR PR i A=
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JARAAEZ )G, RS REPITIEZE h 2w Ba, I B 5 i A A e HAt A AL
Wi ——restrict & BEHAARA.
--restrict
FEN TR, R E A, HETE NN, AR R
XIS ] - —private
MARBAEMNZ G, BT __init_ .py WiliRSIRZ AN, HABBHHERA RER SMRIAS 2 AR A .
Blan, SN ER A I — 2R dist /joker:

$ pyarmor gen —-i —-restrict joker
$ 1s dist/
Jjoker/

RIGAERE— MR MER A foo. py ZRAME AL

import joker
print ('import joker should be OK')
from joker import queens

print ('import joker.gqueens should fail')

IBATERANT:

$ cd dist
$ python foo.py
. import joker should be OK

. RuntimeError: unauthorized use of script

2B — B TR (H5R), AR AZEm i f A () 25, MARTERE BT
——obf-module <0, 1>

ISR . pyc , BRIARE 1
——obf-code <0, 1>

IR B — R (0O, B 1
—--no-wrap

AN A RN B e v e
(o0 P A A 3 R A A R RS IR o AR ek K5, 8 S T 0 s e . ) 2 ) R T R
A ek g, R R EATEME, DA R I H ERi . SR, T2 idT
14 R ECAT DASR i PR RE -
WA -—obf-code & 0 , ARAME LI A EATIEM .
——enable <jit,rft,bcc,themida>

JE A (8] B 2
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——enable-jit

(EFHVIT SR Ak P— LE RS AR 5 22 4
——-enable-rft

FAIIRFT 35, P

--enable-bcc

JRHBCC 45, P
--enable-themida

] Themida Sef3rnss 4, 1 Windows -5 1] [
—-mix-str

TR VB A h = B i i s
--assert-call

JEH E SRS A s B, R0 2 R B A R
--assert-import

JEH B S AR RE, BRI B B B
--pack BUNDLE

o Jm % B A< F57 4% BUNDLE Hii [ Python fii4<
Z:4h BUNDLE 221 ] PylInstaller A= i o] P47 30428

Pyarmor B el A, B3 % 5 i B A< 4t BUNDLE HLfirY[A] 44 Python A%, # ) (i B 2= 1

AP SO SO

pyarmor gen key

RO A SR
ok
pyarmor gen key <options>
e
-0 PATH, --output PATH #j ! %1%
-e¢ DATE, --expired DATE 5 &4 %00
--period N JE W B TR
-b DEV, --bind-device DEV 4§ 5& fil %5 B 2= 5] 45 E % 5%

--bind-data DATA  77iff F & S Hi 21741
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Hik

XA R A LR 2R 5 40 SCHF, B B LRI A I iy ©pyarmor gen B T4, HAE RIS S th—FE,

HZ% LT .

SMEREE AN —e BUH —b — DRI, B AL 2SN BRG] A SRR A 2 A AU, A SRR

s BEARRY SN S, TR E — T ARRIA RO, I ELE A ]
WO SNBSS RAFAE dist /pyarmor . rkey « BI4N:

$ pyarmor gen key -e 30
$ 1s dist/pyarmor.rkey

(I T PR iy - PRAF AR 4 21 A A

$ pyarmor gen key -0 dist/mykey2 -e 10
$ 1ls dist/mykey2/pyarmor.rkey

SRR BB S 24 FRE pyarmor . rkey , ‘EAREEATATHEATIE . ER T DA S e B SCPFEA T B

Bt N IEANEE PSSR EECN sky L 1ic

$ pyarmor cfg outer_ keyname=sky.lic
$ pyarmor gen key -e 30
$ 1s dist/sky.lic

pyarmor cfg

SRR E Pyarmor JI 55

RS
pyarmor cfg <options> [OPT[=VALUE]] ...
S|
-h, --help SR BETTURIS Bl AR5 IE
-p NAME i € A BCE R A4 FR
-8, --global A BAERR R AE & By e B it AT
-r, --reset RS T L ) BRIA (L
--encoding ENCODING i3 5 1T JF e B SO/ 25 i
#R
B A A AT G L
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$ pyarmor cfg

HAEFE— 1T obf_module:

$ pyarmor cfg obf_module

BRI VA obf JF K

$ pyarmor cfg obf*

BCE MR E U EL, R RAGER R AT Ao

$ pyarmor cfg obf_module 0
$ pyarmor cfg obf module=0
$ pyarmor cfg obf_module =0
$ pyarmor cfg obf

B R TR B A

$ pyarmor cfg wrap_mode 0

$ pyarmor cfg wrap_mode=1

B AT H B A

$ pyarmor cfg outer_keyname "sky.lic"

$ pyarmor cfg outer_keyname = "sky.lic"

Hm— A2 7 LA ECE T H R + o Bl

"

$ pyarmor cfg pyexts + ".pym

Current settings

pyexts = .py .pyw .pym

IBR—A~m R - o il

$ pyarmor cfg pyexts - ".pym"

Current settings

pyexts = .py .pyw

Hm—ATRIRCESME A ~ . Bl

$ pyarmor cfg rft_excludes »~ "/win.*/"

(RN
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(% L0
Current settings
rft_excludes = super
/win.*/

PRI PE BT ERINE, AT RAGE T i A — s =X

$ pyarmor cfg rft_excludes ""
$ pyarmor cfg rft excludes=""

$ pyarmor cfg -r rft_excludes

feEEIWURTER A P HIZR group: o BIANE A finder HRYRLEIN excludes:

$ pyarmor cfg finder:excludes "ast"

WS A AT finder , HF2HABHFHIFELE T excludes WAHEL .
Tie, & 41
HRLZANMEIRES, HHR4A

* finder: QT ZRHA

* builder: AR A, FH AL A% HL

* runtime: WA G2 AT AT B L RIE AT 9]
T ANEA LA E I

o mix.str: AR[EERETT N 174 HR

» assert.call: AIATEEHEFE PR 14 R £L

« assert.import: QAT HERE TR TR AL

* bee: QAT 4E 4k Python A C AL
-p NAME

FEEAL AL e E R R
B A BT AR AR R AR, AN HA A
TR, FEMEERATRIGE, P pkgname .modname . submodule
-g, --global
PR BRVEE AL & Byfic & AT

AR XA E, AR R A i &, BH 2 ./ .pyarmor/ o 4558 TIXAEDL, Fif
WHRIERE 2 Ffie &, BFE ~/ . pyarmor/config/
-r, --reset

PRI LI BRI
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pyarmor reg

WO, FEMERIEZL Pyarmor
&%
pyarmor reg [OPTIONS] [FILENAME]

IR

-h, --help R ] SRS B 5 EARE IR

-p NAME, --product NAME 5 & ¥ R UEZH E 147 it 24 7

-u, --upgrade TR E A Pyarmor VAT HIE

-g ID, --device ID 5@ NI & ST, AN TR RVF ] UL}
S8

S FILENAME WA R THAE = —Fh S0
* pyarmor-regcode—-xxxx.txt

* pyarmor-regfile-xxxx.zip

PRV,
=2
5%

8 24 B A A A R

$ pyarmor -v

G

BB NI 6%, 7= PR A, B S2Fr 7 A2 PR NAME | T HERDIAL P S 6 44
PR non-profits:

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

VIHREAC T JG o BAH N 12 HE S pyarmor—-regfile—xxxx.zip , FEHAMK A PA KIS SE 00 H M
XA SO, I BT AT M4 FR:

$ pyarmor reg pyarmor-regfile-xxxx.zip

T4Vl
THEAE R TR a2, Herp - g BR JRER I rT RS E A PR — 20, AR — B0 S g 2

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

THR S e A A B 72 i L4 pyarmor-regfile-xxxx.zip , FEHANB ARG SN (]
XA, I HATE B A A4 5K
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$ pyarmor reg pyarmor-regfile—-xxxx.zip

ARVl ik

B RVFATIE L TFF A A P2 AL g AT oI Eis, I AR B 2 M S pyarmor-regfile-xxxx.
zip

—MERRVF IR Z 1 100 SR, - MNREHA 195, M 1EF 100,
N T AE LB BN Pyarmor, F5EONRE— G870 Bl AL U I B A S
B, S — G R B A SO, B SE — G R IsAT PR Ay, RN A SO

pyarmor—-group-device.l:

$ pyarmor reg -g 1

IR AR SO DL B A TR AR EC I ALES B, IR AFESS € H 5k . pyarmor/group/ R, FEMT
T B A BB A S pyarmor-device-regfile-xxxx.1.zip:

$ mkdir -p .pyarmor/group

$ cp pyarmor-group-device.l .pyarmor/group/

$ pyarmor reg —-g 1 pyarmor-regfile-xxxx.zip

P DA B SIEM SRS — BB, as AT R i 25T B 2

$ pyarmor reg pyarmor—-device-regfile-xxxx.l.zip

MTH G, BRFRs, WHREIATHNARME, B 7S DA IS .
-p NAME, —--product NAME
B . ext SOOI BEAS E VF AT IEZE R 17 i 44 B
A . zip SCPRHEM R BB 75 A T X A0
FERD AL o R B A4 RN non-profits
S UM B TR I S 1 T UEZE 5 7 i 44 A
PER AR — HBCEZ R TCIE o, B T — R4 PR TBD

WA= A FRBLE A TBD |, B AT DATERE B E—K . XA FZ TP i e B, 1 AR 1 44 R i
fRAEI A7 fn S UA B 2 AR BB ON IEA ™ fh 44 K -

FUAT BER ORI & SR R/F AT UL 47 24 R AT ARRCBERE S TBD , TR TR, DAL BRI nT Ik F) o A 4 5 S B
B i A AR -

-u, —-upgrade
THRE AR VF RTIE N Pyarmor 8 YV AT HIE
Ao FT A 1Y AR B VE AT RS o] ATHREBRAS , 3 275 78 =T 42 X Ao T 3 BT TH
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-g ID, =-=group ID
HE BB A NS, DUE T 4R H G4 ATk
AR 1 2] 100

EE

2l

TFANRER AR R R AE T A ALZE b s A R e fige 2 (5 #
PYARMOR_HOME

BB ERRE pyarmor ——home ][]
TR REAR A &, WM T %S pyarmor ——home , XAFEAS AWM
PYARMOR_PLATFORM

W Pyarmor [Ji2/7-F & AFR
B K SR SE RS IS 1T Pyarmor {H2 JOHEIE T EIT- 65 4 BRI R 5
PYARMOR_CC

WEBCC A2 X I C ity
PYARMOR_CLI

24 T3 2] Pyarmor 7.x S 1A A1

WKL Pyarmor 8, {HJg X FFZLRFFA Pyarmor 7.x HYFRA M, HIANAE SUSORIM ISR A SR, I
LATHFEH N RE IR 7 .

fil4n, 7E Linux 53 Apple [ fi:

export PYARMOR_CLI=7

pyarmor -—h

PYARMOR_CLI=7 pyarmor -h

£ Windows "FTI, {fH]F THIf iy £:

set PYARMOR_CLI=7

pyarmor —h

TPl HAR A iy %> pyarmor-7 Al Pyarmor 7.x REFARZE -
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3.3.3 &R nFEHAIFE

X BB T M4 pyarmor K I A —Y).
B pyarmor i THETT L HLE EIE, fi Hsupported Python versions i&FTHEIX Eesupported platforms
AT, B H AR, e Ea B AN T Rl LEERBAS R MR 4 pyarmor HIFTH .

JIA ) iy AT B TUMIAH S PR AS LA & & - A TR A -

¥y Python R

% 1 -1 RFIZIRESCRF Python it A3

Python 2.7 | 3.0~34 | 35~36 | 3.7~3.10 | 3.11 | 3.12+ | &iE
RFT iz No | No No Y Y N/y !
BCC #i=t No | No No Y Y Ny
pyarmor 8 EAtINEE | No | No No Y Y N/y
pyarmor-7 Y Y Y Y No No
XFHES
% 2: Table-2. N[ PIRESLFFHYF- 5514
oS Windows Apple Linux
Arch x86/x86_64 | x86_64 | arm64 | x86/x86_64 | aarch64 | armv7 | armv6
Themida ££3 Y No No No No No No
RFT #iX Y Y Y Y Y Y No
BCC #={ Y Y Y Y Y N/y No
pyarmor 8 FREIIAE | Y Y Y Y Y Y No
pyarmor-7~ Y Y Y Y Y Y Y
Pt

W% pyarmor-7 ;2 Pyarmor 7.x [ BB IEIRAS, W SCREE A4 T IE

S EE HTTP 401 error

TEHCAS Y 1 AT IE ™ T 66 71 T g

DN/ y BB IR AR, (RS

2 pyarmor-7 XHELMT-£, 5% Pyarmor 7.x L.

60
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B B 3

B =R B S

o i E X, —A - ini ARSI ~/ . pyarmor/config/global

o AsbEE S, —A L ini WM . pyarmor/config

o AR R E G MERATDAH B CIARAATICE, AP A E W E SN
{1 fir &pyarmor cfg A7 AR B BC E SCIFEI .

hnZ ¢

1E 8.2 RATIA.

T2 —A> Python JHIAS, FEAE iU SCPFZ S BRI, T AT SCPFERT — 2 oM RS, B m] DA
(ERUE T IR

IR 5 P 37 5
o S TS PR Ak
 EEOMEIA A GE TR i, DA AR S A TR
o NIVERR(E BB SN S0 4T SO, kT R 1 SNSRI B T B
o HGETRBN A P Y pyarmor_runtime MR, DA A TG

o (i [ install_name_tool 1EIRY JEAELHL pyarmor_runtime WML, fEYLG LL Darwin IREE Lk g P
JEARLEL () 7]

— IR AT PASE LB 2GRS, R SURME a1l ok th A b SCRFE(TE
R, VoA AR IEAE

IR E TR
class PluginName
static post_build (ctx, inputs, outputs, pack=None)
WESRAZITIEAFAE , BT s SR AL B 5 S tipyarmor gen i ]
S8
s ctx (Context) - NI
* inputs (1ist)-- Jrfy i QAT R AR A4 55
» outputs (1ist)-- & HRE

* pack (str) - Z2J2¢ None, BRI -——pack f7E M XIFH
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static post_key (ctx, keyfile, expired=None, devices=None, data=None, period=None)
MR IR, BA2 90305 91 SR TG & Blpyarmor gen key T i)
B8

* ctx (Context) - I

* keyfile (str) - kit SN SO

» expired (long) -- None B{F A% (epoch)

* devices (1ist)-- None 8 #5515 H 7 HE

* data (str) -- None s 2405 1AL A it

* period (int) -- None B 2 E M AT BN MM (7))
static post_runtime (ctx, source, dest, platform)

WERAZTTIRATAE AT — st G Y R pyarmor_runt ime $E{% 2 J5 & ipyarmor
gen W, AR AENZFARIEA, BRI 2 0

B
e ctx (Context) - JIIEEFREE
* source (str) -- FG MY B SCIFA TR
* dest (str) - Kty RS 4 55
* platform (str) --  JREIHXI N2 77 & 4K
N ERAEEAS, FEATHE. EMNEATFERAY Y oy . HIREAMALTR. G

$ pyarmor cfg plugins + "script name"

Pyarmor $i B I MU 38 ZR 7] 44 114 AR
* YHIHR
o AizE Hig, #iH 2 .pyarmor/
o AhEE Hix, WEHE ~/ .pyarmor/

XA A ROIFEER A fooplugin. py

all = ['EchoPlugin']

class EchoPlugin:

@staticmethod
def post_runtime (ctx, source, dest, platform):
print ('———————- test fooplugin —————————- )

print ('ctx is', ctx)

[y
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(% L0

print ('source is', source)
print ('dest is', dest)
print ('platform is', platform)

EERFS .pyarmor/fooplugin.py HEMHE:

$ pyarmor cfg plugins + "fooplugin"

INEE—AEAS, FEFEH G AT AR BB ST 8% 15 S

$ pyarmor gen foo.py

SR ARE G T Ay =K

$ pyarmor cfg plgins - "fooplugin"

BIAEFNT

1E 8.2 JATNA.

AN T 42—~ Python IS, YN Y IMBERS A 2 I AS R B BT, A T L RAE AR pi T A 14 F
PR, SRR A B AT Bl 2 i S AT AU

LI AR, Pyarmor SfEAMEL A M4 mieE H FHARA A hooks , WA, AP
ARBERAEAIE AR LS, AR gam AR A+

BN, .pyarmor/hooks/foo.py ilid foo.py W4T, 1M .pyarmor/hooks/joker.card.py &

joker/card.py W4T .

JA A 4D T Rt 2 — AN aE ) Python I AS, (H 2 & v A WIS Hr 5K 0 N B R 8 pyarmor_ () and
__assert_armored__ () RM—S8 e AR 1.

FEH R AN T e B AR ARG BIRG RS BT AL B A R 2, S0 T RO AR A AT .
S

__pyarmor__ () __assert_armorred__ ()

3.3.4 E{TINEHAFHIMNE

IERIASSITAE S P %G T, SCRAT-G A0 Python RUACAI £ e 25 A0 30352 J2—FERY
O RGUEIR sys IR IEAIERETAS S S BOM A B R g — LB TR
sys._MEIPASS

fEi 1 Pylnstaller BB, N B AR S5 HLAR GE O BAR R TR R 9120 2 41
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sys._PARLANG

FH SR S AT I 2 P 1 S R

WA BUEAFAE, IAMERAL T LANG P20
LANG

PBRVE RGBT B, s A U R s B A T 2 A S
PYARMOR_LANG

F R E A T 2 T S R

WREANE R, A4 LANG Fl sys . _PARLANG #1200

PYARMOR_RKEY
BCE AR RIS V1 R

BRI S

XFR = i fgRE Ry (B4 Jython 45 ) PAREILHRA Python C/C++ fURIR A BIA, R BEEE =7 i Re R g
figH1 CPython 4 & 425 A4, LT AR IR A . 2B =I5 RE SR SCRY . BRINE 275 5C3F CPython f1
PR,

CL I — L8 i
* PyPy Jeilisfrina As, REAE AT CPython .

* ¥£ Linux "Ni%€# Python )75 libpythonXY.so WG dlopen 267511% & RTLD_GLOBAL , 75 i A<
FeikietT.

* Boost::python, BERIA%#L Python B2 AT X & RTLD_GLOAL 1), 547 1% AR i e 2> TE’( "No
PyCode_Type found” . i 5 a2 AE 0G0 8 B Y2 sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5E
——‘I‘[//L/\%gj Jﬁ%tﬂﬂ’]@i&%ﬂﬁr i

o ML ctypes WIRAEAEFE H. ctypes.pythonapi._handle W54 1% &~ Python ZhASFERIAIFR, PyArmor 3@ i
AR EC Python C API [k .

MERAAE R

1t 8.2 UAA.
AW FRIR R ETCH A, FTLABEEAEME AP, @ e — B e A4 T P

pyarmor___ (arg, kwarg, name, flag)
S8
* name (bytes) - WiiZ b'hdinfo' 8{# b'keyinfo'

e flag (int) - WAIE 1
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A% 10224 1 5 A B 71 6
24 name % b'hdinfo' BHME, 8 HXAKET AIRECY BI85 68 1115 B
SH

* arg (int) - FRECRRIZERPRAFEE, A3UE: 0, 1, 2, 3
» kwarg (str)-- None, B E 4R
B
arg 4y 0 3R [ L7 415
B
arg S 1 35 1] 9 - RAK M ik
B
arg >4 2 IR [A] IPv4 Hihik:
B
arg 2 3 1R[] 4 Hi A1 44 FR
B
FATHR

B,

__pyarmor__ (0, None, b'hdinfo', 1)
__pyarmor__ (1, None, b'hdinfo', 1)

& Linux 248, kwarg i DAFIRRG & MR 88 BEEL A B 48K, Bilan:

__pyarmor__ (0, "/dev/vda2", b'hdinfo', 1)
__pyarmor__ (1, "eth2", b'hdinfo', 1)

& Windows R4, kwarg iful DA ARAS 2 4R - s e f i A 5 5. Bilan:

__pyarmor__ (0, "/0", b'hdinfo', 1) # First disk
__pyarmor__ (0, "/1", b'hdinfo', 1) # Second disk

__pyarmor__ (1, "*", b'hdinfo', 1)
__pyarmor__ (1, "*", b'hdinfo', 1)

A1 18 PP B B AT 00
¥ name %5F b'keyinfo' MM, TR T ASRBUITEYIHEE
BH
* arg (int) - fEERPMEE, ARUE: 0, 1
* kwarg -- None, #5A4 {# fi]
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B
arg 2 0 IR [EA TR A E AL SR, BoA 98 EMEdRRE b
A B A
Bytes
Rl
arg 24 1 IR [EATHHIA 0 (epoch), MIARIA BB A AR [A] -1
B
Long
PEA ]
MR KA R, A8 243R 8] None
#ian,
print ('bind data is', __pyarmor__ (0, None, b'keyinfo', 1))
print ('expired epoch is' __pyarmor__ (1, None, b'keyinfo', 1))

__assert_armored__ (arg)

S8
arg (object) -- MH i M4
B
I arg F4RE MM SR BB, IB2IRN arg B 5, FNLH G R%
Bilan
m = __import__ ('abc')

__assert_armored__ (m)

def hello(msqg) :
print (msg)

__assert_armored__ (hello)

hello('abc")

3.3.5 #HRHEB

X HLA I T I I AIISAT I B A B AR B DA S B2, I HLAY T IR Uk A i RT R PR DA B Ak
T

IR R (G BB TER ARSI A OL T X P4 R A2 Pyarmor SRR, AIHER N RFEFEIRCE A
TR, SRR ARG AR S D ) o X R I NG 2E Pyarmor JEATAT B e, W BEHEIREE L EIEA, 2wk
TSR T DA D . XTI ARSI A, 5 BRSBTS AR IR S A ok
ES
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IEEHEREISEIRHEE

-1 5 ia T

4 pyarmor IHEH WAYHT R, &7 n] RERY IR A E J5 5

30 K1 B RS RE R

HIRER

FEEMBRTGE

out of license

(o P A A B 24 ATV TR AT Y D
FRR Ty S8 575 1 T AL K Ao F 7T iE

not machine id

2 HB A A RE (R R A T A W] RE & X IR
S A 2 AT A A Pyarmor A RAf# R4 ) 5

query machine id
failed

AR TCTEARHE] 24 A A RAEPFE R, S AR

relative import

”%s” overflow

S E M — A, ER AR B TR AR )
ff R S BN A IER B (5%, A2 Bl — 43X

- 11 B —JBA AR M Pyarmor i fi A2 B B 1A 6

E e S W i 73 PN EHS

HIRER

[EEFRRTE

HTTP Error 401:

rized

Unautho- | 7EH AV ATIE R A pyarmor-7 1y 4
WAL %, pyarmor-7 HSCREZMUA 1 Al IE

porarily Unavailable

HTTP Error 503: Service Tem- | 7 1 23402 WA T 23652

VERLIEIR 5 2% — b2 N B 2 A FRl—A IP i =RiE R, 1 Z i35 KRR
] 503 4R

unknown license type OLD F& Pyarmor 8 R & A iR 48 P IR

2 X B T IH 4 7T 4 X e o7
e % M4 pyarmor—17

This code has been

many times

used too
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BITNEHAERES

X BB s AT B A i e A IR AE R, 300 T REAY IR R BT 58
#¢-2 HL 5 5 SR )2 Pyarmor it Y

50 K2 BTN RA R AR E B4 (Pyarmor)
HIRER FRFFRT R

error code out of range

this license key is expired

this license key is not for this machine

missing license key to run the script

unauthorized use of script

this Python version is not supported

the script doesn’t work in this system

the format of obfuscated script is incorrect HREHY A

1. % A 2l AR A Y Pyarmor A2 Y,
T BB Pyarmor AT %%

2. ST EAT R BT B A, X

i
the format of obfuscated function is incorrect
RuntimeError: Resource temporarily unavailable WE T INE A AR, (B2 o510 ) iR 4%
AT A

XA TR R, AR ], B2 0
M A4 T B CH TR

F-2.1 R RE EATE Python MRREER Y, EHAEOUT, XA IRAZ Pyarmor 10 -
Sz
=]

I HLA U 3528575 Python [ SCRY, BB IASE e d AT, it vl DA DR A0, B m] DA A
JEE Python A AT IR M K B # 5

% 61 22,1 I AR 198515 3% (Python)
HIRER FEMBERG R

ImportError: attempted relative import with no known

1. from .pyarmor_runtime_000000

parent package )
import __pyarmor_

FRURTT S ANE -1 B3 - —prefix FME A
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3.4 RATHE

3.4.1 MEILEFR

AR SO TR A
o BRIATE I TC VA 5 FE 0 285 I AS (1) PR BB B 22 42 T oK
o s RS TN R AR L
B A SOR 5 52— 1) Python Bfili, T/ Shell AR, FRIGAZ #HFAH I .

— B PHERVE RGP AP H SR, BROANE UL pyarmor 12T AR A L B AN RO SCHE S AP L . HE fi
AT T iy A O H SR O

$ echo SHOME/.pyarmor

sCEAEAr TR A python fi4%, FTJF Python #5ifil & , 5247 1 i Hy78/A):

>>> import os

>>> print (os.path.expanduser ("~/.pyarmor"))

ks LA RO, LA S JFSRAg 6 AH0 Shell 4, TiTUA »> JFSkAGHSRAE Python Fi1 4124711
Wi

AR, SRS ~/ . pyarmor/ FIRiXAH .

FATE S T — o R s ay £

$ pyarmor gen foo.py

IBATSEMZ G, B A H % dist/ "R TaT, it A SO

dist/
foo.py

pyarmor_runtime.so

FERX A~ R, pyarmor T H 2087
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REETINE
pyarmor G EEITIREE, ERMSTI T
1. QIHSEFTIREE otx, KRAEA R FSC IR BT I
2. WM H A -pyarmor/config ik, [ RIFRIOREIEIL cix

3. BEBUARATIETN, BB ITI ctx

EREA

1k pyarmor MRYE AT AT AR SO H %, JFIGRFEME K A A .
BLE I pyexts FIH TRREMENMAY L, BAZ [.py, .pyw]
Yo, AT ARIAS, BIEY FEEARLE pyexts Z 1, gl 375 Z0 25 i AR 51 % ctx.resources
H, T AR ER RHE, Y RATE pyexts Z RIS NE 51k
SRR T AN ECE T, P T IRV

o YEIi--recursive BT EIAR T HF

* BEUl —-find-all AHPTARBABIRANE (AR

TR A E 1%

XA Dy HE N A 9B
M --find-all WWIBCERIIEE, 2 H 3 &R A H) RBHIHRI A .
pyarmor 1§ JoisE R AR
* 47K H i Python RS E MR RIKE
 JEEEIT pypaths FHEE R AR B R R
o JELFTH B E| R 5%
R P T TS A AR AR foo M S
1. EIA foo.py fEATAE UEVEM tree
2. 2R T4 1Y import/from...import 154)
3. B S ARBLEAE g
4. RAEHRZ PRI R ERAS, AN WA S
5. AEBLHSCE I AR FF 2N A i A 81 2%

AL RS R ARBISICIR A BRI, K S (AR AN ST A B A 4. B AR R RIS
PF—BoR A TAE, JEHBOSC e WA PR EI 4] £inder N, B4
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[finder]
includes = a.py b/c d.pt

JEVAS LI S 4 i 48 R AR A 0T & R TR RN, 5 D) TE e £ A
o ~/.pyarmor/config/foo.rules 17 HUAE4 JRTL & H 5% rules " T[4 [\ 44 44
s .pyarmor/foo.rules *4HIBCE. H 5% T 9 4% A rules {y[H] 44 301

URANISCAEATAE , 820X BRI R MBS AN SO & BEEA T A B, I HLANSR A2 T RARM SCIE4 9%,
BIEY B2 ANFERLE T . pyexts Wb s nas) £ b

R E

RN FEAE A AL S, N 2R KOO R RAR A PR AR I T Ak 2
PRACHE B b PR 2 P R
o BEBOCHENES, RIS res
o PRI RCE A R AL RS UL BB RSO
o REPRSE L S AR G i3 A TR A A
SCPFE S B B 2 RSB AR BEIBOCH B i B 5, B A C B S YR encoding , BUE IEH
M.

REXERALIRER

BRI TEACH AL AR 2 N SRR AL B BOA B Y

NS RE AL B 2 2 ) B R JRARD Th i — AT & # pyarmor: FAFHIEN AT, IXRE T DA R 1Y
RIS A BN, SR EA T

# pyarmor: print ('inline pyarmor code')
def foo():

i=2

# pyarmor: 1 += 1

print ('i is', 1)

APRSEZ )5, ARSI N A AN

print ('inline pyarmor code')
def foo():

i=2

i+=1

print ('i is', 1)
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XA IR R A R T Z AT — 2 A RRTE I A T A GBS T U, SRRE SO I R e, Gk
RARAT . FrASEAE X AR s, TN Z AHE R R f5

EERAhIE

PRACH AL BSE IR 2 ), it A2 DRACRE X B2 ast. Module TESEAR -
TR B A PR T2 200 0]

o MEPMFRCE, R PA TEAR AL EE 2%

o PP A TRIAM AL B, HKUCAR BB IRSCIE

o SR R R A A BREHE B ) TEA A

HT AN, TEARSEITE, S NAESERE . IRIEERAC SR M SR ARG R, &
FEHHAT I SR

B MERAC BRI 2 I A L TR AL BRI R, T DA T PR TR AL AR AL B TEA R T REA S5 4)
AIEACRS H A2

B RTEAR AL PG F2H A
o BB ALTRSS, AL IE T ast.Call, ALY A A SR AU Zad I 1
o FPABHAEH G, W2 astImport, PR A BB 2 i

ER £5 1 R A TR RS

BRI FH A3 4% - B AR B 4 ast.Call, FEiz7 TH 26 AR ) s IO 75 2 N85 e i R Ak, R H
e T B 1Is AT I AR O B R e

PRI AL B AR B AR FR T
o 5T BT MIASH TETAR, 4R BB A astImport H AR
o T BRIAR ) RO IR LE R A R 44
o 3l Py 2 T B AR TR AR Y ast.Call £ 5
o W ast.Call 2574 F 1 2 &k
o WARHIIE, BUCHRTE A, SR EEF TR

LB ast.Call , FEIH 2 BIAS E00R A s BOR TN, AT BRI R BN RE B A B A AR 25
Ty A

AR b R X LR RO I B O, Iy A ek B, RGN, S84 H BT A
PO B R B B, IS 2 VAR, BAR AR ATRESE B . BreAb /il A TR BCE, SRk 3]
R FREZ A 330
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PRECA AR AR B AR, R bl SAATCIRIERR IR . X Il 2 N T e B A
TR, S Ab ik i Y

REH NSO BERA 2% L p R i, A A A LN AN 29T assert . call TR

[assert.call]
includes =

excludes =

JHIAS R FH RPN 8 LAEA assert.call , HIEARMSLHEIEMT
o WIRMAITIRI ——assert-call WAHFEE, IBAANHATALMVEH LD

o XFTARf[—A ast.Call , {fiff] includes fll excludes INHITHELE . HA A includes FHLNR ]
H, FHrA excludes HRix[ER A ast.Call 23474547

1T includes )
o 23N H Bl e AR H T AR

B2 R A E ) R A PRIV TE F X RE T RE S APAE S A B AR [ 4% R, X Fhs
AT A excludes 4 THERR

HIRA A F ARSI, WRMEN S, WA HRPIRETT DA E 2 M E S A
B YEXT T S5 A, RT DARE &S 4 b e D mcludes H

* includes ©L & ARG, KLMATZAE or , RIMEAT—ANEL, WK

+ includes W] Af# [} True 7= AT J#RFEZE LR
T excludes £

* Z3FRiR[A] False

* excludes W &L MHIMAYIE, MIWK)IZFRZ or , BMEM—AHE, WER[E True
WAL=

[scope:]pattern

EHLR, F-AFHARFLEY R
A
- R &
R
U EMEREAR, ENKARTRAES 0
= W%

HEERFHITHN KT pattern B Z M 2 I W 4 3l &

oI T o J0k & R AR B AT B 21 3647, X AR A — & m, BN WA R MM, i1k
Ti——assert-call W] PAJE BR800 Prir e
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$ pyarmor gen —--assert-call foo.py

SAERLES

GBI LR RIS ast Tmport, AEIE TN B P A MBI HONE, L% H RN T
B AT R R B
AT A S

 EPPA AR, BT astImport s

o BB A O U A 44

o P4 A O G ast Tmport 25,4

o T ast Tmport 75 P AN EHI

© HURRAT, ECLHLS, W FARBYG TR

MFEVETCEIEMFIR BT A, XM FR 2 N LIRS A, R TS . AL
PRSI R IR INEN Y [assert.import] "N IH:

[assert.import]
enables =

includes = [scope:]name[@lineno]

excludes

RIETEABA R, B BT --assert-import W] VAR 1A Jil S AL BRI BiLGS:

pyarmor gen —--assert-import foo.py

RIR KB E

FIA BTEIE AL BES 52 i I, B B SR 1Y ast. Module TEIERY . 12T Hemlt i A e A0 R AT b B

* REAFBRE, REFAMBERRGLES

* G EE R OAE R R X R meo

wP T AERREARE S, KRRAE R AR KRB R meo
*REREHEEZAILNNEZBREHERRE TR

B A H DAL BLE 2 1 A 2 b MR E R DAL BER B S . FDARR TS — MRS AL BRER 2 41, SRR
AL B B A meo T] BEAINEYEM miree A—EL.

W EL RIS A B A A
o EANIGABES:, BRI A Ea AR, WAL, TR R4 AR
o IEARAEERE, FRRA AR R I TN b P
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S

——obf-code ——mix—-str ——enable-rft ——enable-bcc ——restrict

I A A B

A KT W A S AGE AT A0 8 & BT K
¢ ——prefix

. i

Bl & i A ao% e =

UERATAER] 4 A,

pyarmor gen a/foo.py b/foo.py

BRI 23 02

e a/foo.py ->dist/foo.py

e b/foo.py ->dist-1/foo.py
iETTHHBY SO A R

eI ——enable-themida fMl--plat form PLiE T a7 B S EE IR E S

3.4.2 FANT BInE A

PABEA SRS B2 Y Python JERK, T/ Shell JIA, FREGAZ MK

EMAFRZLE Python T

Pyarmor fill % 5 H A Hh K2 A4 1) .oy SCHERI—AN 2 74i s & o BATFIREE Python BEk—FE, WAL
Python fFERESHA AT, X L2 Pyarmor f)—NINGEHF AL, AT DAGE TINS5 4 B AR JCE B 4 SR I AR .

(o o BV AS 58 4 ik ) Python JEIAS—HE, AN, R & B HGE AT

python dist/foo.py

SISO AT I A A, ERAE— BT

from pyarmor_runtime import __ pyarmor_

__pyarmor__ (__name__, __file_ , b'\x28\x83....")
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Al PAE B 5 — KB A2 AP BB pyarmor_runtime |, BHEAE AN A LE AR A H SRR S0
pyarmor_runtime.so . ¥ A pyarmor_runtime A2 AIMBE M ARE  —E, REEEET
Python #} R A(TA B84, RERE Python T AHER, MMM AR T AERE A .

WHBATINE AR PR B pyarmor_runtime JiA#RE], HLBRHENY EHOCIT, RIGTEY
JEBEHR SR PRI H S B ] Python fFRREAS S A X ML

cd dist/
python

>>> import pyarmor_runtime

WERARREIE R T, UEIISCOUORIERS, A8 T 24 5P 51 Python it

PR e RIS, AL SCRIA AT AT IR, TR R ek (] o AR O B T
YIRS, BB TP AV i, #RnI AR B s A . AIWns AT Rse2 & fuir
TN FEREHR N T AT — N R G R DB AT H ok, ARERTAS

TES AP TRELHE pyarmor_runtime 27, FTAMISHHE Python fREISEUTIAE, I Pyarmor FI%: 4
VAT R . MRYC IR BUAG I B A 2] Python HI4HO A1, HE M2 Python S 1M R4 LY 44 7 2
R AR BT AL

PRI pyarmor_runtime H—IRPEFAMIMME, U7 LAIIRL AR, BIRGAE 7501 %, W2k
IR R, A8 240 R

eI

WERBIRALIE R SE B, IRAPATINE AR 26 AT 168, Y i e A e __pyarmor_ K5¢
JOGH I AR 4 2 2 T AR

TERE B e M2 5, i SAEE 4% 5245 Python fRERS , TATHRAE 5 AR .

24 Python ARG IR T 0N BRALAY I8, 4IRS 09 AR pyarmor_runtime MEATIRE, MHE SN2 G
iz 5] Python fERERRAREEIAAT -

PR RICR AR [e] 2 B, S AN BT RS pyarmor_runtime YEATIIEEAIME LeRIPIEITAE, F)s
FEiR 0] Python fRRERRAREL AT -
BITHBE

BT IR AR B BT AT T AL, SEBR IR Z S YRR pyarmor_runtime RAE—EATHIE) @ B
T, ERATER— TG H s —H T8

$ pyarmor gen foo.py

$ 1s dist/

EET D)
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(% L0

foo.py pyarmor_runtime_000000

$ 1s dist/pyarmor_runtime_000000
__init__ .py

pyarmor_runtime.so

XH dist/pyarmor_runtime 000000 @iz riihtd, MEAEfTBIC 2N 1R SREZ &
IEATHINE A, AT DMHE BRI AR - 5 4 ek pyarmor_runtime #RAFHEI W H X T, A5
fE__init_.py HEREAFKEG, SAMN-G S RS, X ] AL MAZITEZ AT
T o

BT AR AN IER Y Python €L, "EA LRI MIALE—#, HEHH 2 Python BibG AMLH] K2
K, EMTLATFIAEAT fT 5 o

IBATH B AL AT DARE AR S AR T3, tn] RAGE 2505 AR 7 30 Pyarmor 21 AR eI — 1 Fll ——prefix
KA BN A A R R ATE R . WIS RER L 755K, WTLAH oS 1o % 46 1 SRIEEUINE AT S A
R, AT PR AE AT THRIBI .

BITEN

BT B BRAT X I B AR 9 4 o A5 B DA B SR — 2B A TR
BT A B bR, (H2 AT DA SR A
PRSI IR AR IR B IEIE TS, BE R MO B R AR B, BRI i 2 5 A 2 R EERAT -

B T E SRR R AR R AR A F I B AT IR, (U2 T DARCEL WA B — U AN R AR A T
Bk, o n DABC BN 5 I A TR

QRSNSOI AT ARG HSE AT A T SO ERE, ARl ik LR, N A I A
PRSI T PABEBGE T B AR B, AT — LM AL 2

M MBS H G AL A Bt (R KA —E R, AEE#L 4K), SRIS 6 e A AT FEIN
AR O R SR, AT S BRI A A KR A AN 2405 X HL A A RS XA 55 32 8 A s JiT
H O, Pyarmor FUZARAL X ffy AL o

Tz B F [ SR R 2 B (X 31

I A RER A IAA L, A7 R 51— LR AR

« MM RA Python AR, AL Python 3.5 INEFHIMIAS, FAEM Python 3.5 2547, I C
Yl 1) Python 3.6 K247, (AT DA IR RHN T 1Y 3.5 HAK.

o AR AKX, FOAERE TSR, ARNTFEFEMNE-aMEiESE. FERERERS,
CPU Zuf s gt47 X 50, Blan 32 137 X86 Windows, Linux Aarch64,
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o PATINGE F AR Python NEE VI, MERAIUE, ANEEZ1E T Py_TRACE_REFS (¥ Py_DEBUG £
S Python

e ffiff]l sys.settrace, sys.setprofile, threading.settrace fll threading.setprofile %

B [0 ] B K5 T B AV AS FRRE 2, T DA i ol 5k 22 e 5 TR TR IR AR

* Bk inspect FHAEATE =75 AR AL U7 1% B AR ) Byte Code B HLE T AR XS G 28
JEPE, B, RIMECE R AR A

© 1] cPickle SUEILMFAL T AMEBING RISRER , (412 5 (R 4T A Tk E R AT
+ sys._getframe ([n]) WAEEEINI RN BIGEITIER, Pk IBHIA T RERIN T RO EATHELE.
o EEBAC LR S O FTS AURR BA SR, UL BB MR R T2 LA
CEES e

» REBIEY: __£ile  FEMBMAR <trozen name> , MARIHAH, ERMITRHLATIL
HHZ W R <frozen name>

IR RSB __f1le_ JERMBRIG—H, RS, M FEOBEAIERT, BT
AT L4 H1 25 SR

def hello (msg):
print (msqg)

# The output will be 'foo.py'
print (__file_ )

# The output will be '<frozen foo>'

print (hello. file )

A BRI, 2 5 e 3 B A 1 P A A
e pyarmor cfg mix_argname=1 £5%{ annotations &5
* ——private, —-restrict STEATGE B TR B4 R
%W

../how-to/third-party

B=H BRI

XFER =TI fERE Ry (B4 Jython 45 ) PAREILHRA Python C/C++ fURIR A IAS, N 258 =7 i eanfie
51 CPython 4 & 4% FRAT, AT AR B A . A28 =07 flRE & i OB, #RINE /275 S8 CPython )
PR,

CL Y — L8 el
* PyPy FLIRisATIVEIAS, PEAE 524 AIE T CPython .
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e 7 Linux R Tii%% %k Python Zh75 % libpythonXY.so (A5 dlopen W /¥ & RTLD_GLOBAL , 75 W% i A4
Jeikiztr.

* Boost::python, ERIA%EZK Python B/ BA B0 RTLD_GLOAL ), iz 47 I BIAR i i {3 4 45 "No
PyCode_Type found” . fe LR AERI IR AL IV FH % sys.setdlopenflags(os.RTLD_GLOBAL) , iX#ExE
A DAL B A A L Y BRI AR

o JH ctypes WANATAEFH: H. ctypes.pythonapi._handle Vo554 1% B>} Python Zh3SE M)A, PyArmor 3@ 1of
ZAJHNEREL Python C APT (1) HithE

3.4.3 RO MILIEITRIINES B A

{81 Pyarmor 8.0 2 AT DAL IZATHO A, 0T FETi ) PyTostaller 41451 6L 3RO FT AT S0
ST RE A, BT AR TG SR - pack {6 ipyarmor gen R

pyinstaller foo.py
pyarmor gen —--pack dist/foo/foo foo.py

WA LI - —pack , HZBHIAIEFTINE . RA XL, IAMEERZ G, ST EsMt
L

o FRICTIATSCAE R N B — Al H 5%

o 5PN AN AR A SR e [ 44 8 R 2 B AR

o HEINEBIAS S A7 A0 8 S BRI H St

o MRAEAEIGE, H S g WA AR ST AT SR, IR R I T PR T SO
H Cah T s AR

AR B U B, ST R ST SO I BT R, B2 B R IR A 3T

ET BT A W1 0277) PyInstaller 1 AN (271 spec file , ARIEARIEAMTHUN 3£l R THICATA.
FHEFRAE A B R BB Al F3hF T A /path/to/src/foo.py
o W48 Pyarmor JIBSxX AN B4

cd /path/to/src
pyarmor gen -0 obfdist -a foo.py

SRJEHEE T4 B 6 BB Y BT H SR

mv obfdist/pyarmor_runtime_000000 ./

* WMREKA foo.spec , HEALBITHIBIELIEME] hiddenimports

PRI -1 Rl - -prefix MEMIA, HALRETAT A
23X H i SR T I #AL Pylnstaller RENSHREEA TR B L AN TS SERE AT S Mg 2
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a = Analysis(

hiddenimports=['pyarmor_ runtime_000000"'],

o WERIEBATIXA SO, M N A4 foo . spec:

pyi-makespec --hidden-import pyarmor_runtime_000000 foo.py

* B foo.spec, HARNTLISE] a = Analysis ZJ5, X—FREA

a = Analysis(

# Patched by PyArmor
_src = r'/path/to/src'
_obf = r'/path/to/src/obfdist’

_count = 0
for i in range(len(a.scripts)):
if a.scripts[i][1].startswith(_src):
x = a.scripts[i][1l].replace(_src, _obf)
if os.path.exists (x):
a.scripts[i] = a.scripts([i][0], x, a.scripts[i][2]
_count += 1
if _count ==

raise RuntimeError ('No obfuscated script found')

for i in range(len(a.pure)):
if a.pure[i][1].startswith(_src):
x = a.pure[i] [1].replace(_src, _obf)
if os.path.exists (x):
if hasattr(a.pure, '_code_cache'):
with open(x) as f:
a.pure._code_cachela.pure[i] [0]] = compile(f.read(), a.pureli][1],
— 'exec'")
a.pure[i] = a.pure[i] [0], x, a.pureli][2]

# Patch end.

pyz = PYZ(a.pure, a.zipped_data, cipher=block_cipher)

o A HIBM AN T foo. spec RFTHU:
3 Hofth PyInstaller g 36351 1 T DATE 1 BL06
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pyinstaller foo.spec

TARIEARE BRI, M~ ek
o fEHSEER H e /path/to/sre
o fdi ] SEPR A PR R pyarmor_runtime_000000
AP B UEAT Ak 2 1 R I AR
Jrik—, AILME foo. spec AN TAURGHEIN—LL print THA), Bl WA C 208 e T JRORAY A
FVET, ATDATE ARG fn— L8R B A A TR, it

print ('this is __pyarmor__ ', __pyarmor__ )

MRARRANEIA, SRR, SUEM I A R ERT .

&

3.4.4 FATH RFT &=

Pyarmor () RFT B REUAPHISIIORAL, 2, Jrik, b, BRSHTEME, #4 FRBRBERSE T

— ', FrPAR ANy AN TS

JEJH RET B2 S5, SR BT G SCHY A R 2 A A, ANESIAIAS RS o O T SRR I A4 PR 2 E T AL
RATEH LA RGO AR, REAErpE X a1l XHHS A SRS BRE

RFT B B H14 5

. %

Tk
s AR
o AR
© WEAK
* FARHR
RET B 2B iy 44 Fx
o U Y BRI R IR A0 5 D ) O B 4 R
o MR __all_ il HETA AR
* FrAVA IR R
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1) RFT AR, w258 BT B B B A R ) — 2% i AT . Pyarmor 2 707 AR 2 16 F) 35
KA, MR ARAPREIATIEFREaRS . Bl

src/
foo.py
Jjoker/
__init__.py
card.py

I RET A0 B 4% foo.py DAL joker - 4nF:

pyarmor gen —-enable-rft foo.py src/joker/

Pyarmor f# /] N B4 H SALIAIN TRCE AN AT IIA, FHFEfr a4 . BIR RET By 5 S ALl A
AEPRR Z B O, (HRN TRARMEARIG, € S — LA M3 POERAL L. [N Python 1575 H &
(45, Pyarmor FARIAN AT AFREISE B S AL BEBTA BT L, Bt AXSHRRIRIGOL, A EEE AT N T e AL
RET KL H e AW se s Hsh N, 3T 6E A s BERE Sy, BeMS B 3h AR RS H R,
P X He 2 2 e A N TR

XTI A, ANEHE Pyarmor & H B I TALBATA R OL. Hild,

foo () .stack[2] .count = 3
(atb) .tostr () .get ()

X EYE stack , count , tostr fll get #ATEMANE? FEA LG, (HESIIEESRA T
FIWTE T AE ) AR R B, RO Se Rk R B 2 Bl S P TRIHERf 2 1Y, 2 [H]— A SHERH
THOL TR BN [R] 28
AT A AME O, RET B T A i4:

¢ rft-auto-exclude

HZhHERR A @ YE, X2 BRI .

XA AR RITA WA D A RS, WERBEMITEN R A FRICER A, AN EEA

PRy HERR B, B BeHERR ) S A L AAT ] AR HR AN S B EE 4

Helg @ M B S 4 W72 . pyarmor/rft_exclude_table

H—WizfT RET Bl AR HE, XANFESEH . RFT BRI HAS, &I TCEAHRY

JEME, R ERMBIXA R AErE BB SE R IR, 3XAN 2 LR A 44 FRE 2 B E TovE AL

H e A R

X HHEFRR () RET A5 AR S E0m e A4S, whin] DVRIERTA AR FE YR A s, EARAS

I FREDE B R

RFT B A2 A3 HERIX 3% .pyarmor/rft_exclude_table , TE AW hH g ARk E 2] 5

M. GARAFEMGE, W RAEXASEMERE, REEH G Em AR,
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DRI OB R B, (R AT BB HER IR Z A0, AR HERR B M ] ARIE AR LE TR P24 PR g R B
KT

¢ rft-auto-include
H i 44 e 2SR i .

XANTTIE R S AR, JEA T R, AR AR T E a4, BRI LB AR BB
o

XFFARLE R PG TCIR AL PR R A AR, PR R A AT AL

M PR ELEAT M A, AR A AR R, IR AIERXBE A AR THEATHERR , B G N TR BEA T
HEF -

AWESE ERPIR, R AR
XTI BERS H 4 KR AR, (R EE SR T A
/5 RFT &z

5 H R 1 B 6y2 5 A RET mode:

$ pyarmor gen —-enable-rft foo.py

WA LA pyarmor cfqg il i fic B SCF S

$ pyarmor cfg enable rft=1

$ pyarmor gen foo.py

J&= H rft-auto-include 7535425 rft_auto_exclude:

$ pyarmor cfg rft_auto_exclude=0

5 A rft-auto-exclude J5:

$ pyarmor cfg rft_auto_exclude=1
EEERBZENTERE

1) RFT BB 5 A AR ST ST REAG 1 2 L AT 287 WRETR 258 — T .
F£ Python 3.9+ & Ji] RFT BREF, AT DA HAHRY ) B4

$ pyarmor cfg trace_rft 1
$ pyarmor gen —-enable-rft foo.py
$ 1ls .pyarmor/rft
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foo.py ¥R EX NI HIAR .pyarmor/rft/foo.py:

$ cat .pyarmor/rft/foo.py

FAUG AR 1 2 RET B r b AT A B e, FEASE e TN S IAS, Eik & 5% NS i 1 ik
BT AL EE . Bl docstring BATEAOR B, (HR AR T 7 T ) P S0

$ pyarmor cfg optimize 2

I A g A 2 LT DocString MR .

#ril: Python 3.8 DA Z BRI ASAS SCRFZ I BE

EEEGENER

MR R BB A PR A 4%, T DAIRIE S A H A SR B R RFT PR ERBEI, X EMES A UREE H & .
pyarmor/pyarmor.trace.log , HEGA M EM HE:

$ pyarmor cfg enable_trace=1 trace_rft=1
$ pyarmor gen --enable-rft foo.py

$ grep trace.rft .pyarmor/pyarmor.trace.log

trace.rft foo:1 (import sys as pyarmor__ 1)

trace.rft foo:12 (self.wScan->self.pyarmor__4)

F—NHFBILRT sys #iE MmN pyarmor__1
B A HFICRTEME wScan #{EM A N pyarmor__4
AT HREMER

ﬁn%ﬁu% H B A B PR, e B R s S R X A AR AN TR, W RUl, FERra BB A+
PREBXAZHR (EtE) A TEMS . FHHSELH mouse_keybd 8 Fk:

$ pyarmor cfg rft_excludes + "mouse_keybd"

$ pyarmor gen —--—enable-rft foo.py

IR R BRI AR R pyarmor_ 22 RIS, IRA B Soilad BRER H A5 S 24 th ORI 44 55

$ grep pyarmor__ 22 .pyarmor/pyarmor.trace.log

trace.rft foo:65 (self.height->self.pyarmor__22)
trace.rft foo:81 (self.height->self.pyarmor__22)
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Bian, BB height J& pyarmor_ 22 JFORBIZFR, HRAMM TR iy 0R B X4 B

$ pyarmor cfg rft_excludes + "height"
$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

IR EHE X LN THEBR I A AR B, B T iy a4

$ pyarmor cfg rft_excludes ""

SIRRREM __all

BEHEIE __all e AR SBRE TR, AT R A PN IA G . B, FIAYEREL foo &
PR BT RA A TE A4

all__ = ['foo']

def foo(msgqg) :
print (msg)

def _private_foo (msqg) :

print (msg)

IR R A2, IBAEP I I IEMBIE R S B R B Tk
A BT BB B A T IR, TARH T e RET B 200 a1l g SR 44 Fk:

$ pyarmor cfg rft_export__all__ 0

WEBFHHFAED

SAETL IR IER]—from module import * —&EfTIRikIgALEE,
AR — AN B S AT 288, B4 RFT S HEMTIRAM T BR8N __all_ e L.

RN — AN AT AR, R4 RFT B S22 H i S A, I H 20058 28 1
_all . WRSAKRM, 458 RFT BREHRE . FEXFMENL T, TFEGENEEAS & PYTHONPATH &Y
FHH AT 7 2E Python ] LS A /MR,

WERBH R a1l WA E X, IABURKFTA R A RA _ TR A PR 2 e AR .
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3.4.5 FANTHE BCC X

BCC B AL TR B A AL R AR o — HE R AURD , FEARAS Bt Sl i Python BRI %K.

BCC BiATREMEC HiFAs, WT Linux Fl Darwin Kji, —BATEIATHCE, REBAR gec Fl clang
BETAFRLFT Ao 7E Windows PR55 R, WIASE FIHAEE A5 B E clang. exe , HAHERIFGHEAN
SR

« ARE LA clang.exe , REFEHERAHILETT clang. exe AT A. WRIFAAE, HE
TERAEAE B AR HHGEAT, AIARCE P B PYARMOR_CC SRASEX 3L/, Bildn:

set PYARMOR_CC=C:\path\to\clang.exe

* M LLVM B ¥ R 8HZ 2 i 1 A

* M Pyarmor ‘B M F % clang-9.0.zip , EHEHL R/ ML R 26M A4, B HA— Nl a7 e, s
FEAR B & R, BHARE $SHOMES/ .pyarmor

J5H BCC &

BCE b i Z 5, 1LY - —enable-bee Jg ] BCC i

$ pyarmor gen —--enable-bcc foo.py

BRI AR A LA NN C MR %, BRG] eR BRI A PSCR R, A SR
HC BB, X ABA B BCC AR ) ek Ko ARG e T8 1 HA D7 5 C A7 %

EE# BCC XA mEH)H K

JE R ER AT DAEBR B H 53U . pyarmor/pyarmor. trace. log HHLRIARLE AN T C bR
K. i

$ pyarmor cfg enable trace=1

$ pyarmor gen —--enable-bcc foo.py

TARBREHEREH trace.bec gk NE:

$ 1ls .pyarmor/pyarmor.trace.log

$ grep trace.bcc .pyarmor/pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main

P HEILRAZ foo.py 4 5 fTHIRREL hello PN C BBUERE 4% HEILRIZ foo.py & 91T
R sum2 Bl C %L
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FHERSERERFIRE

i ] BCC B A AN @ 52 & FFOR B BIAS 2, andiizdT BCC B s B i 31 1 He s v, 18
L SRY T ZE R N B IO, B R R 1) R AR

T R M AR AN X B AR A B E SR B BRSSO R

ik BCC A MM pkgname . modname filf I R Y iy 2

$ pyarmor cfg —-p pkgname.modname bcc:disabled=1

A R R R P T T iy

$ pyarmor cfg -p pkgname.modname bcc:excludes + "function name"

$ pyarmor cfg -p foo bcc:excludes + "hello foo2"

FATATAS IR ER B, ERXEIEARIRCR, AR X A R AU 55 9 BCC b, filhn:

$ pyarmor cfg enable_trace 1
$ pyarmor gen —--enable-bcc foo.py

$ grep trace.bcc .pyarmor/pyarmor.trace.log

HI—AIT, 2 Joker/card.py {HZMH] BCC Bt joker HYHABBIER:

$ pyarmor cfg -p joker.card bcc:disabled=1
$ pyarmor gen —-—enable-bcc /path/to/pkg/joker

WA ECE I bec:excludes fll beec:disabled W] PAf/NREEAGHE: A 9 BCC A2 # Ao 0, AT
Hff LA B A BB 1E 3 £ F BCC #5347

BEFblES

{5 P} BOC 552 A A SR A A £ — S M S ]
« SNSRI RSO A
o HRURRAE SR AR ERAG AR, R B B raise Lt 1O 574 2R ]
e sk i)

>>> raise

RuntimeError: No active exception to reraise

& BCC B i A
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>>> raise

UnboundlocalError: local variable referenced before assignment

o KB GMENE, TTHRASURRIZIHAI R, Bl __qualname_ 259, {ERARMCH C B G

HOAFAAE, T IX L8R M A R O 2% )5 To vk IR AR

E-E51:0ES

B TR SRR R BT IR AR A C e %L

unsupport_nodes = (

ast.ExtSlice,

ast.AsyncFunctionDef, ast.AsyncFor, ast.AsyncWith,

ast.Await, ast.Yield, ast.YieldFrom, ast.GeneratorExp,

ast .NamedExpr,

ast.MatchValue, ast.MatchSingleton, ast.MatchSequence,

ast.MatchMapping, ast.MatchClass, ast.MatchStar,
ast.MatchAs, ast.MatchOr

WERH T TFIMER— D NEREL, AR IR SN C e KL

exec,

eval

super

locals
sys._getframe

sys.exc_info

BN, T R RS AN Sl AR, RO EATSEE G AN SRR, B R TN SCRFIN BR

i

async def nested():

def

return 42

fool () :
for n range (10):

yield n

(A
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(% L0
def foo2():
frame = sys._getframe (2)
print ('parent frame is', frame)

3.4.6 MHEEFIRZS

Pyarmor (4% LI E 2 B7 I A GE S, 6 25 Fhidli i) TAEIT IR NAEP5 UL, BB N A7 Sead s
BIAS I A E I A 2 AR T . XFT Windows [l 77, (11T ——enable-themida AJ DAA AL 1EiXFh
Yiti o (HEXTHAMTG, R HOHERFRE, SRAHAT XX 3185% pyarmor_runtime #EATHRY
Pyarmor §i2{{t T K AR AP B IR RE A 22 4o, ] AR 5 ZEe PR R A T . X BB T A A %
R T DA R Lo 2 e P AP BB 75 T P S o

e BRI RAFM A, AR FEIRER 5, AR RS S i il A R . XA T h
PEREM AR R AT W) — Ay S p DA, AR M R AR R 2K, 3 B TR LA 3 S5 A AR A T
W, XENERA—EGSHNHE.

FEIBATAEAT Python JIAZ 1, BRAFFEHIEIN, HRELHIRM AR __pycache_ o XA~ H A7 AN
.pyc , WERSEASHRAAAE, MERE PATI ] HUTE A 6 & ik AR B a], F2g%F A (py->pyc) 2
R AES IR, R eR B AT AT EE AN — g .

{4 benchmark . py FHAUITTH

import sys

class BenTest (object) :

def _ init__ (self):
self.a =1
self.b = "b"
self.c = []
self.d = {}

def fool():
ret = []
for i in range (100000) :
ret.extend(sys.version_info[:2])
ret.append (BenTest ())

return len (ret)

FHIA testben. py IR
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import benchmark
import sys

import time

def metric (func):
if not hasattr(time, 'process_time'):

time.process_time = time.clock

def wrap(*args, **kwargs):

tl = time.process_time ()

result = func(*args, **kwargs)

t2 = time.process_time ()

print (' : ms' % (func._ name_, ((t2 - tl) * 1000)))

return result

return wrap

@metric
def test_import():
import benchmark2 as m2

return m2

@metric
def test_foo():

benchmark. foo ()

if _ name_ == '_ _main '

print ('Python . ' % sys.version_info[:2])
test_import ()

test_foo ()

BRI JAAS ity P
T SE LA ] Python HUASTR (4 I AIAN i 4 B AR (4 4 i

671 R T A B A, g3 I AT 3 A 0 RN 6 AR T U, R B s AT g EEE B0 e A A
__pycache__ HILTFHIRIHL T AR [H):

$ rm -rf dist _ _pycache_

$ cp benchmark.py benchmark2.py
$ python testben.py

EET )
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(B L3
Python 3.7
test_import : 1.303 ms
test_foo : 250.360 ms

$ python testben.py

Python 3.7
test_import : 0.290 ms
test_foo : 252.273 ms

$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

Python 3.7
test_import : 0.907 ms
test_foo : 311.076 ms

$ python dist/testben.py

Python 3.7
test_import : 0.454 ms
test_foo : 359.138 ms

# 70 -1, N[ Python AR (4 il B AS 1 BE I 1

RHE (ZF) | SNESREE S NEREE 2 1T o5 BAt 8]
Python fRZx | KNz | m= Kmz | Kmz |
3.7 1.303 | 0.907 | 0.290 0.454 2522 | 311.0
3.8 1305 | 0.790 | 0.286 0.338 272.232 | 295.973
3.9 1.198 | 1.681 | 0.265 0.449 267.561 | 331.668
3.10 1.070 | 1.026 | 0.408 0.300 281.603 | 322.608
3.11 1510 | 0.832 | 0.464 0.616 164.104 | 289.866

FPARRI R, MZHTHRAREL, KT AT A ) Python 3.11 FUAN% G p AT TARZ . ATRERIE MY
TR GAFAMERE LA K&

RFT BEAE E

RFT B0 EIEIE SRR, 28, TkmAc |t rd a4, AR ixa@ntiae. XEENTHRRZ
TN S5 B AT RET AL 4 B A PERE R . 1 3 b A a2 1) T ) B A 2R A1)

$ rm —-rf dist

EET )
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(% L0

$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

$ rm —-rf dist
$ pyarmor gen —--enable-rft testben.py benchmark.py benchmark2.py
$ python dist/testben.py

% 8: -2, B RFT AL el il

B (Z4)) | SNRERESE HLAT & HH R 8] &iE
Python hi# | & | RFT & | & RFT 42X

3.7 1.083 | 1.317 334313 | 324.023

3.8 0.774 | 1.109 239.217 | 241.697

3.9 0.775 | 0.809 304.838 | 301.789

3.10 2.182 | 1.049 310.046 | 339.414

3.11 0.882 | 0.984 258.309 | 264.070

TR, BATALE RFT BLH - —obf-code Jy 0 XHHIAIEATING , ARG RIBA M RA R TR, T
2 TR RS2 (0 T T ) I B AR AT

$ rm —-rf dist _ pycache_
$ python testben.py

$ pyarmor gen —--enable-rft —--obf-code=0 testben.py benchmark.py benchmark2.py
$ python testben.py

% 9: 2.1 4165 RFT BRI

B (Z4)) | SNRSRESE HLAT & HH A 8] &iF
Python i | K% | AAKRK | RE | AEEK

3.7 0.757 | 1.844 307.325 | 272.672

3.8 0.791 | 0.747 276.865 | 243.436

3.9 1276 | 0.986 246.407 | 236.138

3.10 2.563 | 1.142 256.583 | 260.196

3.11 0952 | 0.938 185.435 | 154.390

BCC B ML

BCC X FI H A B TAE LA — SRk b, BB 8RR K (FEREE HHAE) |, FHARE
__pycache__ SgMAK. TR a9Ec & 60 R T il A A5 1
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$ rm —-rf dist _ pycache_

$ python testben.py
$ python testben.py

$ pyarmor gen —--enable-bcc testben.py benchmark.py benchmark2.py

$ python dist/testben.py
$ python dist/testben.py

# 10: 3-3. N[ Python A BCC A M BEN i

FHS (ZF)) | SNESRAT(E B\ERATE 2 1T B At 8]
Python iR | Kin% | iz KmzZ | mE Kz | mE
3.7 1.130 | 327.906 | 1.000 283.469 | 325.828 | 283.972
3.8 1358 | 269.592 | 0.277 287.710 | 249.187 | 264.473
3.9 1.383 | 297.131 | 0.781 254.888 | 278.289 | 264.585
3.10 1.261 | 285.891 | 0.325 277.887 | 230.421 | 272.073
3.11 1.248 | 212.937 | 0.219 251.810 | 148.020 | 176.307
AN AR S5 P i

ARSI, T T, NIV T RERHER e G, BRARRRIE DLAL AL A O o

BN, ¥ ——no-wrap MHEALITR:

$ rm -rf dist __pycache__

$ pyarmor testben.py

$ pyarmor gen —--no-wrap testben.py benchmark.py benchmark?2.py

$ pyarmor dist/testben.py

Python 3.7
test_import 0.971 ms
test_foo 306.261 ms

34. RATH
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F 11 -4 R TA] RIS P RE AL 4 VY 52 )

priad] TEEERS MM Za

-—no-wrap HmbEae A2 4

——obf-module=0 KEERERE A K | SRR AR e 4t

——obf-code=0 WEPERE BERI et

——enable-rft HARL RS | HERL

——enable-themida | ‘BEMAKMERE RERE A, AR 1E RO T
—-mix-str WM fE P att, TR AT R
-—assert-call ¥ I R Pemeatt, FEUEP 1R AR Monkey Trick
——assert—import | BRiIEIRIERE PR AarE, 22T 1k AR Monkey Trice
--private Pt aE P e, FERRPT IR M MR AN B
--restrict P AP fiE P ety ROy BRI A R

3.4.7 At FER{LE TIERE

hEidiE

B AHE B H S T messages . c£g ¥4 WAk 4Rl & H 5% T messages. cfg

QRAFAESE T SO, IR AT E il 1 iH B A7 2

BT

FITREE S g7 2N ut £-8 , WEPRFG A AL G720, (R i S 0EA 7 e

$ pyarmor cfg messages=messages.cfg:gbk

A SR B R AR

[runtime.message]

error_1 = B A T B4 #

error 2 = WAHFTELFT AT Y& &
error_3 = FHEFE AW A

error_4 = # /D IEATHF T XA

error_5 = i AR X # % ¥ Python M &
error_6 = AR XF LYW AR

error_7 = M BF R HEL XL LEH

error_8 = fu % & K & TP A XL E H

94
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BITINE AT E
t e BRAATE =

s &R PYARMOR_LANG

o HR#F sys._PARLANG

* WJFER LANG
ERCENRFIREE, HRLES, A5 IERA R
BOAH BN AR B R B R 15 B

3.5 FWaERX U aliE

o fA
© HITHEX
- RRHFTiEa 5P &

NN UES

o SRR E R ARIFTIE
R i CE
— MR ARE TR

3.5.1 &

AR SCASALE T Pyarmor 8.0 Z JE IR AR o

TN LEEA A RN H a2 VAT, 50 AR QR Y R

- ST REXT AR /N R, A BB i MR A R B AS

- R TATH D BRI U TCIA B

- RFT i #Est, BCC I BEaCre il i O C iR (i «

- A A AR AR @ A, RV TR

- AT DARE A AT S BUE TR AR SS . AAEREA B HRE a2 9 2 i 55
RS P BERR ], S5 Sl VR AT SBOR IR T BE .

8

o

o

o

¢
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3.5.2 FO[HEX

VAT AS 5 20 A W SR 2 RS P MRS BRI, ) S T Ik v DA ok i 5 F) I8 A 3K
AR BE=FDFATE, 3 SRR [ R 2D g

o BRI RTIE

BERRRCVF AT UEBA I B AR K/ IR, T ABE P A7 3 IR Th e

o BRIRVFATIE

LHRMFATIERR T H s B DI RESD, 30 RET i, BCC i,

o SRR ATIE

SR TR R A8 L SR I hEE I ELINAE Y It A 5 200 Bk VR i
SR RS P IR SRS R UE AN 28 FA o 0B T R I S 7 mT

AEWR—FFANIE, B TN AR R AR TR I VR AL, AN T 0 8 B AR B 18 A7 A AR AT AR
il o

BV A 18 (P AT K EME 125, HRAGA HRE —M . tgieid, (Lff—f
AR BT ORI 7 A A COME— ROV RTIES S, S SEVFRIRIOA ) 7 i G A [ B VP AT IR S 5

R PEAS NS TR R ST B B BT AU, AR R R SRR, ARERIE SR IR 55
ar, RS — R R WA RS IR, DSRBA, PARCRERA THRRAS . — Tyl o B 55 B il
DIREAHIE] , AN FIRPAI BE TR AN [ AR 7 i, S0 it ARHAE SR A [ A G A A4 B — A, L
el R B A R TIX )

[l —ANVF T T, [ B AR A B A B SRS 100 Ao [l Bk AR B0 S 48 N BIAE A6 TE 24 /NP
B 255517 pyarmor fr ARG, X IR AR 8208 Pyarmor 48 ] Pyarmor X} HIASEATINBS 14, A2
FRIBATINGE A2 AL -

KT AR ELEAIVER, 5 Fd1E Pyarmor 526 ] 7 n] P X
KTy iR Bl
WRARMN T, IAPA 1) Python JIAHJE TRl i, X BRI A2 48 T8 B 4R .

Pyarmor &7 i, B R Pyarmor LRI, % ZURAE I IRGES @ T+ Pyarmor X —Ff™ i, 53 40K
Pyarmor #2751 11 T H pyarmor-webui 5. J& T Pyarmor iX— #1775} , Pyarmor [¥] 5 & 7] BA R 55 2 ] django
TR —AFE)y, XMJET Pyarmor ;X —Ff k. JF A Pyarmor i A] )£ 1CA i, I Pyarmor {if H )
B, PALETTEGITRAGN = k54808 T Pyarmor iX—Ff)™ i .

Microsoft Office 7=/t RV 2 —Fr=i, BEIENE DT M, 40 Microsoft Word Fll Microsoft Excel J2 T fE5¢
ERFE P, A Microsoft Office ASJ&—Fh =i . 1 Microsoft Word J2—Fh 7=, BRI 251
Micorsoft Word 2003, Word 2007 £ t5.R & T Microsoft word 1X—F 77 it
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FEFEER I RETIR

22 12: F-1. FANIEY)RE R
Ihee K AR K SHMR | &iEHA
FAIN T fE :
A A R
G B
JIT {4
Themedia {4
Assert {47
KRHIAS S
RV T
RFT it
BCC fin# i

o
EE
=
3
&

2

3

4

off | of | ofl | off |2 | &b | @t | oot |t |
off | of | 2| 2 |2 | @t | @t | o | |
i i i i e i i f i i L B
i s i e s e f i

10

notes

3.5.3 ML

TEN B P T Pyarmor B MY 4, SCREUE RIS =
https://pyarmor.dashingsoft.com/cart/order.html
TEVY) 42 DU PR TR B VAT IE R A, G FR, IF 58 AT .

SRTHINZ R AT A 2 PR SO BRI DGR 3 O S )y I 5 v LA
o, BE S X B S Fe iz M Pyarmor

WA AR A AT B Bl Y i — Ui B, P DR ATE I SEAR B I A A AR R, (R VR Al IE vl REAEAT A — A
THPRRAS tp Ak, VT A AR VEVFATIE AT DATE 4 5 BT W THURAS sh i

VEAINE AR, SRR G AT T TR

2 AN, 2 ARSI A T RO T RE

P YBERI B, SRR AR N I AGE AT AR B A R

ST 49, 24608 A BhAS AU A WL Ao 0 2 B A A TER P T i

5 Themedia {37, 245{li /1145 =77 T.H Themedia X} Widnows Zli B dEA TP DI R «

© Assert {7477, JEIRORIP I I AR SR H AT AR AR B

TRMASC, AN AR R NS — i, I FRARRIERIA, 7 FR AN A

SIIATFARR, SRR WA P AR R TR IR T RE .

O RFT it sl f g A b s, 28, Oy iRvE B A FRR R A1 B8 .

19 BCC i, S2HEHE Python JHIAR thifs o3 sk ACHAS SO IV 1 C SRR, 0 1% B AL ODLARIE A0, AT I A T O P 1
rhig.
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F 13 K2 AFE M sIR (PE)

BER | FEBNE (ARTT) | &80 (ARMIT) | A
SRR 298 359
LRI 512 562
R 868 918

QSR B (5 R 8 Paypal U847 S0, AERIYEA 1 MyCommerce ‘B W I WA A2 0EA I 3K, X LI 4% B

fieon, HHAREITENIGER AT, BRI b A i1 A R

https://order.mycommerce.com/product?vendorid=200089125&productid=301044051

14 23 AR s s (= 5h)

BRIER | AERME (£T) | %A
LR 52

LRI 89

LA 158

3.5.4 FREMAITOIE

A BT A B AR BV Al IEAR o] AT B P Lk .
FEE A SEAER E ARV AT UE AT LA 3% 712 5 Pyarmor BRI IE :
o BEH Pyarmor s 2 JH PRI ML
o JFORBVFANIES 52 A pyarmor—vax— JF3kH)
o JEORVFRFIER M S pyarmor-regeode—xxxx . txt ANHEHH A 100 i
o TR IGERR 55 A% 1A 1 0] 5 R 5 R
WERTHG A B, IR 2 TeIR R S T, T S T IE
WIS ETIE] Pyarmor L5, BR T LA ERYZRAESL, BTG EHONA B -

% 15: K4, JH 3 Pyarmor 8.0+ AR AU 51% (EN)

R | AEME (ART) | 1A

Eabie |0 FFRHH R AR T
LR | 300

AR EWAAN ST E TR BB
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REFHREIER

Bk B R B T RS O pyarmor—-regcode—xxxx . txt
SR J5 T4 Pyarmor | Pyarmor 8.0+,

i ORI Pyarmor S Z] PRI, FREENRE— DAL E P A AR X WEWRE , ARSI
BT Z A, TR et L AE T A, ot ™ i 75 20 SR i VRl

Bt (PP ATERI =044 B2 Robot Studio , HBA T FIIAY & &-HEF7 719

$ pyarmor reg -u —-p "Robot Studio" pyarmor-regcode—-xxxx.txt

BTN T Ay KA THIUS P AT L

$ pyarmor -v

HRARBERR

FER YE & HTIT Pyarmor ‘BRIP4, SCRAAE NSRS
https://pyarmor.dashingsoft.com/cart/order.html
TENG W) 2 SO BN SR VAT IE R AR I+ R B & 50, SHSGEMAPR, I 58S

SR Z S5 FE—ATAE H Z NS0 S 2 b B MPAR , 354 IR0 SCPE rh i I R SR8 T %
Ao

3.6 LA

3.6.1 {7 Github E1&ia)

Pyarmor & — M4 47 TH, 44T F B ISR RO R RN . SRR, P BRI 7T A
THE, RAEZE S T Pyarmor. (EEXT— RS ishae, oo LB M, JoH R BTk
A = R TN A, T P MO ) e ST R T4 RN, 4 ok B e 5 i
T .

S0 A £ B ARG 5%, 5 R 2 Pyarmor ) Bug, % AT A5G0 R O 6 SR T
M. KRS R A5 HT I3 ) Pyarmor s I USRI L SRIUEE, SR A 2L 1 2:% Pyarmor )6y
A ] B R

Pyarmor Team A% 23 % U1l B R T 1 6 0 Sl st el Rs Pl SR80, 110"t %71 €222 51 Pyarmor
[y 26 A R BT, FRR 11 COR 7 20 S 0 2 51

Pyarmor 4752 BRSO 5%, AT T RE RIS ITURBEL 2 SORY A, Pyarmor Team REFARAY, 8 S0RY
AR A B
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TERE 2|, el P AR s %, XMW RES AR ER A IR, I Hakk e T HRE A B4 A )
o YR Z 2 pyarmor—7 5 Pyarmor < 8.0, 25 Pyarmor 7.x 712k kY

o WMARRA N2, BRIEATIBRE T, Falei/amm—, RSN
g

o S LR 8 B R RAE R AR 5=
o QUARRAE pack Jr TR IR, TS5 A7 7T 1 S 3E AT 04 e 25 o A
o WRRMEAIRFT 452X WL, WSk RFT 45 X0 2% W A pro
o MR ZMHBCC X BB, 5S4 BCC #2 X he % i A pro
o MRS = FEICRIE R IN B MA, 527 how-to/third-party
o WAL AR KB F, S A fo s &
o W —TFARTUSTH N
o BT BRI BIAS , B PRBCA NS 2 W AR REAS IE B 115 1T
o QRN RSV, 3 E SN B AR, BIA BT R I e RE S AT
o AR, WEHE, EEREHEESERE, Faad HERFR, MilrEiE
o QEREHA R BT RAS Y Pyarmor, 15 THRE B il AS
o WR—T MR
o RN B
WARARA AL SR F (] 25 BB SCRY , 35 HE 1HE X B2, {HZ Pyarmor Team F R GRIE— & [l B X #4 (1 BT 4 1)

e
URAR KB Pyarmor HAFAE Bug, THHRACE] MU

Pyarmor Team WG ELIE Y Bug it FF H& /PP LE Bug, T8, AR AE— B Z WA
B, 23 Bug i d fHub 20 8 ASE Pyarmor Team fEAS BB M, SXHAT BY THREMESL 8T, ToIkpl
Pyarmor Team ) FRE AR DA R T3 2K ] o s A Tpyarmor gen iy 4 AIMBE, 4281 &5 BRI AT 61 &5 4
(A, Pyarmor [RAS% S, Python FUMUAE R, PAMCURIMEATFE&, 555 ASCA ML RS DX
PHT%] Bug fie it b Xt ICIAEBLAY Bug iy, Pyarmor Team AU EFASIHEIX, PAJEFT DA BRI,
TEH%E 0 5] Bug FARSEAL I, S 77 (HALTE Bug, /SRS, M2 E P VISR, Bian, — e
I A PAIEARAY 7 ST U

R 3 N T Rl

$ pyarmor cfg wrap_mode 1

$ pyarmor gen —--assert-call foo.py

INFO Python 3.9.0
INFO Pyarmor 8.1.6 (pro), 005068, boot armor

[y
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(% L0

INFO Platform darwin.x86_64

3.6.2 v r3 o] jH

o HEIM AR Pyarmor 1Y) 1.1 ? i) Pyarmor fig8 R (- iX Sk fig 1. 10 7

Pyarmor — R 22 KPEM THEX L TH, M@0 TAFSE CPython MYRAUTY , PAMHESRIEA R P m % a1k,
JI A I L ] X 2 R

WEH R &b fegu ik it R ZEEIENE RN SH WA, fiin

import sys

def fib(n):
a, b=20, 1
while a < n:
print (a, end=" ")
a, b =Db, atb
print ()

print ('python version:', sys.version_info[:2])

print ('this is f£ib(10)"', £ib(10))

IR W _E TSR O R T R A TR A

QAR BENSBE NG AR, 15T Python f)iAS, Pyarmor WIRRAS, iz1THIF-5, B BT, S5 A DL S
R K 3% 5] pyarmor@163.com

T AN EAE Pyarmor b R AL B E T HAYEER:

Pyarmor A% Lo e B 1E 0 B ARG S, 6 (8 25 ot i) TR RMINATH5 DL, ERB N7 S
I RA AR B EI A T2, RT XM TEN, S % it s &

3.6.3 i T oI 4 < iE) ikl

o PRMIBE 2 —A e AL AT H A — A" N, Bonmt B RN M s — A A, 7
PRATDAE “—AN i B sy R il REATERAR, —Fh A it S B9 8 A T 4SS
g, WIITRFEN S, AR IRSS 48, ZMRFARE. — Rl f e i i) 24 i
A, PSS, VARCKFRIGTIGARAS . —Fhr i i H RS RER ], AL S )RR B 1 2 I AN TR
AR B 7 i, X B B RRE S AN [ IRAS RS A B A A — e, Ul i i B 44 PR R AT X 20

o JE AT EIRR SO SRV nlUE
Atk
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Pyarmor j2—A/NTH, KFE A D BEAE U O 0] AR RN IE . W T — 2 TRk i e g, &
P& RFT FaAl BCC A, X SR il DA 1o T B 2 M AN SRR AT 0 B AR o ol A T 20 o
AR, HELEEHSMIECE, ENLE2 AR,

o TG ACH CICD, #2AEBR PR BET T, B 20 10 W TR AT L T R FT B AR AR i 2
3k “pyarmor register pyarmor-regcode-xxxx.txt” Xt pyarmor JE47E 7 IR CICD 2 fil ke ify b 55
W%, B 2R LK AT register $R1ERTE S M 2550 pyarmor {8 H]?

Wi SO yarmor-regeode-xxxx.txt — i HUH T — AN, (A B IR Z R TT R A T
e CICD A G G 1 B 5 S e MF, (EURASRE( XA SO, AT DABE 28 — IR AR i
g —A~.zip RS S

B S S %505 fo 2 M Pyarmor BRIATRGYFEMHA /T IEH AG UL
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EEIES
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Python &R & 5]

Y

pyarmor, 45
pyarmor.cli, 45
pyarmor.cli.core,45

pyarmor.cli.runtime, 45
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]

#e

_ _assert_armored__ ()
W& &4 66

__pyarmor__ ()

WE &4, 64

pyarmor-gen fr&4T# T, 48
——assert-call

pyarmor-gen #4A T, 53
—-—assert—-import

pyarmor-gen fr&4T# T, 53
--bind-data

pyarmor-gen #-4{T#I, 50
——bind-device

pyarmor-gen #r&4T# T, 49
—-—debug

pyarmor #447% 7, 46
——enable

pyarmor-gen #A{T#HI, 52
——enable-bcc

pyarmor-gen #r4&fT# I, 53
——enable—-jit

pyarmor-gen #HA{T#I, 53
——enable-rft

pyarmor-gen #r4&4T# I, 53
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