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o B =2 BAT I WERZE MRS T IrA RS E X, T, ReE R IURAT R AR
. B3E T Pyarmor PR Y, TR B A AT XM SECFIIC 7 A SE g B0 ) ] F(E AN [R]
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o hofT i AT A I

Pyarmor Z{t4

Pyarmor J&—> 1T MR Python AR TE . EREBABITIN LRI Python AU AWt sE , BE
TN JE BIAS R G IR, 0 s A 2R . R EAFREAF 5L

IfERs sl
o JCEPR: IS AR IR Z— AR oy SUPF, AERZ GO0 T AT A LR e sk 1Y py BIAS
NS BAS ] -

o Byt FEOt T W AR IO A AR RE , REAZ I L R 2 B0 T2 PRI BE R 2K
o Al B EEE a4 I PR R, 36, Tk, ARSI

o Beikh C AR RERSIERLER Ay s BN C AURS, AR5 Bl e DA e 0 L B i i C ACRE ML
w2 A PRI Python pREL

o BRI BAAC iR {5 FHYG L mT DAZE s Jon s B A 28104 1740 18 % 3 180 8 o o B AR 1 o 33
o Themida f#47: {#i F§ Themida {#3P 125 A~ ({X Windows & 0] B )
K

Pyarmor J&—~%&A7E PyPL ¥ Python f, 5y (Y7 202 ELE M fin % pip #EAT 2%
£ Linux 5% Apple V-5, BRI &, SRR PAT R ar <

$ pip install -U pyarmor

& Windows NI, ] win—r ¥l ey O RAME, A emd Z FEIESTIERI G, EIEH G AL a2

C:\> pip install -U pyarmor

LASENZ G, M A4 pyarmor ——version JflZEPhifT. WRZH NI, & E/RHE Pyarmor B MUAE
/%\G

AR -G Pyarmor SCRF, FrA SCRFIF-6 AIAATE £ R £ i 25 i R 09 752

8 Chapter 3. HZ


https://pypi.python.org/pypi/pyarmor/
https://pypi.python.org/pypi/

Pyarmor Documentation, & {Tha74 9.2.5

Iz 2

NIRRT RN A, HORIE A foo . py:

$ pyarmor gen foo.py

T s gen RSB BN g B(# generate:

$ pyarmor g foo.py

$ pyarmor generate foo.py

XA AN A dist/foo.py , XLE—NIEH Y Python BIZ, W DAL FEM# ] Python fifH¢
AT

$ python dist/foo.py

BH A LR St

$ 1s dist/
foo.py

pyarmor_runtime_000000

BT e lA Ah, ATPAE EIIEA I3 Ah—A~H 5k pyarmor_runtime_000000 , iX/@izfT s A< i
H—~Python ¢,

EfmmERA

RV MA dist/foo.py AR % F ik & RIVEBATHY, WAL I H R FHZAT408) & —kE
gL AT LA,

FAAWe? H—FMEMA dist/foo.py N T:

from pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (__name_, _ file , ...)

I AT ZM pyarmor_runtime 000000 FAME __pyarmor_, XMLt it BIAS (O£,
T B AR AT AR AR — A IR HE A RO 2 pyarmor_runtime 000000 SRS

T PUONHOBIfL pyarmor_runtime 000000 & Atk | BroAma A Heeferi R4t , B
AR A) Python A fEiadT. AR ZE 7 % & Wt TIREEA—FE, 752l HAS - 5 0 e 101 .

ks RHH G Pyarmor 1% 7 3% &, ETINEEHARF% Pyarmor

3.1. [EHHIE 9
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nEa

BRI — A, BT -0 B 7 Ah— A th H ok dist2:

$ pyarmor gen -0 dist2 src/mypkg

R ML

$ 1s dist2/

mypkg
pyarmor_runtime_000000

$ 1ls dist2/mypkg/
__init__.py

MR — N SAMEENE dist2/mypkg:

$ cd dist2/
$ python -C '"import mypkg'

TR HL T A AT H SRR, AR M eI - R B 3 R AR

$ pyarmor gen -0 dist2 -r src/mypkg

AfmES

IR DMEEAE S dist2 HEE R E P it s HE0A —FEGm s, M- sfrsh ik
FFEI L H SR A

$ pyarmor gen -0 dist3 -r -i src/mypkg

A H %

$ 1s dist3/
mypkg

$ 1s dist3/mypkg/
__init__ .py

pyarmor_runtime_000000

BUFE A 5 295 DU SCHERRAE N B dist3/mypkg Wi, HZREAEH SR DIEE Pk & Eiistn] bA
IE

i A PAHE —F dist3/mypkg/__init_ .py FI_b—72E B A 0% S dist2/mypkg/

10 Chapter 3. HZ
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__init__ .py WA ZHY T MRS/ .

HEMED

K, I RIS st 2 15 # 1F) Python JHIZS | JiF DA sk 51244 Python IR T 5., #i40 distutils, setuptools,
PAJ wheel # R DA FH e d5f 25 Jin 2 i A

Rt mypkg B H AT

projects/
— src/
— mypkg/
F— _ init_ .py
F— utils.py

L— config.json

BN H % projects/dist 6 JRMRAFINE

$ cd projects
$ mkdir disté6

IR TR B SRS D 2

$ cp -a src/mypkg dist6/

BERAREMME R, EHAIER oy SRR H SR L py:

$ pyarmor gen -O dist6 -i src/mypkg

AT

projects/
— README.md
L— src/
— mypkg/
F— _ init_ .py

F— utils.py

L— config.json

L— disté/
L— mypkg/
F— __init_ .py
F—— utils.py
F— config.json
L— pyarmor_runtime_000000/__init__ .py

3.1. [EHHIE 11
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F—F src/mypkg Hil dist6/mypkg , ME—HIXGI@/EEZ T— 1 HE pyarmor_runtime_000000 ,
S B = i AR AR 1 R dist 6/mypkg

AT RG] B Python 1.7 15253 1X B 2% 3] Python Packaging User Guide

REME AR N

(A 3EI —e T RAT SRR BN AR A 200 . Bian, BB A 200 30 K

$ pyarmor gen -0 dist4d -e 30 foo.py

B — TN A dist4/foo.py FRIIF—F:

$ python dist4/foo.py

W PASE I o3 Ah—Fiag X Yy yy-MyM-DD SRIEEA RGN, Flun:

$ pyarmor gen -0 dist4 -e 2020-12-31 foo.py

iz47—F dist4/foo.py HATHRIIE:

$ python dist4/foo.py

AT PR T R A ) o B AR AN TR D7 2 — R, ELREHE DUt F SR distd/ 35 P it &
M v8.5.0 T, BRINEKA AN ARG EAG A RGN R], FE R E A5 4% . Bl

$ pyarmor cfg nts=pool.ntp.org

b b, XA PARTHBCAS BRI L, AN X A C A I 6 2 414 RuntimeError: Resource temporarily unavail-
able , fRRITZMZ M HTTP JR 55 F RSk el i 4n:

$ pyarmor cfg nts=http://worldtimeapi.org/api

HEMEMABEE RS

{ifi Ff} Pyarmor 8.4.6+ ] PAIE I 672 python -m pyarmor.cli.hdinfo B 3455 :term: & 7 1% & MR35 B0 R

Default Harddisk Serial Number: 'HXS2000CN2A'
Default Mac address: '00:16:3e:35:19:3d"
Default IPv4 address: '128.16.4.10'

Pyarmor 8.4.6 Z HiI A T LAIE i iy &> pyarmor-7 hdinfo ZEHIRE{4(5 . .
i1 F BRI b RGP R BRI A, BN, 48 dist5/foo.py B~ PAK M Hbk:

12 Chapter 3. HZ
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$ pyarmor gen -0 dist5 -b 00:16:3e:35:19:3d foo.py

AR R AR TR 45 TPv4 HitiE RN £ 7515

$ pyarmor gen -0 dist5 -b 128.16.4.10 foo.py
$ pyarmor gen -0 dist5 -b HXS2000CN2A foo.py

A AL PRI S T T A

$ pyarmor gen -0 dist5 -b "00:16:3e:35:19:3d HXS2000CN2A" foo.py

FA BB SET Qe ER, Il fhafr, SRR .
RATYRE BB BN A LT 05352 — Ry, B DA H S distd/ B PR G
RF I A R AERY

BTN AR B A 423 pyarmor_runtime , BAEIEITHE I pyarmor_runtime_000000 H#
T

$ 1ls dist6/mypkg/pyarmor_runtime_000000
__init__.py

pyarmor_runtime.so

{2 FH) R P 7 PR A R T A T B AR 7 B 51 B I TG R 0 9 R BLR pyarmor_runtime , DA
iz A

o HBEIBTTTEIR S 2 A T iy RSIIRIF-6 , BT SR G 1 575 £ s 5 i A 09 135

» HAEfi HAH R AT CPython interpreter fERE#S>£iz1T, Billnfi i Python 3.8 %514, Jo#k Python
9 B85

o —FRANREWEE = iRERS, 4N PyPy, IronPython B Jython Z5i5 1T

A, AE Android REERIA, . py MIAATDMEALE H R NIs T, 2 RESUREIASE, SunATE K5t
SERYH SR HA fEiz T

W\

T—SHHiE

HURARIY R E AT T2 1
X A SRR A2 AT A

« M Github i 15 5% Pyarmor

o ] A Python Ji4< H1iE Al Pyarmor

o SEREHIE

3.1. [EHHIE 13
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BT A A WA
o {20 RN A 4
o FEI ARG SRR SN Azt T
o ARHIALEE AR R
o AT 2 Python FRETHE AT AL IZ AT A 4
WA & A, A RE e R b ek
o DT A P RO AT AR RET AR BCC K Pre
o EHIE R T
o [E B AL SE DH S
o DNERS T BN A
R AT REXT X HLI N A BB & % Ao bk Ao s Db R

0 {e R A AR

Pyarmor A5 545 W SCRY RS0, X BLZ Y B H P andar st 4% 1) 75 2L AH X N2
o H—3fy AR WA WRE A Pyarmor [ P, X BPASEGIR 255 B AUl T om s
ARER A5, WA ER AT 22
o HSRg A Sk AR MRRE I FR K, ULHHAE Pyarmor FNAZ AN A, AT 2 RE iy Ak
TASEI . FREX T NS 75200 Pyarmor Al Python #5A — & /) T i

F =3 AR T MNERZW A BRGNS T Er A S L, ar ST, BlEREIAIA R AR

. E1h H T H Pyarmor [ P, T3 B3R AH XA SEORIECE. , 7 ffak e e &0 i) v (AR TR
TERFE RIS S
o FvgSRa RN T AR IR AT Pyarmor $EALTIER, M AN SCELRY TP T T IR AR X
ST NAR TR 2EIE T Pyarmor ] I E2ARE, PAKKT Python BIA AT FEA MY TH#F. Bid
T FHEX] Pyarmor T4 RAE S|, DAL ES—ZFHKIH .
o 5 B3R AR X Ao IR £ A FR T Pyarmor WEZH PRI HIMY, Pyarmor (VAR ARG
VFRTRAL, DA SE Pyarmor VFR[IE o

MR e KT, BT SR, fENELAE 8 &

B AH LR BN 4T £ Github L42 7).
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o AAREMH
o I\ PyPl B354
- ZR L
— 1% A Python f## %5 AL 35 4T Pyarmor
* M Github &y #4749 %
s EEBKREE LR
o Termux & 89894 T

* J& Python Fép A p iR | Pyarmor

o A

AIfRSR

Pyarmor 532 Python PA K C J&, B/ EA] Pyarmor Toik 1E# B 3his47.

M PYPI B

Pyarmor %ATE PYPI L1, BRI AR 4 pip HHA.
16 Linux il MacOS, EHATIF 6y S 4IFEAT R4

$ pip install pyarmor

AE Windows 1551, FEAMH win—r TGS AME, R5H A emd FIIFaAE O, HET PG4

C:\> pip install pyarmor

THSEMZ G, MiAfi< pyarmor —-version Jf[ul%, WIRZER I, &R 2% Pyarmor (R4 E

/L O

WERTE LS F-6 K ATIME A, RIS MY -6 R BT

$ pip install pyarmor.cli.core.windows
$ pip install pyarmor.cli.core.themida
$ pip install pyarmor.cli.core.linux

$ pip install pyarmor.cli.core.darwin

[y

3.1. [EHHIE 15
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(% L0

$ pip install pyarmor.cli.core.freebsd
$ pip install pyarmor.cli.core.android

$ pip install pyarmor.cli.core.alpine

HARITAN-GH ST Pyarmor,  JTAy SCRFHIsAT-F- BT £ s w5 i A 09 1558

ks WHRITCTH M EMA Pyarmor 7 [TIRE, H#E%dpyarmor. cli MA@ S pyarmor o] DB E /D
ERIE] . A

$ pip install pyarmor.cli

ik WERTEE LB AN Pyarmor, TAEAN SATHEEAH R A MCA . Bl 40:

$ pip install pyarmor==8.5.12

WLIREMAM T RIEZS% pip 130k

RERNGL

* pyarmor jefg B E KA, AW TAERAIR B EREIN, PR IR S % o & T
* pyarmor—7 j&y T FIEMAAA M a4, EEHrT Pyarmor 7.x IEIEMA .
* pyarmor-auth @HPIRVFAIIESTFFIZFT A Z R | Docker A g By 4

£ Python f#¥F28 H#i51T Pyarmor

pyarmor M T T I iy &

$ python -m pyarmor.cli

M Github FE#{TRE
[ 8.2.9 AT,
WA PAEFZ A Pyarmor Github “¢%¢ Pyarmor. FEFEE|AHL, SKIGHTH pip #4740 %%:

$ git clone https://github.com/dashingsoft/pyarmor
$ cd pyarmor
$ pip install .

16 Chapter 3. HZ
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VRATPATLEE T 38— AR R4 SO targz B3 zip , R JSAERE pip HEAT 2%

ik A 8.2.9 FFUAHEREGE X Ay AT 228, XAl Oy AU nT RE P oA TEIR IR s AT

EEZRELRR

B i Pyarmor T B KA AE PyPL, S M BT R EOA BRI, AR5 H5 D3| kit it .
B pyarmor.cli.core

HREH pyarmor % pyarmor. c1i

B, 7F 64 i Linxu SE-4 Fifi % Python 3.10 %% Pyarmor:

$ pip install pyarmor.cli.core-3.2.9-cp310-none-manylinuxl_x86_64.whl
$ pip install pyarmor-8.2.9.zip

F£ Android 5% FreeBSD £%:, K N{Efpyarmor.cli.core &AW wheel , FrPAFET R ERAF VMR
fpyarmor.cli.core.android Bi#pyarmor.cli.core.freebsd . i, EAndrOId 245, 15T

THI ) il 2 25 4k 4225 Pyarmor:

$ pip install pyarmor.cli.core-3.2.9.zip
$ pip install pyarmor.cli.core.android-3.2.9-cp310-none-any.whl
$ pip install pyarmor-8.2.9.zip

T — B R JE K ppc64le, mips32el, mips6del, riscv64, loongarch64 ., W% Wheel B30 ], FFIL4LH
pyarmor.cli.core.linux (glibc) B%F pyarmor.cli.core.alpine (musl), 40:

$ pip install pyarmor.cli.core-8.5.9.zip
$ pip install pyarmor.cli.core.linux-6.5.2-cp310-none-any.whl

$ pip install pyarmor.cli-8.5.9.zip

R RGN, BT RN AL pyarmor.cli.core. NAME
* pyarmor.cli.core.freebsd
* pyarmor.cli.core.android
* pyarmor.cli.core.windows
* pyarmor.cli.core.themida
* pyarmor.cli.core.linux
* pyarmor.cli.core.alpine

* pyarmor.cli.core.darwin

BN, F5%4HH Themida FRIZATAL, WiT 2%

3.1. [EHHIE 17
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$ pip install pyarmor.cli.themida-3.2.9-cp310-none-any.whl

1E Linux -5 #2171 Windows 5, T2 45%:

$ pip install pyarmor.cli.windows-3.2.9-cp310-none-any.whl

RN B E A 6% pyarmor-7 , #EF7 24 pyarmor. cli MiAdpyarmor , HI#E T B T EAC T
BENTIRE. B

$ pip install pyarmor.cli-8.2.9.zip

Termux SEGSHFAIMMT

£ Termux V-5, 2 5E M b T ZR N JEAHAT AN T . Bil4n:

$ patchelf --add-needed libpython3.11.s0.0.1 /data/data/com.termux/files/usr/lib/
—python3.11/site-packages/pyarmor/cli/core/android/aarch64/pytransform3.so
$ patchelf --add-needed libpython3.11.s0.0.1 /data/data/com.termux/files/usr/lib/

—python3.11/site-packages/pyarmor/cli/core/android/aarché64/pyarmor_runtime.so

AR AL TR B BCE . Bi4n:

$ patchelf —--set-rpath /data/data/com.termux/files/usr/lib /path/to/{pytransform3,

—pyarmor_runtime}.so

EW, 1847 pyarmor x4 dlopen failed: cannot locate symbol "PyFloat_Type”

7 Python jiiZchif H Pyarmor

R MERER A, il tool. py

from pyarmor.cli.__main__ import main_entry

args = ['gen', '-0', 'dist', '—--platform', 'linux.x86_64,windows.x86_64"', 'foo.py']

main_entry(args)

SRIGIBA TR A

$ python tool.py

ERIEIBITEEN T AT T I 2

$ pyarmor gen -0 dist —-platform linux.x86_64,windows.x86_64 foo.py

PAE SRR AR B, H A B I B R S BT DA i 2% by s A 7% i

18 Chapter 3. HZ
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SEEEE

o1 R I A2 AT PASE 42 1 28 Pyarmor:

$ pip uninstall pyarmor

$ pip uninstall pyarmor.cli.core

# TEMELS -—E®ZER, REXEBFAATRMEN GG

pip uninstall pyarmor.cli.runtime

pip uninstall pyarmor.cli.core.windows
pip uninstall pyarmor.cli.core.themida
pip uninstall pyarmor.cli.core.linux
pip uninstall pyarmor.cli.core.darwin
pip uninstall pyarmor.cli.core.freebsd

pip uninstall pyarmor.cli.core.android

“w v v v v v N »n

pip uninstall pyarmor.cli.core.alpine

w

rm -rf ~/.pyarmor

$ rm -rf ./.pyarmor

i RO E . fTARE PR, #%

K
e
S
g

ik ~ RUEPESRA TR A E S, ATl AR PR
e~ ATREA—HE.

3.1.3 Eifi#iE

o BIXEXAIRIF B E

o R F % ek A E R

o 1 G0k E 6L
- A REERIF A

o 15 IUHAE A

o B EZATEN

o BENOFARE] S AN EE

o AR IR S B AEATE A

o dofT RHALEEIRZ
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o B AT AR SLIEAT BY Ao 5 B A

- FATTHAT LHAER,
- B FHX
— 1% spec AT QL0 E A

AR T Pyarmor 8.0+, (] T I Y iy R A A A B

$ pyarmor —--version

AR Pyarmor FRRA/NT 8, HR AT PEFEAT I AR SORY (2 BT 2271 A AT DATESRRRAS ), 235 TH4% Pyarmor
B IR A o

FERAHRE S, FH BT EA T

project/

— foo.py

— queens.py

L— joker/
F— __init_ .py
F— queens.py
L— config.json

Pyarmor i F pyarmor gen INEANRI R IAS, EHME T FEHETT, DA AR N 2 T RE A4 4 TH i 45

XA R LR, KT e B iy & 1T 22 4 o & 5
AR FIIRER B &

24T AR R R R R s, RS R T S G S H AT DASE B & B RS TLE T A T —a A AR
2R HAE pyarmor . debug. log , /R 2 1E S B & IS 5%

$ pyarmor —-d gen foo.py
$ cat pyarmor.debug.log

BRER H 75 R SRARLE s K Pyarmor (I AH 207 AT 1 ORI, B alad T i o7 =08

$ pyarmor cfg enable_trace=1

JAHZIG, f—RIAT i Qpyarmor gen # A M — MR ER H & X pyarmor . trace. log igsRAH KRS
fRE. Bl

20 Chapter 3. HZ
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$ pyarmor gen foo.py

$ cat pyarmor.trace.log

trace.co foo:1:<module>
trace.co foo:5:hello
trace.co foo:9:sum2
trace.co foo:12:main

B—ATIFKM trace. co FrR@BRIARINERRT, 5181 P BRI B4 PR 2% o8 B0 BRI R 5 B AT

(R A7 A R R A

$ pyarmor cfg enable trace=0
fi£ S S AYE TN BRI A

XTI, AT DA 5k 22 PRI 3 i 2 4

$ pyarmor gen —--enable-jit —-—-mix—-str --assert-call —--private foo.py

Wil - —enable-jit il (i ZhAHE A A AR A B LE AR A I 22 4 1

PRI ——mix-str' REMSIE AN A KIEKT 8 BT,
eI ——assert—call BEREHRERINGES BIAS H Y B BUR S8 0 e

LI - —private BRI AT JB A GE 39k Python RRRSR HIE R AAE
Biltn,

data = "abcdefgxyz"

def fib(n):

a, b =0, 1

while a < n:
print (a, end=' ")
a, b =Db, atb

AR abcdefaxyz MBI £1b SHERANT LR

data = __mix_str__ (b"**xxxx")

EET)
b oemix-str AERIRFAS AT
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(CCANY)

def fib(n):

a, b =20, 1

while a < n:

print (a, end="' ")
a, b = b, atb

if name_ == '__main_ ':

__assert_call__ (fib) (n)
WREE £ib RN REL, A4 __assert_call_ (fib) iR[EIFRAVEEEL, 75 MIHLH R FHE
N T EENIRLE R AT RO, ATRAE IR AR H
$ pyarmor cfg enable trace=1
$ pyarmor gen —--mix-str —--assert-call fib.py
$ cat pyarmor.trace.log
trace.assert.call fib:10:'fib"
trace.mix.str fib:1:"abcxyz'
trace.mix.str fib:9:'_ _main_ '
trace.co fib:1:<module>
trace.co fib:3:fib
EREZHEEMER
R ISRNNEE Python @, , i JH HAW > 0
$ pyarmor gen —--enable-jit —--mix-str —--assert-call --assert-import —--restrict joker/

eI ——assert—import Al ARG S ARIRRERL, B P2 A g e i in A o
PRI ——restrict W DARGERINEAE K GELEIN S BIAS I , A BERINT A S A

BOAREOLT __init_ . py @ SCHY KB A B2 iT AR BIAS B By, ARSI S SR R R4 B2 AN
REBEONRIIA ] o LEFRATRIE:— A dist/a. py SREUE—TF

import joker
print ('import joker OK')
from joker import queens

print ('import joker.queens OK')

BT A

22 Chapter 3. HZ




Pyarmor Documentation, & {Tha74 9.2.5

$ cd dist
$ python a.py
. import joker OK

. RuntimeError: unauthorized use of script

WERFFE S A AR, AR - —restrict | WARMPLERI joker . queens Al
AP S

$ pyarmor cfg -p joker.queens restrict_module=0

PRI AINA—T, KR AT AIE a7

$ pyarmor gen —--restrict joker/

$ cd dist/
$ python a.py
. ilmport Jjoker OK

. import joker.queens

ERREEXRIPE

1E 9.1.9 HUATIA.

T L R UL AT DA FUBERE , SORMS ALV AN S AR ST I 6 bR, (LR AL AN
PRI SRR, 2 FHD R B

o P T P T i P LA K

$ pyarmor cfg readonly module=1

SRIGAE I A

$ pyarmor gen —-enable-jit —-—-mix-str joker/

fiy B —h

$ cd dist

$ python

>>> import joker

>>> dir (joker)

>>> joker.aaa =1

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

RuntimeError: protection exception (16782406)
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AR U TR Z b AR joker.card VA joker. __init__ , AR AP ARHURIH TR BB Y, B URA
FUSiat, B 55 S A TN 21 il B 100 exclude_restrict_modules W, SR JGAESATING . Bil4n:

$ pyarmor cfg readonly_module=1
$ pyarmor cfg exclude_restrict_modules="joker.card joker.__init__"
$ pyarmor gen —--enable-jit —--mix-str --assert-call --assert-import —--restrict Jjoker/

ki --private/restrict 53 --assert-call/import JN%% R, ERIANTE LT @A SRIFANBIEE S AL, BT A
SR gy AR B B L B exclude_restrict_modules H

ISR

RECUHA RS, H Hast AT 2k L SO, (HRBATS 0L T A & Pyarmor 5 DUEI i i 642 .
{H2 Pyarmor {1t 7" =FhJ7yA m] A DX A

L RN Z i Se iR A iiys DU B il F SR, ARSI A, X R B A U S5 ORI . py SCIF,
T ST P A

$ mkdir dist/joker
$ cp —a joker/* dist/joker
$ pyarmor gen -O dist -r joker/

2. M RCE G, 1k Pyarmor H 2)i#5 U1 B e SC1F:

$ pyarmor cfg data files=*

$ pyarmor gen -0 dist -r joker/

AR HFEFEIL ~ yaml Fl *. Json CIF, T IHAHCE G4

$ pyarmor cfg data_files="*_.yaml *.7Jjson"

3. HOHE e 6 Ry DT B Ed Scrt

FARHEEEITER

BRI i A B I A, AT A I B R — A/ N HE A T A T R

$ pyarmor gen —--period 1 foo.py
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AEMEMER SN EE

(I EI b 22 n] DAGRE R AR S 2 B4

BN, WEEE AR B, DUKMHIE S HIE 66:77:88:9a:cc:fafl £8:£f:¢2:27:00:7f , il FIE K
A2 I A B X P B 45

$ pyarmor gen -b "66:77:88:9a:cc:fa" -b "f8:ff:c2:27:00:7f" foo.py

ERIMBXHEREITENA

TE I B A F4 IR Aot s B ) SR -

$ pyarmor gen —--outer foo.py

FEXFPGOLT N e 0 A ek B Gs AT

$ python dist/foo.py

2L /] pyarmor gen key B iE— NN 4H:

$ pyarmor gen key —-e 3

Fmiay o S AONSE P dist /pyarmor . rkey , 5 DIRXAN SR ELEATHIBI A

$ cp dist/pyarmor.rkey dist/pyarmor_runtime_000000/

EFER] PAIEF BT ME AL dist/foo.py:

$ python dist/foo.py

EBATEA — B T, APHE 7 Sh—AH

$ pyarmor gen key -0 dist/key2 —-e 10

$ 1ls dist/key2/pyarmor.rkey

5 DURXASH SO 28 AT B 0 2B e R 1

$ cp dist/key2/pyarmor.rkey dist/pyarmor_runtime_000000/

SN T LI B D AR, HARARN, HARWHER.
HNIBAT I A FRERAZ pyarmor . rkey
SNERIBAT R AW T DM HAL AR, 1 S50k 025 91 i i il
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AR ILEIRIER

TBATHNRAE BT A AR TR ), B AR I 2 5 W] ASR IR T P O BOE B DM B
B E H R QT H 5% -pyarmor , AAJRAEH P EIH# M messages. cfq:

$ mkdir .pyarmor

$ vi .pyarmor/messages.cfg

GBI AN SR XA - ind MKESCHE, I E CRTE B error N STHON WY F AR 1F R

[runtime.message]

N I T I G 23 o

error_ 2 = M AFETIERT HT Y A& E
error_3 = /3 AT T X

error_4 = FHEMFEH B K

error_1

error_5 = B AR X H Y Python M &K
error_6 = WALR T HF YW Z2 %

error_7 = fn % # j% 0B EE T EH
A QI G R W N

5%
error_8 = %%

Jri e TN B A

$ pyarmor gen foo.py

WERARAE BT A BB TR SIS R MR SR (E B, T HAd TR Y 13
MR

\

S fTEGAME, A, By

[runtime.message]

RBEMAE R A
error_2 = R#KME A MK

error_1

SR BB N A B2 R

26
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4 R AT M ALE TR IR A

X HLRFT AR 45 A n] AESECA Python PREEA LI AT n] AT 3
Pyarmor F52L 1] PyInstaller $TELEFHI AT IRATICHE, 35158743 Pylnstaller:

$ pip install pyinstaller

BEATHATI RN

1E 8.5.4 JRAS A
A B B 8 AT PR S B B R T iy - B AT

$ pyarmor gen —--pack onefile foo.py

XA S foo.py , AJFMEM foo.py [FH%H, FHHEG 2 M MBI EE 0, )51
PyInstaller fE 4 B AT 6L A — A~ B R AT AAT SO dist/ foor

$ 1s dist/foo
$ dist/foo

3 SRR IR T ARG | B ARG, PARAT AT A H SR AL, AR ST A B

T AETHREIAR foo. py WMAVRBAMER, NI IAS S Tovk B EAT (Y

BEAEFRRK

1E 8.5.4 JRATIA.
A CERAS SRS B B R T iy BRIV R]

$ pyarmor gen —-pack onedir foo.py

A A FAH FHI A2, HREAEE S Pylnstaller [ RHEE A2 A B SEniE=, &GN
i H &

$ 1s dist/foo
$ dist/foo/foo
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£ spec XHITENE /A

£ 8.5.8 fAIIA.
IR E 247 U spec SCIFRERS BIIT WA IR EA, BN

$ pyinstaller foo.spec
$ dist/foo

A PAEFEE foo. spec G2y ——pack , KHINFTHEMMERA . Fun:

$ pyarmor gen —--pack foo.spec -r foo.py joker/

$ dist/foo

FEIXAETCIR A S RO A, F 2 N TAEAr T4 M A 2 BT A A, 5 A S .
WERAT R B, S T 2T I RIS RE, WS A T Ik S35 479 ho 25 R A

3.1.4 S4RHIE

o {¥ 8 RFT 45X ho 5 By A Pro
o {% ] BCC ¥ Jo 58 flp K Pre

o T HEIRATL X,

o ILUEEF IS B

o SR E BRI Y BA AR
o AR A BRATIRATAS OB 0 2 B A
« BIRIFLEIFSIET

o A RIS o ER R

o 3 3F % A~ Python JE AWy o 55 B AN

o fER N AYIEATHIB &
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£/ RFT R\ R Pro

RET 42X MRy g, e eI ERS 7, PR, 26, ki gEn 4
PRUEAT T HE a4 o

i ——enable-rft J5 ] RTF #is:

$ pyarmor gen —-enable-rft foo.py

JEMERAZ G, XA

import sys

def sum2(a, b):

return a + b

def main (msg) :

a =2
b =6
c = sum2(a, b)
print (' + = "% (a, b, <))
if name_ == "'__main__ ':
main ('pass: ' % data)
pyarmor__17 = __assert_armored__ (b'\x83\xda\x03sys"')

def pyarmor_ 22(a, b):

return a + b

def pyarmor__ 16 (msg) :
pyarmor__ 23 = 2
pyarmor__ 24 = 6
pyarmor__ 25 = pyarmor__ 22 (pyarmor__23, pyarmor__24)

pyarmor__ 14 (' + = ' % (pyarmor__23, pyarmor__ 24, pyarmor__25))
if name_ == "'__main__ ':
pyarmor__16('pass: ' % pyarmor__20)

RFT AR BB Em M a1l o HAAHR, BASBRRBITGRSETR. Bl

" XATIREALAE Pyarmor % 5 T
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import re
all___ = ['make_scanner']

def py_make_scanner (context) :

parse_obj = context.parse_object
parse_arr = context.parse_array
make_scanner = py_make_scanner
T A S A
pyarmor__3 = __assert_armored__ (b'\x83e\x9d")
all_ = ['make_scanner']

def pyarmor__1 (context) :
pyarmor__4 = context.parse_object

pyarmor__5 = context.parse_array

make_scanner = pyarmor__1

IR FEAE ARSI, AT LAR R i &5 B ER RFT R

$ pyarmor cfg trace rft=1
$ pyarmor gen —-—-enable-rft foo.py

BRI GG A S RAFEI H % . pyarmor/rft:

$ cat .pyarmor/rft/foo.py

BUEIBAT N e O A

$ python dist/foo.py

IR A RIS E RS, AT AR UOW A TN, I m] e ke — LU B o )

$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

MR BN Z S50 2 TVEIZATINE AR, S5 RN T i RET 43X R4 TR AR [

2 EANHIHEAUH T Python 3.9+
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fiEf BCC =X InERA Pr°

BCC M 2 AR s A E S —WERIACRS , FEMRA_EIREG08 J5U8h Python pR%L

BCC #iH UM EC Hiifas, X T Linux Fl Darwin Keiit, —fINTFEHTHE, HEBIAK gee #l clang
RETAERAT Ao 7E Windows 355 i, "I LAGEA FIHAER —MI7rAlCE clang. exe , HREIHEHIFGRILEAS
S

s WREAH clang.exe , HEHEHERAHEIEIT clang. exe NSV DA WERSCHAFHE, (H2
TEAAL B H ST, 1T PARC B %48 5 PYARMOR_CC K48 XA Sci:, fFln:

set PYARMOR_CC=C:\path\to\clang.exe

* M LLVM B ¥ R 3HZ 2 i 1 A

* M Pyarmor ‘B M F %% clang-9.0.zip , EEHLR/NZ R 26M 47, B A — T AT e, MG
FEAR B & T, BHARE $SHOMES/ .pyarmor

WL E TR 2 R, PRI enable-bee A BCC fiat:

$ pyarmor gen —--enable-bcc foo.py

BRGNS SN C R RR%, AR AL AR e BRG] T AR RRE, A SR
HC BB, X ABA B BCC AN ) bR K S ARG e 10 (8 1 A7 s A o

N T BRI RSN C %, BT Y7 208 TR B

$ pyarmor cfg enable trace=1

$ pyarmor gen —-—-enable-bcc foo.py

WIEARIE G, b & e e s A A R A I

$ 1ls pyarmor.trace.log

$ grep trace.bcc pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main
BTN 5 R A

$ python dist/foo.py

USRI A S, T AR A R A R LT A T R B B, IR AL B LR BCC U BRI B KL
BIan, WERBATH R R AR AL sum2 A7 5%, AP AANFARIX AR AL

3 AT REALAE Pyarmor % 5 AT J]

3.1. [EHHIE 31



https://releases.llvm.org
https://pyarmor.dashingsoft.com/downloads/tools/clang-9.0.zip

Pyarmor Documentation, & {Tha4 9.2.5

$ pyarmor cfg -p foo bcc:excludes "sum2"

Wil bec:excludes fFE BRBAHR, I —p FERRAMFR. WERBA HEEBIRGARITE, HAb PR

1) 2% BR RS x BCC S 2200 o 334 1 B 2 F) bR 50 e 8 T T i A% X

$ pyarmor cfg -p foo bcc:excludes + "hello"

WFEX I AL IR AN GEIZAT, S H RN T i BCC 12X KA

EHEIRGERX

M T C T ], BCE Y AT SR AL, ARSI AR e BOARY AL BT 2R s AT R

j‘l‘ l% ) #Em%ﬁ’fﬁau\:

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

Traceback (most recent call last):
File "dist/foo.py", line 2, in <module>
from pyarmor_runtime_000000 import __pyarmor___
File "dist/pyarmor_runtime_000000/__init__ .py", line 2, in <module>
from .pyarmor_runtime import __pyarmor_

RuntimeError: this license key is expired (1:10937)

R E A R R G E, IR LA N w0y (AT il

$ pyarmor cfg on_error=1

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

this license key is expired (1:10937)

WARFEEIGR L, ARATAEE, wlDASEFT T i iy e

$ pyarmor cfg on_error=2

$ pyarmor gen —-e 2020-05-05 foo.py
$ python dist/foo.py

AT AR R T AL A SR BRI AL 5 5K
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$ pyarmor cfg on_error=0

$ pyarmor cfg —--reset on_error

RXAMBEE AL IR Pyarmor HifH IR 515 EL, A2 SEME BIAS QRS A= By 4 s 14 S5

ik RN A AEPE Python FLEIAT, IXMEIT AT GETCIAA /R iR ELEGR

HiEMEF

BROATE ORI ——mix—str SMBEHAH A KERT 8 M7 (HEA LM% AT docstring) .
EEX A IR AT BE S S PERE , WEPRTEZATS, WA hl, s U8 .

AR A TFEINE R BERT 10 7 4FH, AT DABE R 9L A

$ pyarmor cfg mix.str:threshold 10

UERATENNE A TR __main_ Fl xyz , S NP A2 T 58

A

$ pyarmor cfg mix.str:excludes " main__ xyz"

TR TFE ISR BT 1000 B 747, AT A A& /pattern/ WYIE N ZRIRASRSCH . Flun:

$ pyarmor cfg mix.str:excludes ~ "/.{1000,}/"

FOH RSN R, R iy -

$ pyarmor cfg mix.str:excludes = ""

Un2R R BN A 8 1 32 Z[RI A AT AR, AT RAGE TR D0 ek O T iy -

$ pyarmor cfg mix.str:includes = "/.{8,32}/"

WL B2 5] DA 1A AR i H G AR ACR

T RERPM R FEDR
el ——assert-call fll--assert—import REWEXT BRERBEHLEA TR, BARTEA TSR, Mkt f
— BTN A A S TG

TR IR T E A — LERRER A FIIT, 20 PRaP— LU TN 1Y eR R B, X I et 75 2 ol — A~ ad
D)3 38 A 3 1) B ORI e HR R 25

B, Eiff--assert—import ZMEHH json Fll inspect LTI HLN:
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$ pyarmor cfg assert.import:excludes = "json inspect"

Hf-—assert-call ZMHTA A wintype_ TFk ok 56 R w4 AL

$ pyarmor cfg assert.call:excludes "/wintype_.*/"

B TR T AR BR R Z A, 53 AR A S R R A AT B SRR R I A TR S, TR
FEN AR TR IE

fiE A A BXARIR FHIE IE N B A

FEMERIAZ 1, Pyarmor 41T, ARABIZITAH WEARRTT # pyarmor: | WAKX AT THSN
ARPE: R IBRARIRAF AN S ) — 3%, DRE S T AR

B, EASHAZL B 5

print ('start ...")

# pyarmor: print ('this script is obfuscated')

# pyarmor: check_something ()

WAL IR IR T

print ('start ...")

print ('this script is obfuscated')

check_something ()

o NIRAR IR AF IS IE N B R AR () — A LB R __assert_armored  SRARIPEIAMIURI a3 s %L

BTG DL T ——assert—import REME AN import WA FARIBLBIF TR, (HRMEHHATT
ERARIBS, AR B, BRI AR B ST A B

m = __import__ ('abc')

MARIFLATT L RBI abe 2B, B AWELA, WA H % M AR A W0 E R
¥ assert_armored__ () FHE m

m = _ _import__ ('abc'")

__assert_armored__ (m)

(H 2 XA S ) B AR A AE — A 100 2 B A I s i, XA A o IE #1217, WA . B
massertfarmoredi () Rﬁﬁﬂﬂ%ﬁﬂﬂg*ﬂ‘ﬁﬁo

PIBAR ARG Ak 1 i AT, AT TS 4 AR A48 T AR A v DA 58 S ke i A 1) 7
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m = __import__ ('abc')

# pyarmor: __assert_armored__ (m)

[ FE, B BHE-——assert—call W &istim— 28535 ZAP MR AL, X B 4 w7 DA A P BR AR 3R AF
M_assert_armored__ () #47 NTARY . Bilan, FHMIHFXFREL self. foo.meth #Ef7 N TAG#:

# pyarmor: __assert_armored__ (self.foo.meth)

self.foo.meth(x, vy, z)

HIREEX/SES

Pyarmor 2 (IL55HRF BRI ZIHF RE, AIDMRIE & 7 12 & WIS R B A FTE 5 10RHR G R .
NT X LiES, HRE#E ~/ .pyarmor/messages.cfg
$ mkdir .pyarmor $ vi .pyarmor/messages.cfg

EE—A L ind B0, ¥II—A runtime .message Fli%Yi languages:

[runtime.message]

languages = zh_CN zh_ TW

error_1 = invalid license

error_2 = invalid license

XA SRR AE S, HHE SR AS E LANG R BEE . R e B FRAT S d TR A
TR

e error_l: YAIEE &3

o error_2: VFR[TEA ] T 24 /i 5%

BOAHE R (G R CE N invalid license , Wil W HEEMITET 240, FE A FEREHR X R
UNE SIS

EHARE S R B A 5IFE -5 runtime .message.zh_CN #ll runtime.message.zh_TW

[runtime.message]

languages = zh_CN zh_TW

error_1 = invalid license

error_2 = invalid license

[runtime .message.zh_CN]

[y
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(% L0

error_1 = B A& & #
error_2 = ﬁiﬁ e %

[runtime .message.zh_TW]

error_1 = P S
error_2 = KA THEATHAE W& HE

IR BTN A

$ pyarmor gen foo.py

LN BHABA T B, B SRR Y TR A 1Y LANG i B BRI S R Y H R 5 S X B A2 zh_CN
80 zh TwW , AP A BN A RS E .

HIEAS B PYARMOR _LANG W] DA R G & N AR B 6 FH 05 15 BIE S .« WERX NI RRE, 24K
RGEIGEASHE LANG o Blin, {8 H T 1 A =2Gs 170 AR B2 s B rp SO AR R S

export PYARMOR_LANG=zh_TW
python dist/foo.py

4 R ES T & I A

1E 8.1 JRATIA.

A ST BB AT R N AR T R T -~ —plat form $8%E HARB A M- G 4K, IXHII 1A TRy
T8 & ZFR.

B, fe—& Darwin I A i BT T AIZATHE Windows "RTHIF I MIAS , 75 SR AT R I iy &

$ pyarmor gen --platform windows.x86_64 foo.py

Python tlpyarmor. cli. runtime fR{it T HAM- G AL 1D A, B5-1- 5 N 75 200 e 23X 0,
REA LR, SRR

WERTEME AT LASAEZ A6 b, AIAER ——plat form ZIK, fRER—MiTHFG. fla, T
THTF) iy 42 L TN B AS AT AIB A TAE 21> x86_64 HYHRAE R 4L

$ pyarmor gen —--platform windows.x86_64
——platform linux.x86_64 \
——platform darwin.x86_64 \
foo.py
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Z# %4 Python RRAByInE %

1E 8.3 FRAIA.
N — AR foo.py [FIH S FF Python 3.8 F1 3.9 [y A B
B e N5 —> Python 4~ 23 Pyarmor:

$ python3.8 -m pip install pyarmor
$ python3.9 -m pip install pyarmor

WRE LWL T Pyarmor FJVFRIIE, AR — Python A UEA LM}

$ python3.8 -m pyarmor.cli reg pyarmor-regfile-xxxx.zip

[ B3 E N B MultiPythonPlugin:

$ python3.8 -m pyarmor.cli cfg plugins + "MultiPythonPlugin"

{1141~ Python AN SN IAS , PRAFAEA R H 5%

$ python3.8 -m pyarmor.cli gen -0 distl foo.py
$ python3.9 -m pyarmor.cli gen -0 dist2 foo.py

e fE A B AR merge . py ARG FFPIAHIH H %

$ python3.8 -m pyarmor.cli.merge -O dist distl dist2

2 AT dist:

$ python3.8 dist/foo.py
$ python3.9 dist/foo.py

ERAH#METHEE
EATAR Sy L AT DAR AR I, I BRI BIAR A I BT T, SRR AN 75 SR U4 B A 14 P A il

B SR fy S pyarmor gen runtime A= B3 24 T4 Bh A

$ pyarmor gen runtime -0 build/my_runtimel

$ 1ls build/my_runtimel

REAEIME ARG - —use-runt ime 5IX Mzt THiBI L
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$ pyarmor gen —-use-runtime build/my_runtimel foo.py

KA IR B AS ) I SR B2 A7 44 8 60 % DL 305 B AS 1y 1 B AR dlise:

# F # pyarmor_runtime_000000 £ # & A L x4
$ 1s build/my_runtimel/
$ cp —a build/my_runimel/pyarmor_runtime_000000 dist/

LUE SR SaS RS i A e = N DP Y i) F O O T Dp i

$ pyarmor gen —--platform windows.x86_64,1linux.x86_64 build/my_runtime3

WERAE o120 91, A8 N A AISA 7 B AL B I R 5 B 1650 - —outer o BAN:

$ pyarmor gen runtime —--outer -0 build/my_outer_runtime

$ pyarmor gen —--outer —--use—-runtime build/my_outer_runtime foo.py

# ENETHGLE TR AR B R

$ cp —a build/my_outer_runtime/pyarmor_runtime_000000 dist/

# R E
$ pyarmor gen key -e .10
$ mv dist/pyarmor.rkey dist/pyarmor_runtime_000000

3.1.5 EflF0H R

o R EHBATHIB) 0y B AR

B & SUH BRI 09 R A A

152 A Jio 35 B P15 AT H B €L 9 IR B

1 ) Bl R AT 4R % e A 3| Docker
A ) AR IR &85 19) R 45 46 & B AR 2

PRAPIZAT 4l By AR

FEINIRE P 3G o2 AF

Pyarmor i ] "~ i 77 X HEAT S8 H A e
o ffi [ty pyarmor cfe 1R ERARL B
o AT o 5 A E RIS SRR AN SO T RN
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o fHRI R AL T XS ATIN 2 0 AR AT R E il

REETHE BB

1E 8.2 FRAI A
BN L R Is TR G R 2 pyarmor_runtime_ xxxxxx

XAZFR A ARRC B O AT A AR A FR . BIANSEE 44 7 my_runt ime:

pyarmor cfg package_name_format "my_runtime"

BE L RERPHRHFORER

TE 8.2 FATNA.

Pyarmor 8.2 i fil—AMHLE I auto_mode FIRSEIL H & AR AR BB, ERBOAEN and |
X g BT MDA TR ASZ —HE . and B SCR A I EAE R ER 172 B3R BIZ A, w7t 2

includes fll excludes {4,

WERBHCHAED or |, WIZIRER T A SRR R BNBEERZ S, 87 ZA-Y includes BIMAYR L. BN,
NS, BT R A SRR R AN, BESMRI R £oo Al koo:

$ pyarmor cfg ast.call:auto_mode "or"

$ pyarmor cfg ast.call:includes "foo koo"

$ pyarmor gen —--assert-call foo.py

N A T AR R A import AT ELIE AWM joker . card:

$ pyarmor cfg ast.import:auto_mode "or"

$ pyarmor cfg ast.import:includes "joker.card"

$ pyarmor gen —--assert-import Jjoker/

{5 FA D024 4 12 1E 32 17 4 Bh B B9 4 i T3

£ 8.2 UAA.

TEf# 1 Dawin F) B, QISR Python JA ZEAAERMERAT, AR AIBAT N M7 I 16 RT BE 2 PR R 4R 2] RO
¥ Python 785 LM H B 2 % -

R T EBATINGE A T PR E X RIS #, S AAE N B A 14 PR A8 T A 4l Bl B ) A5 20 (02 8.«

HEER -Wis T 3h 3% pyarmor_runtime. so MK
VU A A T DM BB T B B A FR, BBUR NS A e iE 1T

3.1. EHHE 39




Pyarmor Documentation, & {Tha4 9.2.5

$ otool -L dist/pyarmor_runtime_000000/pyarmor_runtime.so

dist/pyarmor_runtime_000000/pyarmor_runtime.so:

pyarmor_runtime.so (compatibility version 0.0.0, current version 1.0.0)

@rpath/lib/libpython3.9.dylib (compatibility version 3.9.0, current version 3.9.0)

R E P54 FHE%A erpath/lib/libpython3.9.dylib , T @rpath/lib/libpython3.9.s0
s A2 A TCYE e 3

R A] DA R R AS I XA T, e M A pyarmor/conda. py:

_all__ = ['CondaPlugin']
class CondaPlugin:
def _fixup(self, target):

from subprocess import check_call

check_call('install_name_tool -change @rpath/lib/libpython3.9.dylib @rpath/

—1lib/libpython3.9.s0 ¢s' % target)
check_call('codesign —-f -s - 2s' % target)
@staticmethod

def post_runtime (ctx, source, target, platform):
if platform.startswith('darwin."):
print ('using install_name_tool to fix %s' % target)

self._fixup(target)

JE XA RIS, 985 R s A

$ pyarmor cfg plugins + "conda"

$ pyarmor gen foo.py

T ARG LA R IR A% A T P A7 B A DA 75 2
UL

e 3 1
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fE A+ T8 E M AF] Docker

TE 8.2 JiASTA.
R AT EI A app . py 48E B4 TEEW T Docker T, ‘BT id 43542 docker—al , docker-b2

W2, EHhAE— A4 T .pyarmor/hooks/app.py

def _pyarmor_check_docker () :
cid = None
with open ("/proc/self/cgroup") as f:

for line in f:

if line.split(':', 2)[1] == 'name=systemd':
cid = line.strip() .split ('/")[-1]
break
docker_ids = __pyarmor__ (0, None, b'keyinfo', 1).decode('utf-8")

if cid is None or cid not in docker_ids.split(',"'):

raise RuntimeError('license is not for this machine')

_pyarmor_check_docker ()

SRIG IS A, [A] B Docker 117 BAFAER)Z 4T % 41 H:

$ pyarmor gen —--bind-data "docker-al,docker-b2" app.py

AT A DABSIE LSRRI ARG IN—2% print (5/A)7E I AN T 3EF T
JJUR

W om

MpARANT __pyarmor__ ()

{5 FA Hfth P 45 51 181 AR 55 SRAS 2 AT S

1E 8.2 AA.

AT s S Ath R 485 Bt TR IR 4528 Sk FEAT I
HeRIEMA%NT .pyarmor/hooks/foo.py

BROATELL T Pyarmor 215K NTP iR 55 g Sk i M A B A 508, sk NTP S I 3A I, AR PAGE e

def _pyarmor_check_worldtime (host, path):
from http.client import HTTPSConnection
expired = __pyarmor__ (1, None, b'keyinfo', 1)
conn = HTTPSConnection (host)
conn.request ("GET", path)

res = conn.getresponse ()

(A

3.1. ERHE
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(€AY

if res.code == 200:

data = res.read()

s = data.find(b'"unixtime":")
n = data.find(b',', s)
current = int (datal[s+11:n])

if current > expire:
raise RuntimeError ('license is expired')
else:
raise RuntimeError ('got network time failed'")

_pyarmor_check_worldtime ('worldtimeapi.org', '/api/timezone/Europe/Paris')

SR A, A R0 B BB B T AR R )

$ pyarmor gen -e .30 foo.py

TR AF AR AT DASE ) 2 ol Fr A R e 2 P 5 e 1]
UL

Fp A#MT __pyarmor_ ()
RIS ITHBNEIR
TE 8.2 AT

T T AR A A S A TR BB pyarmor_runtime. so WU AR PRHIE A BB
Bt E— N T A . pyarmor/hooks/foo.py:

def check_pyarmor_runtime (value) :

from pyarmor_runtime_000000 import pyarmor_runtime

with open (pyarmor_runtime. file , 'rb') as f:
if sum(bytearray (f.read())) != value:
raise RuntimeError ('unexpected ' % filename)

check_pyarmor_runtime (EXCEPTED_VALUE)

% 7171) EXCEPTED_VALUE TR EL@eB il SL bl (H@ X BARE— . KN 2 JG s i Bt
Ht pyarmor_runtime.so @AY, FTPALFEA G245l BIAH i ] A2 HOSC 745 R o 53X AN FRAT
AT PAE A SR S B, FEAE B U2 JE, HahTP R R, RSB ECN T AR

# Plugin script: .pyarmor/myplugin.py

_all = ['RuntimePlugin', 'CondaPlugin']

EET D)
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(% L0

class RuntimePlugin:

@staticmethod
def post_runtime (ctx, source, target, platform):

with open (target, 'rb') as f:

value = sum(bytearray (f.read()))
with open('.pyarmor/hooks/foo.py', 'r') as f:

source = f.read()
source = source.replace ('EXPECTED_VALUE', str(value))
with open('.pyarmor/hooks/foo.py', 'r') as f:

f.write (source)

class CondaPlugin:

IR JE R XA

$ pyarmor cfg plugins + "myplugin"

B A O A, TR

$ pyarmor gen foo.py
$ python dist/foo.py

XAGI T R R AT EML, FEARELESL PRI H T O o AR A TFIRI 4G 75— R T AR EI A R 1 5
R, FAE RS H O R A A, SR BEEIE AR

S
Jir AR AT

MR AP I IERR

TE 8.2 FATNA.
s B AAG A o 20 5 41 SCUFEIY I 25 Z s SR AT AR AT 4T B4, B DA T DARE AN 67 SO i B 16
HRE, XX A AH A TR

Pyarmor @t T 8 (0T DA RS SR SRS, XA AL R 90E 5 BT I B, IF
HALA B 5 AR SRS -

# Plugin script: .pyarmor/myplugin.py

from datetime import datetime

G
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(% L0

_all_ = ['CommentPlugin']

class CommentPlugin:

@staticmethod
def post_key(ctx, keyfile, **keyinfo):
expired = None
for name, value in keyinfo.items():
print (name, value)
if name == 'expired':

expired = datetime.fromtimestamp (value) .isoformat ()

if expired:
print ('patching runtime key')
comment = '# expired date: \n' % expired
with open(keyfile, 'rb') as f:
keydata = f.read()
with open (keyfile, 'wb') as f:
f.write (comment.encode())

f.write (keydata)

JERRXANEIE, RG4S — MR B

$ pyarmor cfg plugins + "myplugin"
$ pyarmor gen key -e 2023-05-06

EAEIMNTE PR

$ head -n 1 dist/pyarmor.rkey

S

fre 2 31

3.2 M FSERR

3.21 REREMMRRERE

o o T A R 3 A MY i K

44
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o o foT A AR g M 6% e 5B iR
o REEE S 8y G R

o TR ARG ozt

TR RER LA

I TV AT AT DA A o 22 4
* ——enable-rft JLFAFEMIERE, RHAEH LI
* ——enable-bcc RESYMBREBHATIESE, (HEWREHEMNFLL L&
o ——enable—jit W] AR IS gmiE
* ——enable-themida A PAR LB, (HEX RS RO, I HAUAE Windwos W] ]
o —-mix-str AP AT FAFE R R
* ——obf-code 2 Ref% [N SN [ 4% Bytecode FIMEE
e pyarmor cfg mix_argnames=1 £ R SE, B2 0] HE-FEL annotations A 1] [
I TRV T AT DA RGBSy g
« ——private
» ——restrict FERNRVFINTMA BT AR N pA
I T VS T AT AT 12 A 0o 285 B AS o e RO A AR A B 1 R
« ——assert-call

* ——assert—-import

W MR ——enable-—rft | WERINZSZENT M RFT 42X, . BOIARER TR MG, (HE20 i
KEMAFIEAATEMNS . WRAREWETFE, W8 HECE LD rft-auto-include

MR ——enable-bee , HRIMNSHRANT # RET 42X HIAEZRY Python U C AU

90 e & R A= BREG N B A

i1 T IS T AT DAZE S R S s N B A, 2 A A 24 T . pye
e ——obf-code 0
e ——obf-module 0

e pyarmor cfg restrict_module=0
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WERFERRE LA, BN R B AR, AR 2 RIS F RFT 4%
e ——enable-rft

WERA IR TR, AR - -mix-str RN BELIERE, OISR PUR TR IR LIRS
P, AT RIS, ATREXHERE S N S

e pyarmor cfg mix.str:includes "/regular expression/"

e ——mix—-str

A EIZEE R F B 7 T

bR B8 L gt o AT VA
WPRRFT # X O & R % e (B ERGE AR €25 R4 4r) , A fH Tk
WUHEAT 0
+ —-enable-rft
+ ——obf-code 0
+ ——obf-module 0
o —-mix-str RIS, WA EL IR AR R HERETOR, W AR E
WK BB RET 52 X, AN REWE R L axTioR, IR M T T e
« ——enable-rft
« ——no-wrap
o ——mix-str M IERM
X1 HAl K 2 Bt B
WIRRFT 45 FIBCC 455 W], B2 M8 R THI (35 0
« ——enable-rft
+ ——enable-bcc
o ——mix-str I ERI
+ ——assert-import
WIRRFT 42X FIBCC 42X AR, ] R TAI 225
+ —-enable-jit
* ——private B ——restrict RRHHISMBIIA T RN HA
o ——mix-str Mg
+ —-—assert-import

e ——obf-code 2
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URSRT BELRP 5 B e R S HL A SO A N A BRI, S TI T ) e 5

* ——assert-call, [AIIAREHE, HRCHEREBIRY", DB Z T A4
T Xk L R R TR AR

WERPERESLVFINTE, SR ——enable-themida , XABEIL R REMRKRE LI 1A% 1
eiti, AHERXTPERE S R — Lk

EfpAEmEZ 2

CREREN
Pyarmor fE4E B TERIR L i, SAUBURICH AT BE, B 5 B i g ATy S TR A AR RS

E@XT A, RN BIKIEASHATIE, BT ARG RS A 2 P a4 A P AR B A
PR HARI, SRJETE S A LA, XAERES S A

3 BHER 2 BCC A XA ALK Sy C AU, FrL AR T -—enable-bec , —ff i
(BB 5 AT

3.2.2 fRPEITHRZIM SRS M

Pyarmor FJ 1%L I RE 2 PRI Python A TEVAR S 4w % , e 2 A nl s Ui e B, 4 REH% SCBE Python
AR TCIE A AT 7 5 4 S g i o . (HRR T A7kl B ddisf o 2 B fjdr, Pyarmor 35047 HEAT
RZ R ARG I B R Ia AT I 2 A, AR AR BB Y TR R TR

Pyarmor W] AR 4% R 1] Python [ S BERAL I Toyk A SRBGSA TIN 20 R Kt , (02 Bl P ia T in i A4
) Python HYEREASFIY AR pyarmor_runtime AEERCE sl E 120k, JUHURAEIZATI 20 6 IR il s B2
RNAFRISEL, X el T Z MY T iR TR IR & WL PP 20A

o (R R G HL LAY 254 B LTy U R AT DA T SR SIS R AT DO e A 1B 24
o i 28 =07 B9 T BT SR AR L BBl 0 VMProtect 54547 Python DA S pyarmor_runtime.pyd/.so
* Pyarmor @it 7 —SEfRIP IR, REAS SN A SIfRESS, AIURIAAT (559) SRS 5FTi6e

* Pyarmor $2{it T IIAKN T, ATDARIRESIN B 2 SR, SEFTIS IR g 25 45 Fh B SR TP, XA

WLAHIBETs, (B2 RS Fe it RO i 22, oA AHLE P A SCROPRIP RS, BRI 2 1 B O
I, LA R KU T AL PR (R LB . X TARLE A JE M RAPBOR TR i T A ]
PAEH SR

KA B R

W LI E R — U2, WRAEAT Python IR HMRE &8 vl DARIE i, A8 41247 %I f) Python Kb st s A Ak

o BTAAEARUEIE AT I AR A AR 2R AN RE DR -

RESE X — s I X H A Pyarmor R AL AT - - pack BILYRBIE, AR5 60 MR T A ARUEA: sir

AR BB I ANE B, XA RS PR T B HE L Python B BB R ARBUSATIN 2R 8t .

U TR AR B A MR R, REHEHIER BB, 2% - private TIHLH
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R A

$ pyarmor cfg check_debugger=1 check_interp=1

A O R T i 2 I A

$ pyarmor gen —--mix-str —--assert-call --assert-import —--private —--pack onedir foo.py

IR AT ORI dist/foo/ H NI M AT HRAT SRS, AN T H 2L PR3N A BERL
B LA RAEB AT B A GRS AN BER B 2L

B 4NEB T HA codesign, VMProtect %5,

&ix

JEASH T
N T e A, AT DARE AR AN TR A6 PyInstaller FZE B , A PR DR

NG RSN IS, A B AR P, HF HAEARN [ Pylnstaller BiUAS AT BE S A, AR
P H ORI R, SHERXANRBI5S HOMRAARNT .

# Hook script ".pyarmor/hooks/foo.py"

def protect_self():

from sys import modules

def check_module (name, checklist):
m = modules [name]

for attr, value in checklist.items () :

if value != sum(getattr(m, attr). code_ .co_code):
raise RuntimeError ('unexpected "% m)
checklist__ frozen_importlib = {}
checklist__ frozen_importlib_external = {}
checklist_pyimodO03_importers = {}
check_module (' _frozen_ importlib', checklist__ frozen_importlib)
check_module (' _frozen_ importlib_external', checklist__frozen_importlib_external)

check_module ('pyimod03_importers', checklist_pyimodO3_importers)

protect_self ()

2 REAE Intel 1686 RINIF-4 LM EN check_interp , XAEIIEIETEX LG T AR,
3 ISR T one£ile FTABCH AN TTHAT SO, BT AESCILELIE AOARIRCRIE . BRSSO e BT R I3 2 R B — A
B H SRR IEAT, BIE M Sh A& PESEA S SO AMB L JG W H SRR, 75 B 1 R X S e 0 s S 2
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H il A B A o s (RsemifT), A TSI EIEMR A N, F7 2 e i R — MR e B E
I check_module

def check_module (name, checklist):

m = modules [name]

refs = {}
for attr in dir(m):
value = getattr(m, attr)
if hasattr(value, ' code_ '"):
refs[attr] = sum(value. code_  .co_code)
print (' checklist = ' % (name, refs))

BT R a2 MG B EIE R A, AU AT AT e R 5

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

checklist__ frozen_importlib = {'__import__': 9800, ...}
checklist___frozen_importlib_external = {'_calc_mode': 2511, ...}
checklist_pyimod03_importers = {'imp_lock': 183, 'imp_unlock': 183, ...}

GRBIAKN T, IREFORIBREL check_module H A MU AUAS B S ORG24
F i (8 BLIE B T A R 2R e 2 1)

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

a1

TE 8.3 JRAMA.

M PR AR S H O S A 2 R R AT A] S R 30 ACRS , ACRS P RAGE ) Python SEER, 79 RARER
pyarmor_runtime 4% 4% H B iz B 21 o

HARRE R ERE A .pyarmor/hooks/pyarmor_runtime.py , EX—EKEbootstrap ()
RHATEIMUK A . Flan:

def bootstrap(user_data) :
from ctypes import windll
if windll.kernel32.IsDebuggerPresent () :
print ('found debugger')

return False
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3.2.3 {TEERIMBEARINEEA

T HE BB AN T — N AR sre/myapp . py HHTH 140 E 40
B4 f# ] Pylnstaller (1

$ pyinstaller myapp.py

HEE N AR TR L A AT AT S [ I 1 MR

$ pyarmor gen —--outer --pack dist/myapp/myapp myapp.py

IR A MR B

$ pyarmor gen key -0 keylist -e 30

XHFAT AL AN H SRR OR YL, — B ua T S 2iatr i By H >, pilan:

$ cp keylist/pyarmor.rkey dist/myapp/pyarmor_runtime_000000/

KR ] ATEAL AT LB AT T AT X dist /myapp/myapp o Bil40:

$ dist/myapp/myapp

WASRFTE RN AR HAT SN, — BB AN SR T AT SO [ F SRR T, FF B an s o 7T 3T
XPARR . FHARR Bl

pyinstaller —--onefile myapp.py
pyarmor gen —-outer —--pack dist/myapp myapp.py
pyarmor gen key -0 keylist -e 30

«w v v »

cp keylist/pyarmor.rkey dist/myapp.pyarmor.rkey

IRJE X R AT DAEAT R H Sas A7 nT AT S, piln:

$ dist/myapp

S

A — P LR AEIBA TR P — D EE H SR R, AR5 0B AL R AR E XA H . Bl

export PYARMOR_RKEY=/opt/pyarmor/runtime_data
mkdir -p /opt/pyarmor/runtime_data

cp keylist/pyarmor.rkey /opt/pyarmor/runtime_data/
dist/foo

«w v v »n
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3.2.4 iTaMBHAR S Wheel

PRI A H k&5 a0

$ tree test-project

test-project
— MANIFEST.in
F—— pyproject.toml

F—— setup.cfg

L src

L parent

F— child
\ — __init___.py
L— _ init_ .py

SCPF MANIFEST. in B ZEHIT:

recursive—-include dist/parent/pyarmor_runtime_00xxxx *.so

4 pyproject . toml

[build-system]
requires = [
"setuptools>=66.1.1",
"wheel"
]
build-backend = "setuptools.build_meta"

Y setup.cfg

[metadatal]
name = parent.child

version = attr: parent.child.VERSION

[options]
package_dir =
=dist/

packages =
parent
parent.child

parent.pyarmor_runtime_00xxxx

include_package_data = True
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src/parent/__init__ .py Ml src/parent/child/_ _init_ .py &fH[FEM:

VERSION = '0.0.1"

e

$ cd test-project

$ pyarmor gen —-recursive -1 src/parent

TN 2 e ) H SRE5 N

$ tree dist

dist

— parent

— child

| F— __init_ .py
| L __pycache_
|

L— _ init__ .cpython-311.pyc

F— _ init__ .py

L— pyarmor_runtime_00xxxx
%—f __init__ .py
L

pyarmor_runtime.so

BEE A wheel:

$ python -m build —--skip-dependency-check —--no-isolation

HRR AR A T

* Building sdist...
Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 81, in ___
—getattr___
return next (

AAAANA

StopIlteration

The above exception was the direct cause of the following exception:

Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/setuptools/config/expand.py", line 191, in.
—read_attr

return getattr (StaticModule (module_name, spec), attr_name)

KAl R AR & B0 A U BUTE StaticModule |, Wl S8 S FRFITTS, AALER setuptools Pt
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XA R E L, BT ast.parse HEMFTHER PSR &, 33 4 SRAE & A B 7R
WH . AT RO, FDAEEAEME G MA dist /parent /child/__init_ .py HEII—4T

from pyarmor_runtime_O0Oxxxx import _ pyarmor_

VERSION = '0.0.1"

ERECATE OL T I AR A RVFBYR), T BRSSO AN, 75 B R w9 iy & b A 7 T

$ pyarmor cfg -p parent.child.__init__ restrict_module = 0

$ pyarmor gen —--recursive -1 src/parent

H ok Wipyarmor cfg -p parent.child.__init_ 2 HEEXENEIIRE parent/child/
_init__.py BYRRE, T HARBIHAK A 2 A .

IAEME L dist/parent/child/__init_ .py ZJEFKEIT NH G347

$ python -m build --skip-dependency-check —--no-isolation

FiE SLis ATl A #5k
WERARAE A SGE TRBI 4 5508 Libruntime , H HAFHE] 7 HR parent . child N, {RFFZEL

MANIFEST.in:

recursive—-include dist/parent/child/libruntime *.so

F setup.cfq:

[options]

packages =
parent
parent.child

parent.child.libruntime

SR B THD A e B o

$ pyarmor cfg package_name_format "libruntime"

$ pyarmor gen —-recursive —--prefix parent.child src/parent

TGNz wheel 2 FIATELCNT dist /parent /child/_ _init_ .py #HTEH:

$ python -m build --skip-dependency-check —--no-isolation

Wik
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BT REBAE N W2 5 HE11Bk dist /parent/child/__init__.py , #RAJDABIEE—ANe 5 454 .
pyarmor/myplugin.py:

all_ = ['VersionPlugin']

class VersionPlugin:

@staticmethod
def post_build(ctx, inputs, outputs, pack):

script = os.path.join(outputs[0], 'parent', 'child', '__init___.py")
with open(script, 'a') as f:
f.write ("\nVERSION = '0.0.1'")
IR I XA

$ pyarmor cfg plugins + "myplugin"

XA ERRAT WA TR 2as A7 N A a2l A 1

$ pyarmor gen —-recursive —--prefix parent.child src/parent

$ python -m build --skip-dependency-check —--no-isolation

3.2.5 {TBHIARIFHERIP RS E

e 8.2 HRATNA.
e 8.2.2 AN KA T : AAEAF I ——restrict A --pack RIRIPRGE.

Pyarmor X {# /] PyInstaller 3T (/b4 2115 (177 sCER ML TR PRAFT, S A T T A 2R 8 1 LA T i A
PRI S HR B R AL P A RO B a1 T BT

ARG, BTN — A foo . py FF R PRIF ARG .
FATFLEAE Pylnstaller FZALHITIRER S foo. py P HIHKIE .
B foo . spec:

$ pyi-makespec foo.py

RIGBEUEXS foo . spec:

a = Analysis(

# Patched by Pyarmor to generate file.list

EETI
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(% L0

_filelist = []

_package = None

for _src in sort([_src for _name, _src, _type in a.pure]):
if _src.endswith('__init__ .py'):
_package = _src.replace('__init__.py', '")

_filelist.append(_package)

elif _package is None:
_filelist.append(_src)

elif not _src.startswith (_package):
_package = None
_filelist.append(_src)

with open('file.list', 'w') as _file:
_file.write('\n'.join(_filelist))

# End of patch

PRSI SIAT R foo.py , [AIRMA AL & BA OB RSO £ile . 1ist:

$ pyinstaller foo.py

i TP S TR e A 3 A BT

$ pyarmor gen —--assert-call —--assert-import --pack dist/foo/foo foo.py @file.list

XA IR T EEAR SEBI AR IR, AR E O SEERE OL S H TR T RIAS I e 2
PEI. QA SRR AN TAEBUE MU ST £11e . 1ist

3.2.6 FRRMELEPmIDHIR

FONBI A G ut £-8 , 2 hEE AR B I L1 BRgm T A a8, T DASE P T B T4 5 LE A ) S i 51
TN THT R i T DA BN A G R S gbk:

$ pyarmor cfg encoding=gbk

[ A AT DA R i B B R S SO messages . cfg FRE GG . BN, SR a2 T DA B i i A i
TH B SO 2R ts A gbk:
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$ pyarmor cfg messages=messages.cfqg:gbk

3.2.7 fiRgEIA$ Docstring

{52 FH T T P C B T LA SR o B4 DocString:

$ pyarmor cfg optimize 2

Bl &I optimize ] F{EAIVEHiES % compile

3.2.8 {ERWTIE

© ATPREM
o ML
- SRR R E AT R 8Y S
o f& A K B R Ao FRRIF T IE
o AE R E ARRMF T
o iE R A RFT IR IR &
o A2 & H T IE
- WHEET
- AR &I
— AR B KRIR & EM A
- BEREEEM
— BT R 89 Docker %35
- AHSREMNBREMLH

A&k BRI § AT iE

o JH2R Pyarmor Z J5 W95 T iR A
- FHBE R ARHFTIE

- F+4RF| Pyarmor 9

56
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AR

FENHME M AT IEZ 1, T2 e T 54T
L — VPRI #0E U, ST 4 ISR A VR il e
2. 4% Pyarmor 9.0 PA_F M ARAS 135 4%
3. MR T B ARSI HI R
4. T E VIR G0 B A4 B

M BIE
(ETVF AR AT TR AR AL, 7V PTIEBE NP 44 B, 58 M2 I Pyarmor VP T IEES5 5 £ ]
VAVFATIERG 22 0, SO BT TG P 52 5 SE R

WIHEAC— M R TR, TESE — M i, (5 —p $8 8 W nTUESS 2 = A4 PR, WARAE SRR Ak =
ra A Pyarmor, BRATE IR FRIXE N non-profits

(BB VP AT UESE E )™ i 4 ARl EkeCloud , ARG R M i & HEATHI AR S0 i M

$ pyarmor reg -p "EkeCloud" pyarmor-regcode—-xxxX.txt

AN Z 5 & RN AE S — AR 2 0 U pyarmor-regfile—xxxx.zip , EXASCIFBH RAEHAL
# EHEATEM} .

T AN BRI 508 S BT RSN, TERIIR L IR SRR, e S AR s L T =
A o

HZERE IS, —HZEK, Pyarmor H AR Il 55 .
BT, VFRTUESE s 17 i 2 PR A REAE DA T 1B P

SR VFEIE R EEFEFF A B0 &

IR BT e, BOA IR, AVFRIIRICEIC I MBS E ™ M 4 55 TBD o Bildn:

$ pyarmor reg -p "TBD" pyarmor-regcode-xxxX.txt

BER A PR TBD MVFRTIE, WMHENAS A 22, (8 TR T8I O i -0 A T B 7 fh 44

$ pyarmor reg -p "XXX" pyarmor-regcode—-xxxX.txt

WERANNHZ NBEAETEN, T2/ A& H 31E N non-profits , FHARHEL.
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5 A B it i 0 & SR 7 BT E
BAM IR

L s os S AT Am4s B, AR SR I ) 53 i S A
2. FEHA R & = 0 i BT
P DE M L pyarmor-regfile-xxxx. zip B HAMFEE MRS, Rl R a3

$ pyarmor reg pyarmor-regfile-xxxx.zip

EAREMEE:

$ pyarmor -v

TEM N 2 J5 B B A 1 S M B VE R E, U B A 7 LI M S iE 1 PTE
B Z W AE 100 & Bt # EHEMHE T Pyarmor

TEfg G BIBAT— RN ST AT, AN 2 Bz T a2

7)€ Docker 78 8 CUCD "B %M, FmfT— YOS TR 7 — &8k &
S

f& CI/CD & 2.7 1 ] Pyarmor

{3 &Lk WV T E

1E 9.0 AT
LA A TR
L isos S T Am4s B, AR SR I ) 53 ik S A

2. HEM LM pyarmor-regfile—xxxx.zip FEASHLIR £ T THI A iy 2 [a] AR 55 7 11 oK A 4 3 5C
(o

$ pyarmor reg —-C pyarmor-regfile—-xxxx.zip

HFoRNIIZ G, 24 NELTEN M pyarmor-ci—xxxx. zip
TEAS M5 28 L THI A A 45 S F nT IR R A 215 L

$ pyarmor —-home temp reg pyarmor—-ci-xxxxX.zip

THIAE CUCD 2 I LM S, TR SRR — 72 R il
2. MRS LM SCRE CI/CD 452 Pyarmor:
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# FEHEE "o.xX.Y" A YR E AN Pyarmor B R K
pip install pyarmor==9.X.Y

pyarmor reg pyarmor-ci-xxxx.zip

L P ERENER:

pyarmor -v

(PR 2R Y SR A T
o FERIEM SR SRR 14, @2 AR5 2 d0E s
o LRI ST BEFE TR 1 Pyarmor HHARRL, SRk R AR o i
© TR LM SRR B Z R 100 1R, R 2 J5 4 TO 3 R A L S

WP ELIFIER B TELY, NEEAR &
4 CI/CD 454k runner A H S AL R SE, CLFWER AEJCIE TAE
—MIEHLT, AnSR runner i Docker Z54%, M2 PBR A, EIEM L B0F Ik

S

f& CI/CD % % ¥ £ F) Pyarmor

ERKERT IR E

SEF O AT IE L BE F T A 5 B AR RS, (R R R — MR a2 754l A 4 G T e
o TER#% [2¢%% Pyarmor 8.4.0+ A ial I Hi 4
o 24T N a1 R MLAAR AT

$ pyarmor reg -g 1

INFO current machine id is "mc92c9f22c732b482fb485aad31d789f1"

INFO device file has been generated successfully

s A, ERE A AR SRR
o ARAE—REE Z JEHLER IR AL, IR A% R LAGE STV AT, 5 00 T 6 i B A
SZIRNS

X1 Docker Za3k 1, WA T4 I [ A9 7 46 A Docker Host., 15 Docker Host 1] DA FH £E 1 i 7F AT IE
250 P PATEH: BIs AT AN 3Z BRI Y Docker 2525, HARME 771415 2% how-tofregister H1H) 32 4T A % MR | £
Docker &A%
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W Docker Host [FBLES AR AT Ik R AR & A 1284k, IR 2 S AV I E JC ik 384 TAR ] Docker %% 2%

REBIIYILRAS, BIRS5EF DA S AR [ R AR Y B SUPL (qemu, virtualbox, vmware) WJ DA HI A1
VPR, £RBIBOAWIEART] ] CU/CD E

{5 FA SR EAI R ¥F =TE

1E 8.2 HUATIA.

B ANRHAF TR — 4L, — D HRZ T 100 E&dis, - PMREE 19, KK 1E
100,

KU B AT S, BIEE — G M TN 1, B oGuas 2 545,

BT DA EAL, AL, SRS ML, RO ID A ER E R AR T K
RV, 25 e DA S B P A ) R WA HE AL (Qemu, VirtualBox, Vmware) 1] DA 1 2 A1
VFANIES

—HREEM, RS BES . IPRELEMM RS ER RS, S0 ERE RS, IAFEoN T
B ORI E S .

B A PR
L S0 S AT RIAR S, BOE VAR E AR, WIAREICSE M i & A A I Y 2 S A
2. TERZB EAR S I A8 4% SO F
3. TR A FIRE 2 0 S R A SO A B St S
4. (BB LA B AW S AT, BN SO RS Y i b

MisEiC

W SR EEW RV PIEZ i, —> pyarmor-regcode-xxxx. txt M#E L K AEEREMHIRFEH, X430
T — RN

L PRVF AR D AR B DT B P A5 B A LOb AT, AR B C i E VIR E 7~ i 48K, X HLA
SR TBD o RBGT AP XXX, 3BT I a2 A TR B

$ pyarmor reg -p XXX pyarmor-regcode—-xxxX.txt

BACWINZ Ja A AT R 2 0 A pyarmor-regfile-xxxx.zip , X AYEMSCIF AT T G2 3Eai

2
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4 RARiIRE

N TAER S LR Pyarmor, 1 5E7 2 A LA X I A A A S pyarmor—group-device. X , Hi

X B i
TER— G BBy %% Pyarmor |, (I HEI —o F8 8 B n S, A2 BUHH I A28 S
B, FEE—EELES L, B M arS4 A4 S pyarmor-group-device. 1:

$ pyarmor reg —-g 1

INFO Python 3.12.0

INFO Pyarmor 8.4.7 (trial), 000000, non-profits

INFO Platform darwin.x86_64

INFO generating device file ".pyarmor/group/pyarmor—group-device.1"
INFO current machine id is "mc92c9f22c732b482fb485aad31d789£f1"

INFO device file has been generated successfully

H G X — A7 s A X & B AR R AT

INFO current machine id is "mc92c9f22c732b482fb485aad31d789f1"

R AR R T AR LRV TE, PTOAEAT RIS RSE, RGBT %& S, W FRA R
PR R

$ pyarmor reg -g 1

INFO current machine id is "mc92c9f22c732b482fb485aad31d789f1"

PR o SR LG T UE 40 BB Y, A AU MR R AT S, IR A 5 B Ak A5 A 0T DAGE AR AT
VFRTUE, 75 0 TC ik i A RV RTIE o

XFF B, WSL (Windows Subsystem Linux) PAKHAEATRSE, URHBA MR EHZ 5 R B,
SN SR E B AR S8 M 2511 Mac Hihk DA SBE L 383 e 91 5 RN, ARG HERS BRI A iR AT 2 15 i
P PRFFAAS . AR ARRFFIR L R A, IR 2SRV PTIETTIRAE R R S -
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4 PR EIEM

R R R A TSP
« 2% Pyarmor 8.2+ I FLTT DAYs I FLIK W e
o SEMAIIGET, HHE LA REM L4 pyarmor-regfile—xxxx.zip
- B AL A SO

8B R U A B A SCPR B LB BEAT TR B m L gy b (BUEAR T BB M B )
FEAFTRAE S |l H 3 R T H Sk .pyarmor/group/ , SRR BT TG Y i 4 A i 2 M SO

pyarmor-device-regfile-xxxx.1.zip:

$ mkdir -p .pyarmor/group
$ cp pyarmor—-group-file.l .pyarmor/group/

$ pyarmor reg —-g 1 /path/to/pyarmor-regfile—-xxxx.zip

XAy A A R R M S AR LAE SR — B B B, O R R B A O SO

VN

pyarmor-device-regfile—-xxxx.1l.zip WEREWNEMAHER.

B IR EEMR

— BRI BN SO 2 5, nT DAYE DL B skt b T, BN, e -G Esis b, 18T
NI

$ pyarmor reg /path/to/pyarmor-device-regfile-xxxx.l.zip

INFO Python 3.12.0

INFO Pyarmor 8.4.7 (trial), 000000, non-profits

INEFO Platform darwin.x86_64

INFO register "/path/to/pyarmor-device-regfile-xxxx.1l.zip"
INFO machine id in group license: mc92c9f22c732b482fb485aad31d789f1
INFO got machine id: mc92c9f£22c732b482fb485aad31d789f1
INFO this machine id matchs group license

INFO This license registration information:

License Type . pyarmor—group

License No. : pyarmor-vax—-006000

License To : Tester

License Product : btarmor

BCC Mode : Yes

RFT Mode : Yes

[y
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(% L0

Notes

* Offline obfuscation

HEEAERXMTHE:

INFO machine id in group license: mc92c9f22c732b482fb485aad31d789f1
INFO got machine id: mc92c9f£22c732b482fb485aad31d789f1

HoA s A7 RoR B @M SCPE AP B PR IRAT, TR IR R B2 BB AR RAT, Wi R LA BRI
URANVERC , AR A T EHT A 24 B A A S A A IR AT SO AN B R ST«

HAREMEE:

$ pyarmor -v

TEW D2 S B A B B s B SR IRROVF AT IE RN AR AN T R A B«

TS URTE RO A B A A M S, A R R g, ORI G S TS
IREEH . B, FREEH pyarmor reg -g 2, M ARERMKIF LR pyarmor reg -g 1

BITAZPREIEY Docker F28

1E 8.3 JATNA.

GEPRF T SBT3 IR 17 Docker 7, 41> Docker 7 gl 24 B B AR BLA AN S0P x4
ZRR0 T5 B I BRIA K Bridge W22 11, I LIS HEAT w90 B 5 175 34 Pyarmor JE 3R 31

KA Ji ik
1. #—> Docker MNP rEgLiicss, I HLAREWTENE F G ATHIE
2. SRJ57E Docker ML FJHBI—AMAIEMRSS, K5z Docker £ g3 HIAIET K
3. £ Docker 51z AT Pyarmor [, £ KA IAIER K F] Docker AL, HHilkik bl 2524
4. Docker F:#LHI Docker Z8a AL — AR B, 75 Docker F:HLIoiA #2525 Docker 288 HIIAUETE K -
Linux Docker Host
TR (5 FH A R/ R Y S
* Docker F A, Ubuntu x86_64, Python 3.8
 Docker 2%, Ubuntu x86_64, Python 3.11
N T IBAT A IR 24, Docker FHLFRE
o B&RATEM XM pyarmor—device-regfile-xxxx.1.zip , &% LK EA K
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o 4% Pyarmor 8.4.1+
T 56¥% DUN T Y SC1F 3] Docker F:#L:
e pyarmor-8.4.1.tar.gz
* pyarmor.cli.core-5.4.1-cp38-none-manylinux1_x86_64.whl
* pyarmor.cli.core-5.4.1-cp311-none-manylinux1_x86_64.whl
¢ pyarmor-device-regfile-6000.1.zip
IRJEAE Docker L Fiz AT I fir 4

$ python3 —--version

Python 3.8.10

$ pip install pyarmor.cli.core-5.4.1-cp38-none-manylinuxl_x86_64.whl
$ pip install pyarmor-8.4.1.tar.bgz

¥:E 53 pyarmor-auth RT3k H Docker 2825 A IETG >K:

$ pyarmor—-auth pyarmor-device-regfile-6000.1.zip

2023-06-24 09:43:14,939: work path: /root/.pyarmor/docker
2023-06-24 09:43:14,940: register "pyarmor-device-regfile-6000.1.zip"
2023-06-24 09:43:15,016: listen container auth request on 0.0.0.0:29092

REXPA AU, BIMTIF— 48 LS55
izf7 Linux RGH s BHETS B & /NS48 -—add-host=host .docker.internal :host-gateway
(i@ﬁ? Windows 5‘5[] Darwin %?.%gzi%;ﬂ ) :

$ docker run —-it —--add-host=host.docker.internal:host-gateway python bash

root@86b180b28a50:/# python —--version
Python 3.11.4
root@86b180b28a50: /#

1E Docker FHL_EFT 28 = A4l G55 D O3 2545

$ docker cp pyarmor—-8.4.1.tar.gz 86b180b28a50:/
$ docker cp pyarmor.cli.core-5.4.1-cp3ll-none-manylinuxl_x86_64.whl 86b180b28a50:/
$ docker cp pyarmor-device-regfile-6000.1.zip 86b180b28a50:/

)5 7E Docker g5, ¥ Pyarmor F 347185 i 4% :

root@86b180b28a50:/# pip install pyarmor.cli.core-5.4.1-cp3ll-none-manylinuxl_x86_64.

[y
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(% L0

root@86b180b28a50:/# pip install pyarmor-8.4.1.tar.gz
root@86b180b28a50: /# pyarmor reg pyarmor—-device-regfile-6000.1.zip
root@86b180b28a50:/# pyarmor -v

ANRFLIEH, B SRR %
T TR 6 Bt

root@86b180b28a50:/# echo "print ('hello world')" > foo.py
root@86bl180b28a50: /# pyarmor gen —-enable-rft foo.py

M TFEREVF PRI, Docker 2885 42 K &K E 0. Q2R Docker FALHY pyarmor-auth it N7 45 i & 1%
AUWENEATIER, 1§62 Docker MZGHCE., B PR T HLFIZARHY IPv4 HIIETE R — N Bt

MacOS Docker Host

4R Docker EAL/Z MacOS [y, 1 Linux EHUREHA LA . A% Docker /2124 74E Linux HEHUIAL
H, TN & BAEIZATAE MacOS LT .

— AT R H AR Linux VM BT pyarmor-auth | FEXFEH T, A Linux VM VER— LRk &
AN, AR AL MacOS 1B Lk & BTN, SR MM R BN Z 4053l Docker 7845

$ docker run --add-host=host.docker.internal:172.17.0.1 ...

TEXFPEOL T, WIFT52%) Linux VM S80S MGHC B DA PR 5 S AR IRAF B8 2 SR PR R AR
%% issue 1542 TRHEZ(EH..
Windows Docker Host

*T- Windows Docker F=AJL, T LA M 45 L

C:> ipconfig

Ethernet adapter vEthernet (WSL):

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : feB80::8984:457:2335:588e%28
IPv4 Address. . . « .« .« « < o o . 172.22.32.1
Subnet Mask . . . . . . . . . . . : 255.255.240.0

Default Gateway .

R EH A IPv4 Hiht, N 172.22.32.1 }2F1 Docker ZZ#$7ER— M EL, ARAFERR T, HE%E
& Windows 1E R B & B IEATEM, SRIEFE LIz AT pyarmor-auth | 5 B F R TH A9 4% #2505 51 Docker 2§
s
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$ docker run —--add-host=host.docker.internal:172.22.32.1 ...

EZ, pyarmor-auth 5] IPv4 #ihik D25 A Docker 754514 IPv4 HBhEAER] — MR B, HEREAFIXANH I, B
L HATHCEAR T A
A2 Windows 35047 (1A IPv4 HiliAHT Docker 2888 7E [A]— AW B, H82 55 Sh—Ffiftk Jy S fE WSL (Windows

Subsystem Linux) {2y BjZ &AM}, SRJG181T pyarmor-auth 7 WSL Bl FEXFEOLT, BFFZN
WSL BEAT RN B AR RIS R P IR A, TICE T i 225 WSL HySCks . fil:

# Q) # — 448 £ B Docker Bridge Network

docker network create —-subnet=172.17.0.0/16 pyarmor—net

# 54T Docker B H A % W % 3 H & & host.docker.internal

docker run --network pyarmor-net --add-host host.docker.internal=172.17.0.1 ...

RAE R AR /R 8 5E Docker EAURIZASAE [Fl— AR 45

Ty Hb—Fh T B 2517 Docker 257 ) B A FH %L I --network=host T 3% {# il Docker Host [ M4, XA AT DA
PRUEPEAE R — 25

XS REHmE MM

TE 8.x MUA A I RE M AR LI

WAR T LN T A A A L — D AU B SO, o el e AR 5 SO DL B e E 5k, SRS 0 Rk
HE 0 AT AR B LEMN U pyarmor-device-regfile—xxxx.zip:

$ cp pyarmor—-group-file.l pyarmor-group—-file.2 pyarmor—-group—-file.3 .pyarmor/group/

$ pyarmor reg —-g 0 /path/to/pyarmor-regfile-xxxx.zip

RIGTE VB R— G i, (U -g B I

$ pyarmor reg —g 1 pyarmor-device-regfile-xxxx.zip

F—&iR&EAS T

el

S BIAZEIR IAoe, FEM SCHFAR @ PRAFAE Pyarmor B4R A e, lHERELL T, e ~/ .pyarmor , X
WRE

* AN[A]fY Python [ HE PRI 22 JE 2 Y SC1F
o WERTEAEF — G EERAFFTIE, IS E R
UHE BB LM Z A Pyarmor 7T 12 I, ATV EE— AR E MR A o Bl
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$ pyarmor —--home ~/.pyarmorl reg pyarmor-regfile-2051.zip

$ pyarmor —-home ~/.pyarmor2 reg pyarmor-regfile-2052.zip

$ pyarmor —--home ~/.pyarmorl gen projectl/foo.py
$ pyarmor —-home ~/.pyarmor2 gen project2/foo.py

FHZ% Pyarmor Z SHIFTTER B4

—MHEULE, T Pyarmor Z JEARTREEEHEN, JFORMIENHME EARIBA AL
{E& R4 i AR 2 1 b
« Pyarmor 8.0
FRA Y ATIETCIEAE Pyarmor 8.0 22 J5 M A H B 326 1]
— WRG EMAVF AL AT DA 98 TR B BRI VP ATIE , FARTHRAP PRE S5 T 20 i A5 =T e
— BRAVFARIETCIE TR R % G AR VP T iE
« Pyarmor 9.0
FERAHE CUCD IS Pyarmor 7 il IEHEAT T RIS B
— FLRRVF TR
« WA BI85 Pyarmor 9
« WIARAE CUCD 4Ll ], BTERNE LA L T TNIEMSCE, #5% & CI/ICD & 407 127

Pyarmor
- LFIVFAHIE
+ WERECAHTE CUCD B PEN, W PAEHEIH2RE] Pyarmor 9
« QR EA AL CUCD &, I AMF 3
- F IR FOR AP AR SE 6 AT B Pyarmor 8.x BRRUA
- T3 Pyarmor 9,  [F] I 75 B KB CT ¥R AT Ik
— SRPAIRRVF PTE SR S F AR S N S, S5 9285 Pyarmor 9
« Pyarmor 9.2
Pyarmor 9.0 Z il AT+ 552:7% L1 Pyarmor 9.0 1) T+4% 1} ]
M Pyarmor 9.0 Z JG I AT E] 9.2, A TEMIF nIER LB T UEA o m, He i 2
- BRG] IE
o FATE BT I B TE N SO A O , & R T D SO TH T AT AR Hh (5 1
BN, ARE LA —AERVEEIEN S pyarmor-ci-8000.zip , A AMKIBTERE A H
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T+ 5| Pyarmor 9.2+ 2 Ji5, Hi&E—ANEK) pyarmor-ci-8000.zip:

$ pyarmor reg —-C pyarmor-regfile—-8000.zip

S5 AE Pyarmor 9.2+ H B HTIXASHT A B IE M SCPE, BT SCPFTSIAAE Z A H (]
~ SRPIRR AL
SRR TR SO LAGE BT RRAS . & ) BEA& M SRR T DATE AR H 6
B, VREGA — BRI A M SR pyarmor-device-regfile-6000.1.zip | S 2K IAAE A H i
T+ 3| Pyarmor 9.2+ 2 J5, HIiE—NHTH:

$ pyarmor reg -g 1 /path/to/pyarmor-regfile-6000.zip

SR JFAE Pyarmor 9.2+ F X ASET B A M SO, B SCAE TR AR A )

FRERRAVFETE

Ao BrA B AR BV AT IEAR ] AT i P Lk .
FEE O SEAFR E AR VE FTUE AT PAS 3% 712 5 Pyarmor JERl iR VR AT IE :
o BEHY Pyarmor s 2 PRI MY
o JFORBIVFANIES 52 A pyarmor—vax— JF3kiH)
o JEORVFRAIER M S pyarmor-regeode—xxxx . txt f77E HARERL (T H1d 100 )

o JFORBVF ALY % HVIAE 2023 4F 6 A 1 HZHT, JFW F7E Pyarmor 8 %A1 2 Jo MK IHIA K F) & 1 AT Ik
AT

AR TCHER T, WS T HIE.

ERUAS VP AT UEAS SRR T3 e G2 BORI AR AT A«

R TR B IERR

PR FOR MV Al IEBE S pyarmor-regcode-xxxx . txt
8K J53 222 Pyarmor 8.2+

BB Pyarmor S Z ) VP FREN A VFAIERSE P A TR . X MBS, MR VTR
BOUTZ =G, THRZ ot BB T H A —A, Hofhy™ i 75 B0 S8 7 Tk

TEE (VR RTIER ™ a Bo XX, IR AT T iy 2B 7 712

$ pyarmor reg -u —-p "XXX" pyarmor-regcode-xXxxXx.txt

THPIRINZ 5 B iRy 2 0 S
TEHA B A B B By 2 0 ST+ EA T
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$ pyarmor reg pyarmor-regfile—-xxxx.zip

BT Y A KA TS P T

$ pyarmor -v

WP 2 J5 BT A RN R B sl T 2 BV AT, B — U A 5 I I B AR v AT L

FH45%F) Pyarmor 9

1. BLRHRRCRN & FRO AT IR D IR
IR Y 325 &8 TE N Pyarmor
* T4 E] Pyarmor 9:

$ pip install -U pyarmor

o THRZ AR — B R IR 2 R

$ pyarmor gen foo.py

Pyarmor 9 has big change on CI/CD pipeline
If not using Pyarmor License in CI/CD pipeline
Press "c" to continue

Otherwise press "h" to check Pyarmor 9.0 Upgrade Notes

Continue (c), Help (h), Quit (9g):

o HEHE N c FFRIZENT, B UOmE RSN SRR T
WY B A8 BEATTE N Pyarmor
* £ Pyarmor 9 i Jf]:4 7% SUAH BB AR WG/ AT UER 22 4 S A

$ pip install -U pyarmor

#EBG XXX FRKRWH MR AR

$ pyarmor reg -p XXX pyarmor-regcode—-xxxX.txt

o (RIEETAE ) E M A pyarmor—-regfile-xxxx.zip
o {5 BT B M S HAD B ) i 2 33 Pyarmor:

$ pyarmor reg pyarmor-regfile-xxxx.zip

$ pyarmor -v
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WA S R R Z AT, 115 o268 Pyarmor 8, YEHSZIZ J57ETH44 3| Pyarmor 9
2. SERISVF AT T L B
{1} Pyarmor 9.0 22 Fif FCA A= JRU 5 48 T SCHAE Pyarmor 9.0+ A 2%
o TEHRM s LRI T Pyarmor ] 9.0+

$ pip install -U pyarmor

o B SEATBEM SCPE A i BB AR IS SO, D5 IR — A B A T SO — Y
B, SN 1R 2 s BOp A st s T S

$ pyarmor reg -g 1 /path/to/pyarmor-regfile-6000.zip

o BT A B A M SO AE B 2B TR Pyarmor:

$ pyarmor reg pyarmor—-device-regfile-6000.1.zip

3.2.9 7 CI/CD &4k h{EH Pyarmor

HREA D AEAAR YR CUCD W Lite, EHT
* R
* Pyarmor £ BhR&
« Pyarmor % % s

)4 o 1 7 2T i SRR A CU/CD A5 iR, AR VR AT UEAR T PAGE )

HEERARX

R AT DA B #AE CUCD Ak i), R 2 — 120 3%

pip install pyarmor

Pyarmor ¥ shpe. FPyarmor & &85 A R]IE
o HETEM S T, IBRIVF R E M U pyarmor-regfile-xxxx.zip

o HUAEA IR L i 48 St SC i

$ pyarmor reg -C pyarmor-regfile-xxxx.zip

HITE—RBIT, %  AT D 2 5 A 241l H SR B A ZIEM ST pyarmor-ci-xxxx. zip
A & LA A B IR AR

70 Chapter 3. HZ



Pyarmor Documentation, & {Tha74 9.2.5

$ pyarmor —-home temp reg pyarmor—-ci-xxxx.zip

o TEE LI iy S

# FHE®, 9.X.Y K % H Pyarmor # MK A
pip install pyarmor==9.X.Y

parmor reg pyarmor-ci-xxxx.zip

B L AR TG R

pyarmor -v

MR
© FFLAMSCPA A, FTDAHTE CUCD iy Pyarmor
 PLRIEMSCPFAE 4 T Pyarmor FOUAATAL, (BB A4 TR IR 1) Pyarmor 177
o B ANPFRTHERCS T DA IS 100 MFLRIEIISCF, B H U2 IR BTG AE i
 WPE CUCD B4 rh AL, R U — i

HE: FRELIBITMm 4 pyarmor gen #2317 Pyarmor VF Al IE & R HAIETE K, 12 2 13 SR ol 5 1 17 3 )
MR AT RES DRSS, H RTRIBRH 2

« HEEZ 1R
o« B/NEFEZ 100 R
o HERZFEZL 1,000 KM
o £ HFE % 10,000 KL
e G R T ) P A TR ) S e ey 5

T AAVETT K BN Pyarmor, AN SRVFAET 2 A8 45% 1 i) Docker 15 b 22 3 Fl A M

Pyarmor

ik 7E GitHub Action PS5 ZLAR M — N ERVEALBE, & W &HisE C license only works in CI/CD pipeline

1. XfT ubuntu , 3EINFEEAVELTE:

- run: sudo mv /dev/disk /dev/disk-none

2. X darwin , IINEEABE:
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— run: sudo mv /dev/rdisk0 /dev/rdiskO-none

1527 3X B Error when using CI license in CI pipeline

B M FE R A

R OLR A DG R I RO

o MEELMFNERIZ )5, BTSSR R RS lih 2 Jn, & EEH AT 4
WS

o [ FIRIRAS (Y Pyarmor HE A AN SCIF, FTRETCYATE R RAS Y Pyarmor FPi i, — AL F52EAE
T+ Pyarmor Z 5, TEdRHT B HCA o ELHT H AS R SCPF . THEORN TS AN TR S50 /i, il
9.1.3 J14¢ % 9.1.8 TLHEH AT, (HJ2M 9.1.8 TH44 3 9.2.0 w5 L H T H i

* Pyarmor JF A 4G FISE AN ANIE L BUEARIE R AN, SAEMRVFTIE. WERESONIEREN )G, &
TR R AT A e S

BSRE AR R

1E 9.2.0 RAIIA.
R — UM T 24> pyarmor gen fiy %, WILAGH Z A B —4>, Bildn:

# Bk H =4 pyarmor gen

pyarmor gen -R /path/to/packagel
pyarmor gen —-R /path/to/package?
pyarmor gen —-R /path/to/package3

# TUBHERA A
pyarmor gen —-R /path/to/packagel /path/to/package?2 /path/to/package2

5 {f ] —4> Python {4, 7 [m]—AHERE 24 sh PAT I 1 pyarmor gen
Bian, BIE—A A batch.py:

import os

import shlex

from pyarmor.cli._ _main__ import main_entry as pyarmor_run

# NE LM A B IEAIT pyarmor reg pyarmor-ci-xxxx.zip'

# FERHTITHEWN P XEW 4T 64 pyarmor gen -R /path/to/packagel

[y
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(% L0

pyarmor_run(['gen', '-R', '/path/to/packagel'])

tREXRHA, RHELARXRG &L
cmdlist = shlex.split ("pyarmor gen —-R /path/to/package2™)

pyarmor_run (cmdlist[1:])

# WY BA
os.chdir ('/path/to/other")

# JATHE RS
cmdlist = shlex.split ("pyarmor gen key -e 30")

pyarmor_run (cmdlist[1:])

SRR AR B R T 5 A

$ pyarmor reg pyarmor—-ci-8000.zip

$ python3 batch.py

AR AT SRR TeiE R, AR AT EAE L T TR I AR 55 A TR L

Pyarmor JT K AT EAZICIH RSN, VAR BIRGHME, NG EEFIERIIE) 0, RS
FRSR A LT S

BN HIRIEREUE 1 AR, AR RAT, 5 2RI H - 6 B sk
o BEARREUE 10 TR, BRAFEISN S S0 T
o B A BREUE 20 Tk, RHAEEISNCA 100 7T
o B HRRBUE 30 TR, BAFHISNIAT 150 J0

B R A

DRI A I B B AR A IR B B AR SIS A T BB, B ART DA S E AR M 4 X R AR HEA T, AR 4tm
W AR B — D B 7 50, CU/CD AR B M 70 S RO . X h o7 33G&E AR VRl
ik

NIFRATH AR Bl AT AT i AR

AR FRATH AR IN H ST https://github.com/dashingsoft/test-project , F.H &5 :

$ tree test-project

test-project
L— src

[y
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(€AY

F— main.py

F— utils.py

L— parent

F— child
| L— _ init_ .py

— __init__ .py

A PAE SSAEA RN A, HARAFE] 7 5 master-obf , RN PIHIAR:

$ git clone https://github.com/dashingsoft/test-project

$ pip install pyarmor

U

pyarmor reg /path/to/pyarmor-regfile-5068.zip

H

il # 3 a2 X
$ git checkout -B master-obf

=

WEMEE X dist , HEHRNEEX
$ 1n —-s test-project dist

HH H

MERAGH AR MY E X "dist" , BAECERT "test-project”
BT VA An % & B B A "dist/src/main.py" & B %R K BB OK

"test-project/src/main.py"

$ pyarmor gen -O dist -r —--platform windows.x86_64,1linux.x86_64,darwin.x86_64 test_

—project/src

W WEBATHY AR XN X

$ git add -f test_project/pyarmor_runtime_5068/*

FRRXMFERMETH I A

$ git commit -m'Build obfuscated scripts'

#AlETE S

$ git push -u origin master-obf

Xt CU/CD ki, Hf 2 70 32 master-obf wEA AT VAR LART Y T5 XA 2 BR i 13517

74
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3.2.10 INMAIRRREE =75 B A F 0 B A5 A9 (6]

M%F

« TR H =7 %
— pandas
— nuitka

— streamlit

— Cython

Pyarmor $24L T £ & (0t 2 0 T MR A [R5 50 N B ] g )8, 2448 — N2 2 58 =0 60 i I B AR
WP AR R, 15 AT SR E A AT, A TRRITAETIAER , Sk g2 & 1 4R
AN T . Pyarmor JFR IS 215 VR iZ 08 T IBAS S0t vl DA e 8 SR )i, i 2R TR
BLRZEJRT i Pyarmor, 4R EE A H C 75 BT .
Python 7E&MTUS G2 Z W, ARZUREZENCRERA . PRk, ~Aakyrde8—1MM,
SRIG TR ELRENS AN Pyarmor 325 . il # AOALEE =02 H PR E R 0, RIS 00175 45 H B R YR AT
fith, F& AT AKE B/ AR Le b 5w GE A Pyarmor AR i 98 525 A N A il 52
X1 J&F Pyarmor {178, Pyarmor Ff & 240 & )RV pfiiple, (Higa —LLq) g Pyarmor H 5 JoiAMHL) .
WETHOR, MRS =3 B S B R R R
* ffiffl sys._getframe KPjAKENmHAS R, i HMLZITEZREE, (R Az THES
FIRE 38 A AR — LY
* il inspect B HA R E B2V R A TRIAS (Byte code) S5 @M, BT K@ PELE
I3k /2 Pyarmor FIr {4711
o ffif] pickle BLHRMIIIREFAN S B REL, SR)G N5 bR B AL o 25 HoAl PR AR ol 2 R AT, (ELE
2 PR HUE O YR - SR
TR LB A AR YR T = L B TS ARG MOE R EN S, B Z R Z AL B2 e 5 i R fe g R i
AR A o AR MR, st a IR AR . R BCC A2 X ST IR R A, weEE
HNAEEZL,
ik Se a8, A2 F s 2, AR el R e =t
o [FiFRFT 42X, LT ——obf-code 0

RET 4 JLFR A SR BAR M M54, FTA— R & SECRAEHE. B ——ob f—code 3R
XA T RSP AL RIS . SR — R AR

$ pyarmor gen —--enable-rft —--obf-code 0 /path/to/myapp

e D R PR RE AR, RST e 2 i A3 & 4=k pilhn:
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$ pyarmor gen --enable-rft --obf-code 0 —--mix-str /path/to/myapp

$ pyarmor gen —--enable-rft —--obf-code 0 —--mix-str —--assert-call /path/to/myapp

o ZNEA A R

HE— AR QSRR A BB AE L, AT DAAS Ak Lo il , ansR AR config.
py AREIEH TAE, B AIRLHRALA T B 7 2 IR 22 i

$ pyarmor cfg -p myapp.config obf_code=0
$ pyarmor gen [other options] /path/to/myapp

AT AR BUSOR B 5 IRI RSN 2 J5 6 DR ) AR B F i 3 B A 4

$ pyarmor gen [other options] /path/to/myapp

$ cp /path/to/myapp/config.py dist/myapp/config.py

o B =05
AR, AR A4 "myapi” KT, il 404 B, (HEAGAA TAEER

@cherrypy.expose (alias="myapi')
@cherrypy.tools. json_out ()
# pylint: disable=no-member
@cherrypy.tools.authenticate ()
@cherrypy.tools.validateOptOut ()
@cherrypy.tools.validateHttpVerbs (allowedVerbs=["'POST'])
# pylint: enable=no-member
def abc_xyz(self, argl, arg2):

mrn

This is the doc string

mn

FEEUE B FET cherrypy . expose i N HIfIEH]

parents = sys._getframe(l).f_locals

P2 sys._getframe (1) {EME AR B A BB PATHESL, LB BUSCN T i i ) AT A
AE IR AR I35 i 1

parents = sys._getframe(2).f_locals

ik AR =TIt cheerypy WHHMMRRFFIN , W AMMEBA I E— M RARE
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BRNB=FE

XS TS B EE =07 R AT RER AR T 58, WOHER 7y S H SR B 284, $252 Pull request 3

TIH S =7 o

# LR WS =R

£ KE &iE

cherrypy FANT! i 40 B PR 2 ) T sys._getframe
pandas FTANT! R R 2 ) T sys._getframe
playwright | FT%N T % n] DA T A AR IR

nuitka i F restrict_module = 0 22 JFViZ Al A TAE | i ARLHIE

Cython i ] restrict_module = 0 2 J5 7] PA T AE

L)

pandas

5 hh—A~5LH 2 pandas

import pandas as pd

class Sample:

def @ init__ (self):

self.df

pd.DataFrame (

data={'name': ['Alice', 'Bob', 'Dave'l],

'age':

(11, 15, 81,

'point': [0.9, 0.1, 0.4]}

def func(self, val: float = 0.5) -> None:

print (self.df.query('point > @val'))

sampler = Sample ()

sampler.func (0.3)

I 2 I is T

pandas.core.computation.ops.UndefinedVariableError:

—defined

local variable 'val' is not.

VA AT RN T B 2 AT DAS T s A
2 A AR FARFT 42X, s i A

3.2. MAsEER
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FIAE R BT HFT %M T, 8 pandas scope.py H M) sys._getframe (self.level) BN
sys._getframe (self.level+l) ,sys._getframe (self.level+2) B{# sys._getframe (self.
level+3)

nuitka

S0 B A A A G B AR — RG] Nuitka JEATACEE, (U2 F5 2088 29K

$ pyarmor cfg restrict module=

MERNEH AR, £2FFRK4E R RuntimeError: unauthorized use of script
o BRI A 7 I 2% -

$ pyarmor gen foo.py

2l R £k, (B2 XA X Bk, il --private , ——restrict , ——assert-call
, ——assert-import RJBETCIE .

i ATEEFEETIZF] v9.0.8 2 GRS . [ oA Nuitka &4E4, pyarmor_runtime_000000/__init__.py %%
We AR pyarmor_runtime_000000_init_.py , ia47 MR ] 2445 RuntimeError: unauthorized use

of script , FF v9.0.8 Hif#d: T X~ )

streamlit

T FALI, AR

$ pyarmor cfg restrict_module=0

$ pyarmor cfg clear module_ co=0

$ pyarmor gen foo.py

ANEEF S8 — ] fE &4 RuntimeError: unauthorized use of script (1:1102)
NEA S W] ekl RuntimeError: the format of obfuscated script is incorrect (1:1082)

A Streamlit fKIF wf fEJCIE FLAELAEHUMBIAA , Db &)t BV $E = &2 code object
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Cython

N AR BT, RV UATE A foo. py I ZJEAEMH Cython LB RSN I RERHL, 1)
AR EATE:

print ('Hello Cython')

HEMERA, HEREEM IR, RIS e T N

$ pyarmor cfg restrict_module=0
$ pyarmor gen foo.py
$ 1s dist/

KRB cythonize 48 foo.py SN foo.c SCHF:

$ cd dist
$ cythonize -3 foo.py

BJFAE foo.c i N R (A H)F-& TEALBOMNY AL —£P1C AR MS47) . il

$ gcc -shared $(python-config --cflags) $(python-config —--1dflags) \

-0 foo$(python-config —--extension-suffix) foo.c

IR — YRR, 8 dist/foo.py SCHEHER T, SR)E S AINGE G BIA

$ rm foo.py
$ python -c 'import foo'

BRI A2 53T EV ) Hello Cython

3.3 HAFH

3.3.1 HEENL

BCC Iz,
— PRI I, FTDASERIAS s R B AR o C SR, ARG B0 LA IR IR i3 A LA 48 2o AT
Py s ECR A AT, JCERE R JF R Python pRAL

A Ml
—MRAEMF HR T 2@~ HF .pyarmor , JRAFCA ML E, BOAAHE & W e .
pyarmor/config

AR R A MO C B B o & o e B

S pyarmor cfg
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— Mt E M ARTE T, BUERA Ay IR

FLH %
FRAEHL Pyarmor YENHMEEL, A Jm BB SCAS A BE AR, BRINEE 00 T2 4 i bl R H S& R 1
H3 ~/.pyarmor

fii I sudo A4 1] B M Pyarmor [ H 5%

s Sk
— AT, W SKAEA] Pyarmor 75T 38 Z 5, #eA — D A0S SO AR B PHHIRAS -
WO S B T 88— E W Pyarmor 75T, Bl SCF— BSE AR EIC, SICIEEAREL A .
B BT T 2 [ AR A R 2 A U, R TR AEAT i b A T IR TR S 2 A ST

I
—Python [, FEMESAEGARNAT, 7T ARG th (9 SCPFIEAT— LA AR

S e % i

JAHN T
—~ Python A%, W ABRAZ I A, AT L8850

R AFT
JIT
JUST-IN-TIME Wj4i5 , J&—FFEsf il 2028 LA 2 0B, AT AA R 1A i it L2 XA
AT
JFEMES
SR UREALA AT Pyarmor (R4S, FEFF EMLAS EXHIAR IS T
ARG ER W] PABAT Pyarmor, T RIS T TIRERIE S 7% £ i e 2 i A0 310352
E RN
SERIBTT I AR &
KA LR TS B Pyarmor

TN
A i Crt RGP yhon Kk

BEHRLAT B B
TR A B AR IS, — e Ase i & Y HSE T, FIBIHR[E 4 /) nodule.
ruler {4

A ) e T ) AL AT LB 2 i o A 3B

Pyarmor
Pyarmor 52—~ #0155 Python A T E. .

Pyarmor [ 2H J#R 53
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¢ Pyarmor 31 B
* pyarmor ¢,

Pyarmor 11,
—/NPython ¢, , ‘BEALE A4

* pyarmor
* pyarmor.cli
* pyarmor.cli.core
* pyarmor.cli.runtime
Pyarmor 8.3 2 J5, pyarmor.cli.runtime P HARKMHE N FH4:
* pyarmor.cli.core.freebsd
* pyarmor.cli.core.android
* pyarmor.cli.core.windows
* pyarmor.cli.core.themida
* pyarmor.cli.core.linux
* pyarmor.cli.core.alpine

* pyarmor.cli.core.darwin

Pyarmor AR
—FhPyarmor 4T 12 255

Pyarmor 4 A1k
—fhPyarmor T 4 255

Pyarmor Jj )
1 H Pyarmor W EWIAG S ETF & A B

Pyarmor 5i H
T H S AFI3CE https://github.com/dashingsoft/pyarmor/

X HA Pyarmor JFYRH AR, $RAZH I MIEOHT I S .

Pyarmor - jjf
i Pyarmor Ff & A A&, F T4 Pyarmor {5 i Hit 4 H ) REBR il

TS Pyarmor ¥+ 2 X Fo 47T 4L

Pyarmor 5% il
—fhPyarmor T 4 255

Pyarmor 2R
—FhPyarmor 77T 4 2880, FEHTHE CU/CD &Lk i {fi il Pyarmor % % ik BT fE
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Python
— MRS, B ML Python

Python JHIA<
—/Mid £ Python Y5 A AL Y S E

AN https://docs.python.org/3.11/glossary. html#term-module

Python Eib

B2 g— " Python i &, B2 R— I itk
Python 1y,

ANEBIE & https://docs.python.org/3.11/glossary. html#term-package
ARl

FEIIC Pyarmor 14T HCE ) 4R SO, AR TC & SO UFEISCEE Pyarmor AR B %, BRINRY SO A PR
~/.pyarmor/config/global

S pyarmor cfg

RFT ki
— PRSI, WIAE A4 Python AP eREL, 28, Jrik, RS
b9l

— M THAEEATE 9 X, WHATRN pyarmor . rkey
ST AT AT T A AR AT — i A
s SEATHIE) O FTER RS

o AR R PYARMOR _RKEY $RERIAL, MAETPARRMA .., BEASRREKES WA, —BHk
gE— X EAS, Bl /var/data

YRR
BUE RSO Y ET BTSN 2 R4 PR + . pyarmor . rkey
EAFE 0]
—APython &, , ZF—% A pyarmor_runtime_xxxxxx
— A N AR B TR, e A O R RIS A TR BN, BT N AN TR S M R R I A TR B A

a3
FEARIB AT AT 20 By He SO
WHEEN FESENTEFMs e, WREN T, BabEIRESN
BT
PRAF IS AR R AT B R AR, SFRMAR AR, B E MR EE, Wit
AT R H AR ST

LN ISR A TS 7400 & Ui, R AT AR — AN SR AN o 20 5 91
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BT fR
Pyarmor 7 SUIBREZ TR, HIRARRIE1T Pyarmor AN B A 1 #:1E R A CPU 22844
NS A E X it TG
* Windows
— windows.x86_64
— windows.x86
* Many Linuxs

linux.x86_64

linux.x86

linux.aarch64

— linux.armv7
¢ Apple Intel and Silicon
— darwin.x86_64

— darwin.aarch64 or darwin.arm64

FreeBSD

— freebsd.x86_64
¢ Alpine Linux (musl-c)
— alpine.x86_64
— alpine.aarch64

¢ Android

android.x86_64

android.x86

android.aarch64

android.armv7

TEME P
—A L zip MRYESE SR, EEMAT R TSI A
SRR AL 4008 SR, BRI G A R S, 2 SRR B AR R S it
Fritt
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3.3.2 HiSFM

pyarmor
pyarmor gen
pyarmor gen key
pyarmor gen runtime
pyarmor cfg
pyarmor reg
pyarmor init
pyarmor env

pyarmor build

FREF

Pyarmor $ {1t 1 = 7 1R I A T S AN [R] 2T AR P I B AR IR 755K

pyarmor

B

pyarmor [options] <command> ...

HIR

-h, --help
-V, --version
-q, --silent
-d, --debug

--home PATH

BRPA AT IR
BRAME BIFHR
G AR HE. ..

A ER H & 0 pyarmor . debug. log ...

WEARA & .

X BRI ] PAYE D pyarmor 2 51 KA T2 B -

gen Az I BNAS DA BB A Tl Bl S
gen key | HE UM EH SO

cfg SR A N 25 PR

reg WG AN Pyarmor

84
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fli ] pyarmor <command> -h RAEFEHR T AITIRERFTA LT
#aR
-q, —--silent
AR G T EET H EE S
fian:

pyarmor —-g gen foo.py

—-d, --debug
AR H &S pyarmor . debug. log , S/n B HIME SN T A B fir & AT A2 H )it
I AR B R, BB ARE R TR AR, AT DA A I T R, A .

pyarmor -d gen foo.py
cat pyarmor.debug.log

——home PATH[, GLOBAL[,LOCAL[,REG]]]

WEARA R, 2miE 3, Abid HRASIENHE ERHER H X MEm E 2T — a3 B
LR Z AR Pyarmor ¥F7T 2, AT DA —PMFANIEBROE — MR A T |

ENREOAE S A2
o A F & ~/.pyarmor/
o AR E HiER ~/ .pyarmor/config/
o A H HiglE ./.pyarmor/
BANFOEN SO H o2 AR B
X8 H SR E AR AT DU A I T E . BB SR H S ~/ . pyarmor2/:

$ pyarmor —-home ~/.pyarmor2 ...

XA A2 A HE Bl
o Akt E HitE ~/.pyarmor2/config/
o NS HSR2 ~/ . pyarmor2/
THRET Rgtk s FieE BN ~/ .pyarmor/config2/:

$ pyarmor —--home ,config2 ...

TS R Axkic & HRl /var/myproject

$ pyarmor --home ,,/var/myproject/ ...

MHEEIE— W& B2 A Pyarmor %77 e WS, RTPURERE— M IERE — MR B 5o Bl
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$ pyarmor —--home ~/.pyarmorl reg pyarmor-regfile-2051.zip

$ pyarmor —-home ~/.pyarmor2 reg pyarmor-regfile-2052.zip

$ pyarmor —--home ~/.pyarmorl gen projectl/foo.py
$ pyarmor —--home ~/.pyarmor2 gen project2/foo.py

TESCRR AR, AT BB TR IE, AW e 5

e S R T ok BRI e

SR IEH, (EE OB Y AT A C R o 3K I T DA 3 350 B4 R G B H SIS UL B SR B — AR

BRI fn:

$ pyarmor —-home ,x,x, gen foo.py

S

PYARMOR_HOME

pyarmor gen

A B B AR I A T B s A T B S

%
pyarmor gen <options> <SCRIPT or PATH>
# I
-h, --help BRI R R
-O PATH, --output PATH {3 &4 H 3% . . .
-r, --recursive R H S PR A . .
--exclude PATTERN HERHI A % FHE. . .
- DATE, --expired DATE & &I A 500 . . .
-b DEV, --bind-device DEV 4552 B AF 545 . . .
--bind-data DATA {4 H & XEUREEI %4 . .
--period N SRR AT B TE S . .
--outer JE MBS
--platform NAME 55 AT H iR FE 4% .- -
-i BRALBA TR B S I S . -
--prefix PREFIX & E 3 AS iGN EISA PR . .
--obf-module <0,1> f5ERHMAEHRA, BLAR 1 .
--obf-code <0,1,2> i (U R, BAR 1 . ..
86
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--no-wrap SRmEmEL . ..
--enable <jit,rft,bce,themida> =5 F A [R] RAR P HE . . .

--mix-str RETATHREE. ..

--private e AL B A . .
--restrict IEVIESE 52 w1
--assert-import WA F A AR Z &R . . .
--assert-call TR A A R BCR 2 sy . . .

--pack <onefile,onedir,FC,DC,NAME.spec> I ARG EFT A A A E E B E 5. . .
--use-runtime PATH  §5 & il Jc 4= U s T B A B4 . . .

A R AL, Fn:

pyarmor gen foo.py

pyarmor gen foo.py goo.py koo.py

pyarmor gen src/mypkg

pyarmor gen src/pkgl src/pkg2 libs/dbpkg
pyarmor gen -r src/mypkg

pyarmor gen —-r main.py src/*.py libs/utils.py libs/dbpkg

B ey @ATH B SO iAo Python IASHEATINE, RIEERIY B4 AR oy -

B e QAT H SR WA R BTN, 7% A R N HMPTE oy XFSPONE, MRS THX
i BN, - SR BT T H %

AEH pyarmor gen src/* RANE M, XFESINE H R HEALA SO
M 822 IFUG,  SCRFH SCIFS A 5 B A A A4, SR 5 I RTZR @ ok e ise . Biln:

pyarmor gen -r @filelist

S £ilelist M T 7R BN I P BEAS R A4

src/foo.py
src/utils.py
libs/dbpkg
libs/config

-0 PATH, ——-output PATH

BRI A i A, BOAER dist
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-r, —--recursive

BB R H S T Python A, 5 48 22 1 1 H 5% N I 1A
--exclude PATTERN

HERR A s 1 H 5, X ASIEIAT PAE ] 2K
VERECHYALIUAT Python ARiEFE famatch (1475 202 —FERY o
HERR—N8 € A

$ pyarmor gen —--exclude "src/test.py" src

HEBR— MR E I H %

$ pyarmor gen -r ——exclude "./test" .

HERAEAL AT H SR TR A test . py:

$ pyarmor gen -r —-exclude "*/test.py" src

HERR T A Y test H:

$ pyarmor gen -r ——exclude "*/test" src

-i

PRAFA TR B SCPEEI IR S . BIan, "R aySH8E 474020 & 173 dist/mypkg H % N

$ pyarmor gen -r -1 mypkg

$ 1s dist/
mypkg/

$ 1ls dist/mypkg/
pyarmor_runtime_000000/

BRI, i Hh i H R4 2

$ 1s dist/
mypkg/
pyarmor_runtime_000000/

XA VEI 5] i) 22 B AR AR 7 A GBS AT B, PP AR BEE & b i, AR s A, R~
LR AR

——prefix PREFIX

B P A IS TR B S BT SR
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FEEN TR IS A, (B2 T4 80 & XA E— B, (A% i Jr b S AT IR A S A
IEATHIB L. Bl

$ pyarmor gen --prefix mypkg src/mypkg mypkgl mypkg2

XA A TR B s =40, B2 SildE dist/mypkg B, IPATE dist/mypkg/
__init.py B, AR FE TR FAZ B

from .pyarmor_runtime_000000 import _ pyarmor_

__pyarmor__ (_ name__, file_ , b'...")

IMAE dist/mypkgl/__init.py B, A U F Al

from mypkg.pyarmor_ runtime_000000 import _ pyarmor_

__pyarmor__(__ _name__, file_ , b'...")

—e DATE, —-—-expired DATE
TN AR 1 20
SCRpAR
o BF, FORMITETFHA T KA
* YYYY-MM-DD, P48 4 %0

B

pyarmor gen —-e 30 foo.py
pyarmor gen -e 2022-12-31 foo.py

BRI UL A AL AR IR B], 8 T 4 iy - 25 76 R IA PR P [ R 554

$ pyarmor cfg nts

Current settings

nts = local

WA A A R LRI ], ARATE B E NTP R o5a%. Billn:

$ pyarmor cfg nts=pool.ntp.org

1E V.84 BRI, FUCRHEF NTP bl ST Ree , 96 LI R R /M5 8, (LR P DM
HOEBRIARY NTP JlJ5 2. it

$ pyarmor cfg nts=108.59.2.24
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M v8.8.4 MUAT IR, LHFE HTTP B 45, IF FAR SRl B2 A RS2k A e . SR 28— R
S I SOV BTSRRI SE —AIRSS Ay, ERREITHARS 2. T HTTP SEf7Acs:, N A GTER
URL itk s ml PA. 5140

$ pyarmor cfg nts=http://worldtimeapi.org/api

TR Z AR, I HIE A NTP [R5545F1 HTTP ]k 5545%:

$ pyarmor cfg nts=pool.ntp.org,http://worldtimeapi.org/api

AT ABE FAFIRI A FK local FIAATEAHURR], {51 40:

$ pyarmor cfg nts="pool.ntp.org,http://worldtimeapi.org/api,local"

-b DEV, —-bind-device DEV
B I AR 18 2 i bLER -
{4 [f] Pyarmor 8.4.6+ 1] DA 3 654 python -m pyarmor.cli.hdinfo P 453 :term: & P 3% & HMELE(E BT

Machine ID: 'mc92c9£f22c732b482fb485aad31d789f1"
Default Harddisk Serial Number: 'HXS2000CN2A'
Default Mac address: '00:16:3e:35:19:3d"'
Default IPv4 address: '128.16.4.10'

Domain: 'dashingsoft.com'

Pyarmor 8.4.6 Z Hi ¥ A 1T LA i iy &> pyarmor-7 hdinfo ZEHIRE ({5 . -
H AT 32 FE 40 AR BASREEF 515, MR Mac Huhb Al IPv4 Huhl . 540

pyarmor gen -b 128.16.4.10 foo.py
pyarmor gen -b 52:38:6a:f2:c2:ff foo.py
pyarmor gen -b HXS2000CN2A foo.py

1F Pyarmor 8.5.0 2 J5, W32 python -m pyarmor.cli.hdinfo $HEEUIHIES R IR AR 45 & 23845 . il an:

$ pyarmor gen -b mc92c9f22c732b482fb485aad31d789f1 foo.py
$ pyarmor gen -b "{dashingsoft.com}" foo.py

AT AR RO AL £ il

pyarmor gen -e 30 -b 128.16.4.10 foo.py

R EFINEE — R 2GR, A=K TFAI, Bl

pyarmor gen -b "128.16.4.10 52:38:6a:f2:c2:ff HXS2000CN2A" foo.py

AR AGE I Z2 00, PAGESE I AR B[] O pLEs: , Bilan:
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pyarmor gen -b 52:38:6a:f2:c2:ff -b 66:77:88:9%a:cc:fa -b "f8:ff:c2:27:00:7f" foo.py

WA EHE HARK R, AR SR &k, filn

pyarmor gen —-b "*IFMAC:<2a:33:50:46:8f>" foo.py

LTIV 5 TETEI0F s 2 = ) e o921 2 SO T B

pyarmor gen —-b "*IFMAC:<2a:33:50:46:8f,f0:28:69:c0:24:3a>" foo.py

£ Linux REET, bl ARE R 4532 D455, Bl

pyarmor gen —-b "ethl/fa:33:50:46:8f:3d" foo.py

AR E HA i, I A/ LR EE R AR, Bl

# EHT Windows, R A HEEF - NMEEME - DE 4
pyarmor gen -b "/0:FV994730S6LLFO07AY" foo.py
pyarmor gen -b "/1:KDX3298FS6P5AX380" foo.py

# AT Linux, HEHNHFH KX E LK "/dev/vda2"
pyarmor gen -b "/dev/vda2:KDX3298FS6P5AX380" foo.py

AT AFERE (5 ST w2, pildn:

$ pyarmor gen -b "*HARDDISK:0000_1111_2222 3333 *IFMAC:11:22:33:44:55:66"

XFEAT DA pe—SE 405 BB (H RIS AT A I IR, T2 A SR AR 2R B hi 5
« ¥MID:
« *TFMAC:
« *IFIPV4:
* *DOMAIN:
* *HARDDISK:

—-bind-data DATA

DATA #] DA FE 8 QFILENAME

XA AT AFF AL BR 2 A7 25 91 o, (R RIERR A, — BT 4096 A~F45 . FEM TR
BALE T EAIR T, AR A B BGE T YT B, B A E RIA I TR IR ARG A

IR S EOA @ TPk, IBABBURHSENE, BWEEES BN EFEE T #T.
ANEW—FPRGOL, AR EETTE ] PR Bytes K24,
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TE NN A T SR A, TR BN R pyarmor_ (), WIPASFEE G 40d K HRGI AR R By
AFNT 4R 2 fp K E| Docker

——period N
FAPERORAEFA I, Bk /N . BRI TR G A MBI S R (TR E , X T
SRS AR, BT A TR R .
SRFOROECT + L, FRCCFANE, WA GBI

.1

e Is

* Im

e 1h

NIRRT, AR R A DR B

$ pyarmor gen —--period 1 foo.py

$ pyarmor gen —-period 3600s foo.py
$ pyarmor gen —-period 60m foo.py

$ pyarmor gen —--period lh foo.py

ik FEOEERRMERRE TXME, WSURAEs TN KB A AT A . el R
A TCERIGERBAT VAL AT R A, IR AA Al A S WA 2

DA DL, AT ATEARER AR Y — AR 2 i R K,

def pyarmor_check_license() :

pass
def main () :
while True:

check_pyarmor_license ()

sleep(0.01)

s, WmREMT BcC KAME, EFEFEATENINIRESAERL BTN BXK, Hlw::

$ pyarmor cfg bcc:excludes = pyarmor_check_license

——outer

JE AR
TN RS QR R T B AN, AR N B B I e s X e T, 5 AP AR AN A I
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i — B E (i AN B, L AU pyarmor gen key 'R ANIREESASCIR, FHPE DRI H %, 5 W i)
RIIRIEAT
HNEREE ISR A FREIAA pyarmor . rkey , AT DA FCE SCUH B GBI, a0, BT miTE A 480

pyarmor.key:

$ pyarmor cfg outer_keyname=".pyarmor.key"

RSN SR 1s UTCIER E

BRI — BBUCEISE 2 s, DT A s TR B e, FORI ST B R AE T, A oissT
i B R A U B SE O BSR4 A

—-platform NAME
HT -6 s AT E st T WA His-r-&
XAEIAT A Z 00, WATAEADE SHE 2 G 4 R0 I
T B AFRLLAE Pyarmor i ) AT & #FK
WA -G H ] A S TE—E &Y
SIS TR L tpyarmor. c1i . runtime , R HH STRAF-5 4 BELE )

—-—-private

JE T RLAT RO PR i s Bl A
JEFARGZ G, BRI EA VAN AR 5 Python ffRe & B4 U5 1H)

TR R EMAKIE AR 2R FAA R, W@ut, BEE --private %% T EA, SATHIRMEE AR
N ARBTG5 W B A Jo 3 Python AEREARIAAT . WRTRZ S LA N RIE, F2HEH
AR 3 sh— b i, JFREEIA foo.py:

def main() :

print ('This is main code')

if _ name_ == " main '

main ()

HRATELA AL A real_foo.py , SRJERIE—ASHTHY foo.py:

from real_foo import main

if _ name_ == '_ main__ ':

main ()

Ra—EMEE]:
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$ pyarmor gen —-private foo.py real_foo.py

TE 8.5.3 WA K AR AR : FEZ WA, SMERIIA TEYE A ——private AR, BUIAEM % AT
PASR AR, (R A BE D T

——restrict
EENN TR, R, N AR AT, AR
AT R - private
LR R Z G, BT _init .oy MRARRZ AN, HANBHER AN S ARG .
B, (0T S8 — A2 di st / joker:

$ pyarmor gen —-i —-restrict joker
$ 1s dist/
Jjoker/

RIFTERE— DA MER A foo.py KA

import joker
print ('import joker should be OK')
from joker import queens

print ('import joker.gqueens should fail')

IBATERANT:

$ cd dist
$ python foo.py
. import joker should be OK

. RuntimeError: unauthorized use of script

2B — B TR (H5R), ARz m A (o) 25, MARTEREE BT
--obf-module <0, 1>

IR N . pyc , BKIAZE 1
--obf-code <0,1,2>

IR R e (), BOARE 1

F55 2 & Pyarmor 8.2 FFFTHINNG, EREHINNIA Bytecode HEAT L AMIFAIMESE , [l PR AR— mitERE. EWTA
HEES D FR P R B A ARG, il

obj.attr ==> getattr (obj, 'xxxx')

obj.attr = value ==> setattr(obj, 'xxxx', value)

WHFNFOUT, WK RET Bl 35, AT 2 XA
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--no-wrap
NS A AR o B A e
Ao P A 2 o 80 A R P B 50 O AR R 8, R P 58 B I 8 BRI 25 T 2 i S — U ) e
(AR R, RV e G ATE S, UGB R =R . SRS, WNT2RdT
4 R SCRT DASR R TR RE
WA ——obf-code j& 0, ARAMEHEIEA FEATIEH .
--enable <jit,rft,bcc,themida>
J AN TR] B o X
--enable-jit
FEFHIIT Ak B LE AR DA i 22 4
--enable-rft
JEHIRFT 45 P
--enable-bcc
JAHIBCC 4%, P
--enable-themida
i/} Themida SfRAP %A A<, (X Windows P& 7] ]
—-mix-str
TR A s R i kbt
TR AL 2 WAL docstring
IR ITA AR RESPRIRIERE, BN E— R FAT R R R TR S TR A A s . AR 7 R s
FFER AT MERR AR TR, AR 5 A e AR R AN — S L AR
L
UL i e 5 AT
--assert-call
JEH E SR SRR B, R R0 2 R B A R
XA S ——private

AR E X AT, Pyarmor AL 2 B 2L BTG BRI BRI BIR A FREI2, Ao WAmd it Rk
PR B AR S T e, IR A B R AR A SN T

from obfuscated_module import abc

# A %R
# abc('a', 1)

EETI
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(% L0

#MEE, WR abc TEMEBRH, s ERY FF

__assert_armorred__ (abc) ('a', 1)

(2 Python JAIASHY RIGIE, AWK -—assert —call REEHHEILRECR TR TIMEBR, X ERAT AN T4
AR, PR E LR RN 2R

S

__assert_armorred__ ()

——assert-import
JEJH BB ARIR I RE B ORI AR AT B
XIS -—private

AR E X I, Pyarmor AL 2 H 2L BTG BEROM BRI BIR A FRE 2, s WA d Rt Rk
BUEARE import 1A T ARIBLHGE IR, IBA S BT ATERA TS

import xyz

# R xyz FRMEFESR, 2P HEFRHE

__assert_armorred__ (xyz)

AR R AR B, ——assert—import ARETCIK FBIPRTF, XIPMERT AN TAEMUHAS, Kt
BRI

B
__assert_armorred__ ()

—-—-pack <onefile,onedir,FC,DC,NAME. spec>

B RAS, REAE I AT B B A H %
1 v8.5.4 2, M2 S Pylnstaller BEATITAL, SRJGHTELAFHY RIS T SCIR AL 1 R
BAERTA 1 —YI#b i Pyarmor RS2/, JH 7 K24 ff Pyarmor 22§ T 0B BAAN SCPFBlE BRAS H 5)
JER M MRIA S Ry, RRATEMAEEN, A W RETE B — A ERA AT S

1E 8.5.4 MUAS A SZHF onefile FI onedir

1E 8.5.8 IRANINA: 34 - spec JRZCT

XA — HBLEN onefile M3 onedir , Pyarmor 273 AT AIASHIRINTY , B AR BrA KRG . 40
BN A ATEAR ) H SR, A8 At B i i it . (F2%T Il Python R4¢
B, PABCHAATE BT H SR =Jr 0, WIASEEFT e, FOg it 25| i ticss k.

EETA BAH AN 2 )5, Pyarmor 8RR 28 ] Pylnstaller X B i A UATIT 6, BRI RS
BEHRIER =07 Bt S d T b fe e i) A BT

B, B B RIA foo. py FTALCA BASSCPE TR T 0 a4
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$ pyarmor gen —--pack onefile foo.py

$ 1s dist/

IR H R N A SR T, EFEMEAES -, SERITA H ST AR . B, e
LR ME A foo. py FTHEIHAH S, FHHMEITA 74

$ pyarmor gen —--pack onedir -r foo.py

TR TR & B H SR ELAFAE, B4 Pylnstaller 253K i PRAMER, R ATFEMIA, MEHE
MER4 H H %, ATPAMEH FC 8% DC #7474, F 3R onefile , D 7R onedir , C R TLRHIIAE 2 it H
Ko folan:

$ pyarmor gen —--pack FC foo.py

WERIH CZH foo. spec H HAEBINIITREAMERA, A2 LAMEX AL 134 ——pack KITHE
I AR . Bl

$ pyarmor gen —--pack foo.spec -r foo.py util.py Jjoker/
$ 1s dist/

X Pyarmor 2 JeliNE A, SRIG TR foo.spec F-BIH— AN T 3CHt: foo.patched.spec , fi ) {1 iX AT
#M T spec SCPERIT AN A 77 2R R 2 M55 Pyarmor A& H B HABMIAS, Prf 75 20
BIAS A G AT H

5 W:
VAR T A S35 AT 04 Ao 3 R K
--use-runtime PATH
i S LB A T B
8 FEAZE T 00 214 ) i 4 L e 0 1R 52 ORIB A TR B AL, TS B A s A Tl B«
BT B LA H iy 2 pyarmor gen runtime 42 .
WERTREAE o0 E 91, A BB T4 B 0% B A I B AGR AE RE T - —outer

pyarmor gen key

PR SR A SO
R
pyarmor gen key <options>

HE I

-O PATH, --output PATH #1515
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-e DATE, --expired DATE 15 &3 %5181

--period N E B R AT IZ T TR A

-b DEV, --bind-device DEV 4§ 5 25 I A 21| 45 2 58 4%

--bind-data DATA  {#fiff & CHUR 2173
#
XA R A U0 % 41 SO, B B X e B AR iy S pyarmor gen (T4, HAE RIS L —H,
WH&% .

SN GILATE D 06 e S0 —b — /ML, A FE AT RIRBI ANRB Ze A R, AR
FEBCRISNIEY], PIOME TN, I LR AM .

EH GO T IR PSR ATAE dist /pyarmor. rkey o iU

$ pyarmor gen key -e 30
$ 1s dist/pyarmor.rkey

{5 P T 4 i - PRAT S S 4 B 1) LA e A

$ pyarmor gen key -0 dist/mykey2 -e 10
$ 1ls dist/mykey2/pyarmor.rkey

SNSRI BN S 402 pyarmor . rkey , BEARBEIEAF A THEATIE . (U2 AT DATE 1 e B SO AT B T
BIan, N IEANEE YIS AR EECN sky L 1ic:

$ pyarmor cfg outer_keyname=sky.lic
$ pyarmor gen key -e 30
$ 1s dist/sky.lic

SIS T AT AU AL B, IS AT IR I S MU 4T T e B A
 BATHIB R H

o AR E PYARMOR_RKEY FEEMEAE, HEATHP ALY .., BIAREKEESWAT, — Bk
ek, Bl /var/data

BT IERTS
WERAELA EH S F A pyarmor. rkey , RAF AL XM
o METR ST EIEARGFR + .pyarmor . rkey , flfll dist/foo/foo.exe.pyarmor.rkey

WERATEAE, A AT KIZAT S .

VAR AT N SRR 2 -6 9 Bk S £ Python iR A, ARATRES (pyarmor . rkey # NEREI TR AGE—AF H 5% pyXY |
B HHLE outer_keyname , EELEITRIIGM ../, BN pyarmor cfg outer_keyname=../pyarmor.rkey . 527 b5 45 1599
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AR B4R **pipe**

WAR T Em L Web APL )7 B BIANRES, A4, TPABLE i th AR (E pipe . SXBAEIRAISD
PR A SWAFRCEN SCAF T2 B A (bytes) , SRS BIASHT DAMRIETR 2 19 i Ab B L6 40dis

from pyarmor.cli.__main__ import main_entry

args = ['gen', 'key', '-0', 'pipe', '-e', '2023-10-21"]

data = main_entry (args)

with open('pyarmor.rkey', 'wb') as f:

f.write (data)

pyarmor gen runtime

AR BT DASE S AT 40 8 2.
Syntax

pyarmor gen runtime <options>

Options

-O PATH, --output PATH {R{Fz 4740 B A ) it B A2

--outer i Y S ER s H S

-e¢ DATE, --expired DATE % &4 %)

--period N S IR B T AR

-b DEV, --bind-device DEV 4 € Il%& B A 5| 35 2 & 4%

--bind-data DATA  77fiff & SCEU 124 7% 4]
Description
i R S I AT4h o & X A I A pyarmor gen s&—FERY .
Blan, A I BRI A TR B

$ pyarmor gen runtime -0 build/my_runtimel

$ 1ls build/my_runtimel/

$ pyarmor gen —--use-runtime build/my_runtimel foo.py

$ cp —a build/my_runimel/pyarmor_runtime_000000 dist/

AR PAGE T HA A

3.3. HARFMH 99




Pyarmor Documentation, & {Tha4 9.2.5

$ pyarmor gen runtime -e .10 —--bind-device 10:52:fa:2d:26 -0 build/my_runtime2

$ pyarmor gen runtime —-platform windows.x86_64 —-e .10 -O build/my_runtime3

SRR o 2r 4, A A LS AT Bl AL RN % B AN AR 7 B BE T ——outer o fi4N:

$ pyarmor gen runtime —--outer -0 build/my_outer_runtime

$ pyarmor gen —--outer —-use-runtime build/my_outer_runtime foo.py

$ cp —a build/my_outer_runtime/pyarmor_runtime_000000 dist/
$ pyarmor gen key -e .10
$ mv dist/pyarmor.rkey dist/pyarmor_runtime_000000

T B8 24 PR s il fiy & pyarmor_runtime_000000

pyarmor cfg

‘R R AIBLE. Pyarmor I PR 45

B
pyarmor cfg <options> [OPT[=VALUE]] ...
®I
-h, --help SRR BETTURIES Bl EAR 5 IR H
-p NAME J6 5 FAA LB B
-g, --global A B RAE & By fie £ hiftAT
-r, --reset ST NINE
--encoding ENCODING  $i57& T I BLEL SCPF 42
Had
A A AT

$ pyarmor cfg

HEF %M obf_module:

$ pyarmor cfg obf_module

FA I LA obf JF AL

$ pyarmor cfg obfx*

BCE— R BRCE I E, R LA R A R oK

100 Chapter 3. HZ




Pyarmor Documentation, & {Tha74 9.2.5

$ pyarmor cfg obf_module 0
$ pyarmor cfg obf_module=0
$ pyarmor cfg obf _module =0

I
o

$ pyarmor cfg obf module

TR AR AL B

$ pyarmor cfg wrap_mode 0

$ pyarmor cfg wrap_mode=1

BCE AR ETME (R = 5035, #l5LAERA Z54%)

$ pyarmor cfg outer_keyname "sky.lic"

$ pyarmor cfg outer_keyname = "sky.lic"

S IN—AN R B 1 AU B H S EAT + . fl:

$ pyarmor cfg pyexts + ".pym"

Current settings

pyexts = .py .pyw .pym

IER—ANm - o Bildn:

$ pyarmor cfg pyexts - ".pym"

Current settings

pyexts = .py .pyw

Wm—ATRIRCESE A~ filn:

$ pyarmor cfg rft_excludes ~ "/win.*/"

Current settings
rft_excludes = super

/win.*/

s ZERE R T Windows i 7, W ATR BHEIEFAF TG 5 08k K, filin:

$ pyarmor cfg rft_excludes """ "/win.*/"

PRI PE BT ERINE, AT RAGE T i A — s =X

$ pyarmor cfg rft_excludes ""
$ pyarmor cfg rft_excludes=""

$ pyarmor cfg -r rft_excludes
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FeE IR e A P T2 group: o BB finder FRYELE T excludes:

$ pyarmor cfg finder:excludes "ast"

WEREA U/ finder |, IAHAMH T EEI excludes BN,
Tie, & 41
e MIEIES, HHNEA
+ finder: AR HA
* builder: WA A, SHI LI AEX B
* runtime: WA G2 A AT B L RLE AT 4]
T3 INEA TUAAE R4
* mix.str: AT EARETE BN I AT R
+ assert.call: HIATEHERR SO R AL
* assert.import: AT P TF L LRAF A B LR
* bee: Q%1 Python pRECHC AL
-p NAME
FeoE pas AL e BT R
8 FSKA TR TR AL FRAE TR AR, 3K SRR ARASE B 5 88 P AN [+ F) o 25 .
A B BC B B AR R A I e p AN HL A B .
TR, FEM EERAPRRIGE, I pkgname . modname . submodule

BIan, XPAMEER joker/__init_ .py Ml joker/card.py NEAEMLHR, A0 B i H A HEL 1]
s

$ pyarmor cfg —-p joker._ init__ restrict _module = 0
$ pyarmor cfg -p joker.card restrict_module = 0
$ pyarmor gen -r —-restrict joker

-g, ——global
PR #RAEERAE 2 R & hitfT
B TREX NI, FrA R R R A i 5 o, e - /. pyarmor/ o F8E TRXMED, Frf
MHRIERE 2 Rie 5 H, @ wle ~/ .pyarmor/config/
-r, ——reset

PR T B I BRI
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pyarmor reg

WO, FEMERIEZL Pyarmor
&%
pyarmor reg [OPTIONS] [FILENAME]

IR

-h, --help R ] SRS B 5 EARE IR

-p NAME, --product NAME 5 & ¥ R UEZH E 147 it 24 7

-u, --upgrade TR E A Pyarmor VAT HIE

-g ID, --device ID 5@ NI & ST, AN TR RVF ] UL}
S8

SHU FILENAME 02 R MR — RS0
* pyarmor-regcode—xxxx.txt G CH:, — AR KV IR JG 4 A1 2R AS
* pyarmor-regfile-xxxx.zip YEMISCHE, WIIEEICZ )G A AN

PRV,
=2
5%

8 24 B A A A R

$ pyarmor -v

G

WHRECME R NS, FemafReaim A, SRR M PR NaME T AERDI AR S I 4
f}'j( non-profits:

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

VIHREAC T JG o BAH N 12 HE S pyarmor—-regfile—xxxx.zip , FEHAMK A PA KIS SE 00 H M
XA SO, I BT AT M4 FR:

$ pyarmor reg pyarmor-regfile-xxxx.zip

T4Vl
THEAE R TR a2, Herp - g BR JRER I rT RS E A PR — 20, AR — B0 S g 2

$ pyarmor reg -p NAME pyarmor-regcode—xxxx.txt

THR S e A A B 72 i L4 pyarmor-regfile-xxxx.zip , FEHANB ARG SN (]
XA, I HATE B A A4 5K
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$ pyarmor reg pyarmor-regfile—-xxxx.zip

ARVl ik

B RVFATIE L TFF A A P2 AL g AT oI Eis, I AR B 2 M S pyarmor-regfile-xxxx.
zip

—MERRVF IR Z 1 100 SR, - MNREHA 195, M 1EF 100,
N T AE LB BN Pyarmor, F5EONRE— G870 Bl AL U I B A S
B, S — G R B A SO, B SE — G R IsAT PR Ay, RN A SO

pyarmor—-group-device.l:

$ pyarmor reg -g 1

SR G TEIX A SO DL BB T iR B e i ALgs L, HF A8 2 H Sk . pyarmor/group/ N, FEAT
TR BB L S pyarmor—-device-regfile—xxxx.1.zip:

$ mkdir -p .pyarmor/group

$ cp pyarmor-group-device.l .pyarmor/group/

$ pyarmor reg —-g 1 pyarmor-regfile-xxxx.zip

P DA B SIEM SRS — B Bess, as AT Ry a5 T s 2

$ pyarmor reg pyarmor-device-regfile-xxxx.l.zip

MTH G, BEE%RE, WRREETHN AR, RS AUk g .
-p NAME, —-product NAME
B . txt SCPFAIT TS E VAT IESR 5 HY 7 i 44 ¢
- zip SCUREIH BB AN T3 B0 T X A3 0
JERDI AL ot 6 TR B A4 R non-profits
SR —URTE N B THR A I 22 VP AT ISR E 1Y 7 i 44 B
PR AR — HBCE Z TR, B 7 — R4 PR TBD

MR A FRBLE N TBD |, IBATEAND H Z W AT ATE RS S — K o XA FZ T b e KB B, HoR#E
AFRPIHEGE, e e U & 2 iR B SO IEF R AR RS A 2 IR A T, R4
Foh IR B3 E N non-profits , FHANRELERE L.

A BRI & ZERVF T UER 7 i 44 B ABIGSE A TBD , FRRVFRTIE, PA SRR PTUER A0 45 7 S B
o 7 I 24 K

-u, -—--upgrade

T A BV AT IR R Pyarmor 8 Fi{34 AT IE
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A B RRAS A VF AT UERR AT ATHRBEIROCA , 627508 7T 452 20 BLE Y THR
-g ID, —--group ID

e A NS, DOE TR BIRFATIE

AHREH 1 F] 100

pyarmor init

1E 9.1 ATA.

%% Pyarmor V9 iy 4T}

pyarmor env

TE 9.1 FRA T A.

W Z% Pyarmor VO iy

pyarmor build

1E 9.1 ATNA.

%53 Pyarmor V9 firdFH

MEE

i

AN B R AT A AL N A R e 2 o 3
PYARMOR_HOME

BB pyarmor —-home ]
FEARKERD F , WREH TS pyarmor ——home , XNIIRAS B 2P 20K
PYARMOR_PLATFORM

W 'E Pyarmor [iE AT-F & £ F5
FEAPR S — LRSI AT Pyarmor [H2 LK IEHTGEIT- 5 S AR R 5L
PYARMOR_CC

WEBCC 42X I C iy
PYARMOR_CLI

Y75 BRI Pyarmor 7.x A2 4 I
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U4 T Pyarmor 8, L LA BRI Pyarmor 7.x (4e8ett . LA EERORAYBIRERSU A, T
ATE BRI 7

fi4n, £ Linux (3 Apple Fi:

export PYARMOR_CLI=7

pyarmor -—h

PYARMOR_CLI=7 pyarmor -h

1E Windows i, M TG4

set PYARMOR_CLI=7

pyarmor -—h

TGPt i B B iy pyarmor-7 KA Pyarmor 7.x fRIFAHEA .

3.3.3 A mERHARNINE

X B T4 pyarmor HH KW FTA —1).
Biead pyarmor ifTIE A LS B, i Hsupported Python versions 184 7HEIX Eesupported platforms
AAATIRIN, Bo & Pt |, Ao ab it | B AR T FI—LURREEAR S AU i 2 pyarmor (4T R .

JIA (i AT E UM A BRBEAE LA 6 & 5 A TRAR IR -

3 #5#Y Python ki
% 20 -1 ARITHEESC Ry Python it 44
Python 2.7 | 3.0~3.6 | 3.7~3.10 | 3.11~3.15 | &iF
RFT No | No Y Y 1
BCC #&; No | No Y Y
pyarmor 8 FAHIHE | No | No Y Y
pyarmor-7 Y Y Y No

'N/y BREIAEEA SR, (RS R
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XFHES
% 3 22 AR EA1E (—)
(O] Windows Apple’ Linux®
Arch x86/x86_64 | x86_64 | arm64 | x86/x86_64 | aarch64 | armv7 | armv6e
Themida {337 Y No No No No No No
RFT i Y Y Y Y Y Y No
BCC #ix{ Y Y Y Y Y Ny No
pyarmor 8 FEilINEE | Y Y Y Y Y Y No
pyarmor-7* Y Y Y Y Y Y Y
% 4 F£3 RFEIRE LRI EIHIER (Z)
oS FreeBSD | Alpine Linux Android
Arch x86_64 x86_64 | aarch64 | x86/x86_64 | aarch64 | armv7 | armv6
RFT Y Y Y Y Y Y No
BCC #iz{ Y Y Y Y Y Y No
pyarmor 8 FEAINEE | Y Y Y Y Y Y No
pyarmor-7 Y Y Y Y Y Y Y
5 F-4 RFETRE R T-EHFR (Z)
oS Linux Linux, Alpine Linux
Arch loongarch64 | ppc64le, mips32el/64el, riscve4’
RFT A, Y Y
BCC #i=; N N
JIT j5E N Y
pyarmor 8 EAtDIfE | Y Y

2 Apple Silcon ¥ % 4 Python 3.9+

3 X HLY Linux 952 glibe

4 pyarmor-7 Y HFEZ I, £% Pyarmor 7.x Y.

> PP A ZAE Pyarmor 8.3 BN

6 X EEHESLAE Pyarmor 8.5.9 HFi g HAR 2, By BRI SIAREICLE A pyarmor.cli.core.linux and pyarmor.cli.core.alpine
7 HEZH riscv6d {37 H Python 3.10+
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xR

W% pyarmor-7 J& Pyarmor 7.x [ [A S IERUA , HSZREERRARRVFATUE . FE# AR i 14 w] Ik R 1o {58 ml B
S EE HTTP 401 error

BC B 3T

A =R R S

o Sk E X, —A - ini ARSI ~/ . pyarmor/config/global

o KB E U, —A Lini BRH S .pyarmor/config

o ARA R E G MERATAH B CIARAAICE, A Ak E W E SN
{1 fir &-pyarmor cfg A7 A EIC E SCIFEI .

InEE

1E 8.2 JATNA.

A2 Python B, FEAE Ut SCHEZ SRR T, mT DAt SCPFREA T — 28 e AN A, AT AT
LA 2 FR -

SR 3 5
o W F SR SR T ML B
o BN MA T S AT RATER], DA RRRIRA AT R
o HEMEREAE EE hor 3 91 300, AR PR SN A AT AU A TG E (R
o BEGEFTRIBI Y A pyarmor_runtime WJF4E, DABERAL RS

o {1l install_name_tool 1504y AR pyarmor_runtime WUMKHSIEL, fFPLA LE Darwin FREETOIER P
JREASLERL Y 7] 5

IR AR R PASE AN ZAMENESE, I SR ME a1l SR Hh A b e O
K, BB REEEAEER

PRI E TR
class PluginName

static post_script (ctx, res, source)
WERZITVEAATE, B EXTEME A A R IE8H T
XAV F RO AR U N2 A AT SOE ], A 1B L source 3R [BME RS 1 AR Y 25
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e ctx (Context) -- MEHIE
* res (FileResource) -- SZfi| pyarmor.cli.resource. FileResource
* source (str) - I G A N
static post_build (ctx, inputs, outputs, pack=None)
WERAZITIEAFAE , IR AT I SR A I 2 G S ipyarmor gen i ]
BH
* ctx (Context) -- L
* inputs (1ist) - A a2 75 AR A A2 FR
» outputs (1ist)-- #iH HF
* pack (str)-- B2 /¢ None, B2 2T —-pack $§E W X4 FR
static post_key (ctx, keyfile, **keyinfo)
HRBAELE, A9 305 47 SO 2 5 & pyarmor gen key VAT
BH
e ctx (Context) - fIEE 1L
* keyfile (str) - it MRS
* keyinfo (dict) -- SNIBHHIGEEHIE B
ZH keyinfo P HEMI A A

Key expired
None 5 # A% (epoch)
Key devices
None il F 1% %15 H51 3%
Key data
None 5§ 245 E HIALA EdE (Bytes)

Key period
None =¥ # & & WA E TR E B (FP)
static post_runtime (ctx, source, dest, platform)

WERARTITIEAAE, AL E BT AP BB pyarmor_runtime N2 5 & pyarmor
gen WY, WSRJREMZFEREA, ERRESIHNZR.

e
* ctx (Context) - M EE
* source (str) - FiGiFHIY ST 4 5K
* dest (str) - iy i EATHRSCIE4 R
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* platform (str) -- § RN H)E4T-F & 4F5

N RMEEA, FEITHE. EENRMEAFEZMAY RY oy, EIRMEHMAZTR.

$ pyarmor cfg plugins + "script name"

Pyarmor $ ff W7 Y 48 2% [7) 44 A JE AR
* LTS
o AL H Hik, BHEE .pyarmor/
o 2hEeE Hg, #EE ~/ . pyarmor/

X A — NG EA fooplugin. py

all___ = ['EchoPlugin']

class EchoPlugin:

@staticmethod

def post_runtime (ctx, source, dest, platform):
print ('-———————- test fooplugin —-————————- ")
print ('ctx is', ctx)
print ('source is', source)
print ('dest is', dest)
print ('platform is', platform)

BEHEEST .pyarmor/fooplugin.py FEMAE:

$ pyarmor cfg plugins + "fooplugin"

g A, FEFEH G AT AR RIS 1T A5 R

$ pyarmor gen foo.py

SR ARG T A g =K

$ pyarmor cfg plugins - "fooplugin"
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AT

1E 8.2 JRATIA.

AN T L@ —> Python JHIZS , RN B EBSRA B AR A B BT, AH Y T B EAE AR R T A T 48 1F
PACHD , SR ASIZAT A s 2 i S AT I AU

2 A BB, Pyarmor £37E Az E 4 Ffic § H3K NEIEE A IRA BT hooks , WASAMIE, B
LB AT AR LS, AT dE AR N A+

BN, .pyarmor/hooks/foo.py ¥li2 foo.py MI#MT, 1Ml .pyarmor/hooks/joker.card.py &
joker/card.py HIAMNT .

B A D Tk — AN ) Python I AR, (H 2 & ] DA N4 SR N B BB B pyarmor () and
__assert_armored__ () FAY—SENE ARG B

B RN T2 B AR A r R A S v, B DAL A FReh 2%, 52 T R ORI AS I A T
.

"

__pvarmor__ () __assert_armorred__ ()

FARHAET

1t 8.3 JAA.

— R BIASKN TR A S T INEE A, QAR BB A TN A Bt T — 2 Wl s s ek A, R
2R FE L PRI AT . pyarmor/hooks/pyarmor_runtime.py , X PBIAKN T 0] PAE XAEIN
B AT 2 BRI 1) R A

BHOCAIE A .pyarmor/hooks/pyarmor_runtime.py , RGEX—NHEEbootstrap () , XA HREL
TEY AL pyarmor_runtime UG A FE A, AR ER 245 2 0

bootstrap (user_data)

ZH
user_data (bytes) -- iz{ TG BRI A P 3 2 E

Bml
A2RIR ] False , HRAYJEALER pyarmor_runtime FJAG LRI, I FLA H PRI 5 342 [
AL, ARSRIAT I A

Pk
* SystemExit -- F#HRH, ANE/RTEHHER
» ohter Exception -- iEH I H E R~ 18 itk

An example script:
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def bootstrap (user_data) :
#FUMERBEAESFANFTENEAR, TEEERLA A
import sys
import time

from struct import calcsize

print ('user data is', user_data)

#EFE, FXF 32 L
if sys.platform == 'win32' and calcsize('P'.encode()) * 8 == 32:

raise SystemExit ('no support for 32-bit windows')

# % Windows THTHRERTHARER &
if sys.platform == 'win32':
from ctypes import windll
if windll.kernel32.IsDebuggerPresent () :
print ('found debugger')

return False

FEXAATFE, AR EXKERZRER
if time.time () > int (user_data.decode()):

return False

A — XA A, e DX AR .pyarmor/hooks/pyarmor_runtime.py , SRJGHAT NI fy

A

$ pyarmor gen —--bind-data 12345 foo.py
$ python dist/foo.py

user data is b'12345'
Traceback (most recent call last):

File "dist/foo.py", line 2, in <module>

RuntimeError: unauthorized use of script (1:10325)

R B BORBO A ARE R R, WA S H RS, el UL ] Pyarmor (4 EASER pytransform3
o BN, 7E Windows 165, 1§ oIy AEER pyrransform3.pyd .5 VU BIZATEREE, SR 50 R T AU B
R EDS)

def bootstrap(user_data):
from pytransform3 import get_hd_info
# & % # pyarmor/cli/get_hd_info.py W #j X
print ('Machine ID: $%s' % get_hd_info(22) .decode())
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3.3.4 ZTTINERAIFE

I MABATAE S 7 % & Bl

% #5689 Python X Ff1FE S

TBAT NG B S HF 0T 65 Al Python JRASHI A& as o 55 Bt A 04 3155 J&—FERY o

MEEE

X L PR AL B S N B A6 P SR e — S iE A TR
LANG
BVERGIAETAE R, N A B R g B A T 2 A S
PYARMOR_LANG
FH R BB A T 2 AT S R
WA RAFAE, W4 LANG 29520
PYARMOR_RKEY
WEE RN 7 MR

BRI

XFER =i RE Ry (B4 Jython 45 ) PAKGEILHRA Python C/C++ fURIR A IAS, N 258 =7 i e A fig
5 F1 CPython 4 & 4% FAT, WEAT AR INEE A . A28 =7 flREdR i OB, #RINE /275 33 CPython
PR,

CL I — 28 )
* PyPy JLEisATME AT, HAEEEARIE T CPython .
* 7F Linux F %5 %, Python ZhZ8 1 libpythonXY.so (1B dlopen /5% & RTLD_GLOBAL , 5 N5 4
JeVEIBAT o
* Boost::python, ERiA%#E Python Zi75 % /& %A B RTLD_GLOAL Y], inf 7% B4 iy ief 48 2 i 4" No

PyCode_Type found” . fi#de )y a2 AE I AE AL IR 5 ¥2: sys.setdlopenflags(os.RTLD_GLOBAL) , X FE5E
T[/J\/\%dj EF%JEHE’J@?&%H# i

o B ctypes WLEAEF: H. ctypes.pythonapi._handle W75 1% B>}y Python ZZS M AJHK, PyArmor £ i
%A 3R EL Python C API [y Hihil:

* WASM H AR, i R 2HEIEA7 R AU A i il WASM, {HU2 WASM g AR 25 ) il S 2 1%
IR AR C AR, S T ek, A H RIS SR WASM T . SR S 2 1 1 PR XK
KRB RII—MRERBIETTE, HECREgistT RET BN, (B2 B andBea I 20kl
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MEZEMERNEEL

1E 8.2 JRATIA.

AW FIR R ETICH A, WTLABEEAEME AP, W e — BN e A4 T .

pyarmor___ (arg, kwarg, name, flag)

SH
* name (bytes) -- WMi/& b'hdinfo' 8{F b'keyinfo’
e flag (int) - WAIE 1
A5 60 24 11 B A BB 6

%j name %1 b'hdinfo WG, WX BREIAT DAZRIN B BEARE 1R B

SH

* arg (int) - RIWCR AR IREEE, ARUE: 0, 1, 2, 4

» kwarg (str)-- None, B{FE X% R

PEA ]

arg >h 0 3R [A R 4% 7515
Rl

arg Ay 1 3R [5] 9 - DAK 9 ik
PEA ]

arg 4 2 & [0] IPv4 Hiidik
PEA ]

arg >4 3 JCRUE
Bl

arg A 4 1R[] 4 e 44
B

P
i,

__pyarmor__ (0, None, b'hdinfo', 1)
__pyarmor__ (1, None, b'hdinfo', 1)

1E Linux 258, kwarg Al DARIEE MR elE BR324 55, Bl

_ _pyarmor__ (0, "/dev/vda2", b'hdinfo', 1)
__pyarmor__ (1, "eth2", b'hdinfo', 1)

7 Windows 2%t, kwarg i A] DA R4S 2] 430 M R ol 4 5 35 1 5 . . filan:
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__pyarmor__ (0, "/0", b'hdinfo', 1) # First disk
__pyarmor__ (0, "/1", b'hdinfo', 1) # Second disk

__pyarmor__ (1, "*", b'hdinfo', 1)
__pyarmor__ (1, "*", b'hdinfo', 1)

A ifis 1 PIvh B AT 0V
¥ name T b'keyinfo' MM, JHHXA BT ARBURFTH ST P 5 S
SH
* arg (int) - fEERPUNMEE, ARUE: 0, 1
* kwarg -- None, i {1

PEA ]
arg 4y 0 3R MLEATEEHSEE ARG B, 1A 98 BdER I b
A B AR
Bytes
Bzl
arg fy 1 3R BLEFTEEHIYA RN (epoch), IRBA B EA UM [A] -1
B
Long
B
W R AR, AB41%[A None
B,
print ('bind data is', __pyarmor__ (0, None, b'keyinfo', 1))
print ('expired epoch is' __pyarmor__ (1, None, b'keyinfo', 1))

__assert_armored__ (arg)

S8
arg (object)-- i, HEEH )k
B
WS arg FEE MG YOS SN, I2RE arg B 5, FHWHHH TR
Bilan
m = __import__ ('abc')

__assert_armored__ (m)

def hello (msg):

[y
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(% L0

print (msg)

__assert_armored__ (hello)

hello('abc'")

3.3.5 #IRIHE

X HLB T I RS AT 0 A B I R B AR SR, I ELAS T B SR S A A T RE D P DA R fi ek

P

IR R G BB X BARE], P2 — B UL R X MR A & Pyarmor 524, AT REE A R GRS EA
R, SRKRG U o X5 I AT 2 Pyarmor ST, HEHEIREIRCE R, b
R AR T AR B . XX SRAL A A, S BRI AT AT R T 15, RS RN IE SR A ok

UE S

IEEREBIEIRED

T i W PR R

IRzt T S pyarmor MR LR, 0 AT AR R AT

60 -1 I I BEsE R 15 B

HIRER

[FERFFRT R

out of license

(o PP P 24 i P IR AT ) D e
fRPIT RIBSH T HEX

not machine id

R A R A L A 2R T A T R S X B
HE B 24 AT A YA Pyarmor A RAf# R )5

query machine id
failed

WERTEFAREE Y BB s A RAE R R, SRR

relative import

”%s” overflow

S E MR, ER AR B TR AR )
LR 5 EEIN R A IER B (H %), A& SRl s — 43X

TN B S

T EI R AT Pyarmor IR (S B
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T R-LL YRR R B R

HIRER

FEEMBERG R

HTTP Error 400: Bad Request

I+ F)] Pyarmor 8.2+, PAR/RIERAIEERMER, &
Je RIUR I ) R 7 %

HTTP Error 401: Unauthorized

AEHAR VT UE N ] pyarmor-7 fiy 4
BEAEYI S, pyarmor-7 HUSCREE ARV Tk

HTTP Error 503: Service Temporarily Unavailable

15 1 73 ph 2 AT T 2 Ui a2
VFARIERR 55 45— Bh 2 W B Z SUVFR 4> TP [ =
YR, 1 2 AR [] 503 4%

unknown license type OLD

{E Pyarmor 8 1 i & i AS i 14 AT HIE
52 X B TR T 42 X
R % M4 pyarmor—7

This code has been used too many times

RN E 2B 1 JCIR

no registration code found in pyarmor-regcode-xxxx.txt

TR A pyarmor-regcode-xxxx.uxt | K #F L
PIZE, AR HR A IE S

update license token failed

WERAE 1 Bz Wi TN ar&iad 3 0, %% b
S5 3B JEAEREATIN AR,

WERAE 24 /NS Z N, TEEIE 100 G [l i g s
Docker Zids_Bizf a4, 0555 BEIA v
JH#) Token

AR AR Y H AT AR IR, 3R B 2
R 1E]

(L7 KON i S T ¢ SV N L
http://pyarmor.dashingsoft.com//api/auth2/
TR T 1R[] NO:missing parameters | XA M 2815
A ), Pyarmor 7 A]IER 4545 0 15 A )
WERE 2 v8.5.3 ZHIMIA, 5T E
v8.5.3+, SRJFHI R AY iy K5 Python J275 AJ A
Vi) HR 55 s

$ python

>>> from urllib.request import urlopen
>>> res = urlopen('http://pyarmor.
—»dashingsoft.com//api/auth2/")

>>> print (res.read())

b'NO:missing parameter'

QPR IR [ Ho At B 1 S, IR AR AT BT K
S BCE ML, A FLiF Python T4, 35S %k
o SO IE A UEA T IE B

invalid activation file

TE A SR B AR AT IR, I LSO
252 utf-8

TEBIARCE AR 55 25 B0E 2 S A X R N A2 AT
B

3.3. BARFH
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HBEE S AT A7, KEERZN 192, FRARE
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BITNEHAERES

Pyarmor 215 1) 515
X BB R BTN AR g Pyarmor % 4 S5 IRA5 S, &R T RERY IR RIRI A 7 5

UNRAZIY B B R AR, AR PRl DARE I B AU XX AN B AT E B AL A A AL B . A B AU Y
ST TE -
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8 2 BT AR R E & (Pyarmor)

IR HIRER [REFRR TR
error code out of range Internal error
error_1 this license key is expired
error_2 this license key is not for this machine
error_3 missing license key to run the script
error_4 unauthorized use of script
error_5 this Python version is not supported
error_6 the script doesn’t work in this system
error_7 the format of obfuscated script is in- | R] G R A
correct L0 A 2 ol H A e
) Pyarmor AR, T
HORT A Pyarmor BEAT I
2. TR ARAF IS AT 3 B A B A
Bk, e X MR
error_8 the format of obfuscated function is

incorrect

RuntimeError: Resource temporar-

ily unavailable

WHE TS MANA R, H2
TEVE V5 1) I 1] JIR 55 X0 i) A
(A
1. )74 i i i)
2. P ERE A4 T HOH
i
3. 7+ 4% 3| Pyarmor 8.4.4+ |
I A HTTP Iz 55 2 it
frfe g, F 2y 4
B — A % HTTP
Mk %5 #%. 1 a0 pyarmor
cfg nts=http://your.http-

server.com/api/v2/

Protection Exception

L S D -
TWi--assert—-call 5O
assert—-import . B4 =
Fo Az Py iR Ry
8 B ARk, ARPEGE IR AR 1Y
FUEL, 2 LR R R R

Python #2 {51545 2

3.3. BARFH
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HWHEOLT, XM RAE Pyarmor B .

i ok BLAY A 5 2 2% Python [ 3CRY, JENAE AR V2 a4, ml ] DA A, ol DAL HAE T
JEEF Python #Hl K HITEIA M R FIE 2

* 90 K21 IBfTE AR HE B (Python)
HiRER FEEMBERG R

ImportError: attempted relative import with no known

1. from .pyarmor_runtime_000000

parent package )
ilmport _ pyarmor__

fRURTT S ANB 1 B3 - —prefix KME A

HMEREEIRIER

XA A R E B 2 22 SNREREES R, Ml Pyarmor A By Jo o, HAUEATIERARCE 805 LA D 411,
AU AT AR R B A )

I google B HE R T RV AR {5 B A HRB il &

No such file or directory: 'nul’

XN 7 5 Windows #EVE RS0 18, BIANEAa M 58T Windows 48, s H A0 /2 %Y Windows %5
5 I DR 3 T

fp )5 SRR AT R Widnows R4, Hi¥
TEA A TIAT T T Y iy < BB 6 NULL:

sc create null binpath=C:\Windows\System32\drivers\null.sys type=kernel start=auto.

—error=normal

SR )5 #JE NULL fiR 45

sc start null

WERBERS IR R RSN, AN A% 0] DAL A

3.3.6 HIAYfEREIR

& Pyarmor JT A& AL PR G H, A7 80% J& T AR Ui D, AR ] Pk b5 DL 45 U2 )&, Pyarmor JT
KBRS . W Tl SO A A A R ST B, TR AR T, X B S f R IR
A E 55 -

MR EMB SR K EREER, IEEHEZEEAT Pyarmor 1% % FEMRYEFH N B &R gy %
RSB TN SRR L AR R, AR TS AT e R A0 & HRIEAT N 1 S A P ek 2
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iz1T Pyarmor Byig&

BaRY

1. K2 & DAL LSE pyarmor.cli.core 4,
18R pyarmor 1225 H S @ TAFAEY TSR pytransform3.pyd (35 pytransform3.so
WERAAFAE, 5575 208 SCREA T IE A 4225

2. KadE Y LR pytransform3 725 T 4 HIT-5
{ifi il Python H E:Z1T FHEIHI 4

$ python

>>> from pyarmor.cli.core import Pytransform3
>>> Pytransform3.version ()

1

>>>

R REIEFR ], 2B R I Ay A T R T8 T 24 H 5
A& Linux -5 N i, 4] ldd AT Ry a4

$ 1dd /path/to/pytransform3.so

TE MacOS -4 RN, i codesign F1 otool $WAT T 1 A2

$ codesign -v /path/to/pytransform3.so

$ otool -L /path/to/pytransform3.so

1t Windows -5 NI, [ [cyecheck] JEATHG#r:

C:\> cygcheck \path\to\pytransform3.pyd

B

C:\> dumpbin /dependents \path\to\pytransform3.pyd

MR R S B2 A0 N 1) B0 6 RE A A ke 7]
3. AR BT e R AT HICEERYL, BB A A0 F R0 IR RS RS TS

XFF Linux B2k R4, ® PAEFH B pyarmor.clicorelinux , pyarmor.cli.core.alpine , VA M
pyarmor.cli.core.android ZEW W%, B— B EHEA £~ pyrransform.so , I

$ unzip ./pyarmor.cli.core.linux-6.5.3-cp310-none-any.whl

Archive: ./pyarmor.cli.core.linux-6.5.3-cp310-none-any.whl

[y
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(% L0

inflating: pyarmor/cli/core/linux/__init__ .py

inflating: pyarmor/cli/core/linux/aarch64/pyarmor_runtime.so
inflating: pyarmor/cli/core/linux/aarch64/pytransform3.so
inflating: pyarmor/cli/core/linux/armv7/pyarmor_runtime.so
inflating: pyarmor/cli/core/linux/armv7/pytransform3.so
inflating: pyarmor/cli/core/linux/loongarché64/pyarmor_runtime.so
inflating: pyarmor/cli/core/linux/loongarché64/pytransform3.so
inflating: pyarmor/cli/core/linux/mips32el/pyarmor_runtime.so

inflating: pyarmor/cli/core/linux/mips32el/pytransform3.so

WK ldd Ki#r, WRFE—NhRE—AHZ NP pyransfromso W] DA, 8285 DUEATEI 6
pyarmor.cli.core [F)43E H 5%, #ilan:

$ cp pyarmor/cli/core/linux/loongarch64/*.so /path/to/pyarmor/cli/core
$ pyarmor gen foo.py

B XA, [ B R A

$ pip install ./pyarmor.cli.core.linux-6.5.3-cp310-none-any.whl
$ export PYARMOR_PLATFORM=linux.loongarch64

$ pyarmor gen foo.py

4. MERSHFFZG , AT Python /INBAS B 5 B b T HAS, 401, F+4% Python 3.11.0b2 ] 3.11.9

=3 PSL

WRAE 2905 A (pyarmor-regeode-xxxx.mxt ), R PRAE FIR A T 3 K, IEHFFOL XA ST
T RKIEE M, PAGRY A AR R 1% 6 F o2 i L pyarmor-regfile—xxxx.zip

invalid activation file
SR Bl X Fh S, A SO R A A
o XSO A2 Pyarmor T 2H AR BBGE BREERIBHA:, I BAZIS RS A B R G- 18 ek

o EXAAH N BT IR RE Dear ..., I HALE— AN, %GRS A —1T, ARES N
ZAT

JE TR e 4 % Ve T E
L AGAE 4% 14 H ) ) 35 2 5 TE
2. Bz Nistri 3 ATEN 4
3. QR RAEIZAT Docker 48T, SR TE— B2 Wizf Tl 3 M Docker Z84%
4. JBARTE 24 /N Z NTESS 100 AR (Docker 784%) _LIEATH 2
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TSR DAL KR R AT AL 3
1. 2233 Y4847 ) hitp:/pyarmor.dashingsoft.com/api/auth2/ 5% BT B2 curl ZE3ATI32,
AL [”NO:missing parameters” , X331 [# % A1 Pyarmor H} 55 S84 B 210
7 DU A A AL 190 2% T,

2. K7 Python @RS /2 75 1] LAY W) Pyarmor iR 55 % (] Python fERESR AT N IHIMar S, UIRICIRIR 1]
WL, I 2TERA AL A L BB 2 =] 9 45 e

$ python

>>> from urllib.request import urlopen

>>> res = urlopen ('http://pyarmor.dashingsoft.com/api/auth2/")
>>> print (res.read()

b'NO:missing parameter'

TERANAR 2 s 45 25647 24 Python [3%, 3X 4~ Python R REARILZIZ I K IUAT Pyarmor IYfERER:, 5
A T

3. QAR PAEARIERRIA], R TCRTEN S, R AL R
ek 7 AL S A R O VF AT IESR 5, B3 pyarmor-vax-6058
A AR Vvl ik
1. 411 % 1) Machine ID 2 HEE R H B & R AL
o QRAEAY 2 Pyarmor 8.5 Z BIMYIRAS, FJcTH4) Pyarmor | f i A

o WEPRRTERHE B HEZ E 2 R AR LS, B4 Github Action FERIA runner , JCIK %
o 4 P A TR

RIS (—ih pyarmor—-device-regfile-?222.N.zip )
3. WAYEN SO Y Machine 1D @750 24 Fif 1545 VLT

4. WnSRBEAF Machine ID S:0CFShEMREFFAZS, I HAN T IEB A0S AN SO, i fe s i s, 20
BETHIFEE:

* %451 Machine ID

o RARE, BYILRA, TREUNL, B BIRS RS

o XA Linux R, $26t uname -a 1y i
ARV T UEIS 4T 24 Docker %533
T f% Docker FA/LFI Docker 7525 7E [ — MM 45, ([ H] ifconfig fiv4-Ho £ 19 B i & o
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iz 5

update license token failed
WS AR M PRI 5
T H LAl S s B R

1.

2.

3.

g —ANRIELAS foo.py , FHET TN
WERAGERNE, LS il B 5 KA, BRERY IR pytransform3 & 1] 24 V-5
USRY AR BT I, 38 2 e 22 W T R 2 A S

B4, HE S ET H 3 TR E B 5 pyarmor 44K .pyarmor.bak | 184 JRELE H 3% ~/pyarmor/config
4K ~/.pyarmor/config.bak

BRI, AR ), BT AR e

- L, TR -d A2 pyarmor.report.bug , HEST I

o PREAT—ANRUAT RETRT LAY AT A LY A
o IR B DA AT DA BRI, RN B AR S BB IR ) T I

XY

1.

2.

HIEAE Pylnstaller $TELBCA MR IAS, BHERFT AR AN
AT VAR T IR SR AT 04 Ao FA A

BITNERAIRE

SANBITHEI ERSEKY

1.

3.

oy BT AL R A A

TEME A H SR, R SR pyarmor_runtime.pyd 53 pyarmor_runtime.so , Wi BRIHATAE
BTN R — AN IER Y Python 4, AT DA R MAESE = AR, (E2 U RERS 1 25 A 2 A
AN A 1) S ) 2 A7 IE A

FLAESTIP IR AS WAz w] AR B0 I A 1) 26— 215 )0 — AR HER from ... import 1547, 15518
Python A 5 {1 3 AW Ef PR BE A B T4 BB

A UAE IS A S A TR B A L B B B ATER], AR -1 8 ——prefix BBLA MU I
ARAAFPIX A A

XTIk Python /NIUCA B e Bt #h T R4S, 40, J14% Python 3.11.0b2 % 3.11.9

WA e A H br Be s A2 Rl — LSS
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L. WRzdT N A Python AN 5 6 A1) Python /M4 (Major. Minor) —2(
2. QARPIE AT, TERR ORI B T IR ST S I - —plat form
3. KEAEY AR pyarmor_runtime S5 VEIC H AR 11 Python RASHIF- 5 5244

1E Linux *F-& R, /] ldd $hAT R iy 2

$ 1dd /path/to/pyarmor_runtime.so

£ MacOS “F-5 i, {§H codesign Fl otool PAAT T THI A iy 2>

$ codesign -v /path/to/pyarmor_runtime.so

$ otool -L /path/to/pyarmor_runtime.so

7€ Windows “F-& Fi, i [cygcheck] #E4TH

C:\> cygcheck \path\to\pyarmor_runtime.pyd

ey

C:\> dumpbin /dependents \path\to\pyarmor_runtime.pyd

MG 5 R 2R AN Y B RE T R T
R TCE MR B, R £ e 5 R 6 IR R R SRR AR B

HANT e, 2 EAAEMER G, GlaE 162 Android 135, 412R --platform an-
droid.aarch64 N5 W AR TLVE 4T, W PAZEIR --platform linux.aarch64 553 --platform alpine.aarch64 , [Rh
BT R G 3 BT R [R #Y LIBC

unauthorized use of script
1. REffif]l-—private, ——restrict , ——assert—-call , ——assert—import ZEZHEI

2. f#i [ pyarmor cfg assert.call:excludes "xxx” B3 pyarmor cfg assert.import:excludes "xxx” FER H B v 85 1) ek %%
FEE e

3. RBLSECH BB, R, EAEEUT A
o I i) T2 BT
o WPATEBLMEI SR B AT, RN BN =00, SUHRMIR S, R AR =5

o IBATINE BIAR T S B iy A0 SRR S £ R
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ETMENAHRERRESR
1. SRR B RETBCCIAACR RPN , 245 1T DAEAT, T DAIZATH0 35 B0 2 RFT/BCC/ZY
G RAY, 55% FIHA N Ak e
2. WA R AT A KIER TTUBT, 2 — MR, AR R A EfZ1T

3. fRALIAS SR E] — AT DAE B SR B (A A, Bl AR B A = A, AR B =0
e, BFR 4T 5 = 75 B if) R e 35 e R A5 e 04 9] AL

4. R, 2OUETIINE

o I I A T A 5 B
o FIDAEE IR AR AAS, AREAERIE =0, UHRKER R AR R =
o JBATINER PIA I 58 B i A ST BRI S A R AR

B T 2Rk AT s

%% | i) unauthorized use of script

7 RET B T

SR RFT #2270 % i A pro RO T &

i ¥ BCC B k47 s

TSSO A SRR AN I ME PR AR, WURETE AR TAE, A2 2 HOR I E AR TR s R P45

YR

SRIGZ: 4% ) BOC 42 X he 3 i A pro Wi 5 &

BITTEMMEMAHIERNESE
LOAEATE, R U A, SRIGs i@ s A, AR MisfrIms, ARAIEs, I8
257 LR R ARZ AT R M Ak 7 58

2. REEMHMA, FHH Pylnstaller T EIA MARMA, KA R BRI REITES,
RIS, #5% Pyinstaller R4 i

3. ARVAEHRIES,, SRt E DRI, EEPIR VRPIR 2, KRB SR BRI, SRS

i
Ry, AT RN AR AR F G, e B iR A As T4 R

B, PR 1R, EEAE R LIE T AR B B, e FAR B s i A4
AT A
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SR B

Darwin Apple Silicon QISR NIZ THLARE, ARATEEXTY AR pyrransform3 53 pyarmor_runtime #4774
pE
3.4 FEANT &

3.4.1 MESE ¥R

AR T S P
o BRI N I T R 2 4 T ok
o IR H B R

I EASCR %7 Python ERY, T Shell B, SRES BRI

— B PAE R E RGN P E SR, BOATE DL pyarmor 3247 il RN B BRI SCAF S AR B . e
QTN T W iy AL BUE F SR AL

$ echo SHOME/.pyarmor

BEAEA TR python 64>, FTJT Python i & , 1@ 47 I TE/]:

>>> import os

>>> print (os.path.expanduser ("~/.pyarmor"))

Frik: FEASCER I RGICE F, LA S Tk air A2 Shell a4, 1A »> JT 3K 1R 2 4 Python 54l 5124711
JEIATER] .

AR, R ~/ . pyarmor/ FRixA~H .

FATESCF T e — A B o 2

$ pyarmor gen foo.py

BTG, AT H 5% dist/ R, i i SCHF:

dist/
foo.py

pyarmor_runtime.so

FERXA~d R, pyarmor R A2 E?
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REETINE
pyarmor G EEITIREE, ERMSTI T
1. QIHSEFTIREE otx, KRAEA R FSC IR BT I
2. WM H A -pyarmor/config ik, [ RIFRIOREIEIL cix

3. BEBUARATIETN, BB ITI ctx

EREA

1k pyarmor MRYE AT AT AR SO H %, JFIGRFEME K A A .
BLE I pyexts FIH TRREMENMAY L, BAZ [.py, .pyw]
Yo, AT ARIAS, BIEY FEEARLE pyexts Z 1, gl 375 Z0 25 i AR 51 % ctx.resources
H, T AR ER RHE, Y RATE pyexts Z RIS NE 51k
SRR T AN ECE T, P T IRV

o YEIi--recursive BT EIAR T HF

* BEUl —-find-all AHPTARBABIRANE (AR

TR A E 1%

XA Dy HE N A 9B
M --find-all WWIBCERIIEE, 2 H 3 &R A H) RBHIHRI A .
pyarmor 1§ JoisE R AR
* 47K H i Python RS E MR RIKE
 JEEEIT pypaths FHEE R AR B R R
o JELFTH B E| R 5%
R P T TS A AR AR foo M S
1. EIA foo.py fEATAE UEVEM tree
2. 2R T4 1Y import/from...import 154)
3. B S ARBLEAE g
4. RAEHRZ PRI R ERAS, AN WA S
5. AEBLHSCE I AR FF 2N A i A 81 2%

AL RS R ARBISICIR A BRI, K S (AR AN ST A B A 4. B AR R RIS
PF—BoR A TAE, JEHBOSC e WA PR EI 4] £inder N, B4
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[finder]
includes = a.py b/c d.pt

JEVAS LI S 4 i 48 R AR A 0T & R TR RN, 5 D) TE e £ A
o ~/.pyarmor/config/foo.rules 17 HUAE4 JRTL & H 5% rules " T[4 [\ 44 44
s .pyarmor/foo.rules *4HIBCE. H 5% T 9 4% A rules {y[H] 44 301

URANISCAEATAE , 820X BRI R MBS AN SO & BEEA T A B, I HLANSR A2 T RARM SCIE4 9%,
BIEY B2 ANFERLE T . pyexts Wb s nas) £ b

R E

RN FEAE A AL S, N 2R KOO R RAR A PR AR I T Ak 2
PRACHE B b PR 2 P R
o BEBOCHENES, RIS res
o PRI RCE A R AL RS UL BB RSO
o REPRSE L S AR G i3 A TR A A
SCPFE S B B 2 RSB AR BEIBOCH B i B 5, B A C B S YR encoding , BUE IEH
M.

REXERALIRER

B TEAC AL PRAS I IR AL B, BOA B T EY

PR A 2 2 2 1 B fE IR ACRD T — AT & # pyarmor: FAFHIEN AT, IXRE T DA R 1Y
RIS A BN, SR EA T

# pyarmor: print ('inline pyarmor code')
def foo():

i=2

# pyarmor: 1 += 1

print ('i is', 1)

APRSEZ )5, ARSI N A AN

print ('inline pyarmor code')
def foo():

i=2

i+=1

print ('i is', 1)
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XA IR R A R T Z AT — 2 A RRTE I A T A GBS T U, SRRE SO I R e, Gk
RARATT A FrASEAEXH R AR s, eI Z AHEEERE F gh 4.

EERE

PRACH AL BSE IR 2 ), it A2 DRACRE X B2 ast. Module TESEAR -
TEVEAN B AL BRAE R P PR

o MEPMFRCE, R PA TEAR AL EE 2%

o PP A TRIAM AL B, HKUCAR BB IRSCIE

o SR R R A A BREHE B ) TEA A

HT AN, TEARSEITE, S NAESERE . IRIEERAC SR M SR ARG R, &
FEHHAT I SR

B MERAC BRI 2 I A L TR AL BRI R, T DA T PR TR AL AR AL B TEA R T REA S5 4)
AIEACRS H A2

B RTEAR AL PG F2H A
o BB ALTRSS, AL IE T ast.Call, ALY A A SR AU Zad I 1
o FPABHAEH G, W2 astImport, PR A BB 2 i

R ELE

B HTEE R AL B 52 B I, B B ERE 1 ast. Module TEIERY . 32 F Al AP EH AR 4T b PHL:

* MREAFRE, REFAWERRGLES

* HEFEEMAER ARG R meo

* R AERRBLES, RRLEFEXFHERREG R nco
*REREHEEZAILNNERBEREHERRD R

5 R A T AL A M AR b MBI AL BRI , FFOARR T35 MU AL BRSO,
AL B4 A moo T RERIIE WA miree K3

WERIBR A AL B A A
o AL ESS, BRI AN EMAERTE, WL, BRI AR
o M AHEAL RS, TR XX R AT % Ab T

Z 0

—-—obf-code ——mix—-str ——enable-rft ——enable-bcc
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I A A R

AR KBTI WA A AT 4 8 e 195K
¢ ——prefix

e -1

B & M A 0% h B =

WERATAER] 4 B4, i

pyarmor gen a/foo.py b/foo.py

CNIN I

e a/foo.py ->dist/foo.py

e b/foo.py ->dist-1/foo.py
ETTHHBD SO A R

eI ——enable—themida fMl-—plat form P& T a7 B 0 S5 AR s 52

3.4.2 FNT EnE A

A SR 32— 10 Python LR, T Shell B, FRETARAEH XA

nEMFR = LE Python T

Pyarmor Jill% 5 B IAS S 2 A4 1) .oy SCHEMI—AN 2474680 & o BATFIEE Python BEBk—FE, T PARL
Python f eI 04T, Xt 2 Pyarmor f— NIRRT, WT DARE FMNGE 5 ) B AR TCAE R 6 SR (4 AU AS

(R0 B A 58 S A0 2 5B P Python JIAS—, G4, GMI MR BB AT

python dist/foo.py

B SO AT I A A, ERAAE—BT:

from pyarmor_runtime import _ pyarmor_

__pyarmor__ (__name_ , _ file_ , b'\x28\x83....")

A LA B — KR AR A R pyarmor_runtime , B AN ASLEAR [F] H %R B9 SCHE
pyarmor_runtime.so . § I pyarmor_runtime ANJEAAURIINE M AHAE—&, REEHFAET
Python f RIHRAYITATEEAS, fiEHk Python S AIERE, I A w vl PAIEH (4
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WFBATINE AR I PR B pyarmor_runtime JoiA#RE], HCEREIENY EHOCIE, RIGTEY
JEBEHRSCPE BT H S B G Python fRRERS S A X ML

cd dist/

python

>>> import pyarmor_runtime

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

RuntimeError: the format of obfuscated script is incorrect

WERAR XA R, SO BRSO ANE T 24 1 F- 5 A1 Python fiiAs.

PR e “HERIR SIS, AR R, AT AR RAT, N2 5 TCIRIE T AR IR NIET
PG IO AL A A o XA O BT Y BB AAR SRR, BEES TR ALV N3 i,
T DAIEF AT A . HIRTIa AT SRR 5 FL VN AR 7 2B AT — S R L5 DL 32
HIH %, BREGTA.

TEFAY A pyarmor_runtime Z R, FrA RS #R e Python i BT, A1 Pyarmor FIHIA 2750
WHRBOA KA. I LI LAY 17 AU S it 2 ~) Python AHCHAIIR, 45512 Python 2 AN AR HaAbib 44
PREARZR AR BN Y AR

PRI pyarmor_runtime H—IRPEFAMIMME, U7 LAIIRL AR, BIRGAE 7501 %, W2k
IR R, A8 240 SRR

PRI B

WERBIRALIE R SE B, IR APAT I AR 26 AT 1E5), R i e ARt __pyarmor_ K5¢
JOGH I AR 4 2 T AR

TR B TN 5, i SAEHE 4% 5245 Python fRERS , PATHRAE 5 AR .

24 Python ARG UR T 0N BRALAY I8, 4IRS 09 AT pyarmor_runtime MEATIRE, ME MG
iz [5] Python fERERRAREEIAAT -

PR RS AR [0 2 B, S AN BT 9 SR pyarmor_runtime YEATIIEEAIMEL LeRIPIE I TAE, Ffs
FEiR 0] 55 Python fERERRARELINAT -
BITHBE

T AR A AT T AR, SEBRINGE Z S Y RELR pyarmor_runtime @AE—NETAIE) & B
T, AERATER TN ER HRs—H T

$ pyarmor gen foo.py

$ 1s dist/

[y
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(% L0

foo.py pyarmor_runtime_000000

$ 1s dist/pyarmor_runtime_000000
__init__ .py

pyarmor_runtime.so

X H dist/pyarmor_runtime_000000 i @afriiBiE, HHBfrMh 3220 7Y LHELTE
BTN BIAS, AT DB R A - & 9 B pyarmor_runtime #fFEME H R R, K5
£ __init_ .py BHERIEAFWTFG, SAMHN PGP A, ] DAL RAZ T EL a8 T
M.

AT B 2 — AN IEFE B Python &, BRI AT —E, HZ L Python Al S AL %
R, BRDAEBEA R . BB R ——use—runt ime Flfydpyarmor gen runtime | fREE 22481 5.
A5 B A AT DABE AR S AR X, Rl DAGE 4655 5 AR 52X . Pyarmor 241 T AH 35850 — 1 Al -—prefix
SR Bl AR A BOE A ) SR R] . INARAE AN RET L TR K, FTAE RS 1o % 461 RSO MA R SA
], MR R T AT TR BN L.

A7 B AR A4 FR ] AR B o A FR, W S% 2 H el PR 1R H B AT B 6LaY B AR

%YL

S BAAZ P AR N A IEATE B &

W om

TEA

i
B

BT BRAT XTI B AR 9 2 o A5 B DA B SR — 2B A TR0
BT A B bR, (H2 0 n] DA SR S -
P RRBBAEYI IR AR IR B IEIE TS, Bb R M B R AR, I i 2 5 A R EERAT -

IEFT AL R AR Y A AR AL A I AT IRIE , EU T ATE B O B — I AR A T
Bk, R DABC BN 5 I A TR

QRSNSOI AT ARG HSE AT A T SO ERE , ARl ik LR, N5 A I A
PSR PABEBGEA T B AR B, AT — LE M AL 2

M MEET S H AT A Bt (B KA —E IR, ARERL 4K), RIS G0 e A A 1T FE N
AR O R SR, AT S BRI A A KR A AN 2405 3 HL AT A RS XA 55 22 8 A S JiT
H O, Pyarmor FUZARAL X Fy AL o

UL

pyarmor gen key
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LIREX

LA SRR RS T B AR IEA T — S I 2 R AT R«

BRONLRABER A ALV XN S5 A A T 2

B - —private ZJG A SV SNHBIASTT NG BIAR ) TR AN 7 3%

i ——restrict ZIEARAVFINPMASAIME A, WA FRVFSMRIEA T 18 B AR 64 Jg A ik
WERTF LS TR LR, S T Hp a2

$ pyarmor cfg restrict_module 0

— RO, X AR AT 2SR, A A B 2RO AR B P T A L A

e

$ pyarmor cfg -p NAME restrict_module 0

Tz R A F0 R SR R A 0 (X 51

I A USSR MBI, A4 R H1— S R )
o I MASZA Python HRASEER, HIAN{HJT] Python 3.5 M4, HAEfHJT] Python 3.5 K321T, 1ML

VE# ] Python 3.6 1247, {HJ2 AT DA AN TR 3.5 JiUA

o IEMARFEMK, PR TSR, ARRFETEEMN SRS SR FERERIERS,

CPU Zuy 3 dt4 7 51, Bin 32 {37 X86 Windows, Linux Aarch64,

AT f A1) Python ANREZ IR, MEIRIUL, AREZ X E T Py_TRACE_REFS m# Py_DEBUG 4:
J 11 Python

* f§iff] sys.settrace, sys.setprofile, threading.settrace fil threading.setprofile %

B [0 ] B RS T S AV AS FRRE 2, BT DA i o K 22 e 50 TR TR I AR

o Bk inspect FHAAEATE =5 AR AL U7 0% B 47 ) Byte Code B HLET I AURS RS G 28

JEtE, B, RIMECE TR AR A

» {fifl] cPickle B AT AL T AMLEME RTINS, (£ g RIGR AT AR IE HEAT
» sys._getframe ([n)) ATAEIHEING A RIMBIEITHEL, (R INE A AT RERIN T BUMGIS IR
o AR S P TS RSO I IAAEA IR T &R

o REGYHREE _file  fEMBMAR <frozen name> , MIARSCIFARR, fESH 1% HI3L

BB~ <frozen name>

R R JE N __file BMIEORI—AF, SR SCHELARR. I T A 217, win]
DA £ HH 45RO [
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def hello(msqg) :
print (msg)

# The output will be 'foo.py'
print (__file_ )

# The output will be '<frozen foo>'

print (hello. file )

7 BT U, 2 B A 0 S

S

pyarmor cfg mix_argname=1 £ 53 annotations JLEfH

o EIRGE] importlib.util.spec_from_file_location ‘T AMIERIRTTLAIMERE, S5 55 846 /> Wl A

Yoo fif 2 5 = 7 B AR ) e 5 Rl R A AR 0 19) AR
SRS ) A RIS & e B AR LA X3 S A Python WK /e 3 0 A

B=HRRER

X =D MRSy (40 Jython 45 ) PASGE LA Python C/C++ fURS R A MEE AT, HUEEH =5 fiR et
REMZ I CPython 3 & A e, Ul AGE AR . 1§ BATAR 26 =7 RS I SO, BN E R SCH
CPython (13" AR .

CL I — L8 A

PyPy Joikis AT MA, AT 2T CPython .
» ¥£ Linux "R %% 2 Python B3 % libpythonXY.so HIBHE dlopen WVo/ii% B RTLD_GLOBAL , 5 N5 A<
TeIBAT

Boost::python, ERIA%E# Python ZZS & BAT I E. RTLD_GLOAL 1), &A% MIAS ) IR i £ i 5" No
PyCode_Type found” . f#EJ7 iR FERIIRILITTA I T34 sys.setdlopenflags(os.RTLD_GLOBAL) , XAl
A PASE L2 25 i ) R ROMI A

o 1RH crypes WAIATFHEF H. ctypes.pythonapi._handle W75 15 >~ Python B3R A%, PyArmor £xif i

AR AR Python C APT [y tiht .

WASM HHIA SRR, X 2T AR AU R4 30 WASM, {HJ2 WASM JE MR 78 5) sl S 4 128
WA IER ) C AR, T4t BrRAH BT SR WASM B3R . E2RAE L2 59 1 P X oK
KB RII MR RBIBITIE, RO RESstT RET BN A, (B2 B andBca T A0kl
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3.4.3 RO MILEITRIINES Bl A

Pyarmor [W#% U1 RE 2 N IS, I 58 2 Ji A2 BT AR 32 A TR AL 58 4 2 VR ) Pylnstaller (A SC B RE . QN
T L Pylnstaller I B S22 %:

$ pip install pyinstaller

PyInstaller 7520 70 A BIAS AR HR 2 BT A OB BRAI 1, FHE X LE ROt F ZhAY4T 2 A B . — B
W), Pylnstaller gCikidid AR BIMOBITH . AR EAT WIS EA, HATHIRHR S T ER A 2]
{14 1 AL

N T RPN, Pyarmor 8.0 f@ it 7 — AL - —pack , @IdXf Pylnstaller 4T 6L R EAT— LEARIRAN A0
B, #7 Bl PyInstaller TEAf 20 MIAS A BrA #O80 H

WU ——pack #32 =FRAMHE
* onefile ¥THL A BEAS R PAT SO
* onedir fTRLF|—A~H 3%
» specfile PA . spec NJEZHY LI F5

AR IS T PyInstaller AR T #FIAGER N PN, X2 Pylnstaller $2ALAPIAT @B, BICHF
FIELH 5%

JE# M2 E X EL RS (i ] PylInstaller /) specfile FEATHTELH I 7

BaiTaExX

BT — AN RO, L S b

project/

F— foo.py
foo.spec

— p

F— util.py

L joker/
F— __init_ .py
F— card.py

F— queens.py
L— config.json

FATE T a4

$ cd project
$ pyarmor gen —--pack onefile foo.py

AR 2., Pyarmor UV A= pfe— >0 £ 3% RS ) T 007 SC 1R
1. Pyarmor ¥ G Pylnstaller , 1T MU B BIAI foo.py WM F , HH2E BTA & B H
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2. Pyarmor K BUHSHSE wtil FIEL joker RIS foo.py LEAIFI H 5% . #X )5 Pyarmor (] iy S ATH AL il 2
eI F BN foo.py LAK util.py T4 joker | FARFFINE BIA B — ANk H 5% .pyarmor/pack/dist

3. AR foo.py TR I 3 TR SEALROBSEHRIEL, DTN KRE S AB122 , 368—fAb A2 Python
HIRGRIAI, R H

4. fieJi Pyarmor PR A Pylnstaller , 481G H 5% .pyarmor/pack/dist "N IR IEIAS, PAK RO TAS %
Y BT SRR A G e T R B — A n] AT SO LT

BAE, AEFEA 24T — TR H A ] SAT S dist/foo B3 dist/foo.exe:

$ 1s dist/foo
$ dist/foo

R EE MR R, R 24418 onedir 45 ——pack B

$ pyarmor gen —--pack onedir foo.py
$ 1s dist/foo
$ dist/foo/foo

£/ specfile #1T4TE

1E TR B E P e 4 —4 £oo. spec SCIF, ATRASTELEAT I (4 B AR Ay BN AT RAT SO, B :

$ pyinstaller foo.spec
$ dist/foo

TEXAMEN T, AIPAEIEAE foo. spec LB ——pack , B4

$ pyarmor gen —--pack foo.spec -r foo.py util.py Jjoker/

AR 2., Pyarmor 2 WA 1] specfile T4 I A< g ?
1. Pyarmor 1 5eARE iy A T IO A TN, HARAFE] pyarmor/pack/dist
2. KGRI foo. spec fllE—A4h T 3fF foo.patched. spec
3. )5 A AR A Pylnstaller , fifi] foo.patched. spec HAT {4

AT AN T B spectile BT AYEFT BLAGRLRE f [ B pyarmor/pack/dist I T A 038 B AR 5 460 S SF A i A

H B (] specfile FTHRBI, Toik HE BRI IIAS, FEA TAEM ST i TR ZME A i, &
WA AN -
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RETENHELTHRNE

A foo.py B joker/__init_ .py #iN—4T

print ('this is __pyarmor__', __pyarmor__ )

RN T, ISATTLAIERFT B k. R e, siatid 5w, B REmERA R A G N ESKR
_ _pyarmor__ HJE Lo

{# A& Pylnstaller 3%I5

WMRFHE ANV AR MER, AEREHEE D%, HFEZEH Pylnstaller 1A 3¢ 1% 7 8 1 il & W
pack:pyi_options {&i#:45 Pyarmor B 7],

B, I Pylnstaller PEIH —w AN Ron i H G 7 H:

$ pyarmor cfg pack:pyi_options = " —w"

TR " —w" BERTRHR A BN, 750 shell AT RE A6

B RSB TRATRAN T b AT -1 BEEEAR, TERI -1 A (86 25 A8 A 7400, AN B =, i
a:

$ pyarmor cfg pack:pyi_options + " —-i favion.ico"

TEBIN ) Sh—A kT --add-data:

$ pyarmor cfg pack:pyi_options + "—--add-data joker/config.json:joker"

1t Windows 48 NTaT, ARAAT I, WA ; BHsie e

C:/User/test> pyarmor cfg pack:pyi_options + "--add-data joker/config.json; joker"

I = AR Ay 0 PAE IO — 4 A2

$ pyarmor cfg pack:pyi_options = " -w —i favion.ico —--add-data joker/config.

—Jjson:joker"

S

pyarmor cfg
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fE i S8 LT

A eI A0 T AR 5 e F SR 2 e el S m v RE, (A

$ pyarmor gen —-pack onefile —--private foo.py

B4, £ Darwin 248, AR MIAREDS [F N TAF7E Intel 1 Apple M1 HEZER | W AL ZEEA K il 258

Ui ——platform darwin.x86_64,darwin.armé4:

$ pyarmor cfg pack:pyi_options = "--target-architecture universal2"

$ pyarmor gen --pack onefile —--platform darwin.x86_64,darwin.armé64 foo.py

TR SR A 1 MR R T AR -~ pack —RM, Bl (- -restrict IS SEMBMAE
B 53

BCsFITamERA

AR _Emi 7y U B, AT R AT SO I BT R, IR B R I N E AT e
IR BAR T AR WG Pylnstaller A1 4[5 1] spec file , QSASAANREAMHE , 5 S T MR AR
N TEFATTGE LT A 55k B A T ST 0 A

M Pyarmor XA IIAS, HETE NG A B AR H S AR A S TE S K, Rl DAGE
M, (HRAEM - B ——prefix!:

$ cd project
$ pyarmor gen -0 obfdist -r foo.py util.py joker/

28 AN B AR AT R T

$ python obfdist/foo.py

o A EH NI A AL foo . spec™:

$ pyi-makespec —--onefile foo.py

R Al ATE T A

$ pyinstaller foo.spec
$ dist/foo

o BHEBY foo.spec , A NHMANT AUEE] pyz = PYZ FIERATZHI, X RN
Ui i sk ——prefix & GEGETHIBNE LR
2 oAb PyInstaller P25 5 AT DAZEIX B A
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# Pyarmor patch start:

srcpath = "'
obfpath = 'obfdist'

def apply_pyarmor_patch (srcpath, obfpath):

from PyInstaller.compat import is_win, is_cygwin

extname = 'pyarmor_ runtime' + ('.pyd' if is_win or is_cygwin else '.so')

from glob import glob
rtpkg = glob(os.path.join(obfpath, '*', extname))
if len(rtpkg) != 1:

raise RuntimeError ('No runtime package found')

rtpkg = os.path.basename (os.path.dirname (rtpkg[0]))

extpath = os.path.join(rtpkg, extname)

if hasattr(a.pure, '_code_cache'):
code_cache = a.pure._code_cache
else:
from PyInstaller.config import CONF
code_cache = CONF|['code_cache'] .get (id(a.pure))

# Make sure both of them are absolute paths
src = os.path.normcase (os.path.abspath (srcpath))
obf = os.path.abspath (obfpath)

n = len(src) + 1

count = 0
for i in range(len(a.scripts)):
if os.path.normcase(a.scripts[i][1]) .startswith(src):
x = os.path.join(obf, a.scripts[i][1]([n:])
if os.path.exists (x):
a.scripts[i] = a.scripts[i][0], x, a.scripts[i][2]
count += 1
if count ==

raise RuntimeError ('No obfuscated script found')

for i in range(len(a.pure)):
if os.path.normcase(a.pure[i] [1]) .startswith(src):
x = os.path.join(obf, a.pure[i][1][n:])
if os.path.exists (x):

code_cache.pop(a.pure[i] [0], None)

EET D)
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(Fz E70)
a.purel[i] = a.pureli][0], x, a.purel[i][2]
a.pure.append( (rtpkg, os.path.join(obf, rtpkg, '__init__ .py'), 'PYMODULE'"))
a.binaries.append( (extpath, os.path.join(obf, extpath), 'EXTENSION'"))

apply_pyarmor_patch (srcpath, obfpath)

# Pyarmor patch end.

# Before this line

# pyz = PYZ(...)

o Fa EARMHITEIANT I foo. spec RFTHL, I ——clean #EGah T B AR AF ) SR 3K

$ pyinstaller --clean foo.spec

TEARIEARE BRI, A T 2
o fNSEPR HRE srepath , MINFEAREINT, FERXABIT, EMniie, EERENE TR
o E5EER H R BCE obfpath , AHXIEEARRIAT, FEXABIT-H, % H e obfdist

LU E AR ARORUESIP) K XN

TE AR LA B T AR A A RIS SR i — SRR Ay e AT 0, il

print ('this is __pyarmor__', __pyarmor__)

WA A, XA ER 2, RATEMEMA R A IR AT .

gix
FiramX

H 8.5.4 AT : AEHEZA L F kT ——pack i) onefile B{# onedir fz

T SCIR A Pynstaller K¢ BAST 6 A SO T AT SCAF B ST BB — N H 3¢, ARG IEFT B4 Uy T AT 30
VI ——pack L4 pyarmor gen ReSLHL:

$ pyinstaller foo.py
$ pyarmor gen —--pack dist/foo/foo foo.py

Pyarmor eI A, HIL B IHAERE| .pyarmor/pack/dist , R)GIH4T R 1E A FMEH:
o PR AT SO AR B —MimBy H SR . pyarmor/pack/
o (RN B A Al s S H ] 44 0 R T A
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o O BIAS 2 AT 40 3 SUEE SN ENIG E St
o I F R B A BB AR IST AT SCE, R EOR A ] AT 3

TR RN, EXM T, 1 Pylnstaller 6.0+ FT 6042 B nT ST SCOFTCE R ERRALEE, L EAH AR
Jii A PylInstaller 3474761,

R HAGOITI A SO, AURGEEME A RE THR, Eafrsltefl. s

$ pyarmor gen —--pack dist/foo/foo -r *.py dirl dir2 ...

Apple M1 4 segment fault

£ Apple M1 _EFT4S, AR A AR IS AT I 20 A st W i ek Ans t Tl Bl i 440

$ codesign -v dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

WREL AR, WERIETEA:

$ codesign —-f —-s dist/foo/pyarmor_runtime_000000/pyarmor_runtime.so

WRAE T ——enable-bcc 8{#H ——enable-jit #HF7IN%E, BPAMRTFE S H Allow Execution of JIT-compiled
Code Entitlement

S

Using the latest code signature format

3.44 FEANTHE RFT &£
Pyarmor () RFT B GBI H iR g, 28, T3k, J@tk, ARSI TEG S, NSRRI EHS 7
—F, BreAREF N RN

JEM RET B2 5, BB P i BT i SO A PR R A Al , AN BIAS Ry ok 6 JsOR I A AR 2B T AL
SRt B L RN AS B I, SRR E a1l XHESH A SRS PR

RFT BB 5144 5
* %L
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* WEHAK
« FAZIZPR
RET A LB 244 Fx
© ZHAFE
o VA JH BRI AR IS4 ik ) S R R
o fEABCHURYE __all KA 44 0
* FTAVA IR TR

il ) RET A e, A2 i A6 8 B AS RO A ] — 2 fir - EAT I . Pyarmor £x 430 A AR 2 [ 41 1)
KER, MNIRAMAIRWIATIERPE AL . Bl

src/
foo.py
joker/
__init__.py
card.py

{81 RFT B A foo.py VA joker [ iy -1 F:

pyarmor gen —-enable-rft foo.py src/joker/

Pyarmor {1/l P B9 H SIALIAI THCE AN ATIA, FHEfr a4 . SIR RET By 8 sl A
AEPERZH TGO, (BN TR, B E S LA M PUERAL L. [N Python 155 H &
fF G, Pyarmor HAASY R DAFREN IR S A BT BTG 0L, B ARPRARTE 0L, e EEEA T N T RCE R
RET KR H AR AW HTAISEeE F SN, X TREE H A BER Y, BERS F 34 M RSB IE,
P X 2 2 2 W A N TR

P BIA, ANZHE Pyarmor & H B I TALBTA R OL. Hln,

foo () .stack[2] .count = 3
(atb) .tostr () .get ()

TEXEM stack , count , tostr fll get HTEMANE? TEALFH T, MHESHEEMTIRATCTE
FIWTEVETAE A BB, R A ek U 2R B R Bl AT MR 2 1, 2R Rl STEAR R
TH 0L R A R] ) 22

AT ARG B, RET BIHRAL T AP
¢ rft-auto-exclude
H R AR EEYE, X2 BRIA .

AT IE AL R I HAS P A SR e, AR e R A PR O . IR ATEX RS
PRIEMEIHER S, IR WeHRER 04 Ja A AT AT B A rp A S B a4
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ﬂlfly?}%[‘ﬁt’“%%ﬁﬁﬁ%ifﬁ]:%%% .pyarmor/rft_exclude_table

$—UztT RET BN AR I, X251 RET BTSN A, IR B
JEME, SR ERmEX AR BT EARER I ERZ JG, X A R BB R BT A TR AL
D) R

X BRI RET B A RS EOM A, ST AR BT A AR TR v, BAA S
H B PRI E R BT R -

RFT BAA & A SMFRIX % . pyarmor/rft_exclude_table , i@ AW IR A& 2] 5
o WERATHFLEAG, ATRAMEXARMEREE, RS — R E a2 .

AR T, (B TR HERR R 2 8K, AR HERR S 2R T DUAE RS @ M A PR R B T
kT

rft-auto-include

H 3t e 2SR i

AR R AT, JEEA PR, ORI T E A4, TR LA PR RE R E Ay
o

XEFARLE TR ML IR AL B R A AR, PR R A TAL B

MR ELEAT I A, AR A AR R, IR AIERX LA AR N THEATHERR , B 6N TR HEF T
HERS -

RBTHES R0, HEA AR R B
RXAITIARERS E a4 KR I B, (HRR R R RN TAE.

TETER XM SRR A EGS, BRENSEREME SRR g EGS, BRIE R
% pyarmor cfg mix_localnames=0 2% || 8 iy 44 JR i A8 & .

/5 RFT &=

5 R B2 5 RET mode:

$ pyarmor gen —--enable-rft foo.py

WA DA H pyarmor cfqg il i i SO H:

$ pyarmor cfg enable_rft=1

$ pyarmor gen foo.py

J& H rft-auto-include 535 E 425 rft_auto_exclude:

$ pyarmor cfg rft_auto_exclude=0

5 A rft-auto-exclude 75 :
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$ pyarmor cfg rft_auto_exclude=1

EEEGBZEHNTEME

1] RFT BB R A AT RE I /2 LR 27 WREFR 28 E T
A& Python 3.9+ J5 i} RFT BREFMIA, ] DAy thAH Y Y Bl A

$ pyarmor cfg trace_rft 1
$ pyarmor gen —-enable-rft foo.py
$ 1s .pyarmor/rft

foo.py RN R AR . pyarmor/rft/foo.py:

$ cat .pyarmor/rft/foo.py

S R IR 8 RET BB TR B, HARSE S0 TS SR EA , Bk &4 MO e i 115
BT IHAALEL . B0 docstring BATER PR, (EZ AR 1T T F) T 2 200

$ pyarmor cfg optimize 2

I A i A LT DocString HER .

#41k: Python 3.8 DA N Z BIHYIRAA SCHFiZ L fE

EEEGENER

QR TR E IR BRI L 4 R A 4%, WA B R A H GG ERER A REFT BRERBETN, 33X B 2 A48 iR 255 H 3&
pyarmor.trace.log , HHAEIAWEMLHE:

$ pyarmor cfg enable_trace=1 trace_rft=1
$ pyarmor gen —-enable-rft foo.py

$ grep trace.rft pyarmor.trace.log

trace.rft foo:1 (import sys as pyarmor__ 1)

trace.rft foo:12 (self.wScan->self.pyarmor__4)

B ANHEILRT sys iEMA N pyarmor__1
FoFHEILRTEYE wScan g H MmN pyarmor__ 4
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ATHRREMSBR

USRI S BAS B B R, e A R SO R A AR AN T HENR . 2 e, FERTA 1A
PREEAAFE UBIE) MASFTEMS . THaSEAFR mouse_keybd fRE T k:

$ pyarmor cfg rft_excludes + "mouse_keybd"

$ pyarmor gen —--enable-rft foo.py

IR R BRI A PR B pyarmor_ 22 XA, IR AE Soitllad B ER H A8 S ) 24 H R I 44 75

$ grep pyarmor__22 pyarmor.trace.log

trace.rft foo:65 (self.height->self.pyarmor__ 22)
trace.rft foo:81 (self.height->self.pyarmor__22)

B, EBIF height i pyarmor_ 22 JFORMAFR, ABAMH R My 0r B X4 B

$ pyarmor cfg rft_excludes + "height"
$ pyarmor gen —--enable-rft foo.py
$ python dist/foo.py

R T LA 2 N THEBR A PRI B, S R T iy 4

$ pyarmor cfg rft_excludes ""

WEBIEREM __all

B EME __all  HE A PR SBOR B T ok, T A AR OEANRIAS S o B, TR eR%L foo &
BEPR B RAIEATHE A4

all___ = ['foo']

def foo(msgqg):
print (msqg)

def _private_foo (msqg):

print (msqg)

IR 228, IBAEP R I IAMBIE R SR B Tk
A AT RETE R A4 BT A BRI IR, ATDAGE I R IHAYETLE RFT A0 a1l wE U A F:

$ pyarmor cfg rft_export__all__ O
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WEBEHRHFAED

FAETAFRPIER]—from module import * —&iFfTRFIRIIALEE.
WA RN — AR B S A TE 28, B4 RFT S BHEMTIRARME T EEENE __all_ e L.

WD S AT 2R, B4 RFT A &2 B3 S A MRS, If B 225 2Cg v
_all_ . R AKRMK, &S ERFTEIRERE . EXMIEN T, 752 548 & PYTHONPATH Bf,
H HAAT A =ik Python T PR RB,

WERBEE a1l BAE S, LB PTA BIEH AR A _ T AR ue e AR .

BENESZAN

I SCHURT T E i 44 Toik F SRR 4 AR, A SORMILE T T rft-auto-include:

$ pyarmor cfg rft_auto_exclude=0

E AR E fi 4 MU

pyarmor cfg rft_rulers ~ "self.task.x self.task.?"

T SEHFLA T iy 44 AL:

pyarmor cfg -p joker.card rft_rulers "self.task.x self.task.?"

A HUAE

BHREEX XEBEEH® LT A

JEEFERIURIA - 2 TFH) Enmatch BB FRTHR, SRS 08 B 1 A T T
19 JE DT E PR Je 1 9 6 T 114 2 iy 44 7 XA Ak B
o 2 ORI TE AN
o HAE: PREEEORAYA AR
AT AAE SR E LR, 12085 — 2 PR
B, i AL:

self.task.x self.task.?

J R T A

class Sdipmk:

def _ init__ (self):

[y
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(% L0

self.width = 100
self.height = 200

def move(self, x, vy, absolute=False):
self.task.x = int (abs (x*65536/self.width)) if absolute else int (x)
self.task.y = int (abs(y*65536/self.height)) if absolute else int (y)

return Mouse (MS_MOVE, x, V)

50 P I TR  fi4-PC EEEE 4% AR

$ pyarmor cfg rft_rulers "self.task.x self.task.?"

L ESRATAS

$ pyarmor gen —-enable-rft

foo.py

$ grep trace.rft pyarmor.trace.log

trace.rft foo:8

(self.task.x->self.task.pyarmor__2)

5 8 4TH self.task.x PEH M4 N self.task.pyarmor__ 2

IEFRAME TR ML, RISERRLR:

$ pyarmor cfg rft_rulers "self.task.x self.?.?"

$ grep trace.rft pyarmor.trace.log

trace.rft foo:8

(self.task.x—>self.pyarmor__1l.pyarmor__2)

BRI — RPN E A4 self.task.y , FERHH ~ RIGHHL:

$ pyarmor cfg rft_rulers ""self.task.y self.?.?"

$ grep trace.rft pyarmor.trace.log

trace.rft foo:8

trace.rft foo:9

(self.task.x->self.pyarmor__1.pyarmor__2)

(self.task.y—->self.pyarmor__1l.pyarmor__3)

RPN AEFH IO —2%, XA = SRR, 2 F SRR A BL:

$ pyarmor cfg rft_rulers =

"self.task.* self.?2.?"

$ grep trace.rft pyarmor.trace.log

trace.rft foo:8 (self.task.x->self.pyarmor__1.pyarmor__ 2)
trace.rft foo:9 (self.task.y->self.pyarmor__1.pyarmor__3)
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3.4.5 FANTHE BCC X

BCC B AL TR B A AL R AR o — HE R AURD , FEARAS Bt Sl i Python BRI %K.

BCC BiATREMEC HiFAs, WT Linux Fl Darwin Kji, —BATEIATHCE, REBAR gec Fl clang
BETAFRLFT Ao 7E Windows PR55 R, WIASE FIHAEE A5 B E clang. exe , HAHERIFGHEAN
SR

« ARE LA clang.exe , REFEHERAHILETT clang. exe AT A. WRIFAAE, HE
TERAEAE B AR HHGEAT, AIARCE P B PYARMOR_CC SRASEX 3L/, Bildn:

set PYARMOR_CC=C:\path\to\clang.exe

o M LLVM B M R 2 3 g A

* M Pyarmor ‘B ® T % clang-9.0.zip , A R/NZH 26M 2ty , B A — AT AT S0, MR G
Tk B & R, ERAJE $HOMES/ .pyarmor

J5R BCC &

Fe B b gmidn 2 5, AT -—enable-bec JH il BCC A

$ pyarmor gen —--enable-bcc foo.py

RIS S S C AR, A AT AR R BRG] T AR RRIE, A SR
NC BB, X ABA B BCC BN ) ok K ARG e 10 (8 1 A7 3 A o

EFE# BCC R MERY

JE R ERECRT PAEBR B H A SCHF pyarmor . trace. log HHDRIRLE BB BN T C %L BIAN:

$ pyarmor cfg enable trace=1

$ pyarmor gen —--enable-bcc foo.py

EAEREHEPRHH trace.bec RN E:

$ 1ls pyarmor.trace.log

$ grep trace.bcc pyarmor.trace.log

trace.bcc foo:5:hello
trace.bcc foo:9:sum2
trace.bcc foo:12:main

2k HEILKMZ foo.py 5 5 FTHIBR%L hello Wkl C sR%EE — 2k H HILsk 2 foo.py 5 91T
I RREL sum2 PEEEA B C %k
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WERAE trace.bee ZRMFARZ |, IBARRE XD BCC X 20, flan:
trace.bcc ! foo:29:Test.new (unsupported function "super")
AR ERIBIRFOE B

(8] BCC B AR H AR S8 MR I BIARR AT, ARzt BCC BN A th B 7 3feae v e, TR
LSRRTT F A B E B, Bl R R R S ) BR

N T RS A A X L A AR B E ORAB IR S MU R R
il BCC B0 Z2 M — MR pkgname . modname il NIy &

$ pyarmor cfg -p pkgname.modname bcc:disabled=1

WA R 1 R R D A R T 4

$ pyarmor cfg —-p pkgname.modname bcc:excludes="name"

$ pyarmor cfg -p pkgname.modname bcc:excludes="namel name2 name3"

$ pyarmor cfg —-p pkgname.modname bcc:excludes="Class.method_ 1"

$ pyarmor cfg -p pkgname.modname bcc:excludes="Class.*"

AN I —p 3, A b R 44 B EORT A 2 2
TR —MRBIHA foo.py

def hello_a():

pass

def hello_b{():

pass

class Test (object):

def _ init__ (self):

pass

def hello_a():

pass

(P T A R — oy e 22 H Y e O O ik

$ pyarmor cfg -p foo bcc:excludes = "hello_a"
$ pyarmor cfg -p foo bcc:excludes = "hello_a hello_b"
$ pyarmor cfg -p foo bcc:excludes = "hello_*"

[y

150 Chapter 3. HZ




Pyarmor Documentation, & {Tha74 9.2.5

(% L0

$ pyarmor
$ pyarmor

$ pyarmor

$ pyarmor

cfg -p foo bcc:excludes
cfg —-p foo bcc:excludes

cfg -p foo bcc:excludes

cfg —p foo bcc:excludes

"Test.hello_a"
HTeSt . * "

"Test.__*_ "

"hello_a Test.hello_a"

AR H 753 BCC B A PRERE R B, HR A FHIEIT bec:includes:

# KA BN LT

$ pyarmor

# BCC A RAEMK ®HK "hello a”

$ pyarmor

cfg bcc:excludes = ""

cfg -p foo bcc:includes

"hello_a"

# BCC M AL FEAHE K FE "Test.hello_a"
$ pyarmor cfg -p foo becc:includes + "Test.hello_a"

# BCC R A HE L "Test"

MPTHF®E, BT "_init_ "

$ pyarmor cfg -p foo bcc:includes="Test.*" bcc:excludes="Test.__init__ "

FATTVASHERER A3, SRR EERRRCR, AR XA KLU 1550 9 BCC BB, fildn:

$ pyarmor

$ pyarmor gen —--enable-bcc foo.py

$ grep trace.bcc pyarmor.trace.log

cfg enable_trace 1

HH—ABIF, 2 joker/card. py (A2l BCCHIAME M joker By H AR

$ pyarmor cfg -p joker.card bcc:disabled=1

$ pyarmor gen —-—enable-bcc /path/to/pkg/joker

T bec:includes R bec:excludes R ELA B s ERIZEE XL, BATAREAPE T RERI T2, il

def hello():

def wrap () :

pass

class

Test:

def _ init_ (self):

pass

N2 TCE AN TR wrap FIF3E Test:
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pyarmor cfg bcc:excludes = "wrap hello.wrap Test.__init__ hello.Test.__init__"

ST BRSNS ME— Ty o ELR S HUTE A TOUZ B AU he 1 1o

pyarmor cfg bcc:excludes = hello

TE 8.3.4 FRASHIA: kI becsincludes.
AE 8.3.4 WA & AR ¥ YR bec:excludes FAH 1k kA T84k . 52 TR IRUAS :

# RwmERE KR AW L F % "hello_a”

pyarmor cfg bcc:excludes="hello_a"

# ETHEMBERRERGE, REABEMT &

pyarmor cfg bcc:excludes="Myclass.hello_a"

TE AL A

PEEEATEABRRASERE K FA M EFE "hello a”

pyarmor cfg bcc:excludes="hello_a *.hello_a"

# TR XL RRA By R &

pyarmor cfg bcc:excludes="Myclass.hello_a"

B BRI A

{1 BCC A0 o B AS A R ) A A — L2 MR AN [
o WO SEE R (E B AR A
o QUERARTESE AR AR P, B A S0 raise HUH Y 5 K AU ]
BRI B

>>> raise

RuntimeError: No active exception to reraise

£ BCC A i Jl A v

>>> raise

UnboundlocalError: local variable referenced before assignment

o KB GMENE, TTHRASURRIZIHRIEIE, Bl __qualname_ S59%, (ERARMCH C B2 )G

HRAAFAE, i I 28 o P ) eR O %% J5 JCIR IR 8 A

* TERFPER T, sys.exception() 2R [ None, ¥ R 505 MR K I REERICIE TAE. Bl

152
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import traceback

def main () :
try:
1/ 0

except Exception as e:

I

# #EAE A BeCc K gn

print (sys.exception (

B

)

# EE R Bcc # A Au
# NoneType: None

B

traceback.print_exc(

# fEfEH Bec ERA B HBAY, TUFEATENEFITH R T HER

#EERFEHEKRTLARLAEITEM Python K&

traceback.print_exception (e)

main ()

B AR d, sys.exception() M & i [El None

WAt , THWIEHENLS R traceback:

FFFEIEE

B TR AR R BT R AR A C BR A

unsupport_nodes = (

ast.ExtSlice,

ast.AsyncFunctionDef, ast.AsyncFor, ast.AsyncWith,

ast.Await, ast.Yield, ast.YieldFrom, ast.GeneratorExp,

ast.NamedExpr,

ast.MatchValue, ast.MatchSingleton, ast.MatchSequence,

ast.MatchMapping, ast.MatchClass, ast.MatchStar,
ast.MatchAs, ast.MatchOr

WA T RIMEE— A WEREL, AR B TCIR AR N C pRAL:
. exec,
 eval
* super

¢ Jocals
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* sys._getframe

BN, T R AR AN S il A, RO EATSEE G 1A SRR, B R TN SCRFI BR

i

async def nested():

def

def

return 42

fool () :
for n range (10):

yield n

foo2 () :

frame = sys._getframe (2)

print ('parent frame is', frame)

E X8 — K ja)

o Wk AL F AT L IEVEAS R, BCC Bl H SystemError: NULL object passed to Py_BuildValue i A2
SyntaxError B3 ValueError.

TEMAR lib/python3. 12 frest/test_fstring.py W R %1 Bl it & 30

test_invalid_syntax_error_message

test_missing_variable

test_syntax_error_for_starred_expressions

test_with_a_commas_and_an_underscore_in_format_specifier

test_with_an_underscore_and_a_comma_in_format_specifier

test_with_two_commas_in_format_specifier

test_with_two_underscore_in_format_specifier
o A j BCC S e, Pyarmor 7 BHEdR 45 RuntimeError: link bee code failed

A PAZE I I A 2 15508 T -DENABLE_BCC_MEMSET SKARYGX AN, N, e 32 {i Windows T
TR A T PR i -3 I 5 M G 18 2 20

pyarmor cfg windows.x86.bcc:cflags += " -DENABLE_BCC_MEMSET"

WE LB R E S pyarmor/cli/default.cfg , XN RAA MEN %2

Section: windows.x86.bcc

cflags = —-target=i686-elf-linux -03 -Wno-unsequenced -fno-asynchronous-unwind-

ZET )
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(% L)

—tables —-fno-unwind-tables -fno-stack-protector —-fPIC -mno-sse -std=c99 -c -

—DENABLE_BCC_MEMSET

3.4.6 MEEFIZ S

X Fdedett

Pyarmor %01 2537 Python JHIAS JoyEul /2 413, 18 2 AR n] i SE 9, B2 2 REM% 523 Python
JHIAS TE RS FATAR] 2058 4 R gmide ok

WRARE B NERAES B # Pyarmor, 5B ES % i 5 2 Atk foqe ek at |, (I ARIT AT 0 B i 8 4 1ok
T A e — A AR S 25 AR SR 5 2 A L Tl i) A TR i R RS pl it f# , 154 Python
JiAs, Pyarmor RUMAS, BATHICE-G, M FHRET, S AR DA AR 55 K 2% 3] pyarmor @ 163.com

Pyarmor YA LA I £ B (R A AR BRAQ SRR AR, BRI A 26, Pyarmor th REAHIE N A TG
YRR A RIS . (LR T PR ) TRy ok BB N TEE AR, DA SRIZ AT A PP
B, IR RSB B TR TR R A, ISR & Pyarmor LHEAYTIIRELL X (1 3L
MR T BRI AR AT TORD , FEABE I % 07 12 470 2 04 0 2 o

KT
Pyarmor ${ft KR AEIATBPEREMI 2 4, P i) AR G 2L AR . X BB 1 B Al ¢
R T DA S JHE ot 2 e PR AT P RE 75 I P ST o

T LERARAF A, AR IR S5, AR AR IR R 32 i ol EA RO . X A BTy
PEREMNRH AR T W) — A7 B MR A, SR M R AR i 2K, 35 B0 R B2 3 S5 B A 4 T
i, XEMERAEASHNE.

FEIBATALAT Python A 1, BRAFFFHIVEIN, HREGEER AR __pycache_ o iXA~H SRAF AN
pyc, MRS H AR, ARG PATIN A] HLTE S A S i AR R I, (2S4S (.py->pye) J2
Rl et Il ey, AR R AATIS IR B, AR RS

A benchmark . py IANAUITT

import sys

class BenTest (object) :

def _ init__ (self):

self.a =1
self.b = "b"
self.c = []
self.d = {}

EET )
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(€AY

def foo():

ret = []

for i in range(100000) :
ret.extend(sys.version_info[:2])
ret.append (BenTest ())

return len (ret)

FHA testben.py BWNEWT

import benchmark

import sys

import time

def metric (func):

def

if not hasattr(time, 'process_time'):

time.process_time = time.clock

def wrap(*args, **kwargs):
tl = time.process_time ()
result = func(*args, **kwargs)

t2 = time.process_time ()

print (' : ms' % (func._ name

return result

return wrap

test_import () :

tl = time.process_time ()

import benchmark2 as m2

t2 = time.process_time ()

print (' : ms' % ('test_import',

return m2

@metric

def

if

test_foo () :

benchmark. foo ()

name__ == '_ _main_
print ('Python . ' % sys.version_info[:2])

test_import ()

((t2

((t2 — t1) * 1000)))

- t1)

* 1000)))

[y
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(B L3
test_foo ()
BRI s A iy P R
T 5E AN [A] Python FRAST A8 %85 RS fin 4% T A 1) 14 g
T B AR, a3 s AT A R B AR T R, P s T RGE AT R 2 H R I A A

__pycache__ HHL T HIREHF A [A]:

$ rm -rf dist __pycache___

$ cp benchmark.py benchmark2.py
$ python testben.py

Python 3.7
test_import : 1.303 ms
test_foo : 250.360 ms

$ python testben.py

Python 3.7
test_import : 0.290 ms
test_foo : 252.273 ms

$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

Python 3.7
test_import : 0.907 ms
test_foo : 311.076 ms

$ python dist/testben.py

Python 3.7
test_import : 0.454 ms
test_foo : 359.138 ms
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7 10: -1, /R[] Python MU F 8 A AS P BE DI I

RHE (ZF) | SNESREE B NEREE 2 AT R LR (8]
Python iR | KNz | m= Kmz | xmz | mE
3.7 1.303 | 0.907 | 0.290 0.454 2522 | 311.0
3.8 1305 | 0.790 | 0.286 0.338 272.232 | 295.973
3.9 1.198 | 1.681 | 0.265 0.449 267.561 | 331.668
3.10 1.070 | 1.026 | 0.408 0.300 281.603 | 322.608
3.11 1510 | 0.832 | 0.464 0.616 164.104 | 289.866

FPARRI R, FMZHRARLL, KT AAT A ) Python 3.11 FUANZ SR AR TARZ . ATRERIE MY
TR GAFAMERE LA KA

RFT BEANEfE

RFT B0 EIEIR A R, 28, TnkmnAc |t s a4, oA ixa@ntiae. RN Z
TN J B RS RET R 25 4 B AR PERE R T 2 P B i B T 0 OB A 3R A1

$ rm —-rf dist
$ pyarmor gen testben.py benchmark.py benchmark?2.py
$ python dist/testben.py

$ rm —-rf dist
$ pyarmor gen —--enable-rft testben.py benchmark.py benchmark2.py
$ python dist/testben.py

110 322, BA RET B REN it

B (Z4)) | SNRSRESE HLAT & EH A 8] &iE
Python gz | fn& | RFT 4R | hn#& RFT 423X

3.7 1.083 | 1.317 334313 | 324.023

3.8 0.774 | 1.109 239.217 | 241.697

3.9 0.775 | 0.809 304.838 | 301.789

3.10 2.182 | 1.049 310.046 | 339.414

3.11 0.882 | 0.984 258.309 | 264.070

TR, BATAE RFT BLAH - —obf-code Jy 0 XHMIAIEATING , AAERIBA IS RA R LT HERE. T
2 R RS2 (0 T T ) I AR A

$ rm -rf dist _ pycache_
$ python testben.py

$ pyarmor gen —--enable-rft —--obf-code=0 testben.py benchmark.py benchmark2.py
$ python testben.py
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7 12: 3621 A6 RET AR

B (Z4)) | SNRERAE HLAT &R HH A 8] &iE
Python gz | kin® | AGH#EK | k% | AKX

3.7 0.757 | 1.844 307.325 | 272.672

3.8 0.791 | 0.747 276.865 | 243.436

3.9 1276 | 0.986 246.407 | 236.138

3.10 2.563 | 1.142 256.583 | 260.196

3.11 0952 | 0.938 185.435 | 154.390

BCC Bk fiE

BCC R fUHR 7 bR B e il C pREL, BAZA R I RIS — 28 B BIAAT A IR TR] B e — 22, TR
H RS (8 T T ) B AR AR )

$ rm —-rf dist _ _pycache_
$ python testben.py
$ python testben.py

$ pyarmor gen —-—-enable-bcc testben.py benchmark.py benchmark?2.py
$ python dist/testben.py
$ python dist/testben.py

# 13: 3-3. N[ Python A BCC A M AEN i

FHC (ZR)) | SNESRAT(E] S \ERATE 2 HATE A 8]
Python fRZ | Kin% | = Kmz | mE xmzE |
3.7 1.086 | 1.177 | 0.342 0.391 344.640 | 271.426
3.8 1.099 | 1.397 | 0351 0.400 291.244 | 251.520
3.9 1229 | 1.076 | 0.538 0.362 306.594 | 254.458
3.10 1267 | 0.999 | 0.255 0.796 302.398 | 247.154
3.11 1.146 | 1.056 | 0.273 0.536 206311 | 189.582

Al S P i
AR AL, T T A, BRIV AT RERYHER S G, ERARRR I DL AL A O o
BIan, P ——no—wrap BN T:

$ rm —-rf dist _ pycache_
$ pyarmor testben.py

$ pyarmor gen —-no-wrap testben.py benchmark.py benchmark2.py
$ pyarmor dist/testben.py

GANY
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AW
Python 3.7
test_import : 0.971 ms
test_foo : 306.261 ms
2 140 F-4. NIRRT BE AN 22 At ) 52 1R
L] THEER M TEM
-—no-wrap HombEse A2 4k
——obf-module 0 WHERERZ A K | SRl 2 At
——obf-code 0 S N e WEBEALE A
-—obf-code 2 AR SR A
—-—enable-rft FEAR G g ig&ﬁg‘fé’f
—-—enable—-themida E%F‘%ﬂi@ﬁ? ?E ?5 , ﬁ)&]@flﬁfilﬂﬁti
——mix-str Bkt aE 3‘E' e, E%E%?F A
—-assert-call WA fiE PR AE, FERN AR Monkey Trick
—-assert—import | RUEEARIERE | PEEEArE, TR IETEAF Monkey Trice
--private WA fiE PR ATE, TR IR Il N AN 5
--restrict AR fE P e, FERR P BRI MR AR B

3.4.7 FipftFuE R TIERE
mELE

FARAMBCE FH R T messages . cfg A MRS RACE H X T messages . cfg
UNSRAFAEE I B SCHE . IR T B A 2 A i B & B
TR SR 7 A2 ut£-8 , QISRTGEE A A i 7 2K, 0 T B0 iy - A T T

$ pyarmor cfg messages=messages.cfg:gbk

S UL
-2 EAT B R $51215 8. & (Pyarmor)
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BITMEEAITTRE

t e BRAATE =

s Y4cEFH PYARMOR _LANG

« HIKEHF LANG
EHE BRI R, ERLEES, RS R
B H 2 AL B R BT R 15 B

3.5 {FoiER

%

o AR

25 I 1244

A

— X T —FF S h R Fo it I
— AT AF TR R
- &M KIS

— JofTHH2R Pyarmor ¥ iE

- FE%

A AN E FH T Pyarmor 8.0 272 JE RIS .
Pyarmor & Ai7E PyPl , W] DA 300 FH N 1R iy 23047 235 3 -

$ pip install pyarmor
$ pyarmor gen foo.py
$ python dist/foo.py

WA AKOR ST, (HRE A T RE S T A BR ], 3 28 R AT DA S [ BV n e AT R . Pyarmor H midtbA
PO FhZF T AR

o BERBARVFRATIE: 2 SRR A 0 KR

3.5. FEMHER 161



https://pypi.python.org/pypi/pyarmor/
https://pypi.python.org/pypi/

Pyarmor Documentation, & {Tha4 9.2.5

o LRVFANIE: SR RN

o SRR ATIE: 1 B 2 i 5 2

o FPLIRVFATIE: 41T CUCD 4 AR

%< 15: Table-1. /R[R[VFATIERX) HE 3R

IhRE4FAE it ARR HAlhR E5KhR = pil o B
KHIE  REFEFREE Y Y Y Y
BCC/RFT/FLY &z Y Y Y
B&gmzE Y

REMBIgEH 100 100 200 0

A HIE{T AR Hl#Y Docker® Y

{& F7£ Cl/CD pipeline® Y Y Y
&F

F%: Q1SR CI/CD 484 runner A H CIWEAL RS, CLIFRTUEW e Joyk TAE

— M IEOLT, AnSR runner ANi& Docker 254%, 1M WHLsA, B L Z B0k

W% A Pyarmor 17 IEER @ 8B E AR UM AR R R A b, TR s T A ) 5 451

BTN AR B 38 AN TG 22058 Pyarmor, Sz TN AR 5 Bt A 2 556k Pyarmor ¥ AJ ik
ARG AR 2B Pyarmor AR, (HJRZE U N B AR 5E 4257 Pyarmor

VRAT AR TR B AR — ARG I A, BRI T A AR AN @ i Pyarmor SR sk E

o KIASCH, SAMBRA KN —

o RIETRER, RIS PR R TIR B IR DI fE

* RET BN, Rl Eard AR, 28, IrEmAs A Rty 4 Ube

* BCC sk, 2459 Python JHIASH 2y BREFAR BN Y C BRIl Sk B H A MOBLAR - U, AT AR 2E A7 AR 4P

ORI

SR, GG Pyarmor I A A5 T DABS N WA, TR T EAE AR B UE Pyarmor VFRIE
4 IR Z A4 Pyarmor [HI AR , AFLVFATIEAR T T AR A

3 YEAHIR A LT IE T AZERH Docker 78, AHus & ] PABS LB AERLA M 45
6 i ] Pyarmor 14 A IELE CI/CD pipeline F5 3245 4 M6 51 6y &
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S = il H A9 /2 Python 2.7 Fll Python 3.6 DA K 2 BIFATAMT IR AR, HRE M & A KA vHIE, B A 14 Tk
H 7% Python 3.7+

3.5.1 {HHF™

1.

HEEH 2 A Pyarmor

HAEH R AURT H A, AT DMERERX Z a5 A, Blante 3 CaR T $ iR i
Pyarmor FIIRE 2N IR % R BIAS , B o P st B I BT Pyarmor FY N AR 55 <545

Jeicat Jo i vE T

HISRIRHIAR A IR, 5 47 F B0 5% Pyarmor HGVFATIEE, AT BAGEF Pyarmor 1T
MBI . (BRI B AT ENE , 8 2 B S0 Pyarmor VT

— UM T

W 7 A LR R ATIE = R IR AE R 2 A, HA A 1Y Pyarmor ¥R RIIERS S — UM %, AT DAYEIE K
Pyarmor FHEER I B ACAS Hrik A/, AHJEASERUE W] EAPEA K Pyarmor JifiAC v a] LA

— A AR

B AFIEAAA — 1 18 (P K MRS, RIS H BRA MmO .. watidvdl, L6
— P AR BAE AT R P A COME— RS S, S SRR RIS [ 7 b A P [ £ 42 T
M

Pyarmor ({4 1] SIS Se N7 BB T B S — AN IE . — AN — R, A — A= i
FUL, Blan, ORI Excel &Nt (H2 AIRSETE LR34

. SRV A RLE

UIRAR R —A77 26 T VFANIE, (HRR AR 53 A — A i B S A, IBATE R B AR AR
T Pyarmor VF [ UES% 1 100 fFAIIA%, 1T LARE 25—~ fh 0 Rk

Pyarmor % %055 VFATHEAE CUCD 4k P4 R s i, 9 FLAG H RS Ay B
s REZ 1M
« BU/NEEZ 100 Y
o HREZL 1,000 KM
o - HFE % 10,000 WL

SE R T 2530 2 7 Pyarmor $5 24 JT) /7] P
Y
A 5T 1E
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3.5.2 iEREFA
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